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Abst r act

The Mobile I P specification establishes the mechanisns that enable a
nobil e host to nmaintain and use the sane | P address as it changes its
poi nt of attachnent to the network. Mbility inplies higher security
risks than static operation, because the traffic may at tines take
unf oreseen network paths with unknown or unpredictable security
characteristics. The Mbile I P specification makes no provisions for
securing data traffic. The nmechani sns described in this docunent

all ow a nobile node out on a public sector of the internet to

negoti ate access past a SKIP firewall, and construct a secure channe
into its hone network.

In addition to securing traffic, our mechanisns allow a nobile node
to roaminto regions that (1) inpose ingress filtering, and (2) use a
di fferent address space.
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1. Introduction

Thi s docunent specifies what support is required at the firewall, the
Mobile I P [1] honme agent and the Mobile I P nobile node to enable the
latter to access a private network fromthe Internet. For exanple, a
conmpany enpl oyee could attach his/her laptop to sonme Internet access
poi nt by:

a) Dialing into a PPP/SLIP account on an Internet service
provi der’s networKk.

b) Connecting into a 10Base-T or simlar LAN network avail abl e
at, for exanple, an IETF ternminal room a l|local university,
or anot her conpany’s prem ses.

Notice that in these exanples, the nobile node’'s relevant interface
(PPP or 10Base-T) is configured with an | P address different from
that which it uses "normally" (i.e. at the office). Furthernore, the
| P address used is not necessarily a fixed assignment. It may be
assigned tenporarily and dynamically at the beginning of the session
(e.g. by IPCP in the PPP case, or DHCP in the 10Base-T case).

The follow ng di scussion assunes a network configuration consisting

of a private network separated by a firewall fromthe genera
Internet or public network. The systens involved are:
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Private Network

A protected network separated fromthe Internet by hosts
enforcing access restrictions (firewalls). A private network
may use a private address space, and its addresses nay not
even be routable by the general internet.

Publ i ¢ Net wor k
The Internet at large. Hosts are able to communicate with each
ot her throughout the public network wi thout firewall-inposed

restrictions.

Mobi

| e Node (MN)

Its permanent address falls within the range of the private
networ k. The user renoves the systemfromits honme network,
and connects it to the Internet at another point. The
mechani snms outlined in this discussion render this nobility
transparent: the nobile node continues accessing its hone
network and its resources exactly as if it were still within
it. Notice that when the nobile node | eaves its hone
network, it may migrate both within and outside of the
private network’s boundaries. As defined by Mbile IP[1], a
nmobi | e node uses a care-of address while roaning

Home Agent (HA) for the nobile node

Serves as a location registry and router as described in the
Mobile IP I ETF draft.

For ei gn Agent (FA)

Serves as a registration relayer and care of address for the
nobi | e node as described in the Mbile IP I ETF draft.

Cor respondent Node (CH)

A systemthat is exchangi ng data packets with the nobile
node.

Firewal | (FW
The system (or collection of systens) that enforces access
control between the private network and the general |nternet.

It may do so by a conbination of functions such as application
gat ewayi ng, packet filtering and cryptographic techni ques.
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The mechani snms described in this docunent allow a nobile node out on
a public sector of the network to negotiate access past a SKIP
firewall, and construct a secure channel into its home network. This
enables it to comunicate with correspondent nodes that belong to the
private network, and, if bi-directional tunnels are used, with
external hosts that are reachabl e when the nobile node is at hone.
The nobil e node enjoys the sane | evel of connectivity and privacy as
it does when it is in its hone network.

Thi s docunent does not address the scenario in which the nobil e node
attenpts to access its private network, while within another private
net wor k.

Sections 2 and 3 provide an overvi ew of the environnent being
considered and the restrictions it inposes. Section 4 exam nes
firewall technol ogies. Section 5 discusses the best node of operation
of the participating entities fromthe point of view of Mbile IP
Section 6 discusses possible configuration for the secure channel
Finally, packet formats are the topic of sections 7 and 8.

2. Mobility without a Firewall

Suppose the nobile node is roanmi ng throughout the general Internet,

but its hone network is not protected by a firewall. This is
typically found in academ ¢ environnent as opposed to corporate
net wor ks.

This works as prescribed by Mobile IP [1]. The only proviso is that
the nmobil e node woul d nobst probably operate with a co-located address
i nstead of using a separate foreign agent’s care-of address. This is
because, at least in the near term it is far nore likely to be able
to secure a tenporary care-of-address than it is to find a foreign
agent al ready deployed at the site you are visiting. For exanple:

- Internet Service Provider: pre-assigns custoners |P addresses,
or assigns themout dynamically via PPP s address negotiation

- An | ETF term nal room nay pre-assign addresses for your use or
of fer DHCP servi ces.

- O her |ocations probably would of fer DHCP servi ces.

3. Restrictions inposed by a Firewall
The firewall inposes restrictions on packets entering or |eaving the
private network. Packets are not allowed through unless they conform

to a filtering specification, or unless there is a negotiation
i nvol ving sone sort of authentication.
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Anot her restriction is inposed by the separation between private
addresses and general Internet addresses. Strictly speaking, this is
not inposed by a firewall, but by the characteristics of the private
networ k. For example, if a packet destined to an internal address
originates in the general Internet, it will probably not be
delivered. It is not that the firewall drops it. Rather, the
Internet’s routing fabric is unable to process it. This elicits an

| CMP host unreachabl e packet sent back to the originating node.

Because of this, the firewall MJST be explicitly targeted as the
destination node by outside packets seeking to enter the private
network. The routing fabric in the general Internet will only see the
public address of the firewall and route accordingly. Once the
packet arrives at the firewall, the real packet destined to a private
address is recovered.

4. Two Firewall Options: Application relay and IP Security

Before delving into any details, |lets exam ne two technol ogi es which
may provide firewall support for nobile nodes:

- application relaying or proxying, or
- | P Security.

To understand the inplications, let’s exanm ne two specific schenmes to
acconpl i sh the above: SOCKS version 5 and SKIP

4.1 SOCKS version 5 [4]

There is an effort within the authenticated firewall traversal Ws
(aft) of the IETF to provide a comon interface for application
rel ays.

The sol ution being proposed is a revised specification of the SOCKS
protocol. Version 5 has been extended to include UDP services as
well. The SOCKS solution requires that the nobile node -- or another
node on its behalf -- establish a TCP session to exchange UDP traffic
with the FW It also has to use the SOCKS library to encapsul ate the
traffic neant for the FW The steps required by a SOCKS sol ution are:

- TCP connection established to port 1080 (1.5 round trips)
- version identifier/nethod selection negotiation (1 round trip)

- nmet hod- dependent negotiati on. For example, the
User name/ Password Aut hentication [5] requires 1 round trip:
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1. client sends a Usernane/ Password request
2. FW(server) responds
The GSS- APl negotiation requires at least 3 round trips:
1. client context establishnent (at least 1 round trip)
2. client initial token/server reply (1 round trip)
3. message protection subnegotiation (at least 1 round trip)

- (finally) SOCKS request/reply (1 round trip)

This is a mninumof 4 (6 with GSS-APl) round-trips before the client
is able to pass data through the FWusing the follow ng header

F R R [ T [ T [ T +
| RSV | FRAG | ATYP | DST. ADDR | DST. PORT | DATA |
E R Hom - - Fom e e - Fom e e - Fom e e - +
| 2 | 1 | 1 | Variable | 2 | Variable

E R B B B +

Bear in mind that the above nust be done each tine the nobile
registers a new care-of address. In addition to this inefficiency,
this schenme requires that we use UDP to encapsul ate | P datagrans.
There is at |east one comercial network that does this, but it is
not the best solution

Furt hernmore, SOCKS defines how to establish authenticated
connections, but currently it does not provide a clear solution to
the problem of encrypting the traffic.

This header contains the relay infornmation needed by all parties
i nvol ved to reach those not directly reachabl e.

4.2 SKIP [3]

Alternatively, traffic fromthe nobile node to the firewall could be
encrypted and authenticated using a session-less |IP security

mechani smli ke SKIP. This obviates the need to set up a session just
to exchange UDP traffic with the firewall.

A solution based on SKIP is very attractive in this scenario, as no
round trip times are incurred before the nobile node and the firewall
achieve nmutual trust: the firewall can start relaying packets for the
nobi | e node as soon as it receives the first one. This, of course,
inplies that SKIP is being used with AH [7] so that authentication
information is contained in each packet. Encryption by using ESP [6]
is also assuned in this scenario, since the Internet at large is
considered a hostile environnent. An ESP transformthat provides
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bot h authentication and encryption could be used, in which case the
AH header need not be incl uded.

The firewall and the nobile node may be previously configured with
each other’s authenticated Diffie-Hellnmn public conponents (al so
known as public values). Alternatively, they could exchange themin
real -tinme using any of the nechani snms defined by the SKIP protoco
(on-line certificate directory service or certificate discovery
protocol). Home agents and the firewall also MJUST have, be able to
exchange or obtain each other’s public conponents.

There are other proposals besides SKIP to achieve |IP | ayer security.
However, they are session-oriented key nanagenent sol utions, and
typically inply negotiations spanning several round-trip tinmes before
cryptographically secure conmmuni cations are possible. In this
respect they raise simlar concerns to those outlined previously in

t he di scussi on on SOCKS-based solutions. Qhers have arrived at
simlar conclusions regarding the inportance of session-less key
managenent for Mbile | P applications [8].

Anot her advantage of SKIP is its support for nomadi c applications.
Typically, two hosts comunicating via a secure |P | ayer channel use
the 1P source and destination addresses on incom ng packets to arrive
at the appropriate security association. The SKIP header can easily
supersede this default mechani sm by including the key ID the

reci pient nust use to obtain the right certificate.

The key id is specified by two fields in the SKIP header:

1) a nane space identifier (NSID) to indicate which of the
possi bl e nane spaces is being used, and,

2) a master key identifier (MKID) that uniquely indicates (within
the given name space) an id to use in fetching the proper
certificate.

As an exanple, by setting NSIDto 1 and MKID to its hone address, a
nmobi |l e node tells a receiver "ignore the I P source and use ny hone

address instead to | ook up ny public conmponent". Sinilarly, setting
NSID to 8 enabl es using Unsigned Diffie-Hellman (UDH) certificates.

In this case, the MKIDis set to the MD5 hash of the DH public
conmponent [10].

In addition to the NSID) MKID feature, Mbile IP is best supported by
an appropriate policy at the SKIP firewall in the formof a "nomadic"
access control list entry. This is an entry which is filtered by key
ID, instead of by IP source address, as is the usual case. It
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translates to "all ow access fromany | P source address for a given
NSI DY MKI D conbi nation". Furthernore, incom ng packets MJST have an
AH header, so that after properly authenticating them the firewal
establishes a "current address" or "dynam c binding" for the nomadic
host. The NSID/ MKI D conbi nati on determ nes which key should be used
with the nomadi ¢ host [9].

Notice that this supports Mbile | P, because the nobil e node al ways
initiates contact. Hence, the SKIP firewall has a chance to learn the
nmobi | e node’ s "current address" from an inconi ng packet before it
attenpts to encrypt an outgoi ng packet.

However, this precludes the use of sinultaneous bindings by a nobile
node. At the firewall, the |ast Registrati on Request sent by the
nobi | e node repl aces the associati on between its permanent address
and any prior care-of address. In order to support sinmultaneous

bi ndings the firewall nust be able to interpret Mbile IP

regi strati on nessages.

Section 7.2.2 discusses anot her advantage of making the firewall
under stand Mobile | P packet fornats.

In what follows we assune a SKl| P-based sol ution
5. Agents and Mbil e Node Configurations

Dependi ng on which address it uses as its tunnel endpoint, the Mbile
| P protocol specifies two ways in which a nobile node can register a
mobility binding with its hone agent.

a) an address advertised for that purpose by the forei gn agent

b) an address belonging to one of the nobile node's interfaces
(i.e. operation with a co-located address).

Fromthe firewall’s point of view, the main difference between these
two cases hinges on which node prepares the outernost encrypting
encapsul ation. The firewall MJST be able to obtain the Diffie-
Hel I man public conponent of the node that creates the outernost SKIP
header in an incom ng packet. This is only possible to guarantee in
case "b", because the nobile node and the firewall both belong to the
sanme adninistrative domain. The problemis even nore apparent when
the nobile node attenpts a Registration Request. Here, the foreign
agent is not just a relayer, it actually exani nes the packet sent by
the nmobile node, and nodifies its agent services accordingly. In
short, assuming the current specification of Mbile IP and the
current lack of trust in the internet at large, only case "b" is
possi ble. Case "a" would require an extension (e.g. a "rel ay"
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Regi strati on Request), and nodi fying code at the hone agent, the
firewall and the foreign agent.

Assuming that the firewall offers a secure relay service (i.e.
decapsul ati on and forwardi ng of packets), the nobile node can reach
addresses internal to the private network by encapsul ating the
packets in a SKIP header and directing themto the firewall.

Therefore, It is sinplest to assune that the nobil e node operates
with a co-located address.

6. Supporting Mbile | P: Secure Channel Configurations

The nobil e node participates in tw different types of traffic:
Mobile | P registration protocol and data. For the sake of sinplicity,
the follow ng di scussion evaluates different secure channe
configurations by examning the initial Registration Request sent by
the nobile node to its hone agent.

Assum ng the nobil e node operates with a co-located address, it can
communi cate directly with the firewall. The latter is able to reach
the hone agent in the private network. Also, the firewall MJST be
able to authenticate the nobile node.

The followi ng channel configurations assune the nobile node operates
with a co-located address. The regi on between the HA (home agent) and
the FW (firewall) is a private network. The regi on between the FWand
the MN (nobil e node) is the outside or public network

6.1 |: Encryption only Qutside of Private Network

HA FwW MN
< > SKIP (AH + ESP)
R > Registration Request path

The traffic is only encrypted between the nobile node out on the
general Internet, and the firewall's external interface. This is
mnimumrequired. It is the nost desirable configuration as the nore
expensi ve encrypted channel is only used where it is necessary: on

t he public network.
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6.2 Il: End-to-End Encryption

Anot her possible configuration extends the encrypted tunnel through
the firewall:

HA FW WN
< > SKIP (AH + ESP)
L T > Regi stration Request path

This limts the firewall to performa sinple packet relay or

gat ewayi ng function. Even though this could be acconplished by using
the proper destination NSID in the packet, in practice it is probably
unreal i zable. The reason is that this alternative is probably not
very popul ar with conmputer security personnel, because authentication
is not carried out by the firewall but by the honme agent, and the
latter’s security is potentially nuch weaker than the forner’s.

6.3 Ill: End-to-End Encryption, Internedi ate Authentication

Athird alternative is to allowthe firewall to be party to the
security association between the hone agent and the nobil e node.
After verifying authentication (AH header), the firewall forwards the
encrypted packet (ESP hdr) to the home agent.

HA FW N
<t++++++++++++++++++4++4+>  SKI P aut henti cati on

< > SKI P encryption

e > Registration Request path

Here, SKIP is used to provide internedi ate authentication wth end-
to-end security. Although possible, this option inplies that the
participating entities disclose their pairwise long-termDiffie-
Hel I man shared secret to the internediate node.

VWhereas Option 2 above is probably not agreeable to security and
system adm ni strati on personnel, option 3 is unsavory to the end
user.

6.4 1V: Encryption Inside and Qutside

HA FW MN
< >< > SKIP (AH + ESP)
T > Registration Request path

Traffic is encrypted on the public as well as on the private network.
On the public network, encryption is dictated by a security
associ ati on between the nobile node and the firewall. On the private
network, it is dictated by a security associati on between the hone
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agent and the firewall.
6.5 Choosing a Secure Channel Configuration

A potential problemin both options 2 and 3 is that their end-to-end
channel conponents assune that the nobile node and the hone agent can
exchange IP traffic directly with each other. This is generally not
the case, as the Internet routing fabric may not have routes to
addresses that belong to private networks, and the private routing
fabric may ignore howto route to public addresses -- or doing so may
be adm nistratively restricted. Therefore, it is necessary for
packets to be addressed directly to the firewall, and indirectly --
via sone tunneling or relaying capability -- to the real destination
on the other side of the firewall.

Options 1 and 4 are essentially equivalent. The latter may be

consi dered overkill, because it uses encryption even within the
private network, and this is generally not necessary. Wuat is
necessary even within the private network is for the honme agent to
add an encapsul ation (not necessarily encrypted) so as to direct
datagrans to the nobile node via the firewall. The type of
encapsul ati on used determ nes the difference between options 1 and 4.
Whereas option 4 uses SKIP, option 1 uses a cleartext encapsul ation
mechanism This is obtainable by, for exanple, using IPin IP
encapsul ation [2].

Options 1 and 4 are nostly interchangeable. The difference is, of
course, that the former does not protect the data from eavesdroppers
within the private network itself. This may be unacceptable in
certain cases. Traffic fromsone departnents in a conpany (for
exanpl e payroll or legal) nmay need to be encrypted as it traverses
ot her sections of the conpany.

In the interest of being conservative, in what foll ows we assumne
option 4 (i.e. traffic is encrypted on the general Internet, as well
as within the private network.

Since the firewall is party to the security associati ons governi ng
encryption on both the public and private networks, it is always able
to inspect the traffic being exchanged by the home agent and the
mobil e node. If this is of any concern, the hone agent and nobile
node could set up a bi-directional tunnel and encrypt it.

7. Mobile I P Registration Procedure with a SKIP Firewall
When roaming within a private network, a nobile node sends

Regi stration Requests directly to its home agent. On the public
Internet, it MJST encapsul ate the original Registration Request in a
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SKI P packet destined to the firewall. The nobile node MJST

di stingui sh between "inside" and "outside" addresses. This could be
acconpl i shed by a set of rules defining the address ranges.
Nevert hel ess, actual installations may present serious difficulties
in defining exactly what is a private address and what is not.

Direct human input is a very effective nethod: it nmay be obvious to
the user that the current point of attachnment is outside its private
network, and it should be possible to comunicate this know edge to
the nobil e node software

The hone agent nust al so di stingui sh between "inside" and "outside"
addresses, but | acks the potential benefit of direct user input.
Accordingly, it should be possible for the nobile node to comunicate
that know edge to the hone agent. To acconplish this we define a
Traversal Extension to the Registration Requests and Replies. This
extension is al so useful when traversing multiple firewalls.

In spite of the above nechani sns, errors in judgenent are to be
expected. Accordingly, the firewall SHOULD be configured such that

it will still performits relaying duties even if they are
unnecessarily required by a nobile node with an inside care-of
address.

Upon arriving at a foreign net and acquiring a care-of address, the
nmobi | e node nust first -- before any data transfer is possible --
initiate a registration procedure. This consists of an authenticated
exchange by which the nobile node infornms its hone agent of its
current whereabouts (i.e. its current care-of address), and receives
an acknow edgenent. This first step of the protocol is very

conveni ent, because the SKIP firewall can use it to dynamcally
configure its packet filter.

The remai nder of this section shows the packet formats used. Section
7.1 di scusses how a nobil e node sends a Registration Request to its
hone agent via the SKIP firewall. Section 7.2 discusses how the hone
agent send the correspondi ng Registration Reply to the nobil e node.
Section 7.3 defines the Traversal Extension for use with Registration
Requests and Repli es.

7.1. Registration Request through the Firewal

The nobile node arrives at a foreign net, and using nechanisns
defined by Mobile I P, discovers it has noved away from home. It
acquires a local address at the foreign site, and conposes a

Regi strati on Request neant for its hone agent. The nobil e node nust
deci de whether this packet needs to be processed by SKIP or not.
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This is not a sinple rule triggered by a given destination address.
It nust be applied whenever the follow ng conditions are net:

a) the nmobil e node is using a care-of address that does not
belong to the private network (i.e. the nobile node is
currently "outside" its private network), and

b) either of:

b1) the source address of the packet is the nobile node’s
hone address (e.g. this packet’s endpoints are
dictated by a connection initiated while at hone), or

b2) t he source address of the packet is the care-of
address and the destination address belongs to the
private network

Since the above conditions are nobility related, it is best for the
Mobile I P function in the node to evaluate them and then request the
appropriate security services from SKI P

7.1.1. On the Qutside (Public) Network

The SKIP nodul e nmust use the firewall destination address and the
firewall's certificate in order to address and encrypt the packet.
It encrypts it using SKIP conbined with the ESP [6] protocol and
possibly the AH [7] protocol

The SKI P header’s source NSID equals 1, indicating that the Mster
Key-I1D is the nobile node’s hone address. Notice that the I P packet’s
source address corresponds to the care-of address -- an address whose
correspondi ng public conmponent is unknown to the firewall.

It is also possible to use Unsigned Diffie-Hellnman public conponents
[10]. Doing so greatly reduces SKIP' s infrastructure requirenents,
because there is no need for a Certificate Authority. O course, for
this to be possible the principals’ names MIST be securely
conmuni cat ed

REGQ STRATI ON REQUEST: BETWEEN THE MOBI LE NODE AND THE FI REWALL

S Fom e e - [ S S B TS B TS +
| 1P Hdr (SKIP) | SKIP Hdr | AH| ESP | Inner IP Hdr | Reg. Request
. N N e e +
| P Hdr (SKIP):
Sour ce nmobi | e node’ s care-of address
Desti nation firewall’s public (outside) address
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SKI P Hdr:
Sour ce NSID =1
Master Key-1D = | Pv4 address of the nobil e node
Destinati on NSID =0
Master Key-ID = none
I nner | P Hdr:
Sour ce nmobi | e node’ s care-of address
Desti nation hone agent’s address

7.1.2. On the Inside (Private) Network

The SKIP Firewall’s dynam ¢ packet filtering uses this information to
establish a dynam ¢ bindi ng between the care-of address and the
nobi | e node’ s permanent home address.

The destination NSID field in the above packet is zero, pronpting the
firewall to process the SKIP header and recover the internal packet.
It then delivers the original packet to another outbound interface,
because it is addressed to the hone agent (an address within the
private network). Assuming secure channel configuration nunber 4, the
firewall encrypts the packet using SKIP before forwarding to the hone
agent .

REGQ STRATI ON REQUEST: BETWEEN THE FI REWALL AND THE HOVE AGENT

oo SRR SR oo oo +
| 1P Hdr (SKIP) | SKIP Hdr | AH| ESP | Inner IP Hdr | Reg. Request
oo R S o oo +
| P Hdr (SKIP):
Sour ce firewall’'s private (inside) address
Destination hone agent’s address
SKI P Hdr:
Sour ce NSID =0
Master Key-ID = none
Desti nation NSID=0
Mast er Key-1D = none
I nner | P Hdr:
Sour ce nobi | e node’ s care-of address
Desti nation hone agent’s address

7.2. Registration Reply through the Firewall

The hone agent processes the Registrati on Request, and conposes a
Regi stration Reply. Before responding, it exani nes the care-of
address reported by the nobil e node, and deterni nes whether or not it
corresponds to an outside address. |If so, the honme agent needs to
send all traffic back through the firewall. The hone agent can
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acconplish this by encapsulating the original Registration Reply in a
SKI P packet destined to the firewall (i.e. we assume secure channe
configuration nunber 4).

7.2.1. On the Inside (Private) Network

The packet fromthe hone agent to the nobile node via the SKIP
Firewal| has the sanme format as shown above. The relevant fields are:

REQ STRATI ON REPLY: BETWEEN THE HOVE ACENT AND THE FI REWALL

S Fom e e - [ S S B TS S +
| 1P Hdr (SKIP) | SKIP Hdr | AH| ESP | Inner IP Hdr | Reg. Reply
R B B R S ook R +
| P Hdr (SKIP):
Sour ce hone agent’s address
Desti nation firewall’s private (inside) address
SKI P Hdr:
Sour ce NSID =0
Master Key-ID = none
Desti nation NSID =0
Master Key-ID = none
I nner | P Hdr:
Sour ce hone agent’s address
Desti nati on nobi | e node’ s care-of address

7.2.2. On the Qutside (Public) Network

The SKIP Firewall recovers the original Registration Reply packet and
| ooks at the destination address: the nobile node’'s care-of address.

The SKIP Firewall’s dynanmi ¢ packet filtering used the initia

Regi strati on Request (Secton 7.1) to establish a dynanm c napping

bet ween the care-of address and the nobile node’s Master Key-ID
Hence, before forwarding the Registration Reply, it encrypts it using
the nobil e node’s public conponent.

Thi s dynani ¢ binding capability and the use of tunneling node ESP
obviate the need to extend the Mbile IP protocol with a "rel ay
Regi stration Request”. However, it requires that the Registration
Reply exit the private network through the sanme firewall that
forwarded the correspondi ng Regi strati on Request.

I nstead of obtaining the nobile node’s pernanent address fromthe
dynanic binding, a Mbile IP aware firewall could also obtain it from
the Registration Reply itself. This renders the firewall stateless,
and |l ets Registration Requests and Replies traverse the periphery of
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7.

the private network through different firewalls.

REQ STRATI ON REPLY: BETWEEN THE FI REWALL AND THE MOBI LE NODE

Fom e e e e e oo oo S Fomm oo m - - - S Fomm e e e o - +
| TP Hdr (SKIP) | SKIP Hdr | AH| ESP | Inner IP Hdr | Reg. Reply
S Fomm e - [ S S RS B S +
| P Hdr (SKIP):
Sour ce firewall’s public (outside) address
Desti nati on nmobi | e node’ s care-of address
SKI P Hdr:
Sour ce NSID =0
Mast er Key-1D = none
Desti nation NSID =1
Master Key-1D = | Pv4 addr of the nobile node
I nner 1P Hdr:
Sour ce hone agent’s address
Desti nation nobi | e node’ s care-of address

Traver sal Extension

The Traversal Extension MAY be included by nobile nodes in

Regi strati on Requests, and by honme agents in Registration Replies.

As per Section 3.6.1.3 of [1], the Traversal Extension nust appear
bef ore the Mbil e-Hone Authentication Extension. A Traversa
Extension is an explicit notification that there are one or nore
traversal points (firewalls, fireridges, etc) between the nobile node
and its home agent. Negotiating access past these systens may inply a
new aut henti cation header, and possi bly a new encapsul ati ng header
(perhaps as part of tunnel-node ESP) whose | P destination address is
the traversal address.

Negoti ati ng access past traversal points does not necessarily require
cryptographi c techni ques. For exanple, systens at the boundary

bet ween separate | P address spaces nmust be explicitly targetted
(perhaps using unencrypted IP in IP encapsul ation).

A nobil e node SHOULD i nclude one Traversal Extension per traversa
point inits Registration Requests. If present, their order MJST
exactly match the order in which packets encounter themas they fl ow
fromthe nobile node towards the hone agent.

Notice that there may be additional firewalls along the way, but the
list of traversal points SHOULD only include those systems with which
an explicit negotiation is required.
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Simlarly, the hone agent SHOULD i nclude one Traversal Extension per
traversal point in its Registration Replies. |If present, their order
MUST exactly nmatch the order in which packets encounter them as they
flow fromthe hone agent to the nobile node

A Traversal Extension does not include any indication about how
access is negotiated. Presumably, this information is obtained

t hrough separate neans. This docunent does not attenpt to solve the
firewal | discovery problem that is, it does not specify howto

di scover the list of traversal points.

As per section 1.9 of [1], the fact that the type value falls within
the range 128 to 255 inplies that if a hone agent or a nobile node
encounter a Traversal Extension in a Registration Request or Reply,
they may silently ignore it. This is consistent with the fact that
the Traversal Extension is essentially a hint.

0 1 2 3
01234567890123456789012345678901
B Lt r s i i i o o T s ks S R S

| Type | Length | Reserved

B T T T o o S S S e i S S Tk e e Y S
| MN to HA Traversal Address |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| HA to MN Traversal Address

e o T i i o o O S e S ol o S S S s it SR R SR S

Type
129
Length
10
Reserved
0
MN to HA Traversal Address
The | P address of the an internedi ate systemor firewall
encount ered by datagrans sent by the nobile node towards the

home agent. Typically, this is the external address of a
firewall or firewall conplex.
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This field MIUST be initialized in Registration Requests. In
Regi stration Replies, it is typically all 0's, otherw se, the
nobi | e node SHOULD interpret it as a hint.

HA to MN Traversal Address

The I P address of an internediate systemor firewall
encountered by datagrans sent by the honme agent towards the
nobi |l e node. Typically, this is the internal address of a
firewall or firewall conplex.

This field MIUST be initialized in Registration Replies. In
Regi stration Requests, it is typically all 0's, otherw se, the
home agent SHOULD interpret it as a hint.

8. Data Transfer

Data transfer proceeds along lines sinlar to the Registration
Request outlined above. Section 8.1 discusses data traffic sent by a
nmobi | e node to a correspondent node. Section 8.2 shows packet fornats
for the reverse traffic being tunneled by the hone agent to the
nmobi | e node.

8.1. Data Packet Fromthe Mobile Node to a Correspondent Node

The nobil e node conposes a packet destined to a correspondent node
| ocated within the private network.

The Mobile IP function in the nobil e node exanmines the Inner |IP
header, and determ nes that it satisfies conditions "a" and "b1l" from
Section 7.1. The nobil e node requests the proper encryption and
encapsul ati on services from SKI P

Thus, the nobile node with a co-located address sends encrypted
traffic to the firewall, using the follow ng format:

DATA PACKET: FROM THE MOBI LE NODE VI A THE FI REWALL

R [ T E T oo Hom oo +
| 1P Hdr (SKIP) | SKIP Hdr | AH| ESP | Inner IP Hdr | ULP
Fom e e e e e oo oo S Fomm oo m - - - S [ +
| P Hdr (SKIP):
Sour ce nmobi | e node’ s care-of address
Desti nation public (outside) address on the firewall
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SKI P Hdr:
Sour ce NSID =1
Master Key-1D = | Pv4 address of the nobil e node
Destinati on NSID =0
Master Key-ID = none
I nner | P Hdr:
Sour ce nobi | e node’ s home address
Desti nation correspondent node' s address

The SKIP Firewall intercepts this packet, decrypts the Inner |IP Hdr
and upper-1layer payload (ULP) and checks the destination address.
Since the packet is destined to a correspondent node in the private
network, the "lInner" |IP datagramis delivered internally. Once the
SKIP firewall injects this packet into the private network, it is
routed independently of its source address.

As this last assunption is not always true, the nobile node may
construct a bi-directional tunnel with its hone agent. Doing so,
guarantees that the "lInner IP Hdr" is:

Inner |P Hdr:
Sour ce car e- of address
Desti nation hone agent address

Wien at honme, comunication between the the nobile node and certain
external correspondent nodes nmay need to go through application-
specific firewalls or proxies, different fromthe SKIP firewall
VWhil e on the public network, the nobile node’s comunication wth
these hosts, MJST use a bi-directional tunnel

8.2. Data Packet From a Correspondent Node to the Mobile Node

The hone agent intercepts a packet froma correspondent node to the
nmobi |l e node. It encapsulates it such that the Mbile | P encapsul ating
| P header’s source and destination addresses are the hone agent and
care-of addresses, respectively. This would suffice for delivery
within the private network. Since the current care-of address of the
nmobil e node is not within the private network, this packet MJST be
sent via the firewall. The honme agent can acconplish this by

encapsul ating the datagramin a SKI P packet destined to the firewal
(i.e. we assunme secure channel configuration nunber 4).
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8.2.1 Wthin the Inside (Private) Network

From the honme agent to the private (inside) address of the firewal
the packet format is:

DATA PACKET: BETWEEN THE HOVE AGENT AND THE FI REWALL

E R R B R S E R E R +--m - - +
| 1P Hdr | SKIP| AH| ESP | nobip | Inner | ULP
| (SKIP) | Hdr | | | 1P Hdr | IP Hdr | |
Fomm e o - [ Fomm oo m - - - Fomm e o - Fomm e o - F--- - +
| P Hdr (SKIP):
Sour ce hone agent’s address
Desti nation private (inside) address on the firewall
SKI P Hdr:
Sour ce NSID =0
Mast er Key-1D = none
Desti nation NSID=0
Master Key-ID = none
Mobile-1P I P Hdr:
Sour ce hone agent’s address
Desti nation care-of address
I nner | P Hdr:
Sour ce correspondent node’ s address
Desti nati on nmobi | e node’ s address
ULP: upper -l ayer payl oad

The packet fornmat above does not require the firewall to have a
dynami ¢ bi ndi ng. The associ ati on between the nobile node’ s pernanent
address and it care-of address can be deduced fromthe contents of
the "Mobile-1P IP Hdr" and the "Inner IP Hdr"

Nevert hel ess, a nonmadic binding is an assurance that currently the
nmobil e node is, in fact, at the care-of address.
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8.2.2. On the Qutside (Public) Network

The SKIP firewall intercepts the packet, and recovers the Mbile IP
encapsul at ed datagram Before sending it out, the dynan c packet
filter configured by the original Registration Request triggers
encryption of this packet, this tine by the SKIP firewall for
consunption by the nobile node. The resultant packet is:

DATA PACKET: BETWEEN THE FI REWALL AND THE MOBI LE NODE

[ [ [ R - [ [ +----- +
| 1P Hdr | SKIP| AH| ESP | mobip | Inner | ULP
| (SKIP) | Hdr | | | 1P Hdr | P Hdr | |
S Fommm - S S S T +
| P Hdr (SKIP):
Sour ce firewall’s public (outside) address
Destination nmobi | e node’ s care-of address
SKI P Hdr:
Sour ce NSID =0
Master Key-ID = none
Destination NSID = 1

Master Key-1D = | Pv4 address of the nobile node

Mobile-1P I P Hdr:

Sour ce hone agent’s address
Desti nation care-of address
I nner 1P Hdr:
Sour ce correspondent node' s address
Destination nobi | e node’ s address
ULP: upper -1l ayer payl oad

At the nobile node, SKIP processes the packets sent by the firewall
Eventual |y, the inner | P header and the upper-layer packet (ULP) are
retrieved and passed on.

9. Security Considerations

The topic of this docunent is security. Nevertheless, it is

i nperative to point out the perils involved in allowing a flow of IP
packets through a firewall. In essence, the nobile host itself MJST
al so take on responsibility for securing the private network, because
it extends its periphery. This does not nmean it stops exchangi ng
unencrypted | P packets with hosts on the public network. For

exanple, it MAY have to do so in order to satisfy billing

requi renents inposed by the foreign site, or to renewits DHCP | ease.
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In the latter case it might filter not only on |IP source address,

al so on protocol and port nunbers.

Therefore, it MJST have sone firewall ot herw se,
mal i ci ous individual that gains access to it wll
to the private network as well.

capabilities,

June 1998

but

any

have gai ned access
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