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Abstract
Thi s docunent proposes two new nedi a subtypes, text/xm and
application/xm, for use in exchanging network entities which are
conform ng Extensible Markup Language (XM.). XM entities are
currently exchanged via the Hyper Text Transfer Protocol on the Wrld
Wde Wb, are an integral part of the WbDAV protocol for renote web
aut horing, and are expected to have utility in many domai ns.
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1 Introduction

The World Wde Wb Consortium (WBC) has issued a Reconmendati on

[ REC- XM.] whi ch defines the Extensible Markup Language (XM.), version
1. To enable the exchange of XML network entities, this docunent
proposes two new nedia types, text/xm and application/xn.

XML entities are currently exchanged on the Wrld Wde Wb, and XM
is also used for property values and paraneter nmarshalling by the
WebDAV protocol for renote web authoring. Thus, there is a need for a
medi a type to properly | abel the exchange of XM. network entities.
(Note that, as sonetinmes happens between two communities, both MM
and XML have defined the termentity, with different neanings.)

Al though XML is a subset of the Standard Generalized Markup Language
(SGW) [1SO8897], and currently is assigned the nedia types
text/sgm and application/sgm, there are several reasons why use of
text/sgm or application/sgm to |abel XM is inappropriate. First,
there exi st many applications which can process XM, but which cannot
process SGWL, due to SGW.'s |arger feature set. Second, SGW
appl i cations cannot always process XM. entities, because XM uses
features of recent technical corrigenda to SGM.. Third, the
definition of text/sgm and application/sgm [RFC 1874] includes
paraneters for SGW bit conbination transformation formt (SGW-
bctf), and SGW boot attribute (SGW-boot). Since XM. does not use
these paraneters, it would be anbiguous if such paraneters were given
for an XML entity. For these reasons, the best approach for |abeling
XML network entities is to provide new nmedia types for XM.

Since XML is an integral part of the WDbDAV D stributed Authoring
Protocol, and since Wrld Wde Wb Consorti um Recommendati ons have
conventional ly been assigned | ETF tree nedia types, and since simlar
medi a types (HTM., SGW.) have been assigned | ETF tree nedia types,
the XML nedia types al so belong in the | ETF nedia types tree.
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2 Notational Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC 2119].

3 XM. Media Types

Thi s docunent introduces two new nedia types for XM. entities,
text/xm and application/xm . Registration information for these
medi a types are described in the sections bel ow

Every XML entity is suitable for use with the application/xm nedia
type without nodification. But this does not exploit the fact that
XML can be treated as plain text in many cases. M ME user agents
(and web user agents) that do not have explicit support for
application/xm wll treat it as application/octet-stream for
exanple, by offering to save it to a file.

To indicate that an XM. entity should be treated as plain text by
default, use the text/xm nedia type. This restricts the encoding
used in the XML entity to those that are conpatible with the
requirenents for text nmedia types as described in [ RFC 2045] and

[ RFC-2046], e.g., UTF-8, but not UTF-16 (except for HITP)

XML provides a general franmework for defining sequences of structured
data. In sone cases, it nmay be desirable to define new nedia types
whi ch use XM but define a specific application of XM., perhaps due
to domai n-specific security considerations or runtime information
Thi s docunent does not prohibit future nedia types dedicated to such
XM. applications. However, devel opers of such nedia types are
reconmended to use this docunment as a basis. In particular, the
charset paraneter should be used in the same nmanner

Wthin the XML specification, XML entities can be classified into

four types. In the XM terninology, they are called "docunent
entities", "external DTD subsets", "external parsed entities", and
"external paraneter entities". The nedia types text/xn and

application/xm can be used for any of these four types.
3.1 Text/xm Registration

M ME nedia type nane: text

M ME subtype name: xmi

Mandat ory parameters: none
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Optional paraneters: charset

Al though listed as an optional paraneter, the use of the charset
paraneter is STRONGLY RECOMMENDED, since this information can be
used by XML processors to deternmine authoritatively the character
encodi ng of the XM. entity. The charset paranmeter can al so be used
to provide protocol -specific operations, such as charset-based
content negotiation in HTTP. "UTF-8" [RFC-2279] is the
recomended val ue, representing the UTF-8 charset. UTF-8 is
supported by all conform ng XML processors [ REC- XM].

If the XML entity is transmtted via HITP, which uses a M ME-Ilike
mechanismthat is exenpt fromthe restrictions on the text top-

| evel type (see section 19.4.1 of HTTP 1.1 [RFC 2068]), "UTF-16"
(Appendi x C. 3 of [UNI CODE] and Anmendnent 1 of [1SO 10646]) is also
recomended. UTF-16 is supported by all conform ng XM processors
[REC-XM.]. Since the handling of CR, LF and NUL for text types in
nost M ME applications woul d cause undesired transfornations of

i ndi vidual octets in UTF-16 nulti-octet characters, gateways from
HTTP to these M ME applications MIST transformthe XM. entity from
a text/xm; charset="utf-16" to application/xm; charset="utf-16"

Conformant with [RFGC 2046], if a text/xm entity is received with
the charset paraneter omtted, M ME processors and XM. processors

MJUST use the default charset value of "us-ascii”. |In cases where
the XML entity is transnmitted via HTTP, the default charset val ue
is still "us-ascii".

Since the charset paraneter is authoritative, the charset is not

al ways declared within an XM. encodi ng decl aration. Thus, specia
care i s needed when the recipient strips the MM header and

provi des persistent storage of the received XM entity (e.g., in a
file systen). Unless the charset is UTF-8 or UTF-16, the recipient
SHOULD al so persistently store information about the charset,

per haps by enbeddi ng a correct XML encodi ng declaration within the
XML entity.

Encodi ng consi derati ons:

This media type MAY be encoded as appropriate for the charset and
the capabilities of the underlying M ME transport. For 7-bit
transports, data in both UTF-8 and UTF-16 is encoded in quot ed-
printable or base64. For 8-bit clean transport (e.g., ESMIP

8BI TM ME, or NNTP), UTF-8 is not encoded, but UTF-16 is base64
encoded. For binary clean transports (e.g., HTTP), no content-
transfer-encoding i s necessary.
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Security considerations:
See section 4 bel ow

Interoperability considerations:
XM. has proven to be interoperable across WbDAV clients and
servers, and for inport and export frommultiple XM authoring
t ool s.

Publ i shed specification: see [ REC XM]

Appl i cations which use this nedia type:
XML is device-, platform, and vendor-neutral and is supported by
a wi de range of Wb user agents, WebDAV clients and servers, as
wel | as XML aut horing tools.

Addi tional information:
Magi ¢ nunber (s): none
Al t hough no byte sequences can be counted on to always be present,
XML entities in ASCII-conpatible charsets (including UTF-8) often
begin with hexadecinmal 3C 3F 78 6D 6C ("<?xm"). For nore
i nformati on, see Appendix F of [REC- XM].

File extension(s): .xm, .dtd
Maci ntosh File Type Code(s): "TEXT"

Person & email address for further infornmation:

Dan Connol Iy <connol | y@a. or g>
Murata Makoto (Family G ven) <nurata@xis.fujixerox.co.jp>

I nt ended usage: COVMON
Aut hor/ Change controller

The XML specification is a work product of the Wrld Wde Wb
Consortium s XM. Working Group, and was edited by:

TimBray <tbray@extuality.conp
Jean Paoli <jeanpa@ricrosoft.conp
C. M Sperberg- McQueen <cnsntq@i c. edu>

The WBC, and the WBC XM_ wor ki ng group, has change control over
the XML specification
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3.2 Application/xm Registration
M ME nedia type nane: application
M ME subtype nane: xm
Mandat ory paraneters: none
Optional paraneters: charset

Al 't hough listed as an optional paraneter, the use of the charset
paraneter is STRONGLY RECOMMENDED, since this information can be
used by XML processors to deternine authoritatively the charset of
the XML entity. The charset paraneter can al so be used to provide
protocol -specific operations, such as charset-based content
negotiation in HITP.

"UTF- 8" [RFC-2279] and "UTF-16" (Appendix C 3 of [UN CODE] and
Anmendrment 1 of [I SO 10646]) are the recommended val ues,
representing the UTF-8 and UTF-16 charsets, respectively. These
charsets are preferred since they are supported by all conforning
XML processors [ REC- XM].

If an application/xm entity is received where the charset
paraneter is omitted, no information is being provided about the
charset by the M ME Content-Type header. Conforming XM. processors
MJUST follow the requirements in section 4.3.3 of [REC XM.] which
directly address this contingency. However, M ME processors which
are not XM processors should not assune a default charset if the
charset paraneter is omitted froman application/xm entity.

Since the charset paraneter is authoritative, the charset is not

al ways declared within an XM. encodi ng declaration. Thus, specia
care i s needed when the recipient strips the MM header and

provi des persistent storage of the received XML entity (e.g., in a
file system). Unless the charset is UTF-8 or UTF-16, the
reci pi ent SHOULD al so persistently store information about the
charset, perhaps by enbedding a correct XM. encodi ng decl aration
within the XML entity.
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Encodi ng consi derati ons:

This media type MAY be encoded as appropriate for the charset and
the capabilities of the underlying M ME transport. For 7-bit
transports, data in both UTF-8 and UTF-16 is encoded in quoted-
printable or base64. For 8-bit clean transport (e.g., ESMIP

8BI TM ME, or NNTP), UTF-8 is not encoded, but UTF-16 is base64
encoded. For binary clean transport (e.g., HTTP), no content-
transfer-encoding i s necessary.

Security considerations:
See section 4 bel ow.
I nteroperability considerations:

XML has proven to be interoperable for inport and export from
mul ti ple XML authoring tools.

Publ i shed specification: see [ REC- XM]
Appli cations which use this nedia type:

XM. is device-, platform, and vendor-neutral and is supported by
a wide range of Wb user agents and XM. aut horing tool s.

Addi tional information
Magi ¢ nunber (s): none
Al t hough no byte sequences can be counted on to always be present,
XM. entities in ASClI-conpatible charsets (including UTF-8) often
begin with hexadeci mal 3C 3F 78 6D 6C ("<?xm "), and those in
UTF-16 often begin with hexadecimal FE FF 00 3C 00 3F 00 78 00 6D
or FF FE 3C 00 3F 00 78 00 6D 00 (the Byte Order Mark (BOW
followed by "<?xm"). For nore information, see Annex F of [REC
XM] .

File extension(s): .xm, .dtd
Maci ntosh File Type Code(s): "TEXT"

Person & email address for further infornmation:

Dan Connol Iy <connol | y@a. or g>
Murata Makoto (Fanmily G ven) <nurata@xis.fujixerox.co.jp>

I nt ended usage: COVMON
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Aut hor/ Change controller:

The XML specification is a work product of the Wrld Wde Wb
Consortium s XM. Working Group, and was edited by:

TimBray <tbray@extuality.conp
Jean Paoli <jeanpa@ricrosoft.conp
C. M Sperberg- MQueen <cnsntq@i c. edu>

The WBC, and the WBC XM. wor ki ng group, has change control over
the XM specification

4 Security Considerations

XM., as a subset of SGW, has the sanme security considerations as
specified in [ RFC 1874].

To paraphrase section 3 of [RFC-1874], XM entities contain
informati on to be parsed and processed by the recipient’s XM system
These entities may contain and such systens may pernit explicit
system | evel conmmands to be executed while processing the data. To
the extent that an XM. systemw || execute arbitrary command strings,
recipients of XML entities may be at risk. In general, it may be
possi ble to specify comuands that performunauthorized file
operations or make changes to the display processor’s environnent
that affect subsequent operations.

Use of XML is expected to be varied, and wi despread. XM is under
scrutiny by a wi de range of conmunities for use as a comobn synt ax
for conmunity-specific netadata. For exanple, the Dublin Core group
is using XM. for docunment netadata, and a new effort has begun which
is considering use of XM. for medical information. OQher groups view
XML as a nechani smfor marshalling paraneters for renote procedure
calls. Mre uses of XML will undoubtedly arise.

Security considerations will vary by donmain of use. For exanple, XM
medi cal records will have nmuch nore stringent privacy and security
considerations than XML library netadata. Sinmilarly, use of XML as a
paranmeter nmarshalling syntax necessitates a case by case security
revi ew.

XML nay al so have sone of the sane security concerns as plain text.

Li ke plain text, XM. can contain escape sequences whi ch, when

di spl ayed, have the potential to change the display processor
environnent in ways that adversely affect subsequent operations.
Possi bl e effects include, but are not limted to, |ocking the
keyboard, changing display paraneters so subsequent displayed text is
unr eadabl e, or even changi ng di splay paraneters to deliberately
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obscure or distort subsequent displayed material so that its neaning
is lost or altered. Display processors should either filter such
material fromdisplayed text or el se make sure to reset all inportant
settings after a given display operation is conplete.

Sonme term nal devices have keys whose output, when pressed, can be
changed by sending the display processor a character sequence. |f
this is possible the display of a text object containing such
character sequences coul d reprogramkeys to performsone illicit or
danger ous action when the key is subsequently pressed by the user.

In sone cases not only can keys be programmed, they can be triggered
renotely, naking it possible for a text display operation to directly
perform sone unwanted action. As such, the ability to program keys
shoul d be bl ocked either by filtering or by disabling the ability to
program keys entirely.

Note that it is also possible to construct XM. docunents whi ch nmake
use of what XM. terns "entity references" (using the XM. neani ng of
the term"entity", which differs fromthe MM definition of this
tern), to construct repeated expansions of text. Recursive expansions
are prohibited [ REC-XM.] and XM. processors are required to detect
them However, even non-recursive expansions nmay cause problenms with
the finite conmputing resources of conputers, if they are perforned
many tines.

5 The Byte Order Mark (BOV) and Conversions to/from UTF- 16

The XML Recommendation, in section 4.3.3, specifies that UTF-16 XM
entities nust begin with a byte order mark (BOM, which is the ZERO
W DTH NO BREAK SPACE character, hexadeci nal sequence OxFEFF (or
OxXFFFE, dependi ng on endi an). The XM. Recommendati on further states
that the BOMis an encoding signature, and is not part of either the
mar kup or the character data of the XML docunent.

Due to the BOM applications which convert XM. fromthe UTF-16
encodi ng to anot her encodi ng SHOULD strip the BOM before conversion
Simlarly, when converting from another encoding into UTF-16, the BOM
SHOULD be added after conversion is conplete.

6 Exanples

The exanpl es bel ow give the value of the Content-type M ME header and
the XML decl aration (which includes the encoding declaration) inside
the XML entity. For UTF-16 exanples, the Byte Order Mark character
is denoted as "{BOM}", and the XM. declaration is assumed to cone at
the beginning of the XML entity, immediately following the BOM Note
that other M ME headers may be present, and the XM entity may
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contain other data in addition to the XM. decl aration; the exanples
focus on the Content-type header and the encodi ng declaration for
clarity.

6.1 text/xm wth UTF-8 Charset
Content-type: text/xm; charset="utf-8"
<?xm version="1.0" encodi ng="utf-8"?>
This is the recommended charset value for use with text/xm . Since
the charset paraneter is provided, M ME and XM. processors nust treat
the enclosed entity as UTF-8 encoded.
If sent using a 7-bit transport (e.g. SMIP), the XM. entity nust use
a content-transfer-encodi ng of either quoted-printable or base64.
For an 8-bit clean transport (e.g., ESMIP, 8BI TM ME, or NNTP), or a
binary clean transport (e.g., HITTP) no content-transfer-encoding is
necessary.

6.2 text/xm with UTF-16 Charset
Content-type: text/xm; charset="utf-16"
{BOM} <?xm version="1.0" encodi ng="utf-16" ?>
This is possible only when the XM. entity is transmitted via HITP,
whi ch uses a M ME-1i ke nechanismand is a binary-cl ean protocol
hence does not perform CR and LF transformations and all ows NUL
octets. This differs fromtypical text MM type processing (see
section 19.4.1 of HITP 1.1 [RFC-2068] for details).

Since HTTP is binary clean, no content-transfer-encoding is
necessary.

6.3 text/xm with | SO 2022-KR Char set
Content-type: text/xm; charset="iso-2022-kr"
<?xm version="1.0" encodi ng="iso-2022-kr’ ?>
This exanple shows text/xml with a Korean charset (e.g., Hangul)
encoded follow ng the specification in [RFC1557]. Since the charset
paraneter is provided, MM and XM processors nust treat the

enclosed entity as encoded per [RFC 1557].

Since | SO 2022- KR has been defined to use only 7 bits of data, no
content-transfer-encoding is necessary with any transport.
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6.4 text/xm with Ontted Charset
Content-type: text/xmn

{BOM} <?xm version="1.0" encodi ng="utf-16"7?>

This exanple shows text/xm wth the charset paraneter onitted. In
this case, MME and XM. processors nust assune the charset is "us-
ascii", the default charset value for text media types specified in

[ RFC-2046] . The default of "us-ascii" holds even if the text/xn
entity is transported using HITP.

Onitting the charset paraneter is NOT RECOMENDED for text/xm . For
exanple, even if the contents of the XML entity are UTF-16 or UTF-8,
or the XML entity has an explicit encoding declaration, XM. and M Me
processors mnust assune the charset is "us-ascii"

6.5 application/xm wth UTF-16 Charset
Content-type: application/xm; charset="utf-16"
{BOM} <?xm version="1.0""?>
This is a reconmended charset value for use with application/xmn.

Since the charset paraneter is provided, M ME and XM. processors nust
treat the enclosed entity as UTF-16 encoded.

If sent using a 7-bit transport (e.g., SMIP) or an 8-bit clean
transport (e.g., ESMIP, 8BITM ME, or NNTP), the XML entity mnust be
encoded in quoted-printable or base64. For a binary clean transport
(e.g., HTTP), no content-transfer-encoding is necessary.

6.6 application/xm wth | SO 2022-KR Charset
Content-type: application/xm; charset="iso-2022-kr"
<?xm version="1.0" encodi ng="iso-2022-kr" ?>
Thi s exanpl e shows application/xm wth a Korean charset (e.g.
Hangul ) encoded foll owi ng the specification in [ RFC-1557]. Since the
charset paraneter is provided, MM and XM. processors nust treat the
encl osed entity as encoded per [RFC 1557], independent of whether the
XM. entity has an internal encoding declaration (this exanple does
show such a declaration, which agrees with the charset paraneter).

Since | SO 2022- KR has been defined to use only 7 bits of data, no
content-transfer-encoding i s necessary with any transport.
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6.7 application/xm with Oritted Charset and UTF-16 XM. Entity
Content-type: application/xm
{BOM} <?xm version="1.0" ?>

For this exanple, the XML entity begins with a BOM Since the
charset has been onmitted, a conform ng XM. processor follows the
requi renents of [REC-XM.], section 4.3.3. Specifically, the XM
processor reads the BOM and thus knows deterministically that the
charset encoding is UTF-16.

An XM.-unaware M ME processor shoul d nake no assunptions about the
charset of the XML entity.

6.8 application/xm with Oritted Charset and UTF-8 Entity
Content-type: application/xn
<?xm version="1.0" ?>

In this exanple, the charset paranmeter has been onmtted, and there is
no BOM Since there is no BOM the XM processor follows the
requirenents in section 4.3.3, and optionally applies the nechani sm
described in appendix F (which is non-normative) of [REC-XM] to
determi ne the charset encoding of UTF-8. The XM. entity does not
contain an encodi ng decl aration, but since the encoding is UTF-8,
this is still a conforming XM_ entity.

An XM.-unaware M ME processor shoul d nmake no assunptions about the
charset of the XML entity.

6.9 application/xm with Oritted Charset and Internal Encoding
Decl arati on

Content-type: application/xn
<?xm version="1.0" encodi ng="1 SO 10646- UCS- 4" ?>

In this exanple, the charset paranmeter has been onmtted, and there is
no BOM However, the XM. entity does have an encodi ng decl aration
inside the XML entity which specifies the entity's charset. Foll ow ng
the requirenents in section 4.3.3, and optionally applying the
nmechani sm descri bed i n appendi x F (non-normative) of [REC-XM], the
XML processor determ nes the charset encoding of the XML entity (in
this exanple, UCS-4).
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An XM.-unaware M ME processor shoul d nake no assunptions about the
charset of the XML entity.
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Jelliffe, Gavin Nicol for their many thoughtful conments.
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10 Full Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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