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Abst r act

The Poi nt-to-Point Protocol (PPP) [1] provides a standard nethod for
transporting multi-protocol datagrans over point-to-point |inks.

The PPP Encryption Control Protocol (ECP) [2] provides a nethod to

negotiate and utilize encryption protocols over PPP encapsul ated
I i nks.

Thi s docunent provides specific details for the use of the DES
standard [5, 6] for encrypting PPP encapsul ated packets.
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I nt roducti on
1. Motivation

The purpose of this meno is two-fold: to show how one specifies the
necessary details of a "data" or "bearer" protocol given the context
of the generic PPP Encryption Control Protocol, and also to provide
at | east one commonl y-under st ood neans of secure data transm ssion
bet ween PPP i npl enent ati ons.

The DES encryption algorithmis a well studied, understood and w dely
i mpl emented encryption algorithm The DES ci pher was designed for
efficient inplenentation in hardware, and consequently may be
relatively expensive to inplement in software. However, its

pervasi veness nakes it seemlike a reasonable choice for a "nodel"
encryption protocol

Source code inplenenting DES in the "El ectronic Code Book Myde" can be
found in [7]. US export laws forbid the inclusion of
conpi |l ation-ready source code in this docunent.

2. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [8].

Ceneral Overview

The purpose of encrypting packets exchanged between two PPP

i npl ementations is to attenpt to insure the privacy of conmunication
conducted via the two inplenentations. The encryption process
depends on the specification of an encryption algorithmand a shared
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secret (usually involving at |east a key) between the sender and
receiver.

Cenerally, the encryptor will take a PPP packet including the
protocol field, apply the chosen encryption algorithm place the
resulting cipher text (and in this specification, an explicit
sequence nunber) in the information field of another PPP packet. The
decryptor will apply the inverse algorithmand interpret the
resulting plain text as if it were a PPP packet which had arrived
directly on the interface.

The nmeans by which the secret becones known to both conmmunicating
el ements is beyond the scope of this docunment; usually sone form of

manual configuration is involved. |nplenentations m ght nake use of
PPP aut hentication, or the EndPoint Identifier Option described in
PPP Multilink [3], as factors in selecting the shared secret. |If the

secret can be deduced by anal ysis of the conmunication between the
two parties, then no privacy is guaranteed.

While the US Data Encryption Standard (DES) algorithm|[5, 6] provides
mul ti ple nodes of use, this specification selects the use of only one
nmode in conjunction with the PPP Encryption Control Protocol (ECP):
the G pher Bl ock Chaining (CBC) nbde. 1In addition to the US

Gover nnent publications cited above, the CBC node is al so discussed
in [7], although no C source code is provided for it per se.

The initialization vector for this node is deduced froman explicit
64-bit nonce, which is exchanged in the clear during the negotiation
phase. The 56-bit key required by all DES nodes is established as a
shared secret between the inplenentations.

One reason for choosing the chaining node is that it is generally
thought to require nore conputation resources to deduce a 64 bit key
used for DES encryption by analysis of the encrypted comunication
stream when chai ning node is used, conpared with the situation where
each block is encrypted separately with no chaining. Certainly,

i dentical sequences of plaintext will produce different ciphers when
chaining node is in effect, thus conplicating anal ysis.

However, if chaining is to extend beyond packet boundaries, both the
sender and receiver nust agree on the order the packets were
encrypted. Thus, this specification provides for an explicit 16 bit
sequence nunber to sequence decryption of the packets. This node of
operation even allows recovery from occasi onal packet |oss; details
are al so given bel ow.
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3.

Structure of This Specification

The PPP Encryption Control Protocol (ECP), provides a franmework for
negoti ati ng parameters associated with encryption, such as choosing
the algorithm It specifies the assigned nunbers to be used as PPP
protocol nunbers for the "data packets" to be carried as the
associ ated "data protocol", and describes the state nachi ne.

Thus, a specification for use in that matrix need only describe any
addi tional configuration options required to specify a particul ar

al gorithm and the process by which one encrypts/decrypts the

i nformati on once the Opened state has been achi eved.

DESE Configuration Option for ECP

Description
The ECP DESE Configuration Option indicates that the issuing
i mpl enentation is offering to enploy this specification for
decrypting communications on the Iink, and nmay be thought of as
a request for its peer to encrypt packets in this manner.

The ECP DESE Configuration Option has the follow ng fields,
which are transmtted fromleft to right:

Figure 1: ECP DESE Configuration Option

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Type = 3 | Length | Initial Nonce
B Lt r s i i i o o T s ks S R S
Type
Type = 3, to indicate the DESE-bis protocol. The forner
value 1 indicating the previous DESE specification is
deprecated, i.e. systens inplenenting this specification
MUST NOT offer the former value 1 in a configure-request
and MUST configure-reject the forner value on receipt of a
configure-request containing it.
Length

10
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Initial Nonce

This field is an 8 byte quantity which is used by the peer
i npl ementation to encrypt the first packet transmitted
after the sender reaches the opened state.

To guard agai nst replay attacks, the inplenentation SHOULD
offer a different value during each ECP negotiation. An
exanpl e might be to use the nunber of seconds since Jan
1st, 1970 (GMI/UT) in the upper 32 bits, and the current
nunber of nanoseconds relative to the |ast second mark in
the lower 32 bits.

Its formulaic role is described in the Encryption section
bel ow.

5. Packet Format for DESE
Description
The DESE packets thenselves have the follow ng fields:

Figure 2: DES Encryption Protocol Packet Format

0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR
| Addr ess | Cont r ol | 0000 | Protocol ID |
B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S
| Seq. No. High | Seq. No. Low | Ci phertext

T e e i S e S e st i s s SN S

Addr ess and Control

These fields MIST be present unless the PPP Address and
Control Field Conpression option (ACFC) has been
negot i at ed.

Protocol |ID

The value of this field is 0x53 or 0x55; the latter

i ndi cates that ciphertext includes headers for the

Mul tilink Protocol, and REQU RES that the Individual Link
Encryption Control Protocol has reached the opened state.
The | eadi ng zero MAY be absent if the PPP Protocol Field
Conpression option (PFC) has been negoti at ed.
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Sequence Numnber

These 16-bit nunbers are assigned by the encryptor
sequentially starting with O (for the first packet
transmitted once ECP has reached the opened state.

Ci phertext

The generation of this data is described in the next
section.

6. Encryption

Once the ECP has reached the Opened state, the sender MUST NOT apply
the encryption procedure to LCP packets nor ECP packets.

If the async control character map option has been negotiated on the
link, the sender applies mapping after the encryption al gorithm has
been run.

The encryption algorithmis generally to pad the Protocol and
Information fields of a PPP packet to some multiple of 8 bytes, and
apply DES in Chaining Bl ock C pher node with a 56-bit key K

There are a |l ot of details concerning what constitutes the Protoco
and Information fields, in the presence or non-presence of Miltilink,
and whet her the ACFC and PFC options have been negotiated, and the
sort of paddi ng chosen.

Regar dl ess of whether ACFC has been negotiated on the link, the
sender applies the encryption procedure to only that portion of the
packet excluding the address and control field.

If the Multilink Protocol has been negotiated and encryption is to be
construed as being applied to each link separately, then the
encryption procedure is to be applied to the (possibly extended)
protocol and information fields of the packet in the Miultilink

Pr ot ocol

If the Multilink Protocol has been negotiated and encryption is to be

construed as being applied to the bundle, then the nultilink
procedure is to be applied to the resulting DESE packets.
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6.1. Paddi ng Consi derations

Since the DES al gorithm operates on blocks of 8 octets, plain text
packets which are of length not a multiple of 8 octets nust be
padded. This can be injurious to the interpretation of some
protocol s which do not contain an explicit length field in their
protocol headers.

Since there is no standard directory of protocols which are
susceptible to corruption through padding, this can lead to confusion
over which protocols should be protected agai nst paddi ng-i nduced
corruption. Consequently, this specification requires that the
unanbi guous techni que descri bed bel ow MIST be applied to ALL plain
text packets.

The met hod of padding is based on that described for the LCP Sel f-
Descri bi ng- Paddi ng (SDP) option (as defined in RFC 1570 [4]), but
differs in two respects: first, maxi numpad value is fixed to be 8,
and second, the nmethod is to be applied to ALL packets, not just
"specifically identified protocol s".

Plain text which is not a nultiple of 8 octets |ong MIST be padded
prior to encrypting the plain text with sufficient octets in the
sequence of octets 1, 2, 3 ... 7 to make the plain text a nultiple of
8 octets.

Plain text which is already a multiple of 8 octets may require
padding with a further 8 octets (1, 2, 3 ... 8). These additiona
octets MJST be appended prior to encrypting the plain text if the

| ast octet of the plain text has a value of 1 through 8, inclusive.

After the peer has decrypted the cipher text, it strips off the
Sel f - Descri bi ng- Paddi ng octets, to recreate the original plain text.

Note that after decrypting, only the content of the |ast octet need
be examined to determ ne how many pad bytes shoul d be renoved.
However, the peer SHOULD discard the frame if all the octets forning
t he paddi ng do not natch the schene just described.

The paddi ng operation described above is performed i ndependently of
whet her or not the LCP Sel f-Describing-Padding (SDP) option has been
negotiated. If it has, SDP would be applied to the packet as a whol e
after it had been ciphered and after the Encryption Protocol
Identifiers had been prepended.
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6.2. Ceneration of the G phertext

In this discussion, E[k] will denote the basic DES ci pher determ ned
by a 56-bit key k acting on 64 bit blocks. and DJk] will denote the
correspondi ng decryption nmechanism The padded pl ai ntext descri bed
in the previous section then becones a sequence of 64 bit blocks P[i]
(where i ranges from1l to n). The circunflex character ()
represents the bit-w se exclusive-or operation applied to 64-bit

bl ocks.

When encrypting the first packet to be transmitted in the opened
state let CJO] be the result of applying E[k] to the Initial Nonce
received in the peer’'s ECP DESE option; otherwise let C[0O] be the
final block of the previously transmtted packet.

The ci phertext for the packet is generated by the iterative process
ail = EkI(P[i] ~ qi-1])
for i running between 1 and n
6.3. Retrieval of the Plaintext

When decrypting the first packet received in the opened state, |et
0] be the result of applying E[k] to the Initial Nonce transnitted
in the ECP DESE option. The first packet will have sequence nunber
zero. For subsequent packets, let (O] be the final block of the
previ ous packet in sequence space. Decryption is then acconplished

by
PLi] = di-1] ~ Dkl(di]),
for i running between 1 and n
6.4. Recovery after Packet Loss

Packet loss is detected when there is a discontinuity in the sequence
nunbers of consecutive packets. Suppose packet nunber N - 1 has an
unrecoverable error or is otherwi se lost, but packets Nand N+ 1 are
recei ved correctly.

Since the algorithmin the previous section requires C[0] for packet
Nto be CJlast] for packet N- 1, it will be inpossible to decode
packet N. However, all packets N+ 1 and follow ng can be decoded in
the usual way, since all that is required is the last block of

ci phertext of the previous packet (in this case packet N, which WAS
recei ved).
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7. MRU Consi derations

Because paddi ng can occur, and because there is an additiona
protocol field in effect, inplenmentations should take into account
the grom h of the packets. As an exanple, if PFC had been
negotiated, and if the MRU before had been exactly a multiple of 8,
then the plaintext resulting combining a full sized data packets with
a one byte protocol field would require an additional 7 bytes of
paddi ng, and the sequence nunber would be an additional 2 bytes so
that the information field in the DESE protocol is now 10 bytes

| arger than that in the original packet. Because the convention is
that PPP options are i ndependent of each other, negotiation of DESE
does not, by itself, autonmatically increase the MRU val ue.

8. Differences from RFC 1969

8.1. \When to Pad
In RFC 1969, the nethod of Self-Describing Padding was not applied to
all packets transmitted using DESE. Follow ng the nethod of the SDP
option itself, only "specifically identified protocols", were to be
padded. Protocols with an explicit length identifier were exenpt.
(Exanpl es incl uded non-VJ-conpressed I P, XNS, CLNP)
In this speficiation, the nethod is applied to ALL packets.
Secondly, this specification is clarified as being conpletely
i ndependent of the Sel f-Describing-Paddi ng option for PPP, and fixes
t he maxi num nunber of paddi ng octets as 8.

8.2. Assigned Nunbers
Since this specification could theoretically cause nisinterpretation
of a packet transnitted according to the previous specification, a
new type field nunber has been assigned for the DESE-bis protoco

8.3. Mnor Editorial Changes

Thi s specification has been designated a standards track docunent.
Some ot her | anguage has been changed for greater clarity.

9. Security Considerations

This proposal is concerned with providing confidentiality solely. It
does not describe any nechanisns for integrity, authentication or
nonrepudi ation. It does not guarantee that any nessage received has

not been nodified in transit through replay, cut-and-paste or active
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tanpering. It does not provide authentication of the source of any
packet received, or protect against the sender of any packet denying
i ts authorship.

This proposal relies on exterior and unspecified nmethods for

aut hentication and retrieval of shared secrets. |t proposes no new
technol ogy for privacy, but nerely describes a convention for the
application of the DES cipher to data transni ssion between PPP

i mpl enent ati on.

Any met hodol ogy for the protection and retrieval of shared secrets,
and any limtations of the DES ci pher are relevant to the use
descri bed here.
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12. Full Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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