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2. Abstract

The Internet Standards Process [1] requires that all |ETF Standards
Track specifications nust have "nultiple, independent, and

i nteroperabl e inplenentations" before they can be advanced beyond
Proposed Standard status. This docunent specifies the process which
the IESGwill use to determine if a MB specification docunent neets
these requirenents. It also discusses the rationale for this
process.

3. The Nature of the Problem

The Internet Standards Process [1l] requires that for an | ETF

speci fication to advance beyond the Proposed Standard | evel, at |east
two genetically unrelated inpl ementations nust be shown to
interoperate correctly with all features and options. There are two
di stinct reasons for this requirenent.

The first reason is to verify that the text of the specification is
adequately clear and accurate. This is denonstrated by show ng that
multiple inplenmentation efforts have used the specification to

achi eved i nteroperabl e inpl enent ati ons.
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The second reason is to di scourage excessive options and "feature
creep". This is acconplished by requiring interoperable

i mpl ementation of all features, including options. |If an option is
not included in at least two different interoperable inplenentations,
it is safe to assune that it has not been deened useful and nust be
renoved before the specification can advance.

In the case of a protocol specification which specifies the "bits on
the wire" exchanged by executing state machi nes, the notion of
"interoperability" is reasonably intuitive - the inplenentations nust
successfully "talk to each other", exchanging "bits on the wire"
whil e exercising all features and options.

In the case of an SNMP Managenent |nformati on Base (M B)

speci fication, exactly what constitutes "interoperation"” is |ess
obvious. This docunent specifies how the | ESG has decided to judge
"M B specification interoperability” in the context of the |IETF

St andar ds Process.

There are a nunber of plausible interpretations of MB specification
interoperability, many of which have nmerit but which have very
different costs and difficulties in realization

The aimis to ensure that the dual goals of specification clarity and
feature eval uati on have been net using an interpretation of the
concept of MB specification interoperability that strikes a bal ance
bet ween testing conplexity and practicality.

4. On The Nature of M B specifications

Conpared to "state machi ne" protocols which focus on procedura
specifications, a MB specification is nmuch nore data oriented. To
over-generalize, in a typical MB specification the collection of
data type and instance specifications outnunbers inter-object
procedural or causal semantics by a significant anount.

A central issue is that a MB specification does not stand alone; it
forms the access interface to the instrunentati on underneath it.
Wthout the instrumentation, a MB has formbut no values. Coupled
with the | arge nunber of objects even in a sinple M B specification
a MB specification tends to have nore of the | ook and feel of an API
or a dictionary than a state machi ne protocol

It is inmportant to distinguish between assessing the interoperability

of applications which may use or interact with MBs, and the M Bs
thenselves. It is fairly obvious that "black-box testing" can be
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applied to such applications and that the approach enjoys a certain
maturity in the software engineering arts. A MB specification, on
the other hand is not readily amenable to bl ack box test plans.

5. Discussion and Reconmended Process

In order to neet their obligations under the | ETF Standards Process,
the Operations and Managenent Area Directors and the | ESG nust be
convi nced that each M B specification advanced to Draft Standard or
Internet Standard status is clearly witten, that there are the
required multiple interoperable inplementations, and that all options
have been inplenented. There are nultiple ways to achieve this goal
Appendi x A lists sone testing approaches that could be used when
attenpting to docunment nultiple inplenentations.

The Full Coverage or Stinul us- Response approaches are very through
and woul d i ncrease confidence that the requirenment has been net, if
applied. However, experience in real-world software engi neering
makes it clear that such confidence cones at an extrenely high price
even with the nost exhaustive testing, it is often not clear what
precisely has been denonstrated by such testing. W believe that
bot h of those standards of evidence are materially beyond what can be
reasonably acconplished in an operational sense, and achieving the
requi site semantic specifications are even nore unlikely.

Therefore, the Operations and Managenent Area and the | ESG have
adopted a nore pragmatic approach to deternmining the suitability of a
M B specification for advancenent on the standards track beyond
Proposed Standard status. Each M B specification suggested for
advancenent nust have one or nore advocates who can nake a convi nci ng
argunent that the M B specification nmeets the nultiple inplenentation
and feature support requirenents of the | ETF Standards Process. The
specific way to make the argument is left to the advocate, but will
normal Iy include reports that basic object conparison testing has
been done.

Thus any recomendati on for the advancenent of a M B specification
nmust be acconpani ed by an inplenentation report, as is the case with
all requests for the advancenment of |ETF specifications. The

i npl enment ation report must include the reasons why the | ESG shoul d
believe that there are nultiple inplementations of the MB
specification in question and that the all of the MB objects in the
specification to be advanced are supported in nore than one

i mpl enentation. But note that the prine concern of the IESGwll be
that the underlying reasons for the interoperable inplenentations are
met, i.e., that the text of the specification is clear and

unambi guous, and that features of the specification which have not
garnered support have been renoved.
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The inplenentation report will be placed on the | ETF web page al ong
with the other pre-advancenent inplenentation reports and will be
specifically referred to in the |ETF Last-Call. As with all such

i npl enment ation reports, the determ nation of adequacy is made by the
Area Director(s) of the relevant | ETF Area. This determ nation of
adequacy can be chal l enged during the Last-Call period.

6. Security Considerations

Some may view this policy as possibly leading to a reduction in the

| evel of confidence people can have in M B specifications but the OG&M
Area Directors and the IESG feel that it will adequately ensure a
reasonabl e eval uation of the level of clarity of MB specifications
and to ensure that unused options can be identified and renoved

bef ore the advancenent of a specification

Good, clearly witten MB specifications can be of great assistance
in the managenent of the Internet and ot her networks and thus assi st
in the reduction of sonme types of security threats.
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Appendi x A

A

Sonme Testing Alternatives

The | ESG debated a nunber of interoperability and testing nodels in
formulating this specification. The following list is not an
exhaustive enuneration of the alternatives, but it does capture the
maj or pl ausi bl e nodel s which were exanined in the course of the

di scussi on.

A.1 Basic (bject Conparison

Assunme the requisite two genetically unrelated inplenentations of the
MB in an SNMP agent and an SNMP managenment station which can do a
"M B Dunp" (extract the conplete set of MB object types and val ues
fromthe agent inplementation). Extract a MB Dunp from each

i npl enment ati on and conpare the two dunps to verify that both provide
the conplete set of nmandatory and optional objects and that the

i ndi vi dual objects are of the correct types.

A. 2 Stimul us/ Response Testing

Proceed as in A1, but in addition, conprehensively exercise the two
(network) elenments containing the agent inplenentations to verify
that all the MB objects reflect plausible values in operationa
conditions. An even stricter interpretation would require that the
M B objects in the two network elements track identically given the
identical stimulus. Wiile this would test "read-only" or
"nmonitoring” information obtained fromthe underlying
instrunentation, it is inportant to observe that such instrunentation
is actually an *application* which uses the MB and is not part of
the MB itself.

A.3 Full Coverage Testing

This nodel extends the notion of Stinulus/Response Testing to its

| ogi cal extreme. The MB is viewed as an APl and t he software

engi neering notion of full coverage testing is applied to a MB.

This invol ves exercising all paths through the causal senmantics and
verifying that all objects change state correctly in all cases.

Again, note that much nore than the M B definition is being exercised
and eval uat ed.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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