Net wor k Wor ki ng Group B. C ouston
Request for Comments: 2456 Ci sco Systens
Cat egory: Standards Track B. Moore
| BM Cor por ati on

Novenber 1998

Definitions of Managed Objects
for APPN TRAPS

Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice
Copyright (C The Internet Society (1998). Al Rights Reserved.
Abst ract
This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it defines objects for receiving notifications from
networ k devices with APPN (Advanced Peer-to-Peer Network) and DLUR
(Dependent LU Requester) capabilities. This nmeno identifies
notifications for the APPN and DLUR architecture.

Tabl e of Contents

1. INtroducti On ... 2
2. The SNWVP Networ k Managenent Framework .................. 2
3. OV I VI BW o e 3
3.1 APPN TRAP M B structure . ....... ... . ... iy 5
4, Definitions ... ... . . . 6
5. Security Considerations . ......... .. ... 17
6. Intellectual Property . ....... . . . . . .. 17
7. Acknow edgment s ... ... e 18
8. Ref erences ... . e 18
9. Authors’ Addresses .. ... ... . 20
10. Ful I Copyright Statement ............ . .. .. . .. .. ... 21

C ouston & Moore St andards Track [ Page 1]



RFC 2456 APPN TRAPS M B Novenber 1998

1

I ntroduction

This docunent is a product of the SNA NAU Services M B Wrking G oup.
It defines a MB nodule for notifications for devices with Advanced
Peer -t o- Peer Networking (APPN) and Dependent LU Requester (DLUR)
capabilities.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [13].

The SNWVP Net wor k Managenent Framewor k

The SNWVP Managenent Franmework presently consists of five ngjor
conmponent s:

o] An overall architecture, described in RFC 2271 [1].

o} Mechani sns for describing and nam ng objects and events for the
pur pose of nmanagenment. The first version of this Structure of
Managenment Information (SM) is called SMvl and described in
STD 16, RFC 1155 [2], STD 16, RFC 1212 [3] and RFC 1215 [4]. The
second version, called SMv2, is described in RFC 1902 [5], RFC
1903 [6] and RFC 1904 [7].

o] Message protocols for transferring managenment information. The
first version of the SNWP nessage protocol is called SNMPv1l and
described in STD 15, RFC 1157 [8]. A second version of the SNWP
message protocol, which is not an Internet standards track
protocol, is called SNWPv2c and described in RFC 1901 [9] and
RFC 1906 [10]. The third version of the nmessage protocol is
call ed SNMPv3 and described in RFC 1906 [10], RFC 2272 [11] and
RFC 2274 [12].

o] Prot ocol operations for accessing nmanagenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [8]. A second set of protocol
operations and associated PDU formats is described in RFC 1905
[13].

o] A set of fundanental applications described in RFC 2273 [14] and
t he vi ew based access control nmechani sm described in RFC 2275
[15].

Managed objects are accessed via a virtual information store, terned
the Managenent |Information Base or MB. hjects in the MB are
defined using the mechani sns defined in the SM.
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This meno specifies a MB nodule that is conpliant to the SMv2. A

M B conformng to the SMvl can be produced through the appropriate
translations. The resulting translated M B nust be senmantically
equi val ent, except where objects or events are onm tted because no
translation is possible (use of Counter64). Some machi ne readabl e
information in SMv2 will be converted into textual descriptions in
SM vl during the translation process. However, this | oss of nachine
readabl e information is not considered to change the semantics of the
M B.

3. Overview

This docunent identifies the set of objects for reporting the status
of devices with APPN and DLUR capabilities via notifications.

See the SNANAU APPN M B [ 18] and SNANAU DLUR M B [19] for the objects
for monitoring the configuration and active characteristics of the
devices with APPN and DLUR capabilities. Many objects contained in
the notifications of this MB are inported fromthe APPN and DLUR

M Bs. Inplenentors of this MB nust also inplement the APPN M B.

| mpl enent ati ons that support the appnTrapM bDl ur Conf G oup and the
appnTrapM bDl ur Noti f Group nmust al so inplenent the DLUR M B.

The SNANAU APPN M B al | ows a nmanagenent station to collect the

net wor k topol ogy of an APPN network (the network nodes (NNs) in the
network and all of transmission groups (TGs) between the network
nodes) from an APPN device. It also allows the nanagenent station to
collect the local topology (TGs to end stations, and |ocally defined
ports and link stations) froman APPN device. Wile the SNANAU APPN
M B has an efficient way to poll the APPN device for updates to the
net wor k t opol ogy, using flow reduction sequence nunbers (FRSNs) as a
tabl e index; it does not have a nechanismto poll the |ocal topology
tabl es (appnLocal TgTabl e, appnPort Tabl e, and appnLsTable) for status
changes.

This M B provides a nechanismfor an APPN device to send
notifications to informthe nanagenent station of status changes to
rows of these tables. Status changes include operational state
changes, and for TGs al so include control-point to control-point
(CP-CP) session state changes. A notification is defined for each
type of status change for each table.

The port and |ink operational state objects have internedi ate states.

Notifications are only sent for transition to active or inactive
state.
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Notifications are only sent for row creation if the state is active
or operational. This is done to avoid sending a notification as the
rowis created with an inactive initial state, foll owed by another
notification as the resource is activated.

Notifications are only sent for row deletion if the |last state was
active or operational. |In nost cases, a resource nust be deactivated
before it can be deleted, and the deactivation will cause a
notification to be sent. There is no need for a second notification
to be sent for the row del etion, except for the case where the

del etion occurred without deactivation. 1In this case, the state of
the object in the notification will indicate an inactve state, since
a del eted resource can no |onger be active.

The purpose of the appnLocal TgCpCpSt at eChangeTrap notification is to
identify the I oss or recovery of CP-CP sessions on a TG while the TG
remai ns operational. Thus this notification is only sent if there is
a change to an appnLocal TgCpCpSessi on obj ect, but not a change to the
appnLocal TgOperational object. This notification is never sent for
the creation or deletion of a rowin the appnLocal TgTabl e.

Each notification always contains an object which is a count of the
nunber of tines the status of a rowin table has changed since the
APPN node was last reinitialized. This enables a nanagenent station
to detect that it has missed a notification, if it does not get the
notifications in nunmerical sequence. |If the notifications are not in
sequence, the managenent station should retrieve the entire table to
get the correct status for all rows.

Simlarly, the SNANAU DLUR M B provi des a nechanismfor retrieving
the configuration and status of dependent LU server (DLUS) sessions
on a device with DLUR capabilities. This MB defines a notification
for a DLUR DLUS session state change of a row in the dlurD usTabl e,
in the manner described above. A notification is only sent for a
session state transition to active or inactive. As with the above
notifications, it is only sent on row creation if the initial state
is active; and on row deletion is the last state was active, in which
case the notification indicates that the state is now inactive

The SNANAU APPN M B al so provides a nmechani smfor a managenent
station to collect traffic statistics on internedi ate sessions,
primarily for accounting purposes. However, when the session is
termnated, all statistics fromthe last poll until the session
termnation tine are lost, since the row for that session is deleted
fromthe appnlsinTable. This MB defines a notification so that the

session’s final statistics can be sent to a nmanagenent station. |If
the notification is not delivered, the final session statistics are
lost. If this is a concern, polling of the appnlslnTable in the APPN
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M B shoul d be increased to nore likely reduce the tine between the
| ast poll and the session term nation, thereby reducing the anmnount of
data | ost.

H ghlights of the managenent functions supported by the APPN TRAP M B
nodul e include the foll ow ng:

o] A notification for an APPN | ocal TG operational state change.

0 A notification for an APPN [ ocal TG CP-CP session state change.

o} A notification for an APPN port operational state change.

o] A notification for an APPN Iink station operational state
change.

o] A notification for a DLUR-DLUS session state change.

o} A notification for reporting final APPN internediate session

statistics.

This M B nodul e does not support:

o} hjects to query the configuration or status of APPN nodes on
denmand.

o] Notifications for changes to local topology tables not rel ated
to status.

3.1. APPN TRAP M B Structure

The APPN TRAP M B nodul e contains a group of notifications, and a
group of supporting objects.

The group of notifications consists of the follow ng notifications:

1) appnl srAccounti ngDat aTr ap

This notification is generated by an APPN devi ce when an internediate
session is termnating, to report the final accounting statistics of
t he sessi on.

2) appnLocal TgOper St at eChangeTr ap

This notification identifies a change to the appnLocal TgOperati ona
object in a row of the SNANAU APPN M B appnLocal TgTabl e.
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4.

3) appnLocal TgCpCpSt at eChangeTr ap

This notification identifies a change to the appnLocal TgCpCpSessi on
object in a row of the SNANAU APPN M B appnLocal TgTabl e.

4) appnPort Oper St at eChangeTr ap

This notification identifies a change to the appnPort Oper State object
in a row of the SNANAU APPN M B appnPort Tabl e.

5) appnLsOper St at eChangeTr ap

This notification identifies a change to the appnLsQOper State object
in a row of the SNANAU APPN M B appnLsTabl e.

6) dl ur Dl usSt at eChangeTr ap

This notification identifies a change to the dl urD usSessnSt at us
object in a row of the SNANAU DLUR M B dl ur Dl usTabl e

The group of supporting objects contains the appnTrapControl object,
whi ch controls whether the APPN devi ce generates each type of
notification. Note that generation of the appnlsrAccountingDataTrap
is not controlled by this object; instead it is controlled by the
appnl sl nd obal Ct r Adm nSt at us obj ect in the SNANAU APPN M B.

Al t hough APPN notification generation could be controlled solely by
entries in the snnpNotificationMB, RFC 2273 [9], the appnTrapContro
object exists in this MB so that inplenentations are not required to
i npl ement RFC 2273 to control generation of APPN notifications. For
a notification to be generated and sent as a TRAP or |INFORM the
notification type nust first be enabled by the appnTrapContro

object. It nust also not be disabled by an snnpNotificati onMB
entry. The destination of notifications is not within the scope of
this MB.

Al'so contained in this group are objects for the TG port, link, and
DLUR- DLUS session notifications to indicate the nunber of tines each
of the tables has had a status change of a row since the APPN node
was last reinitialized

Definitions

APPN- TRAP-M B DEFINITIONS ::= BEG N

| MPORTS

Count er 32, OBJECT-TYPE, MODULE-I| DENTI TY,
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NOTI FI CATI ON- TYPE

FROM SNWPv2- SM

MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP

appnM B,
appnl sin
appnlsin
appnl sl n
appnl sl n
appnLoca
appnPort

appnConp

dl ur Dl us

FROM SNWVPv2- CONF

appnl sl nP2SFndPi us, appnl sl nS2PFndPi us,
P2SNonFmdPi us, appnl sl nS2PNonFndPi us,
P2SFmdByt es, appnl sl nS2PFndByt es,
P2SNonFmdByt es, appnl sl nS2PNonFndByt es,
SessUpTi e, appnObj ect s,
| TgOperational, appnLocal TgCpCpSessi on
Oper St at e, appnLsOper St at e,
I iances, appnG oups

FROM APPN-M B

SessnSt at us
FROV APPN- DLUR- M B;

appnTrapM B MODULE- | DENTI TY
LAST- UPDATED "9808310000Z" -- August 31, 1998
ORGANI ZATION "1 ETF SNA NAU MB WG / AIWAPPN M Bs SI G'

CONTACT- | NFO
Bob C ouston
Ci sco Systens
7025 Kit Creek Road
P. O Box 14987
Research Triangle Park, NC 27709, USA
Tel : 1 919 472 2333
E-mail: clouston@i sco.com
Bob Mbore
| BM Cor poration
4205 S. M am Boul evard
BRQA/ 501
P. O Box 12195
Research Triangl e Park, NC 27709, USA
Tel : 1 919 254 4436
E-mail: renpore@s.i bmcom
DESCRI PTI ON

Cl ouston & Nbore

"This MB nodul e defines notifications to be generated by
networ k devices with APPN capabilities. It presupposes
support for the APPN MB. It also presupposes

support for the DLUR M B for inplenmentations

that support the DLUR-rel ated groups."
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::={ appnMB 0 }

Rk b Sk b S I Rk Sk b Sk S R Rk Ik S o O S K R R kS b S S O O

-- Notifications

Rk b ok b Rk kS S R IR I Sk Sk o o Rk R R S kR R A R

appnl sr Accounti ngDat aTrap NOTI FI CATI ON- TYPE
OBJECTS {

appnl sl nP2SFndPi us,
appnl sl nS2PFndPi us,
appnl sl nP2SNonFndPi us,
appnl sl nS2PNonFndPi us,
appnl sl nP2SFndByt es,
appnl sl nS2PFndByt es,
appnl sl nP2SNonFndByt es,
appnl sl nS2PNonFndByt es,
appnl sl nSessUpTi e

}

STATUS current

DESCRI PTI ON
"When it has been enabled, this notification is generated by an
APPN node whenever an | SR session passing through the node is
taken down, regardl ess of whether the session went down
normally or abnormally. |Its purpose is to allow a managenent
application (primarily an accounting application) that is
nonitoring the I SR counts to receive the final values of these
counts, so that the application can properly account for the
anounts the counts were increnented since the last tine the
application polled them The appnlslnSessUpTi ne object
provides the total anpbunt of tine that the session was active.

This notification is not a substitute for polling the ISR
counts. In particular, the count values reported in this
notification cannot be assunmed to be the conplete totals for
the life of the session, since they may have w apped while the
session was up.

The session to which the objects in this notification apply is
identified by the fully qualified CP nane and PCI D that make up
the table index. An instance of this notification will contain
exactly one instance of each of its objects, and these objects
will all belong to the sane conceptual row of the
appnl sl nTabl e.

Ceneration of this notification is controlled by the sane
object in the APPN M B, appnlslnd obeCtrAdmi nSt at us, that
control s whet her the count objects thensel ves are being

i ncrement ed. "
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::={ appnTrapM B 1 }

appnLocal TgOper St at eChangeTrap NOTI FI CATI ON- TYPE
OBJECTS {
appnLocal TgTabl eChanges,
appnLocal TgOper ati ona

}
STATUS current
DESCRI PTI ON
"When it has been enabled, this notification nmakes it possible
for an APPN topol ogy application to get asynchronous
notifications of local TG operational state changes,
and thus to reduce the frequency with which it polls
for these changes

This notification is sent whenever there is a change to

t he appnLocal TgOperati onal object in a row of the
appnLocal TgTable. This notification is only sent for row
creation if the rowis created with a value of 'true’ for

appnLocal TgOperational. This notification is only sent for
row deletion if the |ast value of appnLocal TgQperati onal was
"true’. In this case, the value of appnLocal TgOperati ona

inthe notification shall be '"false, since the deletion of
arowindicates that the TGis no | onger operational

The notification is nore than a sinple 'poll ne now indication

It carries both a count of |ocal TG topol ogy changes, and the
current operational state itself. The count of changes allows an
application to detect lost notifications, either when polling

or upon receiving a subsequent notification, at which point it
knows it nmust retrieve the entire appnLocal TgTabl e agai n.

This is the sane count as used in the appnLocal CpCpSt at eChangeTr ap.
A lost notification could indicate a local TG CP-CP session state
change or an operational state change.

CGeneration of this notification is controlled by the
appnTrapControl object.”

2= { appnTrapMB 2 }

appnLocal TgCpCpChangeTrap NOTI FI CATI ON- TYPE
OBJECTS {
appnLocal TgTabl eChanges,
appnLocal TgCpCpSessi on

STATUS current
DESCRI PTI ON
"When it has been enabled, this notification nakes it possible
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for an APPN topol ogy application to get asynchronous
notifications of local TG control-point to control-point (CP-CP)
session state changes, and thus to reduce the

frequency with which it polls for these changes.

This notification is sent whenever there is a change to

t he appnLocal TgCpCpSessi on obj ect but NOT the

appnLocal TgOperati onal object in a row of the appnLocal TgTabl e.
This notification is never sent for appnLocal TgTabl e row
creation or deletion.

The notification is nore than a sinple 'poll ne now indication
It carries both a count of |ocal TG topol ogy changes, and the
current CP-CP session state itself. The count of changes all ows
an application to detect |ost notifications, either when polling
or upon receiving a subsequent notification, at which point it
knows it rmust retrieve the entire appnLocal TgTabl e again. This
is the same count as used in the appnLocal TgOper St at eChangeTr ap
A lost notification could indicate a local TG CP-CP session
state change or an operational state change.

Ceneration of this notification is controlled by the
appnTrapControl object.”

::={ appnTrapM B 3 }

appnPort Qper St at eChangeTrap NOTI FI CATI ON- TYPE
OBJECTS {
appnPort Tabl eChanges,
appnPort Oper St at e

STATUS current

DESCRI PTI ON
"When it has been enabled, this notification nakes it possible
for an APPN topol ogy application to get asynchronous
notifications of port operational state changes, and thus to
reduce the frequency with which it polls for these changes
This notification is only sent when a appnPort Qper State has
transitioned to a value of 'active’ or ’'inactive’

This notification is sent whenever there is a appnPort Qper State
object transition to "inactive' or 'active' state in the
appnPort Table. This notification is only sent for row creation
if the rowis created with a value of 'active for
appnPort Cper State. This notification is only sent for

row deletion if the |ast value of appnPortQperState was
"active’. In this case, the value of appnPortOperState
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inthe notification shall be 'inactive', since the deletion of
a row indicates that the port is no | onger active.

The notification is nore than a sinple 'poll ne now indication
It carries both a count of port table changes, and the
operational state itself. The count of changes allows an
application to detect lost notifications, either when polling
or upon receiving a subsequent notification, at which point

it knows it nust retrieve the entire appnPort Tabl e agai n.

Ceneration of this notification is controlled by the
appnTrapControl object.”

.= { appnTrapM B 4 }

appnLsQOper St at eChangeTrap NOTI FI CATI ON- TYPE
OBJECTS {
appnLsTabl eChanges,
appnLsQOper St at e

STATUS current

DESCRI PTI ON
"When it has been enabled, this notification nakes it possible
for an APPN topol ogy application to get asynchronous
notifications of link station operational state changes, and
thus to reduce the frequency with which it polls for these
changes. This notification is only sent when a appnLsQper State
has transitioned to a value of 'active' or ’'inactive’

This notification is sent whenever there is a appnLsQperState
object transition to "inactive' or 'active' state in the
appnLsTable. This notification is only sent for row creation
if the rowis created with a value of 'active for

appnLsOper State. This notification is only sent for

row deletion if the |ast value of appnLsCperState was
"active'. In this case, the value of appnLsOperState

in the notification shall be 'inactive’', since the deletion of
a rowindicates that the link station is no | onger active.

The notification is nore than a sinple 'poll ne now indication
It carries both a count of link station table changes, and the
operational state itself. The count of changes allows an
application to detect lost notifications, either when polling
or upon receiving a subsequent notification, at which point it
knows it mnust retrieve the entire appnLsTabl e agai n.

Ceneration of this notification is controlled by the
appnTrapControl object.”
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::={ appnTrapM B 5 }

dl ur Dl usSt at eChangeTrap NOTI FI CATI ON- TYPE
OBJECTS {
dl ur D usTabl eChanges,
dl ur Dl usSessnsSt at us

}
STATUS current
DESCRI PTI ON
"When it has been enabled, this notification nmakes it possible
for an APPN topol ogy application to get asynchronous
notifications of DLUR-DLUS session changes, and thus to reduce
the frequency with which it polls for these changes.

This notification is sent whenever there is a dlurD usSessnSt at us
object transition to 'inactive' or 'active' state in the
dlurDiusTable. This notification is only sent for row creation
if the rowis created with a value of "active for

dl urDl usSessnStatus. This notification is only sent for

row deletion if the last value of dlurD usSessnStatus was
"active'. In this case, the value of dlurD usSessnStatus

in the notification shall be 'inactive', since the del etion of

a row indicates that the session is no | onger active.

The notification is nore than a sinple 'poll ne now indication.
It carries both a count of DLUR-DLUS tabl e changes, and the
session status itself. The count of changes allows an
application to detect lost notifications, either when polling

or upon receiving a subsequent notification, at which point it
knows it nmust retrieve the entire dlurD usTabl e again.

Ceneration of this notification is controlled by the
appnTrapControl object."

::={ appnTrapM B 6 }

LR R R R R I R R I R R I R I R S R R I R I R R I I R R S R

-- Supporting Objects

Rk b S b b S I R Ik S kS R Rk S o O S K R R kS b S I o O

appnTrapObj ect s OBJECT IDENTIFIER ::= { appnObjects 7 }
appnTrapControl OBJECT- TYPE
SYNTAX BI TS {
appnLocal TgOper St at eChangeTr ap(0),

appnLocal TgCpCpChangeTrap(1),
appnPort Qper St at eChangeTrap(2),
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appnLsQper St at eChangeTrap(3),
dl ur Dl usSt at eChangeTr ap(4)
-- add other notification types here

}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"An object to turn APPN notification generation on and off.
Setting a notification type’'s bit to 1 enables generation of
notifications of that type, subject to further filtering
resulting fromentries in the snnpNotificationMB. Setting
this bit to O disables generation of notifications of that

t ype.

Note that generation of the appnlsrAccountingDataTrap is
controll ed by the appnlsln@ obeCtrAdn nStatus object in
the APPN M B: if counts of intermediate session traffic
are being kept at all, then the notification is also enabled."

{ appnTrapCbjects 1 }

appnLocal TgTabl eChanges OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON

"A count of the nunmber of tinmes a row in the appnLocal TgTabl e
has changed status since the APPN node was last reinitialized.
This counter is increnented whenever a condition is detected
that woul d cause a appnLocal TgQper St at eChangeTrap or

appnLocal TgCpCpChangeTrap notification to be sent, whether

or not those notifications are enabled."

{ appnTrapbjects 2 }

appnPort Tabl eChanges OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"A count of the nunmber of times a row in the appnPort Tabl e
has changed status since the APPN node was last reinitialized.
This counter is increnented whenever a condition is detected
that woul d cause a appnPort Oper St at eChangeTrap notification
to be sent, whether or not this notification is enabled."

{ appnTrapObjects 3 }
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appnLsTabl eChanges OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"A count of the nunber of times a row in the appnLsTabl e
has changed status since the APPN node was last reinitialized.
This counter is increnented whenever a condition is detected
that woul d cause a appnLsQper St at eChangeTrap notification
to be sent, whether or not this notification is enabled."

.= { appnTrapOojects 4 }

dl ur Dl usTabl eChanges OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"A count of the nunber of tines a rowin the dlurD usTabl e
has changed status since the APPN node was last reinitialized.
This counter is increnented whenever a condition is detected
that woul d cause a dl urD usSt at eChangeTrap notification
to be sent, whether or not this notification is enabled."

.= { appnTrapOojects 5 }

Rk b Sk b bk I Rk S S S b Sk S R Rk Sk S o O K R R kS b S S b O

-- Conformance i nfornation
B I I I I I I I I I I I I I I S I I I I I I I I I I b I I I I I b I I I I b I I b I b I b I I I A I

-- Tie into the confornmance structure in the APPN M B:

- - appnConf or mance OBJECT IDENTIFIER ::= {appnM B 3 }
-- appnConpl i ances OBJECT | DENTI FI ER :: = {appnConfornance 1 }
-- appnG oups OBJECT | DENTI FI ER :: = {appnConf or mance 2 }

-- Conpliance statenent
appnTrapM bConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for the SNWP entities that
i mpl enent t he APPN- TRAP-M B. "

MODULE -- this nodule
-- Condi tionally mandatory groups

GROUP appnTrapM bl srNotif G oup
DESCRI PTI ON
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"This group is nmandatory for APPN nodes supporting
reporting of final |SR counter values via notifications."

GROUP appnTrapM bTopoConf G oup

DESCRI PTI ON
"This group is mandatory for APPN nodes supporting
pol ling reduction for |ocal topology."

GROUP appnTrapM bTopoNoti f G oup

DESCRI PTI ON
"This group is mandatory for APPN nodes supporting
pol ling reduction for |ocal topology."

GROUP appnTrapM bDl ur Conf G oup

DESCRI PTI ON
"This group is mandatory for APPN nodes supporting
polling reduction for the dlurD usTable."

GROUP appnTrapM bDl ur Noti f Group

DESCRI PTI ON
"This group is mandatory for APPN nodes supporting
polling reduction for the dlurD usTable."

OBJECT appnTrapContr ol
M N- ACCESS read-only
DESCRI PTI ON
"An agent is not required to support a set to
this object.”

;.= {appnConpl i ances 2 }

-- Units of confornmance
appnTrapM bl srNoti f G oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
appnl sr Account i ngDat aTr ap

STATUS current

DESCRI PTI ON
"Anotification for reporting the final values of the
APPN M B s | SR counters."

::={ appnGoups 21 }

appnTrapM bTopoConf G oup OBJECT- GROUP
OBJECTS {
appnTrapControl ,
appnLocal TgTabl eChanges,
appnPort Tabl eChanges,
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appnLsTabl eChanges

STATUS current

DESCRI PTI ON
"A collection of objects for reducing the polling
associated with the local topology tables in the
APPN M B. Nodes that inplenent this group SHALL
al so i npl ement the appnTrapM bTopoNoti f Group. "

::={ appnGoups 22 }

appnTr apM bTopoNot i f Group NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
appnLocal TgOper St at eChangeTr ap,
appnLocal TgCpCpChangeTr ap,
appnPort Oper St at eChangeTr ap,
appnLsQper St at eChangeTr ap

}
STATUS current

DESCRI PTI ON
"A collection of notifications for reducing the polling
associated with the local topology tables in the
APPN M B. Nodes that inplenent this group SHALL
al so i npl enment the appnTrapM bTopoConf Gr oup. "

::= { appnGroups 23}

appnTr apM bDI ur Conf G oup OBJECT- GROUP
OBJECTS {
appnTrapControl ,
dl ur D usTabl eChanges

}
STATUS current
DESCRI PTI ON
"A collection of objects for reducing the polling
associated with the dlurD usTable in the DLUR
M B. Nodes that inplenment this group SHALL al so
i mpl enent t he appnTrapM bDl ur Noti f Group. "

::={ appnGoups 24 }

appnTrapM bDl ur Not i f Group NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
dl ur Dl usSt at eChangeTr ap
}
STATUS current
DESCRI PTI ON
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"A notification for reducing the polling associated
with the dlurDiusTable in the DLUR M B. Nodes that
i mpl enment this group SHALL al so inplenment the
appnTr apM bDI ur Conf G oup. "

::={ appnGoups 25}

END

5.

Security Considerations

Certai n managenent information defined in this MB nay be consi dered
sensitive in sonme network environments. Therefore, authentication of
recei ved SNMP requests and controll ed access to nmanagenent

i nformati on SHOULD be enpl oyed in such environments. An

aut hentication protocol is defined in [12]. A protocol for access
control is defined in [15].

None of the read-only objects in the APPN TRAP MB reports a
password, user data, or anything else that is particularly sensitive.
Sone enterprises view their network configuration itself, as well as
i nformati on about network usage and performance, as corporate assets;
such enterprises may wish to restrict SNWMP access to nost of the
objects in the MB.

There is one read-wite object in the APPN TRAP M B, appnTrapContr ol
This object controls the generation of the notifications defined in
the APPN TRAP M B.

Intell ectual Property

The I ETF takes no position regarding the validity or scope of any
intellectual property or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. |Information on the
| ETF's procedures with respect to rights in standards-track and
standards- rel ated docunmentation can be found in BCP-11 [16]. Copies
of clainms of rights nmade available for publication and any assurances
of licenses to be nmade available, or the result of an attenpt made to
obtain a general |icense or permission for the use of such
proprietary rights by inplenenters or users of this specification can
be obtained fromthe | ETF Secretari at.
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The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that nmay be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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10. Full Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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