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1. ABSTRACT

This docunent specifies a Security Negotiation Mechanismfor the
Generic Security Service Application ProgramInterface (GSS-API)
which is described in [1].

The GSS- APl provides a generic interface which can be |ayered atop

di fferent security nechanisns such that if comuni cating peers
acquire GSS-APlI credentials for the sane security mechanism then a
security context nay be established between them (subject to policy).
However, GSS-APlI doesn't prescribe the nethod by which GSS-API peers
can establish whether they have a common security mechani sm

The Sinple and Protected GSS-API Negotiati on Mechani sm defined here
is a pseudo-security mechanism represented by the object identifier
i so.org.dod.internet.security.mechanismsnego (1.3.6.1.5.5.2) which
enabl es GSS- APl peers to deternine in-band whether their credentials
share common GSS- APl security nechanisn(s), and if so, to invoke
normal security context establishnent for a sel ected common security
mechani sm This is nost useful for applications that are based on
GSS- APl i npl enent ati ons which support nultiple security nechani sns.

This allows to negotiate different security mechanisns, different

options within a given security nechanismor different options from
several security nechani sns.
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Once the comon security nechanismis identified, the security
mechani sm nay al so negotiate nmechani smspecific options during its
context establishnent. This will be inside the nmechani smtokens, and
invisible to the SPNEGO pr ot ocol

The sinple and protected GSS-API nechani sm negotiation is based on
the follow ng negotiation nodel : the initiator proposes one security
mechani sm or an ordered |ist of security nechanisns, the target

ei ther accepts the proposed security mechanism or chooses one from
an offered set, or rejects the proposed value(s). The target then
informs the initiator of its choice

Inits basic formthis protocol requires an extra-round trip. Network
connection setup is a critical performance characteristic of any
network infrastructure and extra round trips over WAN | i nks, packet
radi o networks, etc. really nake a difference. In order to avoid such
an extra round trip the initial security token of the preferred
mechani smfor the initiator may be enbedded in the initial token. If
the target preferred nechanism matches the initiator’s preferred
mechani sm no additional round trips are incurred by using the
negoti ati on protocol

The sinple and protected GSS-API mechani sm negoti ati on provides a
techni que to protect the negotiation that nust be used when the
under | yi ng nmechani sm sel ected by the target is capable of integrity
protection.

When all the mechani sns proposed by the initiator support integrity
protection or when the sel ected nmechani sm supports integrity
protection, then the negotiati on nechani sm becones protected since
this guarantees that the appropriate nechani sm supported by both
peers has been sel ected.

The Sinple and Protected GSS-API Negotiati on Mechani smuses the
concepts devel oped in the GSS-API specification [1]. The negotiation
data is encapsul ated in context-level tokens. Therefore, callers of
the GSS-API do not need to be aware of the existence of the

negoti ati on tokens but only of the new pseudo-security mechanism A
failure in the negotiation phase causes a najor status code to be
returned: GSS S BAD MECH

Bai ze & Pi nkas St andards Track [ Page 2]



RFC 2478 GSS- APl Negoti ati on Mechani sm Decenber 1998

2. NEGOTI ATI ON MODEL
2.1. Negotiation description

The nodel for security mechani smnegotiation reuses a subset of the
concepts specified in [2].

Each O D represents one GSS-API nechani smor one variant of it

- \When one security mechanismis proposed by the initiator, it
represents the only security mechani sm supported or sel ected
(when the additional APls defined in the Annex A are used) by the
initiator.

- \When several security nechani sns are proposed by the initiator
they represent a set of security mechani snms supported or sel ected
(when the additional APlIs defined in the Annex A are used) by the
initiator.

The first negotiation token sent by the initiator contains an ordered
list of mechanisnms, a set of options (e.g. deleg, replay, conf flags)
that shoul d be supported by the sel ected nmechani sm and optionally the
initial security token for the desired nmechanismof the initiator
(i.e. the first of the list).

The first negotiation token sent by the target contains the result of
t he negoti ati on (accept_conpl eted, accept_inconplete or reject) and,
in case of accept, the agreed security nmechanism It may al so include
the response to the initial security token fromthe initiator, when
the first proposed nechanismof the initiator has been sel ected. Wen
the first nmechanismis acceptable to the target,it should respond to
the initial security token for the desired nmechanismof the initiator
when it is present. However, if this is not possible, the target can
simply ignore it and omt the responseToken fromthe first reply.

| npl enent ati ons that can piggyback the initial token will be rewarded
by faster connection setup

In case of a successful negotiation, the security mechani sm
represents the value suitable for the target, and picked up fromthe
list offered by the initiator. The policy by which the target
chooses a nechanismis an inplenentation-specific local nmatter. In
the absence of other policy, the target should chose the first
nmechanismin the list for which valid credentials are avail abl e.

Once a nechani sm has been sel ected, the tokens specific to the

sel ected nechanismare carried within the negotiation tokens (in the
mechToken for the initiator and in the responseToken for the target).
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2.2. Negotiation procedure
The negoti ati on procedure is sumarised as foll ows:

(a) the GSS-API initiator invokes GSS Init_sec_context as nornal, but
requests (either explicitly, with the negotiation nechanism or
t hrough accepting a default, when the default is the negotiation
mechani sm) that the Sinple and Protected GSS-API Negotiation
Mechani sm be used;

(b) the initiator GSS-APlI inplenmentation enmits a negotiation token
containing a list of supported security nechanisns for the
credentials used for this context establishnent, and optionally
an initial security token for the first nmechanismfromthat |ist
(i.e. the preferred mechanisn), and indicates
GSS_S_CONTI NUE_NEEDED st at us;

(c) The GSS-API initiator sends the token to the target application

(d) The GSS-APlI target deposits the token through invoking
GSS _Accept _sec_context. The target GSS-API inplenentation enits a
negoti ati on token containing which if any of the proposed
mechani sms it supports (or has sel ected).

If the mechani smsel ected by the target matches the preferred

nmechani smidentified by the initiator and the initiator provides a
mechToken, the negotiation token response may contain also an initial
security token fromthat nechani sm

If the preferred nechanismis accepted, GSS Accept_sec_context()
i ndi cates GSS_S COVWPLETE when unilateral or nutual authentication has
been perforned and involves a single token in either direction

If a proposed mechanismis accepted, and it was not the preferred
mechanism or if the first negotiation token sent by the initiator
did not included a nechToken, then the negotiation token response
sent by the target may contain also a response token fromthat
mechani sm whi ch transmts nmechani smspecific information (e.g. to
transmit a certificate). The initiator may ignore such an initia
token if it is not prepared to process it.

I f a proposed nechani smother than the preferred mechanismis
accepted, or the preferred nechanismis accepted but involves
mul ti pl e exchanges (e.g. chall enge-response authentication), then
GSS _Accept _sec_context () indicates GSS_S CONTI NUE_NEEDED st at us.
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| f

t he proposed nechanisn(s) are rejected, GSS Accept_sec_context()

i ndi cates GSS_ S BAD MECH status. The security context initialisation
has fail ed.

(e)

(f)

The GSS-APlI target returns the token to the initiator
application;

The GSS-API initiator deposits the token through invoking
GSS I nit_sec_context.

GSS Init_sec_context() may then indicate GSS_S CONTI NUE_NEEDED,
GSS_S COWPLETE or GSS_S BAD MECH st at us.

Bai ze

The GSS S BAD MECH status is returned when the negotiation token
carries a reject result or when the negotiation token carries an
accept result and the nechani sm selected by the target is not
included in the initial list sent by the initiator

The GSS S BAD M C status is returned when the sel ected nechani sm
supports a M C token but the M C conputed over the |ist of
mechani snms sent by the initiator is missing or incorrect.

If the negotiation token carries a reject result, the context
establishnent is inpossible. For exanple, a rejection will occur
if the target doesn't support the initiator’s proposed nechani sm
type(s). Upon failure of the nechani sm negotiation procedure, the
mech_t ype output parameter value is the negotiation nmechani sm

t ype.

The GSS_S CONTI NUE_NEEDED status is returned when the negotiation
token carries an accept result and further tokens nust be
transferred in order to conplete context establishnent for the

sel ected mechanism |In that case GSS | nit_sec_context() returns an
initial context token as output_token (with the selected
mechani sm s context token encapsul ated within that output_token).

The initiator then sends the output _token to the target. The
security context initialisation is then continued according to the
standard GSS- APl conventions for the sel ected nechanism where the
tokens of the sel ected nmechani smare encapsul ated until the

GSS S COWLETE is returned for both the initiator and the target.
When GSS S CONTI NUE_NEEDED is returned, the nech_type out put
paraneter is not yet valid.

When GSS_ S COWPLETE is returned, the nech_type output paraneter

i ndi cates the sel ected nechanism Wen the final negotiation token
does not contain a MC, the initiator GSS-API inplenentation nust
check the returned/sel ected nmechanismis on the originally
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3.

3.

submitted list of nmechanisns and al so verify that the sel ected
mechani smis not able to support a MC. Wen the final negotiation
token contains a M C over the initial mechanisns |list sent by the
initiator, the MC nust be verified.

Note that the * req flag input paraneters for context establishnent
are relative to the sel ected nechanism as are the *_state output
paraneters. i.e., these paraneters are not applicable to the
negoti ati on process per se.

The initiator GSS-APlI calling application my need to know when the
negoti ati on exchanges were protected or not. For this, when

GSS S COWLETE is returned, it can sinply test the integ_avail flag.
Wien this flag is set it indicates that the negotiation was

pr ot ect ed.

On receipt of a negotiation token on the target side, a GSS-API

i npl enentation that does not support negotiation would indicate the
GSS S BAD MECH status as if a particular basic security nechani sm had
been requested but was not supported.

When GSS Acquire_cred is invoked with the negotiation nmechani sm as
desired_nechs, an inplementation-specific default credential is used
to carry on the negotiation. A set of nechanisns as specified locally
by the system adninistrator is then available for negotiation. |f
there is a desire for the caller to make its own choice, then an

addi tional APl has to be used (see Appendix A).

DATA ELEMENTS
1. Mechani sm Type
MechType: : = OBJECT | DENTI FI ER

mechType
Each security nechanismis as defined in [1].

3.2. Negotiation Tokens

The syntax of the negotiation tokens follows the Initial ContextToken
syntax defined in [1]. The security mechanismof the initia

negoti ation token is identified by the Ooject Identifier

i so.org.dod.internet.security.nmechanismsnego (1.3.6.1.5.5.2).
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3.2.1. Syntax

This section specifies the syntax of the corresponding

"i nner Cont ext Token" field for the first token and subsequent
negoti ati on tokens. During the nmechani sm negoci ation, the

"i nner Cont ext Token" field contains the ASN. 1 structure
"Negoci ati onToken" given bel ow, encoded using the DER encodi ng
conventi ons.

Negoti ati onToken ::= CHO CE {

MechTypeli st

negTokenlnit [0] NegTokenlnit,
negTokenTarg [1] NegTokenTarg }

SEQUENCE OF MechType

NegTokenl ni t = SEQUENCE {
mechTypes [0] MechTypeLi st OPTI ONAL,
reqFl ags [1] ContextFlags OPTI ONAL,
mechToken [2] OCTET STRING OPTI ONAL,
mechLi st M C [3] OCTET STRING OPTI ONAL
}
ContextFlags ::= BIT STRI NG {
del egFl ag (0),
mut ual Fl ag (1),
repl ayFl ag (2),
sequenceFl ag (3),
anonFl ag (4),
conf Fl ag (5),
i nt egFl ag (6)
}

negTokenl ni t

Negoti ati on token sent by the initiator to the target, which
contains, for the first token sent, one or nore security mechani sns
supported by the initiator (as indicated in the field nmechTypes)
and the service options (reqFlags) that are requested to establish
the context. The context flags should be filled in fromthe
req_flags paraneter of init_sec_context().

The mechToken field is optional for the first token sent that al
target inplenentations would not have to support. However for those
targets that do support piggybacking the initial mechToken, an
optinmistic negotiation response is possible. O herw se the
mechToken is used to carry the tokens specific to the nechani sm

sel ect ed.
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The mechListM C is an optional field. In the case that the chosen
nmechani sm supports integrity, the initiator may optionally include
a nechListMC which is the result of a GetMC of the MechTypes in
the initial NegTokenlnit and return GSS_S COWLETE

When the chosen nechani smuses an odd nunber of nessages, the fina
mechani smtoken will be sent fromthe initiator to the acceptor. In
this case, there is a tradeoff between using the optinmal nunber of
nmessages, or using an additional nessage fromthe acceptor to the
initiator in order to give the initiator assurance that no

nodi fication of the initiator’s mechanismlist occurred. The

i mpl enent ati on can choose which tradeoff to nake (see section 4.2.2
for further details for the processing of that field).

NegTokenTarg ::= SEQUENCE {
negResul t [ 0] ENUMERATED ({
accept _conpl et ed (0),
accept _i nconpl ete (1),

reject (2) } OPTI ONAL,
supportedMech [1] MechType OPTI ONAL,
responseToken [2] OCTET STRI NG OPTI ONAL,
nmechLi st M C [3] OCTET STRI NG OPTI ONAL
}
negTokenTar g
Negoti ati on token returned by the target to the initiator which
contains, for the first token returned, a global negotiation result
and the security nechani smselected (if any).
negResul t

The result accept_conpleted indicates that a context has been
successfully established, while the result accept _inconplete
i ndi cates that additional token exchanges are needed.

Note: For the case where (a) a single-token context setup is
used and (b) the preferred nechani sm does not support the
integrity facility which would cause a nechListM C to be
generated and encl osed, this feature allows to make a

di fference between a nmechToken sent by the initiator but not
processed by the target (accept_inconplete) and a nmechToken
sent by the initiator and processed by the target

(accept _conpl et ed).

For those targets that support piggybacking the initial nmechToken
an optimnistic negotiation response is possible and includes in that
case a responseToken whi ch may conti nue the authenticati on exchange
(e.g. when nutual authentication has been requested or when

unil ateral authentication requires several round trips). Qherw se
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the responseToken is used to carry the tokens specific to the
mechani sm sel ect ed. For subsequent tokens (if any) returned by the
target, negResult, and supportedMech are not present.

For the last token returned by the target, the nechListM C, when
present, is a MC conputed over the MechTypes using the selected
nmechani sm

negResul t
Result of the negotiation exchange, specified by the target.

This can be either

accept _conpl eted
The target accepts the preferred security nechani sm
and the context is established for the target or,

accept _i nconpl ete
The target accepts one of the proposed security
nmechani snms and further exchanges are necessary, or

reject
The target rejects all the proposed security
nmechani sns.

support edMech
This field has to be present when negResult is "accept_conpl et ed"
or "accept_inconplete". It is a choice fromthe nechanisns offered
by the initiator.

responseToken
This field may be used either to transnit the response to the
nmechToken when sent by the initiator and when the first mechani sm
fromthe Iist has been selected by the target or to carry the
tokens specific to the selected security nmechani sm

nmechLi st M C
If the selected nechanismis capable of integrity protection, this
field nust be present in the |ast nmessage of the negotiation
(i.e., when the underlying mechanismreturns a non-enpty token and
a major status of GSS S COWLETE); it contains the result of a
GetM C of the MechTypes field in the initial NegTokenlnit. It
allows to verify that the list initially sent by the initiator has
been received unnodified by the target.
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3.2.2. Processing of nechListMC.

I f the mechani smsel ected by the negotiation does not support
integrity, then no mechListMC is included, otherwi se a mechListMC
must be used and validated as indicated bel ow

I f the mechani smsupports integrity and uses an even nunber of
messages, then the target nust conpute a MC as descri bed above, and
send this in the final NegTokenTarg along with the final mechToken
The initiator when receiving the |last token nmust require that the
mechListM C field be present and valid. In the absence of a valid
mechLi st M C, the negotiation nust fail as if the |ast context
establ i shment token was invalid.

In the case that the chosen mechani sm supports integrity and uses an
odd nunber of nessages, the final nmechanismtoken will be sent from
the initiator to the target. In this case, there is a tradeoff

bet ween using the optimal nunber of nessages, or using an additiona
message fromthe target to the initiator in order to give the
initiator assurance that no nodification of the initiator’s mechani sm
list occurred. The inplenentati on can choose which tradeoff to nake.

When generating the final NegTokenlnit nessage, the NegTokenlnit may
optionally include a nmechListMC which is the result of a GetM C of
the MechTypes in the initial NegTokenlnit and return GSS S COVPLETE
The target nust check the presence of the M C conputed over the
nmechLi st sent in the initial NegTokenlnit. Three cases may then be
consi der ed:

1) If the nechListMC is present and correct, then
GSS S COWLETE is returned to the target with no token; the
context is established by the target.

2) If the mechListMC is present but invalid, then the context
establi shnent nust fail. An error nmajor status code is
returned to the target.

3) If the nechListMC is not included in the final NegTokenlnit,
then GSS_S COWPLETE nust be returned to the target with a
token. This token nust be a NegTokenTarg, with a M C incl uded
as descri bed above, and no responseToken. The application wll
then send this token back to the initiator, which nust verify
that the mechListMC field is present and valid.
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Note: If the MC was originally sent by the initiator, but
thenafter deleted by an attacker, the target will send
back a token according to the description above, but the
initiator will be unable to process that returned token
and the context establishnent nust then fail.

4. EXAMPLES : SECURITY MECHANI SM NEGOTI ATl ON

Here are sone exanpl es of security mechani sm negoti ati on between an
initiator (1) and a target (T).

4.1. Initial steps
(1) supports two security nmechani smtypes (GSS-MECHL and GSS- MECH2) .
(1) invokes GSS I nit_sec_context() with :
I nput
mech_type = O D for negotiation nmechanismor NULL, if the
negoti ati on mechanismis the default mechani sm
Cut put

maj or _st at us
out put _t oken

GSS_S_CONTI NUE_NEEDED
negTokenl ni t

The negotiation token (negTokenlnit) contains two security mechani snms

with :
mechType
mechType

GSS- MECH1 or
GSS- MECH2

(1) sends to (T) the negotiation token
4.2 Successful negotiation steps

(T) supports GSS- MECH2
(T) receives the negotiation token (negTokenlnit) from (I)
(T) invokes GSS Accept_sec_context() with :

| nput
i nput _token = negTokenl nit

Qut put
maj or _st at us
out put _t oken

GSS_S_CONTI NUE_NEEDED
negTokenTarg

The negoti ati on token (negTokenTarg) contains
negResult = accept (the negotiation result)
supportedMech : nmechType = GSS- MECH2
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(T) returns the negotiation token (negTokenTarg) to (I)
(1) invokes GSS I nit_sec _context() with :

| nput
i nput _token = negTokenTarg

CQut put
maj or _st at us
out put _t oken

GSS_S COWPLETE
i nitial ContextToken (initial context token
for GSS- MECH2)

mech_t ype = GSS- MECH2

The subsequent steps are security nmechani smspecific, and work as
specified in [1]. The output tokens fromthe security nmechani smare
encapsul ated in a NegTokenTarg nessage (with the supportedMech field
omtted, and the nechListM C included with the |ast token).

4.3. Failed negotiation steps

(T) supports GSS- MECHS.
(T) receives the negotiation token (negTokenlnit) from(I)
(T) invokes GSS_Accept_sec_context() with :

I nput
i nput _token = negTokenl nit

Cut put
maj or _st at us
out put _t oken

GSS_S_BAD MECH
negTokenTar g

The negoti ati on token (negTokenTarg) contains
negResult = reject (the negotiation result)

(T) returns the negotiation token (negTokenTarg) to (I)
(1) invokes GSS I nit_sec context() with :

I nput
i nput _token = negTokenTarg

Cut put
maj or _status = GSS_S BAD MECH

The security context establishnment has failed.
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4.4 Successful Negotiation with preferred nmechanisminfo

(1) supports two security nmechani smtypes (GSS-MECHL and GSS- MECH2) .

(I') invokes GSS I nit_sec_context() with :

I nput

mech_type = O D for negotiation nmechanismor NULL, if the
negoti ati on nechanismis the default mechani sm

Cut put

maj or _st at us

GSS_S_CONTI NUE_NEEDED

out put _t oken = negTokenl ni t

The negoti ation

with :
mechType
mechType

mechToken

t oken (negTokenlnit) contains two security mechani sns

GSS- MECH1 or
GSS- MECH2

out put _token from GSS Init_sec_cont ext

( first mechType) as described in [1]

(1) sends to (T) the negotiation token

(T) supports GSS- MECHL.
(T) receives the negotiation token (negTokenlnit) from (1)
(T) invokes GSS_Accept_sec_context() with :

| nput

i nput _t oken

CQut put

maj or _st at us
out put _t oken

The negoti ation
negResul t

= negTokenl ni t

GSS_S_CONTI NUE_NEEDED
negTokenTar g

t oken (negTokenTarg) contains
accept (the negotiation result)

supportedMech : mechType = GSS- MECHL

nmechToken

(T) returns the

out put _t oken from
GSS_Accept _sec_cont ext (mechToken )

negoti ati on token (negTokenTarg) to (I)

(1) invokes GSS I nit_sec _context() with :

| nput

i nput _t oken

Bai ze & Pi nkas
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CQut put
maj or _st at us
out put _t oken

GSS S COWLETE or GSS S CONTI NUE_NEEDED as needed
Cont ext Token (initial or subsequent context token
for GSS-MECHL)

mech_t ype = GSS- MECHL

Specific inplenentations of the protocol can support the optimstic
negoti ati on by conpleting the security context establishment using the
agreed upon nechani smas described in [1]. As described above in
section 5.2, the output tokens fromthe security mechani sns are
encapsul ated in a NegTokenTarg nessage (with the negResult and
supportedMech fields omtted, and the nechListM C included with the

| ast token).

5. SECURI TY CONSI DERATI ONS

When t he nmechani sm sel ected by the target fromthe Iist supplied by
the initiator supports integrity protection, then the negotiation is
pr ot ect ed.

When one of the nechani sns proposed by the initiator does not support
integrity protection, then the negotiation is exposed to all threats
a non secured service is exposed. In particular, an active attacker
can force to use a security mechani smwhich is not the common
preferred one (when nultiple security nechanisns are shared between
peers) but which is acceptable anyway to the target.

In any case, the conmmunicating peers may be exposed to the denial of
service threat.
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APPENDI X A

GSS- APl NEGOTI ATI ON SUPPCORT  API

In order to provide to a GSS-API caller (either the initiator or the
target or both) the ability to choose anong the set of supported
mechani sms a reduced set of nechanisns for negotiation, two
additional APlIs are defined:

GSS_Get _neg_nechs() indicates the set of security mechanisns
avai l abl e on the local systemto the caller for negotiation

GSS Set _neg_nechs() specifies the set of security mechanisms to be
used on the local systemby the caller for negotiation

A.1. GSS_Set_neg_nechs call

I nput :
cred_handl e CREDENTI AL HANDLE
- NULL specifies default credentials
nech_set SET OF OBJECT | DENTI FI ER
Qut put s:

maj or _status | NTEGER,
m nor _status | NTEGER,

Return maj or _st atus codes
GSS_S COWPLETE indicates that the set of security mechanisns
avai |l abl e for negotiation has been set to nech_set. GSS S FAI LURE
i ndi cates that the requested operation could not be perforned for
reasons unspecified at the GSS-API |evel

Allows callers to specify the set of security mechani snms that may be
negotiated with the credential identified by cred_handle. This cal

is intended for support of specialised callers who need to restrict
the set of negotiable security nmechanisns fromthe set of al

security mechani sms available to the caller (based on available
credentials). Note that if nore than one mechanismis specified in
mech_set, the order in which those nmechani snms are specified inplies a
rel ati ve mechani sm preference for the target.
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A. 2. GSS CGet_neg nechs cal

I nput :
cred_handl e CREDENTI AL HANDLE
- NULL specifies default credentials

CQut put s:
maj or _status | NTEGER,
nmi nor _status | NTEGER
nmech_set SET OF OBJECT | DENTI FI ER

Return maj or _status codes :
GSS S COWLETE indi cates that the set of security nechanisns
avai l abl e for negotiation has been returned in
nmech_option_set.
GSS S FAILURE indicates that the requested operation could not
be performed for reasons unspecified at the GSS-API |evel

Allows callers to determne the set of security nechani sns avail abl e
for negotiation with the credential identified by cred_handle. This
call is intended for support of specialised callers who need to
reduce the set of negotiable security mechanisns fromthe set of
supported security nechanisns available to the caller (based on
avai |l abl e credential s).

Note: The GSS | ndicate nechs() function indicates the full set of
mechani smtypes avail able on the |ocal system Since this call has no
i nput paraneter, the returned set is not necessarily available for

all credentials.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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