Net wor k Wor ki ng Group M Meal ling
Request for Comments: 2483 Net wor k Sol uti ons, Inc.
Cat egory: Experi nental R Daniel, Jr.
Los Al anpbs National Laboratory

January 1999

URI Resol ution Services
Necessary for URN Resol ution

Status of this Meno

Thi s neno defines an Experinmental Protocol for the Internet
community. It does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenent are requested.
Distribution of this menmo is unlinited.

Copyright Notice
Copyright (C) The Internet Society (1999). Al Rights Reserved.
Abstr act

Retrieving the resource identified by a Uniform Resource ldentifier
(URI) [1] is only one of the operations that can be perforned on a
URI. One might also ask for and get a list of other identifiers that
are aliases for the original UR or a bibliographic description of
the resource the URI denotes, for exanple. This applies to both

Uni form Resource Names (URNs) and Uni form Resource Locators (URLS).
Uni form Resource Characteristics (URCs) are discussed in this
docunent but only as descriptions of resources rather than

i dentifiers.

A service in the network providing access to a resource nay provide
one or sone of these options, but it need not provide all of them
This neno specifies an initial set of these operations that can be
used to describe the interactions provided by a given access service.
It al so suggests guidelines that should be adhered to when those
operations are encoded in a protocol

1. Introduction

In the course of formulating current proposals [2] regardi ng URNs
[3], it becane apparent that requiring servers to nmanage all of the
desired functions or requiring clients to process varied information
returned by a server was unrealistic and a barrier to adoption. There
needed to be sone way for a client to be able to identify a server
that specialized in the conplex and another that specialized in the
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simple (but fast). Also, in subsequent conversations it becane
obvious that, in nost cases, sone of the operations were
i nappropriate or difficult for certain identifiers.

The Probl em

In the process of |earning about a resource in the Internet, there
are a variety of possible functions that may be inportant and/or
useful, such as discovery of |ocators, names, descriptions, and
accessing the resource itself. A given service may support only a
subset of these; hence, it is inportant to describe such an access
service by the types of functions supported and the resources of
which it has sone know edge. For exanple, in the framework for an RDS
described in [5] the RDS itself may provide URLs [6][7], while the
resolvers may provide descriptions, URLs, or even the resources

t hensel ves. The design of an RDS, as proposed in RFC 2168 [2], may be
nmore generous and provide all of the above.

This problemrequires sone well understood set of identifiers that
specify those operations. But an exhaustive set would both be

i mpossi bl e and not very necessary. Thus, this document will [ist
several operations, as well as, lay out requirenments for specifying
new oper ati ons.

The purpose of this docunent is to define a list of such functions
and short nanes for them and then use themin defining the interface
to an access service. Previous versions of this document referred to
services where the argunments were specific types of URIs such as URNs
or URLs. These services were called "N2L" and "L2L", for exanple.
Their use has been changed in favor of the nore general UR form

Design Criteria

To neet these requirenents a fairly sinple design criteria was used
The need to identify the operation with sone token such that its
operands, algorithm and errors were known proved sufficient to neet
t hese requirenents.

2. Ceneral Specification

To provide a franework both for the specifications in this docunent
and for future work to be witten by others, the guidelines below are
suggested for docunents that seek to specify new operations. Any
specification of a nenber of this set of operations should address
these issues with respect to its operands, algorithm output, and
errors.
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Due to the snmall nunber of listed functions, a registration nechanism
was dismissed as premature. If this list grows, a registration
mechani smwill probably be needed.

Al so, due to the experinental nature of this docunent and the systens
that use its specifications, the use of words |ike MJUST and SHALL are
limted. Where used they reflect a case where this specification
could cause harmto existing, non-experinental systems such as HITP
and URNs. Thus, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY",
and "OPTIONAL" in this docunent are to be interpreted as described in
RFC 2119.

2.1 Operands
Operands nust contain the follow ng pieces of information

nane of the operation

case insensitive nmmenonic for the operation
nunber of operands

type of each operand

format of each operand

* % ok F F

2.2 Algorithm

The exact algorithmfor the operation nust either be specified
completely or it nust be considered opaque and defined by the server
or application.

2.3 Cut put
Qut put nust specify one of the follow ng:

there is no out put

the out put is undefined

the output itself and its content

the fact that the output is an object and the object’s
type and fornat

* any non-protocol specific errors

* Ok Ok

2.4 Error Conditions

Al'l errors that are considered applicable across all inplenentations
and application environnments nmust be included. Errors that depend on
the system conveying the service are not included. Thus, many of the
expected errors such as service availability or operation syntax are
not included in this docunent since they are inplenentation
dependent .
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2.5 Security Considerations

Any security considerations relating to the service provided nust be
specified. This does NOT include considerations dealing with the
protocol used to convey the service or to those that normally
acconpany the results of the service. For exanple, a service that
returned a single URL would need to discuss the situation where
sonmeone naliciously inserts an incorrect URL into the resolver but
NOT the case where soneone sends personal information across the
Internet to the resource identified by the correct URL.

3. Encodi ng The Operations

To be useful, these operations have to be used within some system or
protocol. In many cases, these systens and protocols will place
restrictions on which operations nake sense and how t hose that do are
syntactically represented. It is sufficient for those protocols to
define new operations within their own protocol specification
docunments but care should be taken to nake this fact well known.

Al so, a given systemor protocol will have its own out put
specifications that may restrict the output formats of a given
operation. Additionally, a given protocol may have better solution
for output than the ones given here. For exanple, the result of an
operation that converts a URI to nore than one URL nay be encoded in
a protocol -specific manner that conveys information about the

cl oseness of each resource on the network.

Thus, the requirenments on encoding these operations within a given
systemare as foll ows:

whi ch subset of the operations are allowed
how t he operator is encoded

how t he operands are encoded

how the error codes are returned

E

The text/uri-list MME Media Type is specified in Section 5. This
Media Type is nmerely a suggestion for experinental systens that need
a sinmple inplenentation. It is included here nmerely as an exanple to
show conpl et eness (however sinple it may be).
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4. The I nconpl ete Set

4.1 12L

L T T R

Thi s
used

(UR to URL)

Nanme: URI to URL
Mheroni c: | 2L
Nunmber of Operands: 1
Type of Each Operand: First operand is a URI.
Format of Each Operand: First operand is encoded as a UR
Al gorithm Opaque
Qut put: One and only one URL
Errors Conditions:
o Malformed URI
0 URI is syntactically valid but does not exist in any form
0 URI exists but there is no available output fromthis
operati on.
0 URI existed in the past but nothing is currently known
about it.
0 Access deni ed

Security Considerations:

o Malicious Redirection
One of the fundanental dangers related to any service such
as this is that a malicious entry in a resolver’s database
will cause clients to resolve the URI into the wong URL.
The possible intent nmay be to cause the client to retrieve
a resource containing fraudul ent or danagi ng materi al

o Denial of Service
By renoving the URL to which the URI maps, a malicious
intruder may renove the client’s ability to retrieve the
resource.

operation is used to map a single URI to a single URL. It is
by lightweight clients that do not have the ability to sel ect

froma list of URLs or understand a URC. The algorithmfor this
mappi ng i s dependent on the URI schene.

4.2 12Ls (URI to URLs)

E I

Nanme: URI to URLs
Mhenoni c: | 2LS
Nunmber of Operands: 1
Type of Each Operand: First operand is a URI.
Format of Each Operand: First operand is encoded as a URI.
Al gorithm Opaque
Qutput: Alist of zero or nore URLsS
Errors:
o Malformed UR
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0 URI is syntactically valid but does not exist in any form

0 URI exists but there is no available output fromthis
operation.

0 URI existed in the past but nothing is currently known
about it.

0 Access deni ed

* Security Considerations:
0 Malicious Redirection (see |I2L)
0 Denial of Service (see I2L)

This operation is used to map a single URI to O or nore URLs. It is
used by a client that can pick froma list of URLs based on sone
criteria that are inportant to the client. The client should not neke
any assunptions about the order of the URLs returned. No nmatter what
the particular nedia type, the result should be a list of the URLs
that may be used to obtain an instance of the resource identified by
the URI. All URIs shall be encoded according to the URL [7] and URN
[3] specifications.

4.3 2R (URI to Resource)

Nanme: URI to Resource
Mhenoni c: | 2R
Nunmber of Operands: 1
Type of Each Operand: First operand is a URI.
Format of Each Operand: First operand is encoded as a URI.
Al gorithm Opaque
Qut put: An instance of the resource naned by the URI
Errors:
o Malformed UR
0 URI is syntactically valid but does not exist in any form
0 URI exists but there is no available output fromthis
operati on.
0 URI existed in the past but nothing is currently known
about it.
0 Access deni ed
* Security Considerations:
0 Malicious Redirection (see |I2L)
0 Denial of Service (see I2L)

E I

This operation is used to return a single instance of the resource
that is naned by the URI. The format of the output is dependent on
the resource itself.
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4.4 12Rs (URI to Resources)

Nanme: URI to Resources
Mhenoni c: | 2Rs
Number of Operands: 1
Type of Each Operand: First operand is a URI.
Format of Each Operand: First operand is encoded as a URI.
Al gorithm Opaque
Qutput: Zero or nore instances of the resource named by the URI
Errors:
o Malfornmed UR
0 URI is syntactically valid but does not exist in any form
0 URI exists but there is no available output fromthis
operation.
0 URI existed in the past but nothing is currently known
about it.
0 Access deni ed
* Security Considerations:
o Malicious Redirection (see |2L)
0 Denial of Service (see I2L)

L

This operation is used to return multiple instances of a resource,
for exanple, A F and JPEG versions of an inmage. The judgnent about
the resources being "the sane" resides with the nami ng authority that
i ssued the URI.

The out put shall be a MM nultipart/alternative [4] nessage with the
alternative versions of the resource in separate body parts. If there
is only one version of the resource identified by the URN, it MAY be
returned without the nultipart/alternative w apper.

4.5 12C (URl to URC)

* Name: URI to URC * Menonic: |12C * Nunber of Operands: 1 * Type
of Each Operand: First operand is a URI. * Format of Each
Operand: First operand is encoded as a URI. * Algorithm Opaque *
Qutput: A URC * Errors:
o Malformed URI
0 URI is syntactically valid but does not exist in any form
0 URI exists but there is no available output fromthis
operati on.
0 URI existed in the past but nothing is currently known
about it.
0 Access denied * Security Considerations:
0 Malicious Redirection (see |I2L)
o Denial of Service (see |2L)
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Uni form Resource Characteristics are descriptions of resources. This
request allows the client to obtain a description of the resource
identified by a URI, as opposed to the resource itself or sinply the
resource’s URLs. The description mght be a bibliographic citation, a
digital signature, or a revision history. This nmeno does not specify
the content of any response to a URC request. That content is
expected to vary fromone server to another

4.6 12CS (URI to URCs)

Name: URI to URCs
Mheroni c: | 2CS
Nunmber of Operands: 1
Type of Each Operand: First operand is a URI.
Format of Each Operand: First operand is encoded as a UR
Al gorithm Opaque
Qutput: Zero or nore URCs
Errors:
o Malformed URI
0 URI is syntactically valid but does not exist in any form
0 URI exists but there is no available output fromthis
operati on.
0 URI existed in the past but nothing is currently known
about it.
0 Access deni ed
* Security Considerations:
0 Malicious Redirection (see |I2L)
o Denial of Service (see |I2L)

L T R

URCs can cone in different formats and types. This operation returns
zero or nore URCs that are appropriate for the given URI.

4.7 12N (URl to URN)

Nanme: URI to URN
Mheroni c: | 2N
Nunmber of Operands: 1
Type of Each Operand: First operand is a URN
Format of Each Operand: First operand is encoded as a UR
Al gorithm Opaque
Qut put: One and only one URN
Errors:
o Malformed URI
0 URI is syntactically valid but does not exist in any form
0 URI exists but there is no available output fromthis
operati on.
0 URI existed in the past but nothing is currently known
about it.

L . T R

Meal I'i ng & Dani el Experi ment al [ Page 8]



RFC 2483 URI Resol ution Services January 1999

0 Access deni ed

* Security Considerations:
0 Malicious Redirection (see |I2L)
o Denial of Service (see |2L)

While URNs are supposed to identify one and only one resource, that
does not nean that a resource nay have one and only one URN. For
exanpl e, consider a resource that one organi zati on wi shes to nane
'foo’; another organization, in agreement with the first, wants to
call the resource 'bar’. Both organi zati ons can agree that both nanes
"name’ the same resource and that the URNs 'foo’ and 'bar’ are
equi val ent .

The result is a URN, known to the server, that identifies the sanme
resource as the input URN

Extrene care should be taken with this service as it toys with the

i dea of equality with respect to URNs. As nmentioned in several URN
docunents, the idea of equality is very domain specific. For exanple,
a URN pointing to a weather nmap for a particular day and a URN
pointing to the map as it changes fromday to day woul d NOT be
returned in this exanpl e because they point to do different
resources. Sonme ot her concept of tenporary equival ence is at work
This service instead deals with resources that have two different
nanes where there is a binding between the nanes that is agreed by

bot h nane assigners. |.e., both namespaces MJST have agreed that the
each name can be used in place of the other and the neani ng does not
change.

4.8 12Ns (URI to URNSs)

Nanme: URI to URNs
Mhenoni c: | 2NS
Number of Operands: 1
Type of Each Operand: First operand is a URI.
Format of Each Operand: First operand is encoded as a URI.
Al gorithm Opaque
Qutput: A list of URNs
Errors:
o Malformed UR
0 URI is syntactically valid but does not exist in any form
0 URI exists but there is no available output fromthis
operation.
0 URI existed in the past but nothing is currently known
about it.
0 Access deni ed
* Security Considerations:
o Malicious Redirection (see |2L)

L R
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o Denial of Service (see |2L)

This operation sinply returns zero or nmore URNs follow ng the sane
criteria and cautions as the | 2N operation

4.9 1=l (Is URI equal to URI):

Nanme: URI = UR
Mhenoni c: | =l
Number of Operands: 2
Type of Each Operand: Both operands are URISs.
Format of Each Operand: Both operands are encoded as a URIs.
Al gorithm Opaque
Qutput: TRUE or FALSE
Errors:
o Malformed URI's
0 URIs are syntactically valid but do not exist in any form
0 URI's exist but there is no available output fromthis
operation.
0 URIs existed in the past but nothing is currently known
about them
0 Access deni ed
* Security Considerations:
o Malicious Redirection (see |2L)
o Denial of Service (see |2L)

L R

This operation is used to deterni ne whether two given URIs are
considered to be equal by the server being asked the question. The
algorithmused to determ ne equality is opaque. No assertions are
made about whether or not the URIs exhibits characteristics of URNs
or URLs.
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5. The text/uri-list Internet Media Type

Several of the resolution service requests, such as |2Ls, |2Ns,
result in alist of URIs being returned to the client. The text/uri-
list Internet Media Type is defined to provide a sinple format for
the automatic processing of such lists of URIs.

This is a copy of the IANA registration of the text/uri-list Media
Type.

Date: Fri, 18 Apr 97 08:36:07 PDT

From Ron Daniel Jr. <rdaniel @anl.gov>

To: iana@ana.org, rdaniel @anl.gov

Subj ect: Request for M ME nedia type Text/|ETF Tree - uri-list

Name : Ron Daniel Jr.

E-mai|l : rdaniel @anl.gov

M ME nedia type nane : Text

M ME subtype name : |ETF Tree -uri-list
Required paraneters : none

Optional paranmeters : charset

Currently, URIs can be represented using US-ASCII. However, there
are many non-standard URIs which use special character sets.

Di scussion of how to best achieve internationalization of URIs is
underway. This registration will be updated with a discussion of the
URI charsets once that discussion has concl uded.

Encodi ng consi derations : Some transfer protocols, such as SMIP
place limts on the length of lines. Very long URIs night exceed
those limts. Systens nust therefore be prepared to use a suitable
content transfer encoding. This is anticipated to be a rare

occur ance.

Security considerations : Cient software should be aware of the
security considerations of URIs. For exanple, accessing sone URl's
can result in sending a death threat to a head of state, frequently
pronpting a visit fromthe rel evant protective service. Accessing
other URIs may result in financial obligations, or access to
resources considered i nappropriate by one’s enpl oyer
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Wiile the legitimate provider of a uri-list could exploit these
properties for good or ill, it is nmore likely that uri-lists will be
falsified in order to exploit such characteristics of URIs.

Additionally, the | ookup and reverse | ookup potential of the uri-
list may be attractive to traffic analysts. URl lists nay al so
reveal confidential information, such as the location of sensitive
i nformation.

Because of these considerations, external confidentiality neasures
shoul d be available to protect uri-list responses when appropriate.

Interoperability considerations : none known

Publ i shed specification : Uniform Resource Locators (URLs) and

Uni form Resource Nanmes (URNs) are two instances of the nore genera
class of identifiers known as Uniform Resource ldentifiers (URIS).
URN resol ution nethods frequently wish to return lists of URLs for a
resource so that fault-tol erance and | oad bal anci ng can be achi eved.
The text/uri-list format is intended to be a very sinple format for
communi cating such lists of URLs (and URNs) in a formsuitable for
aut omati ¢ processing.

The format of text/uri-list resources is:

1) Any lines beginning with the '# character are conment |ines
and are ignored during processing. (Note that URIs nmay contain
the '# character, so it is only a conment character when it is
the first character on a line.)

2) The renai ni ng non-conmrent lines shall be URIs (URNs or URLS),
encoded according to the URL or URN specifications (RFC2141,
RFC1738 and RFC2396). Each URI shall appear on one and only one

line. Very long URIs are not broken in the text/uri-list format.
Content-transfer-encodings may be used to enforce line length
limtations.

3) As for all text/* formats, lines are ternminated with a CRLF pair.

In applications where one URI has been nmapped to a list of URIs, the
first line of the text/uri-list response SHOULD be a coment giving
the original URI.
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An exanple of the format is given bel ow

# urn:isbn: 0-201-08372-8

htt p: // ww. huh. or g/ books/ f 0o. ht
htt p: // ww. huh. or g/ books/ f oo. pdf
ftp://ftp.foo.org/books/foo.txt

Applications which use this nedia : URN resolvers are the initia
applications. Wb clients and proxies are applications that are
likely to support this format in the future.

Addi tional information :

1. Magic nunber(s) : none at this tine

2. File extension(s) : .uris or .uri recomended

3. Macintosh file type code : URI's recomrended

This nmedia type is the product of the URN working group of the | ETF.
Person to contact for further information :

1. Nanme : Ron Daniel Jr.
2. E-mail : rdani el @anl.gov

I ntended usage : Limted Use
The text/uri-list media type is intended for use in applications
which utilize URIs for replicated resources.

Aut hor / Change controller : Ron Daniel Jr.

Los Al anpbs National Laboratory
rdani el @ anl . gov
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In applications where one URI has been mapped to a list of URl's, such
as in response to the I2Ls request, the first Iine of the text/uri-
list response SHOULD be a conment giving the original URI. An exanple
of such a result for the 12L request is shown belowin Figure 1

6. Security Considerations

Communi cations with a server may be of a sensitive nature. Sone
servers will hold information that should only be rel eased to

aut hori zed users. The results fromservers nay be the target of
spoofing, especially once electronic commerce transacti ons are comon
and there is noney to be nade by directing users to pirate
repositories rather than repositories that pay royalties to rights-
hol ders. Server requests may be of interest to traffic analysts. The
requests may al so be subject to spoofing.

The "Access deni ed" error nessage assumes a systemw thin which the
operation is being perforned that can convey an aut henticated concept
of access control. Thus, the "Access deni ed" nmessage should only be
returned by systens that have an appropriate nethod of determn ning
access control
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9. Full Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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