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DHCP Option for The Open Group’s User Authentication Protoco
Status of this Meno

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.
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Abstract

This docunent defines a DHCP [1] option that contains a |ist of
pointers to User Authentication Protocol servers that provide user
aut hentication services for clients that conformto The Open G oup
Net wor k Conputing dient Technical Standard [2].

I ntroducti on

The OQpen Group Network Conputing Cient Technical Standard, a product
of The Open Group’s Network Conputing Wrking Goup (NCW5), defines a
networ k conputing client user authentication facility naned the User
Aut henti cati on Protocol (UAP).

UAP provides two |evels of authentication, basic and secure. Basic
aut hentication uses the Basic Authentication mechani smdefined in the
HTTP 1.1 [3] specification. Secure authentication is sinply basic
aut henti cation encapsul ated in an SSLv3 [4] session.

In both cases, a UAP client needs to obtain the I P address and port
of the UAP service. Additional path infornmation nay be required,
dependi ng on the inplenentation of the service. A URL [5] is an
excel l ent nechani sm for encapsul ation of this information since many
UAP servers will be inplenented as conponents within | egacy HITP/ SSL
servers.
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Most UAP clients have no local state and are configured when booted
t hrough DHCP. No existing DHCP option [6] has a data field that
contains a URL. Option 72 contains a list of |IP addresses for WAW
servers, but it is not adequate since a port and/or path can not be
specified. Hence there is a need for an option that contains a |ist
of URLs.

User Aut hentication Protocol Option

This option specifies a list of URLs, each pointing to a user

aut henti cation service that is capable of processing authentication
requests encapsul ated in the User Authentication Protocol (UAP). UAP
servers can accept either HTTP 1.1 or SSLv3 connections. |If the Iist
includes a URL that does not contain a port conponent, the nornal
default port is assuned (i.e., port 80 for http and port 443 for
https). |If the list includes a URL that does not contain a path
conmponent, the path /uap is assuned.

0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR
| Code | Length | URL |i st
B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S
Code 98
Length The length of the data field (i.e., URL list) in
byt es.
URL |i st A list of one or nore URLs separated by the ASCl

space character (0x20).
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Security Considerations

DHCP currently provides no authentication or security mechanisns.
Potenti al exposures to attack are discussed in section 7 of the DHCP
prot ocol specification.

The User Authentication Protocol does not have a neans to detect
whet her or not the client is comunicating with a rogue

aut hentication service that the client contacted because it received
a forged or otherw se conprom sed UAP option froma DHCP service
whose security was conprom sed. Even secure authenticati on does not
provide relief fromthis type of attack. This security exposure is
mtigated by the environnental assunptions docunented in the Network
Computing Cient Technical Standard.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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