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Abst r act

There has been nmuch di scussion and several docunments witten about
the need for an Internet Directory. Recently, this discussion has
focused on ways to di scover an organi zation's donai n nane wi t hout
relying on use of DNS as a directory service. This meno di scusses

| essons that were learned during InterNIC Directory and Dat abase
Services’ devel opnent and operation of WMW\Beeker, an application that
finds a web site given informati on about the nanme and | ocation of an
organi zation. The back end database that drives this application was
built frominformation obtained fromdonain registries via WHO S and
other protocols. W present this information to help future

i mpl enentors avoid sonme of the blind alleys that we have al ready
explored. This work builds on the Netfind systemthat was created by
M ke Schwartz and his team at the University of Col orado at Boul der

[1].
1. Introduction

Over time, there have been several RFCs [2, 3, 4] about approaches
for providing Internet Directories. Mny of the earlier docunents
di scussed white pages directories that supply nmappings froma
person’s nane to their tel ephone nunber, enmil address, etc.

More recently, there has been discussion of directories that map from
a conpany nane to a donain name or web site. Many people are using
DNS as a directory today to find this type of information about a

gi ven conpany. Typically when DNS is used, users guess the donain
nane of the conpany they are | ooking for and then prepend "ww. ".

This makes it highly desirable for a conpany to have an easily
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guessabl e nane.

There are two major problenms here. As the nunber of assigned nanes

i ncreases, it becones nore difficult to get an easily guessabl e nane.
Al so, the TLD nust be guessed as well as the nane. \While nmany users
just guess ".COM' as the "default" TLD today, there are nmany two-
letter country code top-level donmains in current use as well as other
gTLDs (. NET, .ORG and possibly .EDU) with the prospect of additiona
gTLDs in the future. As the nunber of TLDs in general use increases,
guessing gets nore difficult.

Bet ween July 1996 and our shutdown in March 1998, the InterNIC
Directory and Dat abase Services project nmaintained the Netfind search
engi ne [1] and the associ ated database that maps organi zation

i nformati on to domai n nanmes. This database thus acted as the type of
Internet directory that associates conpany nanes with domai n nanes

We also built WW\Geeker, a systemthat used the Netfind database to
find web sites associated with a given organi zation. The experienced
gai ned from nai ntai ning and growi ng this database provides val uabl e
insight into the issues of providing a directory service. W present
it here to allow future inplementors to avoid sone of the blind

all eys that we have already expl ored.

2. Directory Popul ation
2.1 What to do?

There are two issues in populating a directory: finding all the
domai n nanes (building the skel eton) and associ ati ng those donai ns
with entities (adding the neat). These two issues are di scussed
bel ow.

2.2 Building the skeleton

In "building the skeleton", it is popular to suggest using a variant
of a "tree wal k" to determne the donains that need to be added to
the directory. Qur experience is that this is neither a reasonable
nor an efficient proposal for maintaining such a directory. Except
for sone infrequent and | ong-standing DNS surveys [5], DNS "tree

wal ks" tend to be discouraged by the Internet comunity, especially
given that the frequency of DNS changes would require a new tree wal k
monthly (if not nore often). |Instead, our experience has shown that
data on all ocated DNS domains can usually be retrieved in bulk
fashion with FTP, HTTP, or Gopher (we have used each of these for
particular TLDs). This has the added advantage of both "buil ding the
skel eton" and "adding the neat" at the same tinme. Qur favorite

met hod for finding a server that has allocated DNS dorain information
is to start with the |list nmaintained at
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http://ww. al | donmai ns. conf countryi ndex. html and go fromthere.
Before this was available, it was necessary to hunt for a registry
using trial and error.

When mai nt ai ni ng the database, existing domains may be verified via
direct DNS | ookups rather than a "tree walk." "Tree wal ks" shoul d
therefore be the choice of last resort for directory population, and
bul k retrieval should be used whenever possible.

2.3 Addi ng the neat

A possibility for populating a directory ("adding the neat") is to
use an autonated systemthat nakes repeated queries using the WHO S
protocol to gather information about the organization that owns a
domain. The queries would be nade against a WHO S server |ocated
with the above nethod. At the conclusion of the InterNIC Directory
and Dat abase Services project, our backend database contai ned about
2.9 mllion records built fromdata that could be retrieved via
VWHO S. The entire database contained 3.25 nmillion records, with the
additional records coming fromsources other than WHO S

In our experience this information contains many factual and
typographical errors and requires further exam nation and processing
to inprove its quality. Further, TLD registrars that support WHO S
typically only support WHO S information for second | evel domains
(i.e. ne.us) as opposed to |lower |evel donains (i.e.

wi ndrose. omaha. ne.us). Also, there are TLDs without registrars, TLDs
wi thout WHO S support, and still other TLDs that use other nethods
(HTTP, FTP, gopher) for providing organi zational information. Based
on our experience, an inplenentor of an internet directory needs to
support multiple protocols for directory popul ation. An autonated
VWHO S search tool is necessary, but isn't enough.

3. Directory Updating: Full Rebuilds vs Increnental Updates

G ven the size of our database in April 1998 when it was | ast
generated, a conplete rebuild of the database that is available from
VHO S | ookups woul d require between 134.2 to 167.8 days just for
VWHO S | ookups froma Sun SPARCstation 20. This estinmate does not

i ncl ude ot her considerations (for exanple, inverting the token tree
requi red about 24 hours processing tinme on a Sun SPARCstation 20)
that would increase the anobunt of time to rebuild the entire

dat abase

Whet her this is feasible depends on the frequency of database updates
provi ded. Because of the rate of growmh of allocated domai n nanes
(150K- 200K new al | ocated dormai ns per nonth in early 1998), we

provi ded nmonthly updates of the database. To rebuild the database
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each nonth (based on the above tine estinmate) woul d require between 3
and 5 machines to be dedicated full tine (independent of machine
architecture). Instead, we checkpointed the allocated domain |ist
and rebuild on an incremental basis during one weekend of the nonth.
This allowed us to conplete the update on between 1 and 4 nachines (3
Sun SPARCst ation 20s and a dual - processor Sparcserver 690) without
full dedication over a couple of days. Further, by coupling

i ncrenental updates with periodic refresh of existing data (which can
be done during another part of the nmonth and doesn’'t require ful

dedi cati on of machi ne hardware), older records would be periodically
updat ed when the underlying information changes. The tradeoff is
tineliness and accuracy of data (sone data in the database nay be
ol d) agai nst hardware and processi ng costs.

4. Directory Presentation: Distributed vs Mnolithic

VWhile a distributed directory is a desirable goal, we maintai ned our
dat abase as a nonolithic structure. Gven past growth, it is not
clear at what point nmigrating to a distributed directory becones
actually necessary to support custoner queries. Qur |ast database
contained over 3.25 nmillion records in a flat ASCII file. Searching
was done via a PERL script of an inverted tree (al so produced by a
PERL script). While admittedly primtive, this configuration
supported over 200, 000 dat abase queries per nonth from our production
servers.

I ncreasi ng the database size only requires nore di sk space to hold

t he dat abase and inverted tree. O course, using database technol ogy
woul d probably inprove performance and scalability, but we had not
reached the point where this technol ogy was required.

5. Security Considerations

The underlying data for the type of directory discussed in this
docunent is already generally available through WHO S, DNS, and ot her
standard interfaces. No new information is nade avail abl e by using

t hese techni ques though nany types of search becone nmuch easier. To
the extent that easier access to this data nmakes it easier to find
specific sites or machines to attack, security nmay be decreased.

The protocol s di scussed here do not have built-in security features.
I f one source nmachine is spoofed while the directory data is being
gat hered, substantial anmounts of incorrect and misleading data could
be pulled in to the directory and be spread to a wi der audi ence.
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In general, building a directory fromregistry data will not open any
new security holes since the data is already available to the public.
Exi sting security and accuracy problenms with the data sources are
likely to be anplified.
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9. Full Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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