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i mprovenents. Please refer to the current edition of the "Internet

O ficial Protocol Standards" (STD 1) for the standardi zati on state

and status of this protocol. Distribution of this neno is unlimted.
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Abstract

A standard nethod for storing US Government Digital Signature

Al gorithm keys and signatures in the Domain Name Systemis described

which utilizes DNS KEY and SI G resource records.
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1. Introduction

The Donain Nanme System (DNS) is the global hierarchical replicated
di stributed database systemfor |Internet addressing, nmail proxy, and
other information. The DNS has been extended to include digital
signatures and cryptographi c keys as described in [RFC 2535]. Thus
the DNS can now be secured and can be used for secure key

di stribution.
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Thi s docunent describes how to store US Governnment Digital Signature
Al gorithm (DSA) keys and signatures in the DNS. Faniliarity with the
US Digital Signature Algorithmis assunmed [Schneier]. Inplenentation
of DSA is mandatory for DNS security.

DSA KEY Resource Records

DSA public keys are stored in the DNS as KEY RRs using al gorithm
number 3 [RFC 2535]. The structure of the algorithmspecific portion
of the RDATA part of this RRis as shown below These fields, fromQ
through Y are the "public key" part of the DSA KEY RR

The period of key validity is not in the KEY RR but is indicated by
the SI G RR(s) which signs and authenticates the KEY RR(s) at that
donai n nane.

Field Si ze

T 1 octet

Q 20 octets

P 64 + T*8 octets
G 64 + T*8 octets
Y 64 + T*8 octets

As described in [FIPS 186] and [Schneier]: T is a key size paraneter
chosen such that 0 <= T <= 8. (The neaning for algorithm3 if the T
octet is greater than 8 is reserved and the remai nder of the RDATA
portion may have a different format in that case.) Qis a prine
nunber sel ected at key generation tinme such that 2**159 < Q < 2**160
so Qis always 20 octets long and, as with all other fields, is
stored in "big-endian" network order. P, G and Y are calculated as
directed by the FIPS 186 key generation algorithm[Schneier]. Pis
in the range 2**(511+64T) < P < 2**(512+64T) and so is 64 + 8*T
octets long. G and Y are quantities nmodulus P and so can be up to
the sane length as P and are allocated fixed size fields with the
sane nunber of octets as P

During the key generation process, a random nunber X nust be
generated such that 1 <= X <= @1. X is the private key and is used
in the final step of public key generation where Y is conputed as

Y = G*X nod P
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3. DSA SI G Resource Records

The signature portion of the SIG RR RDATA area, when using the US
Digital Signature Algorithm is shown belowwth fields in the order
they occur. See [RFC 2535] for fields in the SIG RR RDATA which
precede the signature itself.

Field Si ze

T 1 octet
R 20 octets
S 20 octets

The data signed is determined as specified in [RFC 2535]. Then the
followi ng steps are taken, as specified in [FIPS 186], where Q P, G
and Y are as specified in the public key [Schneier]:

hash = SHA-1 ( data )

Cenerate a random K such that 0 < K< Q

R=( G*Knod P) nod Q

S

( K**(-1) * (hash + X*R) ) nod Q

Since Qis 160 bits long, R and S can not be |larger than 20 octets,
which is the space all ocat ed.

Tis copied fromthe public key. It is not logically necessary in
the SIG but is present so that values of T > 8 can nore conveniently
be used as an escape for extended versions of DSA or other algorithns
as later specified.

4. Performance Consi derations

Ceneral signature generation speeds are roughly the same for RSA [ RFC
2537] and DSA. Wth sufficient pre-conputation, signature generation
with DSA is faster than RSA. Key generation is also faster for DSA
However, signature verification is an order of magnitude slower than
RSA when the RSA public exponent is chosen to be small as is
recommended for KEY RRs used in domain nane system (DNS) data

aut henti cati on.

Current DNS inplenmentations are optimzed for small transfers,
typically less than 512 bytes including overhead. Wile |arger
transfers will performcorrectly and work is underway to rmake | arger
transfers nore efficient, it is still advisable at this tine to nmake
reasonabl e efforts to minimze the size of KEY RR sets stored within
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the DNS consistent with adequate security. Keep in mind that in a
secure zone, at least one authenticating SIGRR will also be
returned.

5. Security Considerations

Many of the general security consideration in [RFC 2535] apply. Keys
retrieved fromthe DNS should not be trusted unless (1) they have
been securely obtained froma secure resolver or independently
verified by the user and (2) this secure resolver and secure
obt ai nnent or independent verification conformto security policies
acceptable to the user. As with all cryptographic algorithns,

eval uating the necessary strength of the key is essential and
dependent on | ocal policy.

The key size limtation of a maxi mumof 1024 bits ( T =8 ) in the
current DSA standard nmay limt the security of DSA. For particularly
critical applications, inplenmentors are encouraged to consider the
range of available algorithns and key si zes.

DSA assunes the ability to frequently generate high quality random
nunbers. See [RFC 1750] for guidance. DSA is designed so that if
mani pul at ed rat her than random nunbers are used, very hi gh bandw dth
covert channels are possible. See [Schneier] and nore recent
research. The | eakage of an entire DSA private key in only two DSA
signatures has been denonstrated. DSA provides security only if
trusted i npl enmentations, including trusted random nunber generation
are used.

6. | ANA Consi derati ons
Al ocation of nmeaning to values of the T paraneter that are not
defined herein requires an | ETF standards actions. It is intended

that val ues unall ocated herein be used to cover future extensions of
t he DSS st andard.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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