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Status of this Meno
This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for
i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.
Copyright Notice

Copyright (C) The Internet Society (1999). Al Rights Reserved.

1. Introduction
Thi s docunent defines an SMIP service extension [ ESMIP] whereby an
SMIP client may indicate an authentication mechanismto the server
perform an aut hentication protocol exchange, and optionally negotiate
a security layer for subsequent protocol interactions. This
extension is a profile of the Sinple Authentication and Security
Layer [ SASL].

2. Conventions Used in this Docunment

In exanples, "C:" and "S:" indicate lines sent by the client and
server respectively.

The key words "MJST", "MJST NOT", "SHOULD', "SHOULD NOT", and "MNAY
in this docunent are to be interpreted as defined in "Key words for
use in RFCs to Indicate Requirenent Levels" [KEYWORDS].

3. The Authentication service extension

(1) the nane of the SMIP service extension is "Authentication”

(2) the EHLO keyword val ue associated with this extension is "AUTH'
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The AUTH EHLO keyword contains as a paraneter a space separated
list of the names of supported SASL nechani sns.

a new SMIP verb "AUTH' is defined

an optional paraneter using the keyword "AUTH' is added to the
MAI L FROM command, and extends the nmaximumline |l ength of the
MAI L FROM command by 500 characters.

this extension is appropriate for the subm ssion protoco
[SuUBM T] .

The AUTH conmmand

AUTH mechanism[initial -response]

Argunent s:

a string identifying a SASL authenticati on nechani sm
an optional base64-encoded response

Restrictions:

After an AUTH conmmand has successfully conpl eted, no nore AUTH
conmmands nmay be issued in the sane session. After a successfu
AUTH conmmand conpl etes, a server MJST reject any further AUTH
commands with a 503 reply.

The AUTH conmand is not pernmitted during a mail transaction

Di scussi on

(3)
(4)
(5)
(6)
4.
Myers

The AUTH conmmand i ndi cates an authentication nechanismto the
server. |If the server supports the requested authentication
mechani sm it perforns an authentication protocol exchange to
aut henticate and identify the user. Optionally, it also
negotiates a security layer for subsequent protoco
interactions. |If the requested authentication nmechanismis not
supported, the server rejects the AUTH command with a 504

reply.

The aut hentication protocol exchange consists of a series of
server challenges and client answers that are specific to the
aut henti cati on mechanism A server chall enge, otherw se known
as a ready response, is a 334 reply with the text part
cont ai ni ng a BASE64 encoded string. The client answer consists

of a line containing a BASE64 encoded string. |If the client
wi shes to cancel an authentication exchange, it issues a line
with a single "*". If the server receives such an answer, it

MUST reject the AUTH command by sending a 501 reply.
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The optional initial-response argunent to the AUTH conmand is
used to save a round trip when using authentication nechani sns
that are defined to send no data in the initial challenge.
When the initial-response argunment is used with such a
mechanism the initial enpty challenge is not sent to the
client and the server uses the data in the initial-response
argunent as if it were sent in response to the enpty chall enge
Unli ke a zero-length client answer to a 334 reply, a zero-
length initial response is sent as a single equals sign ("=").
If the client uses an initial-response argunment to the AUTH
command with a mechanismthat sends data in the initia

chal  enge, the server rejects the AUTH command with a 535

reply.

If the server cannot BASE64 decode the argunent, it rejects the
AUTH command with a 501 reply. |If the server rejects the

aut hentication data, it SHOULD reject the AUTH command with a
535 reply unless a nore specific error code, such as one listed
in section 6, is appropriate. Should the client successfully
conpl ete the authentication exchange, the SMIP server issues a
235 reply.

The service nane specified by this protocol’s profile of SASL
is "sntp".

If a security layer is negotiated through the SASL

aut henti cation exchange, it takes effect inmediately follow ng
the CRLF that concludes the authentication exchange for the
client, and the CRLF of the success reply for the server. Upon
a security layer’s taking effect, the SMIP protocol is reset to
the initial state (the state in SMIP after a server issues a
220 service ready greeting). The server MJST discard any

know edge obtained fromthe client, such as the argunment to the
EHLO command, which was not obtained fromthe SASL negotiation
itself. The client MJST discard any know edge obtai ned from
the server, such as the list of SMIP service extensions, which
was not obtained fromthe SASL negotiation itself (with the
exception that a client MAY conpare the |ist of advertised SASL
nmechani snms before and after authentication in order to detect
an active down-negotiation attack). The client SHOULD send an
EHLO command as the first command after a successful SASL
negoti ati on which results in the enabling of a security |ayer

The server is not required to support any particul ar

aut henti cati on nmechani sm nor are authentication mechani sms
required to support any security layers. |f an AUTH command
fails, the client may try another authentication mechani sm by
i ssui ng anot her AUTH conmand.
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If an AUTH commmand fails, the server MJUST behave the sane as if
the client had not issued the AUTH comrand.

The BASE64 string may in general be arbitrarily long. dients
and servers MJST be able to support chall enges and responses
that are as long as are generated by the authentication
mechani snms they support, independent of any line |ength
limtations the client or server may have in other parts of its
protocol inplenentation.

Exanpl es:

w

. 220 smt p. exanpl e. com ESMIP server ready

C. EHLO j gm exanpl e. com

S: 250- st p. exanpl e. com

S: 250 AUTH CRAM MD5 DI GEST- MD5

C. AUTH FOOBAR

S: 504 Unrecogni zed aut hentication type.
C. AUTH CRAM MD5

S: 334

PENCeUNFREJoUONnbnthWtCmdhENndAZVKSbZQkLn1ubn92b220LnﬁNbT4:
C. ZnJl ZCA5ZTk1YW/1 MDI j NDBhZj Ji ODRhMEW Y] Ni Yl Nzg2Z72Q==
S: 235 Authentication successful

5. The AUTH paraneter to the MAIL FROM command

AUTH=addr - spec

Argunent s:

An addr-spec containing the identity which subnitted the nessage
to the delivery system or the two character sequence "<>"

i ndi cating such an identity is unknown or insufficiently

aut henticated. To conply with the restrictions inposed on ESMIP
paraneters, the addr-spec is encoded inside an xtext. The syntax
of an xtext is described in section 5 of [ESMIP-DSN].

Di scussi on

Myers

The optional AUTH paranmeter to the MAIL FROM comrand al | ows
cooperating agents in a trusted environment to comunicate the
aut henti cation of individual nessages.

If the server trusts the authenticated identity of the client to
assert that the nmessage was originally subnmitted by the supplied
addr-spec, then the server SHOULD supply the sanme addr-spec in an
AUTH par aneter when relaying the nmessage to any server which
supports the AUTH extension
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A MAI L FROM paraneter of AUTH=<> indicates that the origina
submitter of the nessage is not known. The server MJST NOT treat
the message as having been originally subnmitted by the client.

If the AUTH paraneter to the MAIL FROMis not supplied, the
client has authenticated, and the server believes the nessage is
an original subm ssion by the client, the server MAY supply the
client’s identity in the addr-spec in an AUTH paraneter when
relaying the nmessage to any server which supports the AUTH

ext ensi on.

If the server does not sufficiently trust the authenticated
identity of the client, or if the client is not authenticated,
then the server MJUST behave as if the AUTH=<> paraneter was
supplied. The server MAY, however, wite the value of the AUTH
paraneter to a log file.

I f an AUTH=<> paraneter was supplied, either explicitly or due to
the requirenent in the previous paragraph, then the server MJST
supply the AUTH=<> paraneter when relaying the nessage to any
server which it has authenticated to using the AUTH extension

A server MAY treat expansion of a mailing list as a new

submi ssion, setting the AUTH paraneter to the nmailing |ist
address or mailing list adnministration address when relaying the
message to list subscribers.

It is conforming for an inplenentation to be hard-coded to treat
all clients as being insufficiently trusted. 1In that case, the
i npl enent ati on does not hing nore than parse and discard
syntactically valid AUTH paraneters to the MAIL FROM command and
supply AUTH=<> paraneters to any servers to which it

aut henti cates using the AUTH ext ensi on.

Exanpl es:
C. MAIL FROM <e=nt2@xanpl e. conr AUTH=e+3Dnt2@xanpl e. com
S: 250 K
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6. Error Codes

The followi ng error codes may be used to indicate various conditions
as descri bed.

432 A password transition is needed

This response to the AUTH command indicates that the user needs to
transition to the selected authentication nechanism This typically
done by authenticating once using the PLAIN aut hentication nmechani sm
534 Aut hentication mechanismis too weak

This response to the AUTH command i ndicates that the selected

aut henti cati on nmechani smis weaker than server policy permits for

t hat user.

538 Encryption required for requested authenticati on nechani sm

This response to the AUTH command i ndicates that the selected

aut henti cati on mechani smmay only be used when the underlying SMIP
connection is encrypted.

454 Tenporary authentication failure

This response to the AUTH command i ndicates that the authentication
failed due to a tenporary server failure.

530 Authentication required
This response nay be returned by any comand other than AUTH, EHLQ

HELO, NOOP, RSET, or QU T. It indicates that server policy requires
aut hentication in order to performthe requested action.
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The foll owi ng syntax specification uses the augnented Backus- Naur
Form (BNF) notation as specified in [ ABNF].

Except as noted otherw se, all al phabetic characters are case-

i nsensitive. The use of upper or |ower case characters to define
token strings is for editorial clarity only. |Inplenmentations MJST
accept these strings in a case-insensitive fashion.

UPALPHA
LOALPHA
ALPHA
DAT
HEXDI A T
hexchar

xchar

Xt ext
AUTH_CHAR
auth_type

aut h_conmand

aut h_par am

base64

base64 char

base64_terni na

conti nue_req

Myers

%x41- 5A i, Uppercase: A-Z

M61- 7A ;; Lowercase: a-z

UPALPHA / LCALPHA ;; case insensitive

% 30- 39 ;; Digits 0-9

"%41-46 /| DIGAT ;; hexidecimal digit (uppercase)

"+ HEXDIG T HEXDIGA T

"21-2A | %2C-3C/ 9%3E-TE

;5 US-ASCI| except for "+", "=", SPACE and CTL
*(xchar / hexchar)

ALPHA / DIG@T / "-" [ " "

1* 20AUTH_CHAR

"AUTH' SPACE aut h_type [ SPACE (base64 / "=")]
*(CRLF [base64]) CRLF

"AUTH=" xtext
;7 The decoded form of the xtext MJST be either
;; an addr-spec or the two characters "<>"

base64_terninal /
( 1*(4base64_CHAR) [base64_term nal] )

UPALPHA / LOALPHA / DIGT / "+" [ "]
;; Case-sensitive

(2base64_char "==") / (3base64_char "=")

" 334" SPACE [base64] CRLF
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CR

CRLF

LF

SPACE
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= %&O0C ;; ASCIlI CR, carriage return
= CR LF

= %&00-1F / 9%7F ;; any ASCIl control character and DEL

= U%O0A 7 ASCII LF, line feed
= %20 7, ASCIl SP, space
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9. Security Considerations
Security issues are discussed throughout this neno.

If aclient uses this extension to get an encrypted tunnel through an
i nsecure network to a cooperating server, it needs to be configured
to never send nail to that server when the connection is not nutually
aut henticated and encrypted. Oherw se, an attacker could steal the
client’s mail by hijacking the SMIP connection and either pretending
the server does not support the Authentication extension or causing
all AUTH commands to fail.

Bef ore the SASL negoti ati on has begun, any protocol interactions are
performed in the clear and may be nodified by an active attacker

For this reason, clients and servers MJST di scard any know edge
obtained prior to the start of the SASL negoti ati on upon conpl etion
of a SASL negotiation which results in a security |ayer

Thi s mechani sm does not protect the TCP port, so an active attacker
may redirect a relay connection attenpt to the submi ssion port

[SUBM T]. The AUTH=<> paraneter prevents such an attack from causing
an rel ayed message without an envel ope authentication to pick up the
aut hentication of the relay client.

A nessage submission client may require the user to authenticate
whenever a suitable SASL nmechanismis advertised. Therefore, it may
not be desirable for a submission server [SUBMT] to advertise a SASL
mechani sm when use of that mechanismgrants the client no benefits
over anonymous subm ssion

This extension is not intended to replace or be used instead of end-
to-end nessage signature and encryption systens such as S/M ME or
PGP. This extension addresses a different problemthan end-to-end
systens; it has the foll owi ng key differences:

(1) it is generally useful only within a trusted encl ave

(2) it protects the entire envel ope of a nmessage, not just the
nmessage’ s body.

(3) it authenticates the nessage subm ssion, not authorship of the
nessage content

(4) it can give the sender some assurance the nmessage was
delivered to the next hop in the case where the sender
mutual |y authenticates with the next hop and negoti ates an
appropriate security |ayer.
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Addi tional security considerations are nentioned in the SASL
specification [ SASL].
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11. Full Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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