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1

I ntroduction

Thi s docunent specifies the frame format for transnission of |Pv6
packets over Frame Rel ay networks, the nethod of forming IPv6 |ink-
| ocal addresses on Frane Relay |inks, and the mapping of the |IPv6
addresses to Frane Relay addresses. It also specifies the content of
the Source/ Target |ink-1layer address option used in Nei ghbor

Di scovery [ND] and | nverse Nei ghbor Discovery [IND] nessages when
those nmessages are transmitted over a Frane Relay link. It is part
of a set of specifications that define such |IPv6 mechani snms for Non
Broadcast Multi Access (NBMA) nedia [IPv6-NBMA], [IPv6-ATM, and a
| arger set that defines such nechanisns for specific link |layers
[IPv6-ETH, [IPv6-FDDI], [IPv6-PPP], [IPv6-ATM, etc...

The information in this docunment applies to Frane Rel ay devi ces which
serve as end stations (DTEs) on a public or private Frane Rel ay
network (for example, provided by a comon carrier or PTT.) Frame
Rel ay end stations can be | Pv6 hosts or routers. In this docunent
they are referred to as nodes.

In a Frane Relay network, a number of virtual circuits formthe
connections between the attached stations (nodes). The resulting set
of interconnected devices fornms a private Frane Relay group which may
be either fully interconnected with a conplete "nesh" of virtua
circuits, or only partially interconnected. |In either case, each
virtual circuit is uniquely identified at each Frane Relay interface
(card) by a Data Link Connection Identifier (DLCl). |n nost

circunmst ances, DLCls have strictly local significance at each Frame
Rel ay interface.

A Frame Relay virtual circuit acts like a virtual-link (also referred
to as logical-link), with its own |ink paraneters, distinct fromthe
paraneters of other virtual circuits established on the same wire or
fiber. Such paraneters are the input/output maxi rumfrane size,

i ncom ng/ out goi ng request ed/ agreed t hroughput, incom ng/outgoi ng
accept abl e t hroughput, incom ng/outgoing burst size,

i ncom ng/ outgoing frame rate.

By default a DLClI is 10 bits in Iength. Frame Rel ay specifications
define also 16, 17, or 23 bit DLCls. The former is not used, while
the latter two are suggested for use with SVCs.

Frame Relay virtual circuits can be created administratively as
Permanent Virtual Crcuits -- PVCs -- or dynamically as Switched
Virtual Grcuits -- SVCs. The mechani snms defined in this docunent
are intended to apply to both permanent and switched Frane Rel ay
virtual circuits, whether they are point to point or point to nmulti-
poi nt .
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The keywords MUST, MJUST NOT, MAY, OPTIONAL, REQUI RED, RECOMVENDED,
SHALL, SHALL NOT, SHOULD, SHOULD NOT are to be interpreted as defined
in [RFC 2119].

2. Maxi mum Transmni ssion Unit
The 1 Pv6 mninmum MU is defined in [IPv6].

In general, Frame Relay devices are configured to have a maxi num
frane size of at |east 1600 octets. Therefore, the default 1Pv6 MIU
size for a Frane Relay interface is considered to be 1592.

A smal ler than default frane size can be configured but of course not
smal l er than the mnimum | Pv6 MIU

An adequate larger than default |IPv6 MIU and Frane Rel ay frame size
can be configured to avoid fragnmentation. The maxi mum frame size is
controlled by the CRC generation nechani sns enpl oyed at the HDLC
level. CRC16 will protect franmes up to 4096 bytes in length, which
reduces the effective maxi rumfrane size to approxi mately 4088 bytes.
A larger desired frame size (such as that used by FDDI or Token
Ring), would require the CRC32 nechani sm which is not yet widely
used and is not mandatory for frane relay systens conformng to Frane
Rel ay Forum and | TU-T standards.

In general, if upper layers provide adequate error
protection/detection mechani sns, inplenentations nay all ow
configuring a Frane Relay link with a |arger than 4080 octets frame
size but with a lesser error protection/detection nmechanismat |ink

| ayer. However, because |IPv6 relies on the upper and | ower |ayer
error detection, configuring the IPv6 MU to a value |arger than 4080
is strongly discouraged.

Al though a Frane Relay circuit allows the definition of distinct
maxi mum frame sizes for input and output, for sinplification

pur poses, this specification assunes symetry, i.e. the sanme MIU for
bot h i nput and out put.

Furt hernmore, inplenentations nay linmt the setting of the Frame Rel ay
maxi mum frame size to the interface (link, or card) level, which then
is enforced on all of the PVCs or SVCs on that interface (on that
link, or card). For an SVC, the nmaxi num franme size paraneter
negotiated during circuit setup will not exceed the configured
maxi mum frane si ze.
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3. IPv6 Frane Format

The 1 Pv6 frame encapsul ation for Frame Relay (for both PVCs and SVCs)
foll ows [ ENCAPS], which allows a VCto carry | Pv6 packets along wth
ot her protocol packets. The NLPID franme format is used, in which the
| Pv6 NLPID has a val ue of Ox8E:

0 1 (Cctets)
e e e e +
(Cctets)0 | |
/ Q 922 Address /
/ (length 'n' equals 2 or 4) /
| |
oo oo +

n | Control (U) 0x03 | NLPI D Ox8E | NLPID

R R R R + indicating
n+2 | | [IPv6

/ . /
/ | Pv6 packet /
| : |
e e e e +
| |
+ FCS +
| |
oo oo +

n" is the length of the Q 922 address which can be 2 or 4 octets.

The Q 922 representation of a DLCl (in canonical order - the first
bit is stored in the least significant, i.e., the right-nost bit
of a byte in nenory) [CANON] is the foll ow ng:

7 6 5 4 3 2 1 0 (bit order)
+----- +----- +----- +----- +----- +----- +----- +----- +
(octet) 0 | DLCl (hi gh order) | 0 | 0 |
+--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +
1 | DLC(low order) | o | O | O | 1 |
+-- o - +-- o - +-- o - +-- o - +-- o - +-- o - +-- o - +-- o - +
10 bits DLC
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7 6 5 4 3 2 1 0 (bit order)
S S S S S S S S +
(octet) 0 | DLCI (hi gh order) | 0 | O
F--- - F--- - F--- - F--- - F--- - F--- - F--- - F--- - +
1 | DLA | o] O | O | O
L L L L L L L L +
2 | DLCI (| ow order) | O
oo - S S e S S S oo - +
3 unused (set to 0) | 1 | 1
F--- - F--- - F--- - F--- - F--- - F--- - F--- - F--- - +
17 bits DLC
7 6 5 4 3 2 1 0 (bit order)
S S S S S S S S +
(octet) 0 | DLCI (hi gh order) | 0 | O
L L L L L L L L
1 | DLA | o] O | O | O
oo - e e e oo - oo - oo - oo - +
2 | DLCI | O
S S S S S S S S +
3 | DLCl (I ow order) | 0 | 1
L L L L L L L L +
23 bits DLC

The encapsul ati on of data or control nessages exchanged by vari ous
protocol s that use SNAP encapsulation (with their own PIDs) is not
af fected. The encoding of the I Pv6 protocol identifier in such
messages MJUST be done according to the specifications of those
protocol s, and [ ASSNUM .

4. Statel ess Autoconfiguration

An interface identifier [AARCH for an IPv6 Frane Relay interface
nmust be unique on a Frane Relay link [AARCH, and nust be uni que on
each of the virtual links represented by the VCs terninated on the
i nterface.

The interface identifier for the Frame Relay interface is locally
generated by the | Pv6 nodul e.

Each virtual circuit in a Frane Relay network is uniquely identified
on a Frame Relay interface by a DLCI. Furthernore, a DLCI can be seen
as an identification of the end point of a virtual circuit on a Frame
Rel ay interface. Since each Frane Relay VC is configured or

est abl i shed separately, and acts |ike an independent virtual-Iink
fromother VCs in the network, or on the interface, link, wire or
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fiber, it seens beneficial to view each VC s ternination point on the
Frane Relay interface as a "pseudo-interface" or "logical-interface"
overlaid on the Frame Relay interface. Furthernore, it seens
beneficial to be able to generate and associate an | Pv6

aut oconfigured address (including an IPv6 link |ocal address) to each
"pseudo-interface", i.e. end-point of a VC, i.e. to each DLCl on a
Frane Relay interface.

In order to achieve the benefits described above, the mechani sns
specified in this docunent suggest constructing the Frane Rel ay
interface identifier from3 distinct fields (Fig.1):

(a) The "EU bits" field. Bits 6 and 7 of the first octet,
representing the EU -64 "universal/local" and respectively
"individual /group” bits converted to | Pv6 use. The forner is set
to zero to reflect that the 64 bit interface identifier value
has | ocal significance [AARCH . The latter is set to O to
reflect the unicast address [ AARCH|

(b) The "Md" field. A 38 bit field which is generated with the
pur pose of addi ng uni queness to the interface identifier

(c) The "DLClI" field. A 24 bit field that MAY hold a 10, 17, or 23
bit DLCI val ue which MJUST be extended with 0's to 24 bits. A

DLCl based interface identifier -- which contains a valid DLC
-- SHOULD be generated as a result of successfully establishing
a VC -- PVC or SVC.

If a DLCl is not known, the field MJUST be set to the
"unspeci fied DLCI" val ue which consists of setting each of the
24 bits to 1.

Since DLCls are local to a Frane Relay node, it is possible to have

Frame Relay distinct virtual circuits within a Franme Relay network
identified with the same DLClI val ues
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7 6 5 4 3 2 1 0 (bit order)
enmnn enmnn enmnn enmnn enmnn enmnn enmnn onmnn +
(Cctets) 0 | ["EU bits"

+ F--- - F--- - +

1] |
+ +

2 | "M d" |
+ +

3 |
+ +

4 | |
L L L L L L L L +

5 | |
+ +

6 | n D_CI n |
+ +

7 |
L L L L L L L L +
Fig.1l Frame Relay Pseudo-Interface Identifier

The Duplicate Address Detection specified in [ AUTOCONF] is used
repeatedly during the interface identifier and | ocal-1ink address

generation process,

until

the generated identifier and consequently

the link-1oca

address on the link --

VC - -

4.1 Cenerating the "Md" field.

The "M d" can be generated in multiple ways.
suggests two nechani sns:

are uni que.

This specification

16 bits --

16 bits --

is a user
Frame Rel ay

is a nunerica

representation of the Frame Relay interface or link (Fig.2).

(b.1) "Use of Local Administrative Nunmbers"
The "M d" is filled with the result of nerging:
(b.1.1) A random nunber of 6 bits in length (Fig.2).
(b.1.2) The Frame Relay Node ldentifier --
adm ni stered value used to locally identify a
node (Fig.2).
(b.1.3) The Franme Relay Link lIdentifier --
Conta, et al. St andards Track
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7 6 5 4 3 2 1 0 (bit order)
+-- o - +-- o - +-- o - +-- o - +-- o - +-- o - +-- o - +-- o - +
(Octets) 0 | Random Nurber | vVBZ

o m e m e e e e e e e e e e e e emeao - F--- - F--- - +
1] o |
+ Frame Relay Node ldentifier +
2 | |
+-- o - +-- o - +-- o - +-- o - +-- o - +-- o - +-- o - +-- o - +
3 | _ o |
+ Frame Relay Link ldentifier +
4 | |
L L L L L L L L +
5 | |
+ +
6 | n D_CI n |
+ +
7 |
L L L L L L L L +

Fig.2 Frame Relay Pseudo-Interface Identifier

or,

(b.2) "Use of The Frane Relay address - E. 164 [E164], X 121

Cont a,

[ X25] nunbers, or NSAP [ NSAP] address”

If a Frane Relay interface has an E. 164 or a X 121 nunber, or an
NSAP address, the "M d" field MIST be filled in with a nunber
resulted fromit as follows: the nunber represented by the BCD
encodi ng of the E. 164 or X 121 nunber, or the binary encodi ng of
the NSAP address is truncated to 38 bits (Fig.3). Since the Frane
Relay interface identifier has a "local" significance, the use of
such a value has no real practical purposes other than adding to
t he uni queness of the interface identifier on the link. Therefore
the truncation can be performed on the high order or |ow order
bits. If the high order bits truncation does not provide

uni queness on the link -- perhaps the DLCI value is not unique --
this nost likely neans that the VC spans nore for instance than a
national and/or international destination area for an E. 164
nunber, and therefore the truncation of the | ow order bits should
be performed next, which nost likely will provide the desired

uni queness.
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(Cctets) O
1

|
+
|
+
2 |
+
|
+
|

Li nk- Local

The 1Pv6 i

is formed by appending the interface identifier
to the prefix FE80::/64 [ AARCH

above,

Addr ess Mappi ng - -

| Pv6 over Frane Rel ay Networks May 1999
6 5 4 3 2 1 0 (bit order)
e e - +-- o - +-- o - +-- o - +-- o - +-- o - +-- o - +
| MBZ |
F--- - F--- - +
|
E. 164, X 121 (BCD encodi ng) +
or NSAP Address
+
(truncated to 38 bits) |
+
|
B L L L L L L +
|
+
IID_CIII |
+
|
B L L L L L L +
g.3 Franme Relay (Pseudo) Interface Identifier
Addr esses
nk-1ocal address [AARCH] for an I Pv6 Frane Relay interface

formed as defi ned

Uni cast, Milticast

The procedure for mapping | Pv6 addresses to |ink-layer addresses is

descri bed i

Di scovery (ND) that allow the nmapping of
addresses are defined as |nverse Nei ghbor

n [1Pv6-ND]. Additionally, extensions to Nei ghbor
link-layer addresses to | Pv6

Di scovery (IND) in [IND].

Thi s docunent defines the formats of the link-I1ayer address fields

used by ND
mappi ng of
addr esses.

and I ND. This specification does not define an algorithmc
I Pv6 nulticast addresses to Frane Relay |ink-Iayer

The Source/ Target Link-1ayer Address option used in Nei ghbor

Di scovery and | nverse Nei ghbor
link foll ows the genera
can map two type of

Conta, et al.

Di scovery nessages for a Frame Rel ay
rul es defined by [IPv6-ND]. | Pv6 addresses
identifiers equivalent to link-layer addresses:
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DLCls, and Franme Rel ay Addresses. Therefore, for Frame Relay, this
docunent defines two distinct fornmats for the ND and | ND nessages
Li nk- Layer Address field:

(a)

(b)

DLCI Format -- used in ND and/or | ND nessages on VCs that were
established prior to the ND or | ND nessage exchange -- nostly
PVCs. The use on SVCs nekes sense with Inverse Nei ghbor

Di scovery [IND] nessages if INDis enployed after the successfu
establishing of an SVC to gather infornmation about other |Pv6
addresses assigned to the renpte node and that SVC

Frame Relay Address Format -- used nostly prior to establishing
a new SVC, to get the Frane Relay renote node identifier
(l'ink-1ayer address) mapping to a certain | Pv6 address.

Note: An inplenmentation may hold both types of |ink |ayer
identifiers in the Neighbor D scovery cache. Additionally, in
case of multiple VCs between two nodes, one node’'s Nei ghbor

Di scovery cache nay hold a mappi ng of one of the renpte node’s
| Pv6 addresses to each and every DLCI identifying the VCs.

The mechani sms which in such an inplenentati on woul d nake the

di stinction between the Nei ghbor Di scovery Cache mappi ng of an

| Pv6 address to a "Frane Rel ay Address Format" and a "DLCl
Format" |ink-layer address, or anobng several nappings to a "DLCl
Format" addresses are beyond the scope of this specification

The use of the override "O' bit in the advertisenent nessages
that contain the above Link-Layer Address formats SHOULD be
consistent with the [ND] specifications. Additionally, there
shoul d be consistency related to the type of Link-Layer Address
format: an inplenentation should override one address format in
its Neighbor Discovery cache with the same type of address
format.

The "DLCI Format" is defined as foll ows:

Cont a,

7 6 5 4 3 2 1 0 (bit order)
+-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +
0 | Type |
L L L L L L L L +
1 | Length
+--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +
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with a DLCl (Q 922 address) encoded as option val ue:

7 6 5 4 3 2 1 0 (bit order)
F--- - F--- - F--- - F--- - F--- - F--- - F--- - F--- - +
2 | 1 | 1|
+ unused - - +
3 | |
+-- o - +-- o - +-- o - +-- o - +-- o - +-- o - +-- o - +-- o - +
4 | DLCI (hi gh order) | 0 | O
F--- - F--- - F--- - F--- - F--- - F--- - F--- - F--- - +
5 | DLC (| ow order) | 0 | O | O | 1
L L L L L L L L +
6 | |
+ Paddi ng +
7 (zeros)
F--- - F--- - F--- - F--- - F--- - F--- - F--- - F--- - +
10 bits DLC
7 6 5 4 3 2 1 0 (bit order)
+-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +
2 | 1 | 1|
+ unused R Foeo o +
3 | |
+--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +
4 | DLCI (hi gh order) | 0 | O
+-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +
5 | DLd | o] O ] O | O
L L L L L L L L +
6 | DLCI (I ow order) | O
+--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +
7 | unused (set to 0) | 1 | 1
+-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +
17 bits DLC

Conta, et al. St andards Track [ Page 11]



RFC 2590

| Pv6 over Frane Rel ay Networks May 1999

7 6 5 4 3 2 1 0 (bit order)
S S S S S S S S +

I 1 1 1 |
+ unused S Foem o +

I I
L L L L L L L L +

| DLCI (hi gh order) | 0 | O
oo - S e S S S oo - oo -

| DLC | 0| O | O | 0O |
F--- - F--- - F--- - F--- - F--- - F--- - F--- - F--- - +

| DLCl | O
L L L L L L L L +

| DLCl (I ow order) | 0 | 1
oo - S S S S S oo - oo - +

23 bits DLC

Option fields:

Cont a,

Type 1 for Source Link-layer address
2 for Target Link-Iayer address.
Length The Length of the Option (including the Type
and Length fields) in units of 8 octets.
It has the value 1.
Li nk- Layer Address The DLCI encoded as a Q 922 address.
Description

The "DLCI Format" option value field has two conponents:

(a)

(b)

et al.

Address Type -- encoded in the first two bits of the first
two octets. Both bits are set to 1 to indicate the DLC
format. The rest of the bits in the two first octets are
not used -- they MJST be set to zero on transnit and MJST
be ignored by the receiver

DLCl -- encoded as a Q 922 address padded with zeros to the

| ast octet of the 6 octets available for the entire Link-
Layer Address field of this format.
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The "Frane Relay Address Format" is defined as foll ows:

7 6 5 4 3 2 1 0 (bit order)
F--- - F--- - F--- - F--- - F--- - F--- - F--- - F--- - +
0 | Type |
L L L L L L L L +
1 | Length
+-- o - +-- o - +-- o - +-- o - +-- o - +-- o - +-- o - +-- o - +

with an E 164, X 121, nunber or NSAP address encoded as option

val ue:
7 6 5 4 3 2 1 0 (bit order)
S S S S S S S S +
2 | si ze | 1 ] O
F--- - F--- - F--- - F--- - F--- - F--- - F--- - F--- - +
3 | E. 164 or X 121, or NSAP |
+- - - Address Fami |y Nunber ---+
4 | (Assi gned Nunber)
oo - S S oo - S S S S +
5 | |
/ E. 164, or X. 121 nunber (BCD encoded) /
/ or NSAP address /
4+si ze | |
oo - e e e e e e e +
5+si ze | |
/ Paddi ng /
/ (zeros) /
8*Lengt h- 1| |
L L L L L L L L +

Option fields:

Type 1 for Source Link-layer address
2 for Target Link-1ayer address.

Length The I ength of the Option (including the
Type and Length fields) in units of 8 octet.
It may have the val ue:

2 -- for E. 164, or X 121 nunbers or NSAP
addresses not |onger than 11 octets
[ E164], [X25], [ NSAP].

3 -- for NSAP addresses |longer than 11 but
not | onger than 19 octets.
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4 -- for NSAP addresses |onger than 19 octets
(not longer than the maxi num NSAP address
I engt h) [ NSAP] .

Li nk- Layer Address The E. 164, X 121, nunber encoded in
Bi nary Coded Decinmal (BCD), or the NSAP
addr ess.
Descri ption

The "Frane Rel ay Address"” option val ue has three conponents:

(a) Address Type -- encoded in the first two bits of the first
octet. The first bit is set to 0, the second bit is set to 1

(b) Size -- encoded in the last (high order) 6 bits of the first
octet. The maxi nrum val ue of the field is the maxi num si ze of
the E. 164, X. 121, or NSAP addresses.

(c) Address Family Nunmber -- the nunber assigned for the E. 164,
X. 121, or NSAP address fanmily [ ASSNUM .

(d) E. 164, X 121, nunber -- encoded in BCD (two digits per octet).
If the E. 164, or X 121 has an even nunber of digits the
encoding will fill all encoding octets -- half the nunber of
digits. If the E 164, or X 121 nunber has an odd nunber of
digits, the lowest order digit fills only half of an octet --
it is placed in the first 4 bits of the last octet of the
E. 164, or X 121 BCD encoding. The rest of the field up to the
| ast octet of the 11 octets available is padded with zeros.

NSAP address -- the NSAP address. It is padded with zeros if
t he NSAP address does not fit in a nunber of octets that nakes
the I ength of the option an even nunber of 8 octets.

7. Sendi ng Nei ghbor Discovery Messages

Frame Rel ay networks do not provide link-layer native nulticasting
nmechani snms. For the correct functioning of the Neighbor Discovery
mechani sms, |ink-layer nulticasting nust be emrul at ed.

To enmulate nulticasting for Neighbor Discovery (ND) the node MJST
send franmes carrying ND nulticast packets to all VCs on a Frane Rel ay
interface. This applies to ND nessages addressed to both all-node and
solicited-node nulticast addresses. This nmethod works well wth PVCs.
A mesh of PVCs MAY be configured and dedicated to nulticast traffic
only. An alternative to a nesh of PVCs is a set of point-to-
mul ti poi nt PVCs.
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8. Receiving Nei ghbor Di scovery Messages

If a Neighbor Discovery Solicitation nessage received by a node
contains the Source 1link-layer address option with a DLCl, the
message MJST undergo Frane Rel ay specific preprocessing required for
the correct interpretation of the field during the ND protocol engine
processing. This processing is done before the Nei ghbor Discovery
nmessage i s processed by the Nei ghbor Discovery (ND) protocol engine.

The nmotivation for this processing is the local significance of the
DLClI fields in the Neighbor Discovery nessage: the DLCl significance
at the sender node is different than the DLCl significance at the
receiver node. In other words, the DLCl that identifies the Frane
Relay virtual circuit at the sender may be different than the DLC
that identifies the virtual circuit at the receiver node.

Furt hernmore, the sender node may not be aware of the DLCI val ue at
the receiver. Therefore, the Frane Rel ay specific preprocessing
consists in nodifying the Neighbor Discovery Solicitation nessage
recei ved, by storing into the Source |link-layer address option the
DLCl value of the virtual circuit on which the frame was received, as
known to the receiver node. The DLCl val ue being stored nust be
encoded in the appropriate fornmat (see previous sections). The
passing of the DLClI value fromthe Frane Relay nodule to the Nei ghbor
Di scovery preprocessing nodule is an inplenentation choice.

9. Security Considerations

The mechani sms defined in this docunent for generating an | Pv6 Frane
Relay interface identifier are intended to provide uni queness at |ink
level -- virtual circuit. The protection against duplication is

achi eved by way of |Pv6 Statel ess Autoconfiguration Duplicate Address
Det ecti on nechani sns. Security protection against forgery or accident
at the level of the mechani snms described here is provided by the | Pv6
security nechanisns [I PSEC], [|PSEC Auth], [IPSEC ESP] applied to

Nei ghbor Di scovery [IPv6-ND] or Inverse Neighbor Discovery [I ND
nessages.

To avoid an | Psec Authentication verification failure, the Franme
Rel ay specific preprocessing of a Neighbor Discovery Solicitation
nmessage that contains a DLCI format Source |ink-layer address option
MUST be done by the receiver node after it conpleted IP Security
processi ng.
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