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1. Abstract

Thi s docunent describes how proxy chaining and policy inplenentation
can be supported in roam ng systens. The nmechani sns described in this
docunent are in current use

However, as noted in the security considerations section, the
techni ques outlined in this docunent are vulnerable to attack from
external parties as well as susceptible to fraud perpetrated by the
roam ng partners thenselves. As a result, such nethods are not

sui table for w de-scal e deploynent on the |nternet.

2. Term nol ogy
This docunent frequently uses the follow ng terns:
Net wor k Access Server
The Network Access Server (NAS) is the device that clients contact
in order to get access to the network
RADI US server
This is a server which provides for authentication/authorization

via the protocol described in [3], and for accounting as described
in[4].
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3.

RADI US pr oxy
In order to provide for the routing of RAD US authentication and
accounting requests, a RADI US proxy can be enployed. To the NAS
the RADI US proxy appears to act as a RADIUS server, and to the
RADI US server, the proxy appears to act as a RADI US client.

Net wor k Access ldentifier

In order to provide for the routing of RAD US authentication and
accounting requests, the userID field used in PPP (known as the
Net wor k Access ldentifier or NAI) and in the subsequent RADI US
aut henti cation and accounting requests, can contain structure.
This structure provides a neans by which the RADI US proxy will

| ocate the RADIUS server that is to receive the request. The NA
is defined in [6].

Roani ng rel ati onshi ps
Roani ng rel ati onshi ps include rel ati onshi ps between conpani es and
| SPs, relationships anong peer ISPs within a roaning association
and rel ati onshi ps between an | SP and a roani ng consorti a.
Toget her, the set of relationships form ng a path between a | oca
| SP"s aut hentication proxy and the honme authentication server is
known as the roami ng rel ati onshi p path.

Requi renment s | anguage

In this docunent, the key words "MAY", "MJST, "MJST NOTI", "optional",
"recommended", "SHOULD', and "SHOULD NOT", are to be interpreted as
described in [5].

I ntroducti on

Today, as described in [1], proxy chaining is w dely deployed for the
pur poses of providing roanm ng services. In such systens,

aut henti cati on/aut horizati on and accounti ng packets are routed

bet ween a NAS device and a home server through a series of proxies.
Consul tation of the hone server is required for password-based

aut henti cation, since the home server naintains the password database
and thus it is necessary for the NAS to comunicate with the hone

aut hentication server in order to verify the user’s identity.
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4.1. Advantages of proxy chaining
Proxi es serve a nunber of functions in roaning, including:

Scal ability inprovenent

Aut henti cation forwarding
Capabi l i ti es adj ustnent

Policy inplenentation

Accounting reliability inmprovenent
At om c operation

Scal ability inprovenent
In large scale roam ng systens, it is necessary to provide for
scal abl e managenent of keys used for integrity protection and
aut henti cati on.

Proxy chai ni ng enabl es i npl enentati on of hierarchica
forwarding within roam ng systens, which inproves scalability
in roamng consortia based on authentication protocols wthout
aut onat ed key nmanagenent. Since RADI US as described in [3]
requi res a shared secret for each client-server pair, a
consortium of 100 roami ng partners would require 4950 shared
secrets if each partner were to contact each other directly,
one for each partner pair. However, were the partners to
route authentication requests through a central proxy, only
100 shared secrets would be needed, one for each partner. The
reduction in the nunber of partner pairs also brings with it
ot her benefits, such as a reduction in the nunber of bilatera
agreements and accounting and auditing overhead. Thus,

hi erarchi cal routing m ght be desirable even if an

aut henti ati on protocol supporting autonated key exchange were
avai | abl e.

Capabi l i ti es adj ustnent
As part of the authentication exchange with the hone server
the NAS receives authorization paraneters describing the
service to be provided to the roaning user. Since RADI US
described in [3], does not support capabilities negotiation
it is possible that the authorization paraneters sent by the
hone server will not match those required by the NAS. For
exanple, a static |IP address could be specified that would not
be routable by the NAS. As a result, capbilities adjustnent is
perfornmed by proxies in order to enable conmunicati on between
NASes and hone servers with very different feature sets.
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As part of capabilities adjustnent, proxies can edit
attributes within the Access-Accept in order to ensure
conmpatibility with the NAS. Such editing may include
addition, deletion, or nodification of attributes. In
addition, in some cases it may be desirable for a proxy to
edit attributes within an Access-Request in order to clean up
or even hide information destined for the home server. Note
that if the proxy edits attributes within the Access-Accept,
then it is possible that the service provided to the user may
not be the same as that requested by the hone server. This
creates the possibility of disputes arising frominappropriate
capabi lities adjustnent.

Note that were roami ng to be inpl enented based on an

aut henti cati on/aut horization protocol with built-in capability
negoti ati on, proxy-based capabilities adjustnment would
probably not be necessary.

Aut hent i cation forwarding
Since roam ng associations frequently inplenent hierarchica
forwarding in order to inprove scalability, in order for a NAS
and hone server to communi cate, authentication and accounting
packets are forwarded by one or nore proxies. The path
travel l ed by these packets, known as the roaming rel ationship
path, is determined fromthe Network Access ldentifier (NAl),
described in [6]. Since nost NAS devices do not inplenent
forwarding logic, a proxy is needed to enable forwarding of
aut henti cation and accounting packets. For reasons that are
described in the security section, in proxy systems it is
desirable for accounting and authentication packets to foll ow
t he sane path.

Note: The way a proxy |learns the mappi ng between NAl and the
hone server is beyond the scope of this document. This
mappi ng can be acconplished by static configuration in the
proxy, or by sone currently undefined protocol that provides
for dynam ¢ nmapping. For the purposes of this docunent, it is
assuned that such a napping capability exists in the proxy.

Po

icy inplenmentation

In roam ng systens it is often desirable to be able to

i mpl enent policy. For exanple, a given partner nmay only be
entitled to use of a given NAS during certain tines of the
day. In order to inplenent such policies, proxies may be

i npl enented at the interface between adninistrative donai ns
and programred to nodi fy authentication/authorization packets
forwarded between the NAS and the honme server. As a result,
froma security point of view, a proxy inplenmenting policy
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5.

operates as a "nman in the mddle."

Accounting reliability inmprovenent
In roam ng systens based on proxy chaining, it is necessary
for accounting information to be forwarded between the NAS and
the hone server. Thus roanming is inherently an interdonain
application.

This represents a problem since the RAD US accounti ng
protocol, described in [4] is not designed for use on an
Internet scale. Gven that in roanm ng accounting packets
travel between adm nistrative donains, packets will often pass
t hrough network access points (NAPs) where packet |oss may be
substantial. This can result in unacceptable rates of
accounting data | oss.

For exanple, in a proxy chaining systeminvol ving four

systens, a one percent failure rate on each hop can result in

|l oss of 3.9 percent of all accounting transactions. Placenent

of an accounting proxy near the NAS may inprove reliability by
enabl i ng enabling persistent storage of accounting records and
I ong duration retry.

At om ¢ operation
In order to ensure consistency anong all parties required to
process accounting data, it can be desirable to assure that
transm ssion of accounting data is handl ed as an atomc
operation. This inplies that all parties on the roaning
relationship path will receive and acknow edge the receipt of
the accounting data for the operation to conplete. Proxies can
be used to ensure atom c delivery of accounting data by
arranging for delivery of the accounting data in a serial
fashion, as discussed in section 5. 2.

Pr oxy chai ni ng

An exanpl e of a proxy chaining systemis shown bel ow.

(request) (request) (request)
---------- > Proxyl ----------> Proxy2 ----------> Hone
(reply) (reply) (reply) Server
[ — [ — [ —

In the above diagram the NAS generates a request and sends it to
Proxyl. Proxyl forwards the request to Proxy2 and Proxy2 forwards
the request to the Hone Server. The Home Server generates a reply
and sends it to Proxy2. Proxy2 receives the reply, matches it with
the request it had sent, and forwards a reply to Proxyl. Proxyl
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mat ches the reply with the request it sent earlier and forwards a
reply to the NAS. This nodel applies to all requests, including
Access Requests and Accounting Requests.

Except for the two cases described bel ow, a proxy server such as
Proxy2 in the di agram above SHOULD NOT send a Reply packet to Proxyl
wi thout first having received a Reply packet initiated by the Home
Server. The two exceptions are when the proxy is enforcing policy as
described in section 5.1 and when the proxy is acting as an
accounting store (as in store and forward), as described in section
5. 2.

The RADI US protocol described in [3] does not provide for end-to-end
security services, including integrity or replay protection

aut hentication or confidentiality. As noted in the security

consi derations section, this om ssion results in several security
probl ens within proxy chaining systens.

5.1. Policy inplenentation

Proxies are frequently used to inplenent policy in roaning
situations. Proxies inplenmenting policy MAY reply directly to
Access- Requests without forwarding the request. \Wen replying
directly to an Access-Request, the proxy MIST reply either with an
Access- Rej ect or an Access-Chal l enge packet. A proxy MJST NOT reply
directly with an Access-Accept. An exanple of this would be when the
proxy refuses all connections froma particular real mduring prine
time. In this case the home server will never receive th Access-
Request. This situation is shown bel ow

(request) (request)

NAS ---------- > Proxyl ---------- > Proxy?2 Hore
(reply) (reply) Server
Cmmmmmmme - Cmmmmmmme -

A proxy MAY al so decide to Reject a Request that has been accepted by
the honme server. This could be based on the set of attributes
returned by the home server. |In this case the Proxy SHOULD send an
Access-Reject to the NAS and an Accounti ng- Request with Acct- Status-
Type=Proxy-Stop (6) to the hone server. This lets the home server
know t hat the session it approved has been deni ed downstream by the
proxy. However, a proxy MJST NOT send an Access-Accept after

recei ving an Access-Reject froma proxy or fromthe hone server
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(Access- Req) (Access- Req) (Access- Req)

NAS ---------- > Proxyl ---------- > Proxy2 ---------- > Hore
(Access- Rej ect) (Access- Accept) (Access- Accept) Server
[ [ [

(Acct PxSt op) (Acct PxSt op)
---------- > e e a2 >

5.2. Accounting behavi or

As descri bed above, a proxy MJST NOT reply directly with an Access-
Accept, and MJST NOT reply with an Access-Accept when it has received
an Access-Reject from another proxy or Home Server. As a result, in
all cases where an accounting record is to be generated (accepted
sessions), no direct replies have occurred, and the Access-Request
and Access- Accept have passed through the same set of systens.

In order to allow proxies to match i ncom ng Accounting-Requests with
previ ously handl ed Access- Requests and Access-Accepts, a proxy SHOULD
route the Accounting- Request along the sane real mpath travelled in
aut henti cation/authorization. Note that this does not inply that
accounting packets will necessarily travel the identical path,
machi ne by machine, as did authentication/authorization packets.

This is because it is conceivable that a proxy may have gone down,
and as a result the Accounting-request nay need to be forwarded to an
alternate server. It is also conceivabl e that

aut henti cati on/aut horizati on and accounting nmay be handl ed by
different servers within a realm

The Class attribute can be used to match Accounting Requests with
prior Access Requests. It can also be used to nmatch session |og
records between the honme Server, proxies, and NAS. This matching can
be acconplished either in real-tine (in the case that authentication
and accounting packets follow the sanme path, machi ne by nmachi ne), or
after the fact.

Hone servers SHOULD insert a unique session identifier in the dass
attribute in an Access-Accept and Access-Chall enge. Proxies and
NASes MUST forward the unnodified Class attribute. The NAS MJST
include the Cass attribute in subsequent requests, in particular for
Account i ng- Requests. The sequence of events is shown bel ow
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Aut henti cati on/ Aut hori zati on

NAS Proxyl Pr oxy?2 Home (add cl ass)
<-cl ass-- <-cl ass- <-cl ass--

Account i ng

(Accounti ng-req) (Accounting-req) (Accounting-req)
w cl ass w cl ass w cl ass
NAS ---------- > Proxyl ---------- > Proxy2 ---------- > Horme
(Accounting-reply) (Accounting-reply)(Accounting-reply) Server

Since there is no need to inplement policy in accounting, a proxy
MUST forward all Accounting Requests to the next server on the path.
The proxy MJST guarantee that the Accounting Request is received by
the End Server and all internediate servers. The proxy may do this
either by: 1) forwarding the Accounting Request and not sending a
Reply until it receives the matching Reply fromthe upstream server
or 2) acting as a store point which takes responsibility for

ref orwardi ng the Accounting Request until it receives a Reply.

Not e that when the proxy does not send a reply until it receives a
mat ching reply, this ensures that Accounting Start and Stop nessages
are received and can be | ogged by all servers along the roaning

rel ati onship path. If one of the servers is not avail able, then the

operation will fail. As a result the entire accounting transaction
will either succeed or fail as a unit, and thus can be said to be
atoni c.

Where store and forward is inplenented, it is possible that one or
nmore servers along the roanmng relationship path will not receive the
accounting data while others will. The accounting operation will not
succeed or fail as a unit, and is therefore not atomc. As a result,
it may not be possible for the roam ng partners to reconcile their
audit | ogs, opening new opportunities for fraud. Were store and
forward is inplenented, forwardi ng of Accounting Requests SHOULD be
done as they are received so the downstream servers will receive them
inatinely way.

Note that there are cases where a proxy will need to forward an
Accounting packet to nore than one system For exanple, in order to
all ow for proper accounting in the case of a NAS that is shutting
down, the proxy can send an Accounting- Request w th Acct- Stat us-
Type=Accounting-Of (8) to all realns that it forwards to. |In turn,
these proxies will also flood the packet to their connected real ns.
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7. Security Considerations

The RADI US protocol described in [3] was designed for intra-domain
use, where the NAS, proxy, and hone server exist within a single

adm ni strative donain, and proxies nay be considered a trusted
conponent. However, in roaning the NAS, proxies, and hone server wll
typically be managed by different administrative entities. As a
result, roanming is inherently an inter-donain application, and
proxi es cannot necessarily be trusted. This results in a nunber of
security threats, including:

Message editing

Attribute editing

Theft of passwords

Theft and nodification of accounting data
Repl ay attacks

Connecti on hijacking

Fraudul ent accounting

7.1. Message editing

Through the use of shared secrets it is possible for proxies
operating in different donains to establish a trust relationship.
However, if only hop-by-hop security is available then untrusted
proxies are capable of perpetrating a nunber of nman-in-the-mddle
attacks. These include nodification of nessages.
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For exanple, an Access-Accept could be substituted for an Access-

Rej ect, and without end-to-end integrity protection, there is no way
for the NAS to detect this. On the hone server, this will result in
an accounting log entry for a session that was not authorized.
However, if the proxy does not forward accounting packets or session
records to the honme server, then the hone server will not be able to
detect the discrepancy until a bill is received and audited.

Note that a proxy can al so send an Access-Reject to the NAS after
recei ving an Access-Accept fromthe hone server. This will result in
an aut hentication log entry w thout a correspondi ng accounting | og
entry. Wthout the proxy sending an Accounting- Request with Acct-

St at us- Type=Proxy-Stop (6) to the honme server, then there will be no
way for the hone server to deternine whether the discrepancy is due
to policy inplenmentation or |oss of accounting packets. Thus the use
of Acct- Status-Type=Proxy-Stop can be of value in debuggi ng roam ng
syst ens.

It should be noted that even if end-to-end security were to be
avai | abl e, a nunmber of sticky questions would renmain. Wile the end-
points would be able to detect that the nmessage fromthe hone server
had been nodi fied by an intermediary, the question arises as to what
action should be taken. While the nodified packet could be silently
di scarded, this could affect the ability of the hone server to

accept an Acct- Status- Type=Proxy-Stop nessage from an internediate
proxy. Since this nessage woul d not be signed by the NAS, it may need
to be dropped by the home server

This is simlar to the problemthat |PSEC capable systens face in
maki ng use of | CMP nessages from systens with whomthey do not have a
security association. The problemis nore difficult here, since in
RADI US retransmission is driven by the NAS. Therefore the home
server does not receive acknow edgenent for Access-Accepts and thus
woul d have no way of knowing that its response has not been honored.

7.2. Attribute editing

RADI US as defined in [3] does not provide for end-to-end security or
capabilities negotiation. As a result there is no way for a home
server to securely negotiate a nmutually acceptable configuration with
the NAS or proxies. As a result, a nunber of attribute editing
attacks are possible.

For exanple, EAP attributes m ght be renoved or nodified so as to
cause a client to authenticate with EAP MD5 or PAP, instead of a
stronger authentication method. Alternatively, tunnel attributes

m ght be renoved or nodified so as to renove encryption, redirect the
tunnel to a rogue tunnel server, or otherw se | essen the security
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provided to the client. The misnmatch between requested and received
services may only be detectable after the fact by conparing the
Access-Accept attributes against the attributes included in the
Account i ng- Request. However, w thout end-to-end security services, it
is possible for a rogue proxy to cover its tracks.

Due to the conplexity of proxy configuration, such attacks need not
i nvol ve malice, but can occur due to mis-configuration or

i mpl enent ati on deficiencies. Today several proxy inplenmentations
renove attributes that they do not understand, or can be set up to
replace attribute sets sent in the Access-Accept with sets of
attributes appropriate for a particular NAS

In practice, it is not possible to define a set of guidelines for
attribute editing, since the requirements are very often

i npl enent ati on-specific. At the same tinme, protection against

i nappropriate attribute editing is necessary to guard agai nst attacks
and provi de assurance that users are provisioned as directed by the
home server.

Since it is not possible to determ ne beforehand whether a given
attribute is editable or not, a nmechanismneeds to be provided to

all ow senders to indicate which attributes are editable and which are
not, and for the receivers to detect nodifications of "non-editable"
attributes. Through inplenentation of end-to-end security it nay be
possi ble to detect unauthorized addition, deletion, or nodification
of integrity-protected attributes. However, it would still possible
for a rogue proxy to add, delete or nodify attributes that are not
integrity-protected. If such attributes influence subsequent charges,
then the possibility of fraud would renain.

7.3. Theft of passwords

RADI US as defined in [3] does not provide for end-to-end
confidentiality. As a result, where clients authenticate using PAP
each proxy along the path between the | ocal NAS and the hone server
will have access to the cleartext password. |In many circunstances
this represents an unacceptabl e security risk

7.4. Theft and nodification of accounting data

Typically in roam ng systens, accounting packets are provided to al
the participants along the roam ng relationship path, in order to
allow themto audit subsequent invoices. RAD US as described in [3]
does not provide for end-to-end security services, including
integrity protection or confidentiality. Wthout end-to-end integrity
protection, it is possible for proxies to nodify accounting packets
or session records. Wthout end-to-end confidentiality, accounting
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data will be accessible to proxies. However, if the objective is
merely to prevent snooping of accounting data on the wire, then | PSEC
ESP can be used.

7.5. Replay attacks

In this attack, a man in the niddle or rogue proxy collects CHAP-
Chal | enge and CHAP- Response attributes, and later replays them |If
this attack is perforned in collaboration with an unscrupul ous | SP
it can be used to subsequently submt fraudul ent accounting records
for payment. The systemperformng the replay need not necessarily
be the one that initially captured the CHAP Chal | enge/ Response pair.

Whil e RADIUS as described in [3] is vulnerable to replay attacks,

wi thout roaming the threat is restricted to proxies operating in the
hone server’s domain. Wth roam ng, such an attack can be nounted by
any proxy capabl e of reaching the home server

7.6. Connection hijacking

In this formof attack, the attacker attenpts to inject packets into
the conversation between the NAS and the honme server. RADI US as
described in [3] is vulnerable to such attacks since only Access-
Reply and Access-Chal | enge packets are authenticated.

7.7. Fraudul ent accounting

In this formof attack, a local proxy transmits fraudul ent accounting
packets or session records in an effort to collect fees to which they
are not entitled. This includes subm ssion of packets or session
records for non-existent sessions. Since in RADIUS as described in
[3], there is no end-to-end security, a rogue proxy nay insert or
edit packets w thout fear of detection

In order to detect subm ssions of accounting packets or session
records for non-existent sessions, parties receiving accounting
packets or session records would be prudent to reconcile themwth
the aut hentication logs. Such reconciliation is only typically
possi bl e when the party acts as an authentication proxy for al
sessions for which an accounting record will subsequently be
submitted

In order to nake reconciliation easier, home servers involved in
roam ng include a Class attribute in the Access-Accept. The d ass
attribute uniquely identifies a session, so as to allow an

aut hentication log entry to be matched with a correspondi ng
accounti ng packet or session record.
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If reconciliation is put in place and all accounting |log entries

wi t hout a correspondi ng authentication are rejected, then the
attacker will need to have obtained a valid user password prior to
submitting accounting packets or session records on non-existent
sessions. Wiile use of end-to-end security can defeat unauthorized
injection or editing of accounting or authentication packets by

i nternedi ate proxies, other attacks remain feasible. For exanple,

unl ess replay protection is put in place, it is still feasible for an
intermedi ate proxy to resubnit authentication or accounting packets
or session records. In addition, end-to-end security does not provide
protection agai nst attacks by the | ocal proxy, since this is
typically where end-to-end security will be initiated. To detect such
attacks, other nmeasures need to be put in place, such as systens for
detecting unusual activity of ISP or user accounts, or for
determ ni ng whether a user or ISP account is within their credit
limt.

Note that inplenentation of the store and forward approach to proxy
accounting makes it possible for sone systens in the roam ng
relationship path to receive accounting records that other systens do
not get. This can result in audit discrepancies. About the best that
is achievable in such cases is to verify that the accounting data is
m ssi ng by checki ng agai nst the authentication |ogs.
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