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Abstrac

t

Thi s docunent describes a sinple Application ProgramlInterface to

cryptographi c functions.

The main purpose of such an interface is to

separate cryptographic libraries frominternet applications, thus

al | owi ng an i ndependent devel opnent of both.
various internet applications such as [|IPsec], [|SAKM],

[TLS].
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1. Introduction

1.1. Sunmary
Nowadays internet applications that require cryptographic functions
at the level of operating system kernel, use the nmethod that assumnes
the libraries nust be conpiled/linked together with the nodule
(driver) which provides product functionality. For the sake of
possibility of independent devel opnment of the cryptographi c nodul es
and in order to provide a sinple, effective and universal (suitable
for application and as well kernel |evel of operating systen
solution this specification offers the nmethod to extract encrypting
algorithns to the separate cryptographic nodul es
Thi s docunent describes sinple open interface (Crypto API) to
external cryptographic libraries optimzed both for the application
and kernel level of the operating system

1. 2. Term nol ogy

Crypt opl ugi n

Qperation systemunit (driver, shared library, nodul e) that
provi des cryptographic functions via well-defined (but OS-
specific) interface.

Cryptolibrary

Part of cryptoplugin that provides its cryptographic functionality
via Crypto API.

W apper

Snys

Part of cryptoplugin that provides interfaces translation between
Crypto APl and OS-specific interface.
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Definition of all cryptography related terns can be found in
[ Schnei er].
1.3. bjectives of Devel opnent
The objectives of Sinple CryptoAPl devel opnent are as foll ows:
1) To extract programinplenentati ons of encryption, one-way hash
function, digital signature and random nunbers generation

algorithnms to separate, independently devel oped nodul es.

2) To provide version i ndependence between using encryption
nodul es and external cryptoplugin.

3) To ensure platformindependent devel opnents of encrypting
al gorithm nmodul es with portable source code.

4) To enabl e i ndependent devel opnent of nodul es and conpatibility
of nmodul es devel oped i ndependent|y.

2. Cryptoplugin Structure
In order to provide fast exchange between the cryptoplugin and its
client the cryptoplugin is inplenented as a separate driver (or
nodul e) of the particular operating system (Fig.1). Cryptoplugin
consists of two parts (Fig.2):
1) cryptolibrary itself (1)

2) system dependent nodul e (wrapper) for interaction between
cryptolibrary and its client (2)

Cryptoplugin initialization
/ by the operating system

o e e e ee e ae e aaaaa + el [ +
| , | | |
| Cryptoplugin's | ------- > | _ |
| _ | | Cryptoplugin |
| client | <------- | |
| | | |
o e e e ee e ae e aaaaa + | S +

I

\

\ System dependent CP

Fig. 1 Interaction between cryptoplugin and its client
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R o m e e e e e eae oo +
| | |
| --> Subrnodul e of |
| Submodule - | |
| | encrypting algorithms (1)

| wrapper (2) | _ |
| <-- (cryptolibrary) |
| | |
S o m e e e e e e e e a o a oo +

\ Cryptographic ProgramInterface
Fig. 2 Cryptoplugin structure

The system dependent nodul e (wapper) is delivered by the driver-
client developer in the formof source code or in the form of
libraries (for exanple, in the formof object files) for particular
operating system The wapper is intended for translation of
system i ndependent application interface to the particular system
dependent interface with the cryptoplugin’s client. The w apper

cont ext does not include conponents specific to cryptoplugin's client
functionality or to sone cryptographic algorithm The interface
described in section 3 is the standard for interaction between the
subrmodul es (1) and (2).

A cryptoplugin can contain a nunber of different algorithns.
Moreover, it can contain sonme different inplenentations of one
particul ar al gorithm

3. ProgramlInterface

The CPI (Cryptographic Program | nterface) consists of a set of
functions exported by encrypting al gorithm subnodul e (cryptolibrary).
The interface functions are described bel ow (see al so Appendi x A).

3.1. Cryptoplugin Initialization Function

The function is intended for cryptoplugin initialization and
obt ai ni ng i nformati on about al gorithms contained in cryptoplugin. The
function is called once before the begi nning of cryptoplugin
operation.

/* CryptoPlugin initialization. Returns pointer to CryptoPl uginlnfo
structure on success or NULL on fatal error. */
Crypt oPl ugi nl nfo *Crypt oPl ugi nlnit(
voi d *param;/* Ptr to OS paraneters
(platformspecific) */
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Description of paranmeters

param - pointer to system dependent paranmeters transmitted to
cryptoplugin by the operating system Intention and format of
paraneters are specific to each operating system and shoul d be
descri bed in docunentation on the cryptoplugi n wapper.

The function is called at the moment of cryptoplugin initialization
If succeeded it returns the pointer to CryptoPluginlnfo structure
that describes the nodule and algorithms inplenmented in the
cryptolibrary. If function call did not succeed, function wll
return NULL or appropriate error code in CryptoPluginlnfo structure
status field. If the initialization is partially succeeded then the
cryptoplugin either returns CryptoPluginlnfo structure transforned so
that it contains only successfully initialized algorithns or returns
appropriate error code in status field of CryptoAl glnfo structures
that describes the reason for the failure.

Error codes for the function:

NULL - fatal unsuccessful cryptoplugin initialization. The nodul e
is unable even to indicate the reason of failure

The pointer to cryptoplugin description structure in the case of ful
or partial success. The status fields in CryptoPluginlnfo structure
and in conprised CryptoAl glnfo structures can be set to the foll ow ng
val ues:
CRYPTO OK - cryptoplugin (algorithm is initialized successfully.
CRYPTO ERR GENERAL - internal error

CRYPTO_ERR_NOT_SUPPORTED - (only for algorithm - the algorithm
is not supported by the nodule at the nonent.

CRYPTO ERR HARDWARE - error of hardware initialization.

CRYPTO_ERR_NO RESOURCES - insufficient internal resources

CRYPTO_ERR NO MEMORY - not enough nenory. Contrary to genera
CRYPTO ERR_NO RESOURCES error this code assumes that the

calling nodule can rel ease systemnenory (if it is in position
to) and try to call the function once again.
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3.1.1. Description of CryptoPluginlnfo structure

The CryptoPlugi nlnfo structure consists of header of fixed size that
general |y describes cryptoplugin and array of CryptoAl glnfo
structures follow ng the header. Each structure describes particul ar
algorithminplenmented in the cryptolibrary (see Appendix A)

Structure fields description

cpi _version - CPl version (should be CRYPTO VER (1,0)). CP
versi on determ nes both functions set and fields layout in
Crypt oPl ugi nl nf o/ Crypt oAl gl nfo structures.

status - returns the error code if cryptoplugin initialization
failed (otherwi se should be CRYPTO OK)

nane - text cryptoplugin description (ASCII-7 characters only; al
unused bytes nust be set to 0).

version - cryptoplugin version (CRYPTO VER(maj, mn)).
flags - various flags that characterize the cryptopl ugin.

nunber _of algs - nunber of algorithnms the cryptolibrary conprises
of (i.e. the nunmber of consequent CryptoAl glnfo structures).

3.1.2. Description of CryptoAl glnfo structure
Structure fields description

status - returns the error code if particular algorithm
initialization failed (otherwi se should be CRYPTO X).

id- algorithmidentifier (CRYPTO A XXX). Values in the range of
0..249 are reserved; Values in the range of 250..32767 indicate
al gorithns not enrolled in standard list. It should be
enphasi zed that algorithm | Ds are independent for each
algorithmtype. But it is considered that pairs of types
CRYPTO_TYPE_ENCRYPT and CRYPTO TYPE_DECRYPT, CRYPTO TYPE_SI GN
and CRYPTO TYPE_VERI FY, CRYPTO TYPE_COWPRESS and
CRYPTO_TYPE_UNCOWPRESS ar e equi val ent because they define
reverse actions of the same nature.
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group - algorithminplementation group (variants al gorithm
i mpl ementations with various paraneters not covered by
CryptoAl glnfo structure). Values in the range of 0..32767 are
wel | - known nunbers defined in Appendi x A; vendors may
arbitrarily use values in the range of 32768..65535.

type - algorithmtype (CRYPTO TYPE XXX). Unanbi guously determ nes
al gori thm applicati on.

version - version of algorithminplenentation (CRYPTO VER
(maj, mn)).

flags - flags that characterize the algorithmand its
i mpl ementation. All bits, that are not defined in Appendix A
nmust be zeroed.

maxcont exts - maxi num crypt ographi c contexts nunber that are
si mul t aneously supported by the algorithminplenentation (0 if
the nunber is unlimted or is limted only by environnental
conditions |ike nmenory size).

nane - text algorithmname (ASCI| characters use only; all unused
bytes nmust be set to 0).

The next infornation depends on al gorithmtype:

For encryption al gorithms (CRYPTO TYPE_ENCRYPT and
CRYPTO_TYPE_DECRYPT) :

bl ockl en - data block length in bytes (value 1 nust be used for
stream ci pher al gorithns).

keylen - encrypting (or decrypting) key length in bytes.

outlen - output data size for conversion of one input data bl ock
in bytes. Usually it is equal to bl ocklen. When prediction of
this value is inpossible zero value nust be indicated.

mlen - size of initialization vector (for block algorithns) or
nmessage indicator (for streamalgorithns) in bytes. For block
al gorithnms zero value of the paraneter means that the al gorithm
i npl ements ECB encodi ng. Non-zero mlen paraneter neans that
the algorithminpl enents CBC encodi ng. For stream al gorithns
zero value of the paraneter neans that the nessage indicator is
not required.
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For signature algorithnms (CRYPTO TYPE SIGN):
bl ockl en - block size in bytes. The length of input signature data
will be padded up to this value. When there is no need in
paddi ng the value of 1 nust be set.
keylen - private key length in bytes.
outlen - signature length in bytes. Wen prediction of this value
is inpossible O value nmust be indicated. If the signature
consi sts of several values then the total length is indicated.
mlen - non-zero val ue specifies signature paraneter |ength
(random nunber), zero value indicates that the paraneter is not
required.
For signature verification algorithnms (CRYPTO TYPE_VERI FY)
bl ockl en - is not used.
keylen - length of public key in bytes.
outlen - signature length in bytes. Wen prediction of this val ue
is inpossible 0 value nust be indicated. If the signature
consists of several values then the total length is indicated.
mlen - is not used.
For data conpression al gorithns (CRYPTO TYPE COVPRESS)
bl ockl en - see outlen
keylen - is not used.
outlen - if the algorithmprovides the fixed conpression with
known value then it is indicated as bl ocklen/outlen ratio. The
val ues can be arbitrary. |If the conpression value is not known
then outlen is set to 0 and bl ocklen is not used.
mlen - is not used.
For data unconpressing al gorithns (CRYPTO TYPE UNCOVPRESS)

bl ockl en - see outl en

keylen - is not used.
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outlen - if the algorithmprovides the fixed conpression with
known value then it is indicated as bl ocklen/outlen ratio. The
val ues can be arbitrary. It is natural that the ratio will be
reverse to the simlar value for the same al gorithm but of
CRYPTO _TYPE_COWPRESS type. If the conpression value is not
known then outlen is set to 0 and bl ocklen is not used.

mlen - is not used.

For one-way hash function al gorithns (CRYPTO TYPE HASH)

bl ockl en - block size in bytes. The length of input data will be
padded up to this value. Wen there is no need in padding val ue
1 shoul d be used.

keylen - is not used.

outlen - resulting hash value length in bytes.

mlen - is not used.

For random nunber generation al gorithnms (CRYPTO TYPE_RANDOM :

bl ockl en - is not used.

keylen - initial seed length (0 - if not required, for exanple in
a physical effects based generators).

outlen - resulting random nunber length in bytes (0 - arbitrary)
mlen - is not used.
3.2. Cryptoplugin Deinitialization Function

/* Plugin deinitialization */
CRYPTO _STATUS  Crypt oPl ugi nFi ni (voi d) ;

The function is called before the cryptoplugin operation is to be
term nated. Function execution causes closing of all open
cryptographi c contexts, systemresources deallocation and hardware
deinitialization. The value returned is informational only.
Return codes for the function

CRYPTO OK - cryptoplugin is deinitialized successfully.

CRYPTO ERR GENERAL - internal error.
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CRYPTO_ERR UNCLOSED HANDLES - warning that there were open
cryptographi c contexts during cryptoplugin deinitialization
The warning is informational only. The open contexts are
destroyed anyway.

3.3. Cryptographi c Context Opening Function

New al gorithminstance (ci pher state) */
CRYPTO_STATUS  Crypt oOpen(

CRYPTO HANDLE *state, /* Pointer to cipher state
handle (filled on exit) */

| ong al gnum /* Al gorithm nunber in
CryptoPl ugi nlnfo structure */
const char *key); [/* key (in plain) */

The function creates cryptographic context copy inside cryptoplugin
and initializes it with the provided key. Later the handl e of the
context is used in calls of other algorithmfunctions.

Descri ption of paraneters:

state - pointer to the variable that will be set to the handl e of
the context created if succeeded. NULL paraneter val ue shoul d
result in the CRYPTO ERR BAD PARAMS code returned by the
functi on.

al gnum - al gorithm nunber in the cryptoplugin. It is equal to the
nunber of CryptoAl glnfo structure (that describes the
algorithm in CryptoPluginlnfo structure. The nunber begins
with zero value. It should be taken into account that it is not
an algorithmidentifier but its nunber in the cryptoplugin.

key - pointer to the key (if it is required) or to the seed (for
random nunmber generation algorithn.

Not es.

1. Cenerated cryptographic context is stored inside the cryptoplugin
until it will be destroyed by the CryptoAl gd ose function call
The maxi num nunber of cryptographic contexts supported by
cryptoplugin can be indicated in algorithm paraneters description
I f maxi mum nunber of cryptographic contexts equals to zero then
the cryptographic contexts nunber is either unlimted (for
exanpl e, for stateless algorithnms |ike random nunber generators
and one-way hash functions) or it is limted by external factors
only (like menory size).
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Return codes for the function:
CRYPTO K - successful conpletion.
CRYPTO ERR GENERAL - internal error.
CRYPTO ERR NO RESOURCES - insufficient internal resources.
CRYPTO_ERR_NO_MEMCRY - not enough nenory. Contrary to general
CRYPTO ERR_NO RESOURCES error this code assunes that the
calling nodul e can rel ease systemnmenory (if it is in
position to) and try to call the function once again.
CRYPTO_ERR _BAD PARAMS - invalid paraneters (invalid algorithm
nunmber, zero pointer to the handle or to key (seed) if it is
required.
3.4. Cryptographi c Context Reopening Function
/* Reinitialize algorithminstance */
CRYPTO_STATUS  Crypt oReOpen(
CRYPTO HANDLE state, /* current cipher state handle */
const char *key); [* key (in plain) */
The function reinitializes an existing context. This function is used
for key change w thout new systemresources allocation. The function
paraneters are handl e of opened earlier context and pointer to a new
key.
Return codes for the function:
CRYPTO K - successful conpletion.
CRYPTO ERR GENERAL - internal error.
CRYPTO ERR BAD HANDLE - invalid cryptographic context handl e.
CRYPTO_ERR_NO RESCOURCES - insufficient internal resources.
CRYPTO_ERR NO MEMORY - not enough nenory. Contrary to general
CRYPTO _ERR NO RESOURCES error this code assunes that the
calling nodule may rel ease systemnenory and try function
call once nore.
CRYPTO_ERR BAD PARAMS - invalid paranmeters (invalid algorithm

nunber, zero pointer to the handle or to key (seed) if it is
required.
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3.5. Cryptographic Context C osing Function
/* Destroy algorithminstance */
CRYPTO_STATUS  Crypt oCl ose(
CRYPTO HANDLE state); /* Handle of cipher state */
The function provides cryptographi c context destruction. The
cryptographic context handle is its paranmeter. The value returned is
i nformational only.
Return codes for the function:
CRYPTO K - successful conpletion.
CRYPTO ERR GENERAL - internal error.
CRYPTO_ERR BAD HANDLE - invalid cryptographic context handl e.

3.6. Key Verification Function

/* Check key for possible weakness */
CRYPTO_STATUS  Crypt oCheckFor WeakKey (

| ong al gnum /* Al gorithm nunber in
CryptoPl ugi nlnfo structure */
const char *key); [/* Proposed key */

The function verifies key material whether it is weak (fromthe
algorithmis point of view). The function is actual for
encryption/decryption or signing/verification algorithnms only.

Al gorithm nunber (simlar to CryptoAl gQpen) and pointer to the key to
be verified are the paraneters.

Return codes for the function:
CRYPTO O - the key has passed the test.

CRYPTO ERR WEAK KEY - the key has not passed the test (being weak
or possibly weak).

CRYPTO_ERR _NOT_SUPPORTED - is not supported.

CRYPTO ERR NO RESOURCES - insufficient internal resources.

CRYPTO ERR NO MEMORY - not enough nenory. Contrary to general
CRYPTO_ERR_NO _RESCURCES error this code assunmes that the

calling nodul e can rel ease systemnmenory (if it is in
position to) and try to call the function once again.
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3.7. Data Transformation Function

/* Perform CryptoTransform (depends on ci pher state type) */
CRYPTO_STATUS  Crypt oTr ansf or n{
CRYPTO HANDLE state, /* G pher state */

const char *inbuff,/* input data */
| ong inlen, [/* input data length */
char *out buff,/* output buffer */
| ong *outlen,/* On entry - output buffer
I ength, on exit - nunber of
bytes witten to outbuff */
char *m); /* Message indicator */

This is a cryptographic data transformation function. Function cal
results and function paraneters are dependent on algorithmtype. For
al gorithmtypes CRYTO TYPE _ENCRYPT, CRYPTO TYPE_DECRYPT
CRYPTO _TYPE_SI GN and CRYPTO TYPE VERI FY (items 3.7.1 - 3.7.4)
function call results are history independent.

Note. Stream encryption algorithnms nmay seem an "exception". However

the sane cryptoal gorithm handl e nust hide its history dependence. For

al gori thm types CRYPTO TYPE_COWPRESS, CRYPTO TYPE_UNCOWPRESS and
CRYPTO TYPE HASH (itenms 3.7.5 - 3.7.7) function calls are history
dependent. For the CRYPTO TYPE RANDOM al gorithm function call nay be
for different inplenentations either dependent or independent on the
hi story.

3.7.1. For CRYPTO_TYPE_ENCRYPT Al gorithm Type
The function encrypts input data. Its paraneters are intended for

i nbuff - pointer to the input data. If this paraneter is equal to
NULL then the function should return the
CRYPTO ERR BAD PARAMS error code

inlen - input data size (in bytes). If the size indicated in
al gorithm description is divisible by blocklen then
padding is not carried out. Qtherwi se the algorithm
ei ther caries out padding according to the algorithm
standard or returns appropriate error code
(CRYPTO_ERR BAD PARAMS). The zero paraneter is allowed so
that the function quits at once and returns CRYPTO (K
code.

out buff - output data buffer. NULL paraneter value results in the
outlen paranmeter setting to output buffer size required
to encrypt the input buffer represented. In this case the
CRYPTO ERR SMALL_BUFFER error should not be returned
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outlen - Qutput buffer size is an input function paraneter while

t he nunber of bytes witten in the output buffer is the
out put parameter. Both the NULL paraneter val ue and the
zero val ue addressed result in CRYPTO ERR BAD PARAMS code
returned by the function

m - nessage indicator. Its content depends on whether the
bl ock or streamalgorithmis applied. In the block
algorithmcase it is set to the last block encrypted.
When the first block is encrypted m paraneter specifies
initial initialization vector. In the streamal gorithm
case it is set to the offset of the first byte encrypted
in the stream If the algorithmuses the nessage
i ndi cator and the ni paraneter value is set to NULL then
function should return CRYPTO ERR BAD PARAMS. |f the
al gorithm (ECB Mode encrypting as an exanpl e) does not
apply the message indicator then NULL value of m is
accept abl e whil e non-NULL val ue shoul d be ignored.

Ret ur ned val ues:

CRYPTO OK - successful conpletion

CRYPTO ERR GENERAL - internal error.

CRYPTO_ERR_BAD HANDLE - invalid cryptographic context handle

CRYPTO ERR_NO RESOURCES - insufficient internal resources

CRYPTO ERR NO MEMORY - not enough nenory. Contrary to genera
CRYPTO _ERR NO RESOURCES error this code assunes that the
calling nodul e can rel ease systemnenory (if it is in
position to) and try to call the function once again.

CRYPTO ERR SMALL_BUFFER - insufficient output buffer size

CRYPTO ERR BAD PARAMS - invalid paranmeters

3.7.2. For CRYPTO_TYPE_DECRYPT Al gorithm Type:

The function decrypts the input data. Its parameters are intended for

i nbuff - pointer to the input data. If the paranmeter is equa
NULL then the function should return the
CRYPTO_ERR _BAD PARAMS error code.

inlen - input data size (in bytes). Wen the paraneter is set to
zero the function quits at once and CRYPTO OK code is returned

Snysl ov I nf or mat i onal [ Page 14]



RFC 2628 Crypto API June 1999

out buff - output data buffer. NULL paraneter value results in the
outlen paraneter setting to output buffer size required
to decrypt the input buffer represented. In this case the
CRYPTO ERR SMALL BUFFER error should not be returned

outlen - Qutput buffer size is an input function paraneter while
the nunber of bytes witten in the output buffer is the
out put paranmeter. Both the NULL paraneter val ue and the
zero val ue addressed result in CRYPTO ERR BAD PARANMS code
returned by the function

m - nessage indicator. The content depends on whether the
bl ock or streamalgorithmis applied. In the block
algorithmcase it is set to the last block encrypted.
When the first block is decrypted m specifies initial
initialization vector. In the streamalgorithmcase it is
set to the offset of the first byte decrypted in the
stream |f the algorithmuses the nessage indicator and
the m paraneter is set to NULL then function should
return CRYPTO ERR BAD PARAMS. |f the al gorithm (ECB Mde
as an exanpl e) does not apply the nessage indicator then
NULL value of m is acceptable while non-NULL val ue
shoul d be i gnored.

Ret ur ned val ues:

CRYPTO K - successful conpletion

CRYPTO ERR GENERAL - internal error.

CRYPTO ERR BAD HANDLE - invalid cryptographic context handle

CRYPTO_ERR_NO RESOURCES - insufficient internal resources

CRYPTO_ERR NO MEMORY - not enough nenory. Contrary to genera
CRYPTO _ERR NO RESOURCES error this code assunes that the
calling nodule can rel ease systemnenory (if it is in
position to) and try to call the function once again.

CRYPTO ERR SMALL_BUFFER - insufficient output buffer size

CRYPTO _ERR BAD PARAMS - invalid paraneters.

3.7.3. For CRYPTO_TYPE_SI GN Type Al gorithm

The function signs the input data. Its paraneters are intended for:
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i nbuff - pointer to the input data. If the paranmeter is equal to
NULL then the function should return the
CRYPTO_ERR BAD PARANMS code error.

inlen - input data size (in bytes). If the size indicated in
al gorithm description is divisible by blocklen then
padding is not carried out. Qtherwi se the algorithm
ei ther caries out padding according to the algorithm
standard or returns appropriate error code
(CRYPTO_ERR BAD PARAMS). The zero paraneter is allowed so
that the function quits at once and returns CRYPTO X
code.

out buff - output data buffer. NULL paraneter value results in the
outlen parameter setting to output buffer size required
to sign the input buffer represented. In this case the
CRYPTO ERR _SMALL BUFFER error should not be returned

outlen - Qutput buffer size is an input function paraneter while
t he nunber of bytes witten in the output buffer is the
out put parameter. Both the NULL paraneter value and the
zero val ue addressed result in CRYPTO ERR BAD PARAMS code
returned by the function

m - pointer to signature paraneter (random nunber usually) if
mlen paraneter in algorithmdescription is non-zero. In
this case zero m paraneter indicates that the paraneter
shoul d be chosen (generated) inside the algorithm If
mlen paraneter in algorithmdescription is set to zero
then mi paraneter is ignored.

Ret ur ned val ues:

CRYPTO OK - successful conpletion

CRYPTO ERR GENERAL - internal error.

CRYPTO_ERR_BAD HANDLE - invalid cryptographic context handle

CRYPTO ERR_NO RESOURCES - insufficient internal resources

CRYPTO ERR NO MEMORY - not enough nenory. Contrary to genera
CRYPTO _ERR NO RESOURCES error this code assunes that the
calling nodul e can rel ease systemnenory (if it is in
position to) and try to call the function once again.

CRYPTO ERR SMALL_BUFFER - insufficient output buffer size
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CRYPTO _ERR BAD PARAMS - invalid paraneters.
3.7.4. For CRYPTO_TYPE_VERI FY Al gorithm Type:

The function verifies input data signature. Its paraneters are
i ntended for:

i nbuff - pointer to the input data. If the paranmeter is equal to
NULL then the function should return the CRYPTO ERR BAD PARAMS
code error.

inlen - input data size (in bytes). The zero paraneter is allowed
so that the function quits at once and returns CRYPTO OK code.

outbuff -pointer to the signature. If the paraneter is set to NULL
then the function returns CRYPTO ERR BAD PARAMS error code. |f
the signature consists of several parts then they are conbined
to one array.

outlen - specifies the signature length if the signature length is
set to zero in algorithmdescription structure. |If non-zero
value is specified in algorithmdescription structure then the
paraneter is ignored. If the signature consists of several
parts then the maxi nrumpart length rmultiplied by the nunber of
parts is specified.

m - is not used.

Ret ur ned val ues:

CRYPTO K - successful conpletion.

CRYPTO_ERR_| NVALI D_SI GNATURE - invalid signature.

CRYPTO ERR GENERAL - internal error.

CRYPTO ERR BAD HANDLE - invalid cryptographic context handl e.

CRYPTO_ERR_NO RESCOURCES - insufficient internal resources.

CRYPTO_ERR _NO MEMORY - not enough nenory. Contrary to general
CRYPTO _ERR NO RESOURCES error this code assunes that the
calling nodule can rel ease systemnenory (if it is in
position to) and try to call the function once again.

CRYPTO ERR SMALL_BUFFER - insufficient output buffer size.

CRYPTO _ERR BAD PARAMS - invalid paraneters.
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3.7.5. For CRYPTO TYPE COWPRESS Al gorithm Type:

The function conpresses the input data. Its paraneters are intended
for:

i nbuff - pointer to the input data.

inlen - input data size (in bytes). The zero paraneter is allowed
so that the function quits at once and returns CRYPTO (K code.

out buff - output data buffer. NULL paraneter value results in the
outlen paraneter setting to output buffer size required to
conpress the input buffer represented. In this case the
CRYPTO ERR SMALL BUFFER error shoul d not be returned.

outlen - Qutput buffer size is an input function paraneter while
the nunber of bytes witten in the output buffer is the output
paraneter. Both the NULL parameter value and the zero val ue
addressed result in CRYPTO ERR BAD PARAMS code returned by the
functi on.

m - is not used.

Ret ur ned val ues:

CRYPTO K - successful conpletion.

CRYPTO ERR GENERAL - internal error.

CRYPTO _ERR BAD HANDLE - invalid cryptographic context handl e.

CRYPTO_ERR_NO RESOURCES - insufficient internal resources
CRYPTO_ERR_NO _MEMCRY - not enough nenory. Contrary to general
CRYPTO ERR_NO RESOURCES error this code assunes that the
calling nodul e can rel ease systemnmenory (if it is in
position to) and try to call the function once again.

CRYPTO ERR SMALL BUFFER - insufficient output buffer size.

CRYPTO_ERR BAD PARAMS - invalid paraneters.

3.7.6. For CRYPTO_TYPE_UNCOWPRESS Al gorithm Type:

The function deconpresses the input data. Its paraneters are
i ntended for:

i nbuff - pointer to the input data.
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inlen - input data size (in bytes). The zero paraneter is allowed
so that the function quits at once and returns CRYPTO K code

out buff - output data buffer. NULL paraneter value results in the
outlen paranmeter setting to output buffer size required to

deconpress the input buffer represented. In this case the
CRYPTO ERR SMALL BUFFER error should not be returned

outlen - CQutput buffer size is an input function paranmeter while
t he nunber of bytes witten in the output buffer is the output
paraneter. Both the NULL parameter value and the zero val ue
addressed result in CRYPTO ERR BAD PARAMS code returned by the
functi on.

m - is not used.

Ret ur ned val ues:

CRYPTO K - successful conpletion

CRYPTO ERR GENERAL - internal error.

CRYPTO_ERR BAD HANDLE - invalid cryptographic context handl e.

CRYPTO ERR NO RESOURCES - insufficient internal resources

CRYPTO_ERR_NO MEMCRY - not enough nenory. Contrary to genera
CRYPTO ERR_NO RESOURCES error this code assunes that the
calling nodul e can rel ease systemnmenory (if it is in
position to) and try to call the function once again.

CRYPTO ERR SMALL BUFFER - insufficient output buffer size

CRYPTO_ERR BAD PARAMS - invalid paraneters.

3.7.7. For CRYPTO_TYPE HASH Al gorithm Type:

The function cal cul ates the hash value of the input data. Its
paraneters are intended for

i nbuff - pointer to the input data. If the parameter is of NULL
val ue then the function cal cul ates cunul ati ve hash val ue for
the data represented (taking into account all previous data
represented). If total length of all the data represented by
the nmonent is divisible by blocklen and outbuff is non-NULL
then it is returned to outbuff. Nothing is witten in outbuff
when the length is not divisible by blocklen. NULL inbuff
i ndi cates the | ast conversion when the input data is padded up
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to the blocklen size and the result is witten to outbuff
address. The paddi ng procedure is defined for the algorithm

inlen - input data size (in bytes). The zero paraneter is allowed
when the function quits at once and returns CRYPTO (K code.

out buff - output data buffer.

outlen - CQutput buffer size is an input function paranmeter while
t he nunber of bytes witten in the output buffer is the output
paraneter. |If internedi ate conversion value (inbuff is not
NULL) and total length of data represented by the nonent are
not divisible by blocklen then outlen is set to zero and the
hash value is not witten in outbuff. Both the NULL paraneter
val ue and the zero val ue addressed result in
CRYPTO_ERR BAD PARAMS code returned by the function.

m - is not used.

Ret ur ned val ues:

CRYPTO K - successful conpletion.

CRYPTO ERR GENERAL - internal error.

CRYPTO_ERR _BAD HANDLE - invalid cryptographic context handle.

CRYPTO ERR_NO RESOURCES - insufficient internal resources.

CRYPTO ERR_NO MEMORY - not enough nenory. Contrary to general
CRYPTO _ERR NO RESOURCES error this code assunes that the
calling nodul e can rel ease systemnenory (if it is in position
to) and try to call the function once again.

CRYPTO ERR SMALL_BUFFER - insufficient output buffer size.

CRYPTO ERR BAD PARAMS - invalid paraneters.
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3.7.8. For CRYPTO_TYPE_RANDOM Al gorithm Type:

The function generates a random nunber. Its paraneters are intended
for:

i nbuff - pointer to the input data used for generation (when one
of the pseudorandom algorithns is inplenmented). NULL paraneter
i ndi cates absence of the input data.

inlen - input data size (in bytes).

out buff - output data

outlen - Qutput buffer size is an input function paranmeter while
t he nunber of bytes witten in the output buffer is the output
paraneter. |If zero (i.e. arbitrary) generated nunber size is
set in the algorithmdescription then the outlen val ue
det erm nes the nunber of random bytes required by the calling
procedur e.

m - is not used.

Ret ur ned val ues:

CRYPTO K - successful conpletion

CRYPTO ERR GENERAL - internal error.

CRYPTO_ERR BAD HANDLE - invalid cryptographic context handl e.

CRYPTO ERR NO RESOURCES - insufficient internal resources

CRYPTO_ERR_NO _MEMCRY - not enough nenory. Contrary to genera
CRYPTO ERR_NO RESOURCES error this code assunes that the
calling nodul e can rel ease systemnmenory (if it is in
position to) and try to call the function once again.

CRYPTO ERR SMALL BUFFER - insufficient output buffer size

CRYPTO_ERR BAD PARAMS - invalid paraneters.
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3.8. Cryptographic Context Control Function

/* Al gorithmcontrol */
CRYPTO_STATUS  Crypt oControl (
CRYPTO HANDLE state, /* G pher state handle */

| ong cnd, /* Control command */

| ong param /* Paraneter id */

char val , /* Parameter value */

| ong *len); [/* For CRYPTO GET: on entry -

val buffer length, on exit -
nunber of bytes witten to
val ; for CRYPTO SET: length
of value to set */
The function provides cryptographic context internal paraneters
managenent. It nmay be used to check context paranmeters or to change
the context state, for exanple it may return information about
cryptoalgorithm (is given context uses hardware encryption
facilities), or it may "scroll" streamalgorithms context if
necessary, etc.
Description of paraneters:
state - cryptographi c context handle.
cmd - command (CRYPTO_GET or CRYPTO_SET).
param - identifier of parameter. Values in the range of 0..32767
are assigned well-known nunbers for all algorithns.
Val ues in the range of 32768..65535 nmean vari ous
vari ables for various algorithnms (may be arbitrarily used
by cryptolibrary devel oper).
val - pointer to the data buffer.
len - data size (in bytes).
Ret ur ned val ues:
CRYPTO OK - successful conpletion
CRYPTO ERR GENERAL - internal error.
CRYPTO_ERR_BAD HANDLE - invalid cryptographic context handle
CRYPTO ERR_NO RESOURCES - insufficient internal resources

CRYPTO ERR NO MEMORY - not enough nenory. Contrary to genera
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CRYPTO _ERR NO RESOURCES error this code assunes that the
calling nodul e can rel ease systemnenory (if it is in
position to) and try to call the function once again.

CRYPTO ERR SMALL_BUFFER - insufficient output buffer size
CRYPTO ERR BAD PARAMS - invalid paranmeters
4. Cryptoplugin Registration Procedure

Cryptoplugin should be Iinked together with the cryptoplugi n w apper
library delivered by the cryptoplugin's client devel oper according to
the rul es specified by the nodul e-client devel oper for each platform
It should result in a driver (nodule) of appropriate operating system
that inplenents the cryptolibrary functions. The driver should be one
of the drivers | oaded during operating system boot. The procedure of
cryptoplugin driver installation should be defined, docunented, and
aut onat ed when necessary, by the cryptopl ugin devel oper. At the

begi nning of operation the driver-client determ nes cryptoplugin
driver availability and establishes interconnection with it. Both
nodul e-client configuration and current security policy determ ne
data conversion algorithms to be chosen

5. Security Considerations
Security issues are addressed throughout this neno.
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Appendi x A. The interface specification as a C header file

#i fndef __ CRYPTPI _H
#define __CRYPTPI _H

#defi ne CRYPTO VER(ngj, m n)
#defi ne CRYPTO MAJ_VER(ver)
#defi ne CRYPTO_M N_VER(ver)

#defi ne CRYPTO PLUG N_NAVE_LEN 64
#defi ne CRYPTO ALG NAVE_LEN 32

#i f ndef CRYPTO HANDLE
#defi ne CRYPTO HANDLE
#endi f

voi d*

typedef enum tag_CRYPTO STATUS {
CRYPTO XX =1
CRYPTO_ERR_CENERAL,
CRYPTO_ERR_NOT_SUPPORTED,
CRYPTO_ERR_BAD_HANDLE,
CRYPTO_ERR_SMALL_BUFFER,

CRYPTO_ERR_VEAK_KEY,
CRYPTO_ERR_NO_RESOQURCES,
CRYPTO_ERR_NO_MEMORY,
CRYPTO_ERR_BAD_PARAMNS,
CRYPTO_ERR_HARDWARE,
CRYPTO _ERR | NVALI D_SI GNATURE,
CRYPTO_ERR_UNCLOSED HANDLES
} CRYPTO_STATUS;
/* CryptoControl conmands */

#defi ne CRYPTO GET
#defi ne CRYPTO_SET

/* Currently defined algorithmtypes */

#defi ne CRYPTO_TYPE_ENCRYPT
#defi ne CRYPTO_TYPE_DECRYPT
#def i ne CRYPTO_TYPE_SI GN

#def i ne CRYPTO_TYPE_VERI FY
#def i ne CRYPTO_TYPE_COMPRESS
#def i ne CRYPTO_TYPE_UNCOVPRESS
#def i ne CRYPTO_TYPE_HASH

Snysl ov

& Oxff) << 8) |
((ver >> 8) & Oxff)
(ver & Oxff)

(((maj

I nf or mat i onal

(min & Oxff))

/* Must be nultiple of 4 to */
/* avoid alignnment problens */

/* cipher state handle */

/* success */

/* undefined (internal) error */

/* unsupported */

/* invalid handle */

/* insufficient output buffer
size */

/* key is considered to be weak
(seni weak, pseudoweak) */

/* insufficient resources to
perform operation */

/* insufficient nenmory to
perform operation */

/* invalid paraneters */

/* hardware error */

/* invalid signature */

/* uncl osed handl es exist while
plugin deinitializises */

1 /* get paraneter */
2 /* set paraneter */
1
2
3
4
5
6
7
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#def i ne CRYPTO_TYPE_RANDOM 8

/* Currently defined algorithmIDs (for types
CRYPTO_TYPE_ENCRYPT & CRYPTO _TYPE_DECRYPT) */

#defi ne CRYPTO_AE_DUMWY 1
#defi ne CRYPTO_AE_DES 2
#defi ne CRYPTO _AE_3DES EDE 3
#def i ne CRYPTO AE_| DEA 4
#defi ne CRYPTO _AE_RC2 5
#defi ne CRYPTO AE_RC4 6
#defi ne CRYPTO_AE_RC5 7
#defi ne CRYPTO_AE_SAFER 8
#defi ne CRYPTO AE CAST 9
#defi ne CRYPTO AE_BLOWFI SH 10
#defi ne CRYPTO AE_RSA 11
#defi ne CRYPTO AE_GOST 12

/* Currently defined algorithmIDs (for types
CRYPTO _TYPE_SI GN & CRYPTO TYPE_VERI FY) */

#defi ne CRYPTO_AS_RSA 2
#defi ne CRYPTO_AS_DSA 3
#defi ne CRYPTO_AS_GOST 4

/* Currently defined algorithmIDs (for types

/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*

June 1999

no encryption */
DES- CBC */

Tri pl e DES- EDE- CBC */
| DEA- CBC */

RC2 */

RC4 */

RC5 */

SAFER */

CAST */

Bl owfish */

RSA */

GOST */

RSA */
DSA */
GOST */

CRYPTO_TYPE_COWPRESS & CRYPTO TYPE_UNCOWPRESS) */

#defi ne CRYPTO_AC_DUMWY 1 /* no conpression */
#defi ne CRYPTO_AC DEFLATE 2 /* Deflate */

#defi ne CRYPTO AC LZS 3 /* LZS */

/* Currently defined algorithmIDs (for type CRYPTO TYPE HASH) */
#defi ne CRYPTO_AH_MD5 1 /* ND5 */

#defi ne CRYPTO _AH_SHA 2 /* SHA-1 */

#defi ne CRYPTO_AH_GOST 3 /* QOST */

/* Currently defined algorithmIDs (for type CRYPTO TYPE RANDOV */
1

#defi ne CRYPTO_AR_UNKNOWN

/* Currently defined plugin flags */

#defi ne CRYPTO PLUG N_HARDWARE 1
/* TBD nmore */

/* Currently defined algorithmflags */
#defi ne CRYPTO_ALG_HARDWARE 1

#define CRYPTO ALG MJULTI THREADED 2

/* TBD nore */

Snysl ov I nf or mat i onal

/*

/*
/*

pl ugi n uses hdw */

al gorithm i npl ement ed
i n hardware */

i mpl erent ation all ows
mul tithreading */
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/* Currently defined paraneters identifiers for CryptoControl */

#defi ne CRYPTO PARAM KEY 1 /* Only for CRYPTO GET -
get current key */

/* TBD nore */

typedef struct tag CryptoAl glnfo {

| ong st at us; /* Algorithmstatus */
| ong type; /* algorithmtype (One of
CRYPTO _TYPE_XXX) */
| ong id; /* algorithmID */
| ong group; /* algorithmgroup */
| ong versi on; /* algorithmversion
(CRYPTO_VER) */
| ong fl ags; /* algorithmfl ags
(CRYPTO_ALG XXX) */
| ong maxcont ext s; /* max nunber of cipher states
supported (0 - any) */
char nane[ CRYPTO ALG NAME LEN]; /* al gorithm nane */
/* CRYPT SIGN COWPRESS HASH RANDOM  */
/* DECRYPT VERI FY */
| ong bl ocklen; /* blklen (blklen) inlen bl kl en - */
| ong keyl en; /* keylen keylen - - seedl en */
| ong outl en; /* outlen (signlen) outlen hashlen randlen */
| ong m | en; /* nmilen (param - - - */

} CryptoAlglnfo

typedef struct tag_CryptoPluginlnfo {

| ong cpi _version; /* Crypto Pl version (currently
CRYPTO_VER(1,0)) */
| ong st at us; /* Plugin status */

char nane[ CRYPTO PLUG N_NAME LEN]; /* plugin text
description */

| ong ver si on; /* plugin version
(CRYPTO_VER) */

| ong fl ags; /* plugin flags
(CRYPTO_PLUGQ N_XXX) */

| ong nunber _of al gs; /* nunber of Alglnfo structures
followed (min 1) */

CryptoAl gl nfo al gs[1]; /* array of Alglnfo structures
(mn 1) */

} CryptoPl ugi nl nf o;
#i fdef __ cpl uspl us
extern "C' {

#endi f

/* CryptoPlugin initialization. Returns pointer to CryptoPl uginlnfo
structure on success or NULL on fatal error. */
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Crypt oPl ugi nl nfo *Crypt oPl ugi nlnit(
voi d *param;/* Ptr to OS paraneters
(platformspecific) */

/* Plugin deinitialization */
CRYPTO _STATUS  Crypt oPl ugi nFi ni (voi d) ;

/* Get new al gorithminstance (cipher state) */
CRYPTO_STATUS  Crypt oOpen(
CRYPTO HANDLE *state, /* Pointer to cipher state
handle (filled on exit) */

| ong al gnum /* Al gorithm nunber in
CryptoPl ugi nlnfo structure */
const char *key); [/* key (in plain) */

/* Reinitialize algorithminstance */

CRYPTO_STATUS  Crypt oReOpen(
CRYPTO HANDLE state, /* current cipher state handle */
const char *key); /* key (in plain) */

/* Destroy algorithminstance */
CRYPTO_STATUS  Crypt oCl ose(
CRYPTO HANDLE state); /* Handle of cipher state */

/* Check key for possible weakness */
CRYPTO _STATUS  Crypt oCheckFor WeakKey (

| ong al gnum /* Al gorithm nunber in
CryptoPl ugi nlnfo structure */
const char *key); [/* Proposed key */

/* Perform CryptoTransform (depends on ci pher state type) */
CRYPTO STATUS  Crypt oTr ansf or n{
CRYPTO HANDLE state, [/* Cipher state handle */

const char *inbuff,/* input data */

| ong inlen, /* input data length */

char *out buff,/* output buffer */

| ong *outlen,/* On entry - output buffer
length, on exit - nunber of
bytes witten to outbuff */

char *m); /* Message indicator */

/* Algorithmcontrol */
CRYPTO _STATUS  Crypt oControl (
CRYPTO HANDLE state, [/* Cipher state handle */

| ong cd, /* Control conmmand */

| ong param /* Paraneter id */

char val , /* Paraneter value */

| ong *len); [* For CRYPTO GET: on entry -
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#endi f

#endi f
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val buffer length, on exit -
nunber of bytes witten to
val ; for CRYPTO SET: length
of value to set */
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