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1. Introduction

This meno defines a netric for one-way packet | oss across Internet
paths. It builds on notions introduced and di scussed in the | PPM
Framewor k document, RFC 2330 [1]; the reader is assuned to be
famliar with that docunent

This meno is intended to be parallel in structure to a compani on
document for One-way Delay ("A One-way Delay Metric for IPPM) [2];
the reader is assunmed to be famliar with that documnent.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [5].

Al t hough RFC 2119 was witten with protocols in mnd, the key words
are used in this docunent for simlar reasons. They are used to
ensure the results of neasurenents fromtwo different inplenentations
are conparable, and to note instances when an inplenentation could
perturb the network.

The structure of the neno is as follows:
+ A ’'singleton’ analytic nmetric, called Type-P-One-way-Loss, is

i ntroduced to neasure a single observation of packet transm ssion
or | oss.
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+ Using this singleton nmetric, a 'sanple’, called Type-P-One-way-
Loss- Poi sson-Stream is introduced to neasure a sequence of
singl eton transni ssions and/or | osses neasured at tinmes taken from
a Poi sson process.

+ Using this sanple, several ’'statistics’ of the sanple are defined
and di scussed.

This progression fromsingleton to sanple to statistics, with clear
separation anong them is inportant.

Whenever a technical termfromthe | PPM Franmework docunment is first
used in this nmeno, it will be tagged with a trailing asterisk. For
exanple, "ternt" indicates that "ternf is defined in the Framework.

1.1. Mbtivation

Under st andi ng one-way packet |oss of Type-P* packets froma source
host* to a destination host is useful for several reasons:

+ Some applications do not performwell (or at all) if end-to-end
| oss between hosts is large relative to some threshold val ue.

+ Excessive packet loss nay nmake it difficult to support certain
real -tine applications (where the precise threshold of "excessive"
depends on the application).

+ The larger the value of packet loss, the nore difficult it is for
transport-layer protocols to sustain high bandw dt hs.

+ The sensitivity of real-tinme applications and of transport-I|ayer
protocols to | oss becone especially inportant when very |arge
del ay- bandwi dt h products nust be support ed.

The measurenent of one-way |oss instead of round-trip loss is
notivated by the follow ng factors:

+ In today's Internet, the path froma source to a destination nay
be different than the path fromthe destination back to the source
("asymmetric paths"), such that different sequences of routers are
used for the forward and reverse paths. Therefore round-trip
nmeasur enents actually nmeasure the perfornmance of two distinct
pat hs together. Measuring each path independently highlights the
performance difference between the two paths which may traverse
different Internet service providers, and even radically different
types of networks (for exanple, research versus conmodity
net wor ks, or ATM versus packet - over - SONET) .
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+ Even when the two paths are synmetric, they nmay have radically
di fferent performance characteristics due to asymetric queuei ng.

+ Performance of an application may depend nostly on the perfornmance
in one direction. For exanple, a file transfer using TCP may
depend nore on the perfornance in the direction that data fl ows,
rather than the direction in which acknow edgenents travel

+ In quality-of-service (QS) enabl ed networks, provisioning in one
direction may be radically different than provisioning in the
reverse direction, and thus the QoS guarantees differ. Measuring
the pat hs independently allows the verification of both
guar ant ees.

It is outside the scope of this docunent to say precisely how | oss
metrics would be applied to specific problens.

1.2. General |ssues Regarding Tine

{Comrent: the term nology below differs fromthat defined by ITUT
docunments (e.g., G 810, "Definitions and term nol ogy for
synchroni zati on networks" and |.356, "B-1SDN ATM | ayer cell transfer
performance”), but is consistent with the | PPM Franmewor k docunent.
In general, these differences derive fromthe different backgrounds;
the I TU- T docunents historically have a tel ephony origin, while the
aut hors of this docunent (and the Framework) have a conputer systens
background. Al though the terns defined bel ow have no direct
equivalent in the ITUT definitions, after our definitions we wll
provi de a rough mappi ng. However, note one potential confusion: our
definition of "clock" is the conputer operating systens definition
denoting a tine-of-day clock, while the ITUT definition of clock
denotes a frequency reference.}

Whenever a tinme (i.e., a nmonent in history) is nentioned here, it is
understood to be neasured in seconds (and fractions) relative to UTC

As described nore fully in the Franework docunent, there are four
distinct, but related notions of clock uncertainty:

synchroni zat i on*
Synchroni zati on nmeasures the extent to which two cl ocks agree on
what tinme it is. For exanple, the clock on one host night be

5.4 msec ahead of the clock on a second host. {Conment: A rough
I TUT equivalent is "time error".}
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accuracy*

Accuracy neasures the extent to which a given clock agrees with
UTC. For exanple, the clock on a host night be 27.1 nmsec behind
UTC. {Comment: A rough ITUT equivalent is "tine error from
urc.}

resol uti on*

Resol uti on neasures the precision of a given clock. For
exanpl e, the clock on an old Unix host m ght advance only once
every 10 nsec, and thus have a resolution of only 10 nsec.
{Comrent: A very rough |ITU-T equivalent is "sanpling period".}

skew*

Skew measur es the change of accuracy, or of synchronization

with time. For exanple, the clock on a given host nmight gain
1.3 nsec per hour and thus be 27.1 nmsec behind UTC at one tine
and only 25.8 nsec an hour later. In this case, we say that the
clock of the given host has a skew of 1.3 nsec per hour relative
to UTC, which threatens accuracy. W mght also speak of the
skew of one clock relative to another clock, which threatens
synchroni zation. {Comment: A rough ITU T equivalent is "tine
drift".}

2. A Singleton Definition for One-way Packet Loss

2. 1.

Metric Nane:
Type- P- One- way- Packet - Loss

Metric Paraneters:

Src, the I P address of a host
Dst, the I P address of a host

T, atine

2.3. Metric Units:

Al nes,

The val ue of a Type-P-One-way- Packet-Loss is either a zero
(signifying successful transmi ssion of the packet) or a one
(signifying |oss).
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2.4, Definition:

>>The *Type-P- One-way- Packet-Loss* from Src to Dst at T is 0<< nmeans
that Src sent the first bit of a Type-P packet to Dst at wire-time* T
and that Dst received that packet.

>>The *Type- P- One-way- Packet-Loss* fromSrc to Dst at T is 1<< nmeans
that Src sent the first bit of a type-P packet to Dst at wire-tine T
and that Dst did not receive that packet.

2.5. Discussion

Thus, Type- P- One-way- Packet-Loss is 0 exactly when Type- P- One-way-

Del
Del

ay is afinite value, and it is 1 exactly when Type-P-One-way-
ay is undefined.

The following issues are likely to cone up in practice:

+

Al nes,

A given nethodol ogy will have to include a way to distinguish

bet ween a packet loss and a very large (but finite) delay. As

not ed by Mahdavi and Paxson [3], sinple upper bounds (such as the
255 seconds theoretical upper bound on the lifetinmes of IP

packets [4]) could be used, but good engineering, including an
under st andi ng of packet lifetines, will be needed in practice
{Comrent: Note that, for many applications of these netrics, there
may be no harmin treating a | arge del ay as packet loss. An audio
pl ayback packet, for exanple, that arrives only after the playback
point may as well have been |ost.}

If the packet arrives, but is corrupted, then it is counted as
lost. {Conmment: one is tenpted to count the packet as received
since corruption and packet | oss are related but distinct
phenonmena. |If the I P header is corrupted, however, one cannot be
sure about the source or destination |P addresses and is thus on
shaky grounds about know ng that the corrupted received packet
corresponds to a given sent test packet. Simlarly, if other
parts of the packet needed by the nethodol ogy to know that the
corrupted recei ved packet corresponds to a given sent test packet,
t hen such a packet would have to be counted as lost. Counting

t hese packets as | ost but packet with corruption in other parts of
t he packet as not |ost would be inconsistent.}

If the packet is duplicated along the path (or paths) so that
mul ti pl e non-corrupt copies arrive at the destination, then the
packet is counted as received.

If the packet is fragnented and if, for whatever reason
reassenbly does not occur, then the packet will be deened |ost.
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2.6. Met hodol ogi es:

As with other Type-P-* netrics, the detail ed nethodol ogy will depend
on the Type-P (e.g., protocol number, UDP/TCP port nunber, size,
pr ecedence).

Cenerally, for a given Type-P, one possibl e nethodol ogy woul d proceed
as foll ows:

+ Arrange that Src and Dst have cl ocks that are synchronized wth
each other. The degree of synchronization is a paraneter of the
met hodol ogy, and depends on the threshold used to deternine |oss
(see bel ow).

+ At the Src host, select Src and Dst | P addresses, and forma test
packet of Type-P with these addresses.

+ At the Dst host, arrange to receive the packet.

+ At the Src host, place a tinestanp in the prepared Type-P packet,
and send it towards Dst.

+ |If the packet arrives within a reasonable period of time, the one-
way packet-loss is taken to be zero.

+ |If the packet fails to arrive within a reasonable period of ting,
the one-way packet-loss is taken to be one. Note that the
threshol d of "reasonable" here is a paraneter of the nethodol ogy.

{Comrent: The definition of reasonable is intentionally vague, and
is intended to indicate a value "Th" so large that any value in
the closed interval [Th-delta, Th+delta] is an equival ent
threshold for loss. Here, delta enconpasses all error in clock
synchroni zati on al ong the neasured path. |If there is a single

val ue after which the packet nust be counted as lost, then we
reintroduce the need for a degree of clock synchronization sinlar
to that needed for one-way delay. Therefore, if a neasure of
packet | oss paraneterized by a specific non-huge "reasonabl e"

ti me-out value is needed, one can always neasure one-way del ay and
see what percentage of packets froma given stream exceed a given
time-out val ue.}

| ssues such as the packet fornmat, the neans by which Dst knows when
to expect the test packet, and the nmeans by which Src and Dst are
synchroni zed are outside the scope of this docunent. {Comrent: W
pl an to docunent el sewhere our own work in describing such nore
detail ed inplenentation techni ques and we encourage others to as
well .}
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2.7. Errors and Uncertainties:

The description of any specific neasurenent method shoul d include an
accounting and anal ysis of various sources of error or uncertainty.
The Framewor k docunment provides general guidance on this point.

For loss, there are three sources of error
+ Synchroni zati on between cl ocks on Src and Dst.

+ The packet-1oss threshold (which is related to the synchroni zation
bet ween cl ocks).

+ Resource linmts in the network interface or software on the
recei ving instrument.

The first two sources are interrelated and could result in a test
packet with finite delay being reported as lost. Type-P-0One-way-
Packet-Loss is 0 if the test packet does not arrive, or if it does
arrive and the difference between Src tinestanp and Dst tinestanmp is

greater than the "reasonable period of time", or loss threshold. |If
the clocks are not sufficiently synchronized, the |oss threshold may
not be "reasonabl e" - the packet may take much less tine to arrive

than its Src tinestanp indicates. Simlarly, if the |oss threshold
is set too low, then many packets may be counted as lost. The |oss

t hreshol d nmust be high enough, and the clocks synchronized well
enough so that a packet that arrives is rarely counted as lost. (See
the di scussions in the previous two sections.)

Since the sensitivity of packet |oss neasurenment to | ack of clock
synchroni zation is less than for delay, we refer the reader to the
treatnent of synchronization errors in the One-way Delay netric [2]
for nore details.

The | ast source of error, resource limts, cause the packet to be
dropped by the nmeasurenent instrunent, and counted as |ost when in
fact the network delivered the packet in reasonable tine.

The measurement instrunments should be calibrated such that the |oss
threshold is reasonable for application of the netrics and the cl ocks
are synchroni zed enough so the | oss threshold renmai ns reasonabl e.

In addition, the instruments shoul d be checked to ensure the that the
possibility a packet arrives at the network interface, but is |ost
due to congestion on the interface or to other resource exhaustion
(e.g., buffers) on the instrument is |ow
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2.8. Reporting the netric:

The calibration and context in which the netric is nmeasured MJST be
careful ly consi dered, and SHOULD al ways be reported along with netric
results. W now present four itens to consider: Type-P of the test
packets, the loss threshold, instrunent calibration, and the path
traversed by the test packets. This list is not exhaustive; any
additional information that could be useful in interpreting
applications of the netrics should al so be reported.

2.8.1. Type-P

As noted in the Franework docunent [1], the value of the netric may
depend on the type of |IP packets used to nmake the nmeasurenent, or
"Type-P'. The val ue of Type-P-One-way-Delay could change if the
protocol (UDP or TCP), port number, size, or arrangenent for specia
treatment (e.g., |IP precedence or RSVP) changes. The exact Type-P
used to make the neasurenents MJUST be accurately reported.

2.8.2. Loss threshold

The threshold (or methodol ogy to distinguish) between a large finite
del ay and | oss MJST be reported.

2.8.3. Calibration results

The degree of synchroni zati on between the Src and Dst cl ocks MJST be
reported. |If possible, possibility that a test packet that arrives
at the Dst network interface is reported as | ost due to resource
exhaustion on Dst SHOULD be reported.

2.8.4. Path

Finally, the path traversed by the packet SHOULD be reported, if
possible. In general it is inmpractical to know the precise path a

gi ven packet takes through the network. The precise path may be
known for certain Type-P on short or stable paths. |f Type-P

i ncludes the record route (or |oose-source route) option in the IP
header, and the path is short enough, and all routers* on the path
support record (or |oose-source) route, then the path will be
precisely recorded. This is inpractical because the route nust be
short enough, many routers do not support (or are not configured for)
record route, and use of this feature would often artificially worsen
t he performance observed by renoving the packet from conmon-case

processing. However, partial information is still valuable context.
For exanple, if a host can choose between two |inks* (and hence two
separate routes fromSrc to Dst), then the initial link used is

val uabl e context. {Comment: For exanple, with Merit’s Net Now setup
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a Src on one NAP can reach a Dst on another NAP by either of severa
di fferent backbone networks.}

3. A Definition for Sanpl es of One-way Packet Loss
G ven the singleton netric Type-P-One-way-Packet-Loss, we now define
one particular sanple of such singletons. The idea of the sanple is
to select a particular binding of the paraneters Src, Dst, and Type-
P, then define a sanple of values of parameter T. The neans for
defining the values of T is to select a beginning tinme TO, a fina
time Tf, and an average rate | anbda, then define a pseudo-random
Poi sson process of rate | anbda, whose values fall between TO and Tf.
The tine interval between successive values of T will then average
1/ 1 anbda.
{Comrent: Note that Poisson sanpling is only one way of defining a
sanmpl e. Poisson has the advantage of limting bias, but other
nmet hods of sanpling m ght be appropriate for different situations.
We encourage ot hers who find such appropriate cases to use this
general framework and subnit their sanpling nmethod for
standardi zati on. }

3.1. Metric Nane:
Type- P- One- way- Packet - Loss- Poi sson- St ream

3.2. Metric Paraneters:
+ Src, the IP address of a host
+ Dst, the | P address of a host
+ TO, a tine
+ Tf, atinme
+ lanbda, a rate in reciprocal seconds

3.3. Metric Units:
A sequence of pairs; the elenments of each pair are:
+ T, atine, and

+ L, either a zero or a one
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The values of T in the sequence are nonotonic increasing. Note that
T would be a valid paraneter to Type- P- One-way- Packet-Loss, and that
L would be a valid value of Type-P-One-way-Packet - Loss.

3.4. Definition:

Gven TO, Tf, and |l anbda, we conpute a pseudo-random Poi sson process
begi nning at or before TO, with average arrival rate |anbda, and
ending at or after Tf. Those tine values greater than or equal to TO
and less than or equal to Tf are then selected. At each of the tines
in this process, we obtain the value of Type-P-One-way-Packet-Loss at
this tine. The value of the sanple is the sequence made up of the
resulting <time, loss> pairs. |If there are no such pairs, the
sequence is of length zero and the sanple is said to be enpty.

3.5. Discussion
The reader should be famliar with the in-depth discussion of Poisson
sanmpling in the Franework docunent [1], which includes nethods to
compute and verify the pseudo-random Poi sson process.

We specifically do not constrain the value of |anbda, except to note

the extremes. |If the rate is too |large, then the neasurenent traffic
will perturb the network, and itself cause congestion. |If the rate
is too small, then you night not capture interesting network

behavior. {Coment: We expect to docunent our experiences with, and
suggestions for, |anbda el sewhere, culnmnating in a "best current
practices" docunent.}

Since a pseudo-random nunber sequence is enpl oyed, the sequence of
times, and hence the value of the sanple, is not fully specified.

Pseudo-random nunber generators of good quality will be needed to
achieve the desired qualities

The sanple is defined in ternms of a Poisson process both to avoid the
ef fects of self-synchronization and al so capture a sanple that is
statistically as unbiased as possible. The Poisson process is used
to schedul e the delay neasurenents. The test packets will generally
not arrive at Dst according to a Poisson distribution, since they are
i nfluenced by the network

{Comment: there is, of course, no claimthat real Internet traffic
arrives according to a Poisson arrival process.

It is inmportant to note that, in contrast to this metric, |loss rates

observed by transport connections do not reflect unbiased sanples.
For exanple, TCP transm ssions both (1) occur in bursts, which can
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i nduce | oss due to the burst volume that would not otherw se have
been observed, and (2) adapt their transmission rate in an attenpt to
mnimze the | oss rate observed by the connection.}

Al'l the singleton Type-P-One-way-Packet-Loss netrics in the sequence
wi |l have the sane values of Src, Dst, and Type-P

Note al so that, given one sanple that runs fromTO to Tf, and given
new time values TO' and Tf' such that TO <= TO" <= Tf' <= Tf, the
subsequence of the given sanple whose tine values fall between TO
and Tf’ are also a valid Type-P- One-way- Packet - Loss- Poi sson- St ream
sanpl e.

3. 6. Met hodol ogi es:
The mnet hodol ogies follow directly from

+ the selection of specific tinmes, using the specified Poisson
arrival process, and

+ the nethodol ogi es di scussion already given for the singleton Type-
P- One- way- Packet - Loss netri c.

Care nust be given to correctly handl e out-of-order arrival of test
packets; it is possible that the Src could send one test packet at
TS[i], then send a second one (later) at TS[i+1], while the Dst could
recei ve the second test packet at TR[i+1], and then receive the first
one (later) at TRi].

3.7. Errors and Uncertainties:

In addition to sources of errors and uncertainties associated with
nmet hods enpl oyed to neasure the singleton values that nake up the
sanpl e, care nmust be given to analyze the accuracy of the Poisson
arrival process of the wire-tines of the sending of the test packets.
Problens with this process could be caused by several things,

i ncluding problens with the pseudo-random nunber techniques used to
generate the Poisson arrival process. The Franework document shows
how to use the Anderson-Darling test verify the accuracy of the

Poi sson process over small tine frames. {Coment: The goal is to
ensure that the test packets are sent "close enough” to a Poisson
schedul e, and avoid periodi c behavior.}

3.8. Reporting the netric:
The calibration and context for the underlying singletons MIST be

reported along with the stream (See "Reporting the nmetric" for
Type- P- One- way- Packet - Loss. )
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4., Sonme Statistics Definitions for One-way Packet Loss
G ven the sanple netric Type-P-One-way-Packet - Loss- Poi sson-Stream we
now of fer several statistics of that sanple. These statistics are
offered nostly to be illustrative of what coul d be done.

4.1. Type-P-One-way- Packet - Loss- Aver age
G ven a Type- P- One-way- Packet - Loss- Poi sson-Stream the average of al
the L values in the Stream In addition, the Type-P-One-way- Packet -
Loss- Average is undefined if the sample is enpty.

Exanpl e: suppose we take a sanple and the results are:

Streanl = <
<T1, 0>
<T2, 0>
<T3, 1>
<T4, 0>
<T5, 0>

>

Then the average would be 0. 2.

Note that, since healthy Internet paths should be operating at |oss
rates below 1% (particularly if high del ay-bandw dth products are to
be sustained), the sanple sizes needed night be |larger than one would
like. Thus, for exanple, if one wants to discrimnate between
various fractions of 1% over one-mi nute periods, then several hundred
sanpl es per nminute mght be needed. This would result in |arger

val ues of |anbda than one would ordinarily want.

Not e that al though the |oss threshold should be set such that any
errors in loss are not significant, if the possibility that a packet
which arrived is counted as |ost due to resource exhaustion is
significant conpared to the loss rate of interest, Type-P-One-way-
Packet - Loss- Average wi Il be neani ngl ess.

5. Security Considerations

Conducting I nternet neasurenents raises both security and privacy
concerns. This nmeno does not specify an inplenentation of the
metrics, so it does not directly affect the security of the Internet
nor of applications which run on the Internet. However,

i mpl erent ati ons of these netrics nust be mindful of security and
privacy concerns.

Al nes, et al. St andards Track [ Page 12]



RFC 2680 One WAy Packet Loss Metric for | PPM Sept ember 1999

There are two types of security concerns: potential harm caused by

t he nmeasurenents, and potential harmto the neasurenents. The

nmeasur enents coul d cause harm because they are active, and inject
packets into the network. The neasurenent paranmeters MJIST be
carefully selected so that the measurenents inject trivial anmounts of
additional traffic into the networks they neasure. |f they inject
"too nmuch" traffic, they can skew the results of the neasurenent, and
in extreme cases cause congestion and denial of service.

The measurenents thensel ves could be harned by routers giving
measurenent traffic a different priority than "normal"” traffic, or by
an attacker injecting artificial nmeasurenent traffic. |f routers can
recogni ze neasurenent traffic and treat it separately, the
neasurenents will not reflect actual user traffic. |If an attacker
injects artificial traffic that is accepted as legitimate, the |oss
rate will be artificially |Iowered. Therefore, the nmeasurenent

met hodol ogi es SHOULD i ncl ude appropriate techni ques to reduce the
probability neasurenent traffic can be distinguished from"normal"
traffic. Authentication techniques, such as digital signatures, may
be used where appropriate to guard against injected traffic attacks.

The privacy concerns of network neasurenent are limted by the active
measur enents described in this meno. Unlike passive nmeasurenents,
there can be no rel ease of existing user data.
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9. Full Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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