Net wor k Wor ki ng Group G Al nes
Request for Comments: 2681 S. Kalidi ndi
Cat egory: Standards Track M Zekauskas
Advanced Network & Services

Sept enber 1999

A Round-trip Delay Metric for | PPM
Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice
Copyright (C) The Internet Society (1999). Al Rights Reserved.
1. Introduction

This meno defines a netric for round-trip delay of packets across
Internet paths. It builds on notions introduced and discussed in the
| PPM Fr anewor k document, RFC 2330 [1], and follows closely the
corresponding netric for One-way Delay ("A One-way Delay Metric for
IPPM') [2]; the reader is assuned to be famliar with those
docunent s.

The menp was largely witten by copying naterial fromthe One-way
Delay metric. The intention is that, where the two netrics are
simlar, they will be described with simlar or identical text, and
that where the two netrics differ, newor nodified text will be used.

This meno is intended to be parallel in structure to a future
conpani on docunent for Packet Loss.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [6].

Al t hough RFC 2119 was witten with protocols in mnd, the key words
are used in this docunent for simlar reasons. They are used to
ensure the results of neasurenments fromtwo different inplenentations
are conparable, and to note instances when an inplenentation could
perturb the network.
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The structure of the nenp is as foll ows:

+ A ’'singleton’ analytic netric, called Type-P-Round-trip-Del ay,
will be introduced to nmeasure a single observation of round-trip
del ay.

+ Using this singleton netric, a 'sanple’, called Type-P-Round-trip-
Del ay- Poi sson-Stream w |l be introduced to neasure a sequence of
singl eton del ays nmeasured at tinmes taken from a Poi sson process.

+ Using this sanple, several 'statistics’ of the sanple will be
defined and di scussed.

This progression fromsingleton to sanple to statistics, with clear
separation anong them is inportant.

Whenever a technical termfromthe | PPM Franmewor k docunent is first

used in this nmeno, it will be tagged with a trailing asterisk. For

exanple, "ternt" indicates that "ternt is defined in the Framework.
1.1. Mdtivation

Round-trip delay of a Type-P* packet froma source host* to a
destination host is useful for several reasons:

+ Sone applications do not performwell (or at all) if end-to-end
del ay between hosts is large relative to sone threshold val ue.

+ FErratic variation in delay nakes it difficult (or inpossible) to
support many interactive real-tine applications.

+ The larger the value of delay, the nore difficult it is for
transport-layer protocols to sustain high bandw dt hs.

+ The mnimumvalue of this nmetric provides an indication of the
del ay due only to propagati on and transm ssion del ay.

+ The minimumvalue of this nmetric provides an indication of the
delay that will likely be experienced when the path* traversed is
lightly | oaded.

+ Values of this netric above the m ni nrum provide an indication of
the congestion present in the path.
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The measurenent of round-trip delay instead of one-way del ay has
several weaknesses, sunmarized here:

+ The Internet path froma source to a destination rmay differ from
the path fromthe destination back to the source ("asymetric
pat hs"), such that different sequences of routers are used for the
forward and reverse paths. Therefore round-trip nmeasurenents
actual |y measure the performance of two distinct paths together.

+ Even when the two paths are symmetric, they nmay have radically
di fferent performance characteristics due to asymetric queuei ng.

+ Perfornmance of an application nmay depend nostly on the perfornance
in one direction.

+ In quality-of-service (QS) enabl ed networks, provisioning in one
direction may be radically different than provisioning in the
reverse direction, and thus the QoS guarantees differ

On the other hand, the neasurenent of round-trip delay has two
speci fi c advant ages:

+ Ease of deploynent: unlike in one-way neasurenent, it is often
possi ble to performsone formof round-trip delay neasurenent
wi t hout installing neasurenent-specific software at the intended
destination. A variety of approaches are well-known, including
use of I CVMP Echo or of TCP-based nethodol ogies (sinmilar to those
outlined in "I PPM Metrics for Measuring Connectivity" [4]).
However, sonme approaches may introduce greater uncertainty in the
time for the destination to produce a response (see
Section 2.7.3).

+ Ease of interpretation: in some circunstances, the round-trip tine
is in fact the quantity of interest. Deducing the round-trip time
from mat chi ng one-way neasurenents and an assunption of the
destination processing tine is less direct and potentially |ess
accurate.

1.2. CGeneral |ssues Regarding Tine

Whenever a tinme (i.e., a nmonent in history) is nentioned here, it is
understood to be neasured in seconds (and fractions) relative to UTC

As described nore fully in the Franework docunent, there are four
di stinct, but related notions of clock uncertainty:
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synchroni zat i on*
nmeasures the extent to which two clocks agree on what time it
is. For exanple, the clock on one host mght be 5.4 nsec ahead
of the clock on a second host.

accuracy*

nmeasures the extent to which a given clock agrees with UTC. For
exanpl e, the clock on a host mght be 27.1 nsec behind UTC

resol uti on*
nmeasures the precision of a given clock. For exanple, the clock
on an old Unix host nmight tick only once every 10 nsec, and thus
have a resolution of only 10 msec.
skew*
nmeasures the change of accuracy, or of synchronization, with
time. For exanple, the clock on a given host nmight gain 1.3
msec per hour and thus be 27.1 nsec behind UTC at one tinme and
only 25.8 nmsec an hour later. 1In this case, we say that the
clock of the given host has a skew of 1.3 msec per hour relative
to UTC, which threatens accuracy. W mght also speak of the
skew of one clock relative to another clock, which threatens
synchroni zati on.
2. A Singleton Definition for Round-trip Del ay
2.1. Metric Nane:
Type- P- Round-tri p- Del ay
2.2. Metric Paraneters:
+ Src, the | P address of a host
+ Dst, the | P address of a host
+ T, atime

2.3. Metric Units:

The val ue of a Type-P-Round-trip-Delay is either a real nunber, or an
undefined (informally, infinite) nunber of seconds.
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2.4, Definition:

For a real nunber dT, >>the *Type-P-Round-trip-Delay* fromSrc to Dst
at T is dT<< nmeans that Src sent the first bit of a Type-P packet to
Dst at wire-time* T, that Dst received that packet, then inmedi ately
sent a Type-P packet back to Src, and that Src received the last bit
of that packet at wire-tine T+dT.

>>The *Type-P-Round-trip-Delay* fromSrc to Dst at T is undefined
(informally, infinite)<< means that Src sent the first bit of a
Type-P packet to Dst at wire-tinme T and that (either Dst did not
recei ve the packet, Dst did not send a Type-P packet in response, or)
Src did not receive that response packet.

>>The *Type-P-Round-trip-Del ay between Src and Dst at T<< neans
either the *Type-P-Round-trip-Delay fromSrc to Dst at T or the
*Type- P-Round-trip-Delay fromDst to Src at T. Wen this notion is
used, it is understood to be specifically anbi guous which host acts
as Src and which as Dst. {Comment: This anbiguity will usually be a
smal |l price to pay for being able to have one neasurenent, |aunched
fromeither Src or Dst, rather than having two neasurenents.}

Suggestions for what to report along with netric values appear in
Section 3.8 after a discussion of the netric, nethodol ogies for
measuring the nmetric, and error anal ysis.

2. 5. Discussion

Type-P-Round-trip-Delay is a relatively sinple analytic netric, and
one that we believe will afford effective nethods of neasurenent.

The following issues are likely to cone up in practice:

+ The tinestanp values (T) for the tine at which delays are neasured
shoul d be fairly accurate in order to draw neani ngful conclusions
about the state of the network at a given T. Therefore, Src
shoul d have an accurate know edge of tine-of-day. NIP [3] affords
one way to achieve tinme accuracy to within several nilliseconds.
Dependi ng on the NTP server, higher accuracy nmay be achi eved, for
exanpl e when NTP servers nake use of GPS systens as a tine source
Note that NTP will adjust the instrument’s clock. If an
adjustnent is nade between the tine the initial tinestanp is taken
and the tinme the final tinestanp is taken the adjustnent wll
affect the uncertainty in the neasured delay. This uncertainty
nmust be accounted for in the instrunent’s calibration
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+ A given nethodology will have to include a way to determ ne
whet her a delay value is infinite or whether it is nerely very
large (and the packet is yet to arrive at Dst). As noted by
Mahdavi and Paxson [4], sinple upper bounds (such as the 255
seconds theoretical upper bound on the lifetinmes of IP
packets [5]) could be used, but good engineering, including an
under st andi ng of packet lifetinmes, will be needed in practice.
{Comrent: Note that, for many applications of these netrics, the
harmin treating a large delay as infinite m ght be zero or very
small. A TCP data packet, for exanple, that arrives only after
several multiples of the RTT may as well have been lost.}

+ |f the packet is duplicated so that nultiple non-corrupt instances
of the response arrive back at the source, then the packet is
counted as received, and the first instance to arrive back at the
source deternines the packet’s round-trip del ay.

+ |If the packet is fragnmented and if, for whatever reason
reassenbly does not occur, then the packet will be deened |ost.

2.6. Met hodol ogi es:

As with other Type-P-* netrics, the detail ed nethodol ogy will depend
on the Type-P (e.g., protocol nunber, UDP/ TCP port nunber, size,
pr ecedence).

Cenerally, for a given Type-P, the nethodol ogy woul d proceed as
fol |l ows:

+ At the Src host, select Src and Dst | P addresses, and forma test
packet of Type-P with these addresses. Any ’'padding’ portion of
t he packet needed only to make the test packet a given size should
be filled with random zed bits to avoid a situation in which the
measured delay is lower than it would ot herw se be due to
conpressi on techni ques along the path. The test packet nust have
sonme identifying information so that the response to it can be
identified by Src when Src receives the response; one neans to do
this is by placing the tinmestanp generated just before sending the
test packet in the packet itself.

+ At the Dst host, arrange to receive and respond to the test

packet. At the Src host, arrange to receive the correspondi ng
response packet.
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+ At the Src host, take the initial tinmestanp and then send the
prepared Type-P packet towards Dst. Note that the timestanp could
be placed inside the packet, or kept separately as long as the
packet contains a suitable identifier so the received tinmestanp
can be conpared with the send tinmestanp

+ |f the packet arrives at Dst, send a correspondi ng response packet
back from Dst to Src as soon as possi bl e.

+ |If the response packet arrives within a reasonable period of tineg,
take the final timestanp as soon as possi bl e upon the receipt of
the packet. By subtracting the two tinestanps, an estinmate of
round-trip delay can be conputed. |f the delay between the
initial tinestanp and the actual sending of the packet is known,
then the estimte could be adjusted by subtracting this anmount;
uncertainty in this value nust be taken into account in error
analysis. Simlarly, if the delay between the actual receipt of
the response packet and final tinestanp is known, then the
estinmate could be adjusted by subtracting this anount; uncertainty
in this value nust be taken into account in error analysis. See
the next section, "Errors and Uncertainties", for a nore detail ed
di scussi on.

+ |If the packet fails to arrive within a reasonable period of tineg,
the round-trip delay is taken to be undefined (informally,
infinite). Note that the threshold of 'reasonable’ is a paraneter
of the nethodol ogy.

| ssues such as the packet format and the means by which Dst knows
when to expect the test packet are outside the scope of this
docunent .

{Comrent: Note that you cannot in general add two Type- P-One-way-
Del ay values (see [2]) to forma Type-P-Round-trip-Delay value. In
order to forma Type-P-Round-trip-Delay value, the return packet nust
be triggered by the reception of a packet from Src.}

{Comrent: "ping" would qualify as a round-trip nmeasure under this
definition, with a Type-P of | CMP echo request/reply with 60-byte
packets. However, the uncertainties associated with a typical ping
program nmust be anal yzed as in the next section, including the type
of reflecting point (a router nmay not handle an I CMP request in the
fast path) and effects of load on the reflecting point.}
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2.7. Errors and Uncertainties:

The description of any specific neasurenent method shoul d include an
accounting and anal ysis of various sources of error or uncertainty.
The Framewor k docunent provides general guidance on this point, but
we note here the follow ng specifics related to delay netrics:

+ Errors or uncertainties due to uncertainty in the clock of the Src
host .

+ FErrors or uncertainties due to the difference between "wire tinge’
and ' host tine’.

+ Errors or uncertainties due to tinme required by the Dst to receive
the packet fromthe Src and send the correspondi ng response.

In addition, the loss threshold may affect the results. Each of
these are discussed in nore detail below, along with a section
("Calibration") on accounting for these errors and uncertainties.

2.7.1. Errors or Uncertainties Related to O ocks

The uncertainty in a neasurement of round-trip delay is related, in
part, to uncertainty in the clock of the Src host. 1In the follow ng,
we refer to the clock used to neasure when the packet was sent from
Src as the source clock, and we refer to the observed tinme when the
packet was sent by the source as Tinitial, and the observed tine when
t he packet was received by the source as Tfinal. Alluding to the
noti ons of synchronization, accuracy, resolution, and skew nentioned
in the Introduction, we note the foll ow ng:

+ VWhile in one-way delay there is an issue of the synchronization of
the source clock and the destination clock, in round-trip del ay
there is an (easier) issue of self-synchronization, as it were,
bet ween the source clock at the time the test packet is sent and
the (sane) source clock at the tinme the response packet is
received. Theoretically a very severe case of skew could threaten
this. In practice, the greater threat is anything that woul d
cause a discontinuity in the source clock during the tine between
the taking of the initial and final timestanp. This night happen
for exanmple, with certain inplenentations of NTP

+ The accuracy of a clock is inportant only in identifying the tine

at which a given delay was neasured. Accuracy, per se, has no
i nportance to the accuracy of the neasurenent of del ay.
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+ The resolution of a clock adds to uncertainty about any tine
neasured with it. Thus, if the source clock has a resolution of
10 nsec, then this adds 10 nsec of uncertainty to any time val ue
neasured with it. W will denote the resolution of the source
cl ock as Rsource.

Taki ng these itens together, we note that naive conputation Tfinal-
Tinitial will be off by 2*Rsource.

2.7.2. Errors or Uncertainties Related to Wre-tine vs Host-tine

As we have defined round-trip delay, we would like to neasure the

ti me between when the test packet |eaves the network interface of Src
and when the correspondi ng response packet (conpletely) arrives at
the network interface of Src, and we refer to these as "wire tines"
If the timngs are thensel ves performed by software on Src, however,
then this software can only directly neasure the tinme between when
Src grabs a tinestanp just prior to sending the test packet and when
it grabs a timestanp just after having received the response packet,
and we refer to these two points as "host tines".

Anot her contributor to this problemis time spent at Dst between the
recei pt there of the test packet and the sending of the response
packet. ldeally, this tine is zero; it is explored further in the
next section.

To the extent that the difference between wire tine and host tinme is
accurately known, this know edge can be used to correct for host tinme
measurenents and the corrected val ue nore accurately estinmates the
desired (wire tinme) netric.

To the extent, however, that the difference between wire time and
host tine is uncertain, this uncertainty nust be accounted for in an
anal ysis of a given neasurenent method. W denote by Hinitial an
upper bound on the uncertainty in the difference between wire tine
and host tinme on the Src host in sending the test packet, and
simlarly define Hinal for the difference on the Src host in
receiving the response packet. W then note that these problens
introduce a total uncertainty of Hinitial + Hinal. This estimte of
total wire-vs-host uncertainty should be included in the
error/uncertainty analysis of any measurenent inplenentation

2.7.3. Errors or Uncertainties Related to Dst Produci ng a Response
Any time spent by the destination host in receiving and recogni zi ng
t he packet from Src, and then produci ng and sendi ng the corresponding

response adds additional error and uncertainty to the round-trip
del ay neasurenent. The error equals the difference between the wire
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time the first bit of the packet is received by Dst and the wire tine
the first bit of the response is sent by Dst. To the extent that
this difference is accurately known, this knowl edge can be used to
correct the desired netric. To the extent, however, that this
difference is uncertain, this uncertainty nust be accounted for in
the error analysis of a neasurenent inplenentation. W denote this
uncertainty by Hrefl. This estimate of uncertainty should be
included in the error/uncertainty analysis of any nmeasurenent

i mpl enent ati on.

2.7.4. Calibration
Ceneral ly, the nmeasured val ues can be deconposed as foll ows:
nmeasured value = true value + systematic error + random error

If the systematic error (the constant bias in neasured val ues) can be
determned, it can be conpensated for in the reported results.

reported val ue nmeasured value - systematic error
therefore

true value + random error

reported val ue

The goal of calibration is to deternine the systematic and random
error generated by the instruments thenselves in as nmuch detail as
possible. At a mininum a bound ("e") should be found such that the
reported value is in the range (true value - e) to (true value + e)
at least 95 percent of the tinme. W call "e" the calibration error
for the neasurenents. |t represents the degree to which the val ues
produced by the nmeasurenent instrunent are repeatable; that is, how
closely an actual delay of 30 ns is reported as 30 ns. {Conment: 95
percent was chosen because (1) sone confidence level is desirable to
be able to renmove outliers, which will be found in nmeasuring any
physi cal property; and (2) a particular confidence |evel should be
specified so that the results of independent inplenentations can be
conpared. }

From the di scussion in the previous three sections, the error in
measur enents coul d be bounded by determning all the individua
uncertainties, and adding themtogether to form

2*Rsource + Hinitial + Hinal + Hrefl
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However, reasonable bounds on both the clock-related uncertainty
captured by the first termand the host-related uncertainty captured
by the last three ternms shoul d be possible by careful design

techni ques and calibrating the instrunents using a known, isol ated,
network in a |ab.

The host-related uncertainties, Hnitial + Hinal + Hefl, could be
bounded by connecting two instrunents back-to-back with a hi gh-speed
serial link or isolated LAN segnment. In this case, repeated
nmeasurenents are neasuring the sane round-trip del ay.

If the test packets are small, such a network connection has a

m ni mal delay that nmay be approxi mated by zero. The neasured del ay
therefore contains only systematic and randomerror in the
instrunmentation. The "average val ue" of repeated neasurenents is the
systematic error, and the variation is the randomerror.

One way to conpute the systematic error, and the randomerror to a
95% confidence is to repeat the experinent nmany tinmes - at |east
hundreds of tests. The systematic error would then be the nedian.
The random error could then be found by renoving the systematic error
fromthe nmeasured values. The 95% confidence interval would be the
range fromthe 2.5th percentile to the 97.5th percentile of these
deviations fromthe true value. The calibration error "e" could then
be taken to be the |l argest absolute value of these two nunbers, plus
the clock-related uncertainty. {Comment: as described, this bound is
relatively | oose since the uncertainties are added, and the absolute
val ue of the largest deviation is used. As long as the resulting
value is not a significant fraction of the measured values, it is a
reasonabl e bound. |If the resulting value is a significant fraction
of the neasured val ues, then nore exact nmethods will be needed to
conpute the calibration error.}

Note that randomerror is a function of measurenent |oad. For
exanple, if many paths will be measured by one instrunent, this night
increase interrupts, process scheduling, and disk I/0O (for exanpl e,
recordi ng the nmeasurenents), all of which may increase the random
error in measured singletons. Therefore, in addition to minimal |oad
nmeasurenents to find the systematic error, calibration nmeasurenents
shoul d be performed with the same neasurenent |oad that the
instruments will see in the field.

W wish to reiterate that this statistical treatnent refers to the

calibration of the instrunent; it is used to "calibrate the neter
stick" and say how well the neter stick reflects reality.
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In addition to calibrating the instrunents for finite delay, two
checks should be nade to ensure that packets reported as | osses were
really lost. First, the threshold for I oss should be verified. 1In
particul ar, ensure the "reasonable" threshold is reasonable: that it
is very unlikely a packet will arrive after the threshold val ue, and
therefore the nunber of packets |lost over an interval is not
sensitive to the error bound on nmeasurements. Second, consider the
possibility that a packet arrives at the network interface, but is

| ost due to congestion on that interface or to other resource
exhaustion (e.g. buffers) in the instrument.

2.8. Reporting the Metric:

The calibration and context in which the netric is measured MJST be
carefully considered, and SHOULD al ways be reported along with nmetric
results. W now present four itens to consider: the Type-P of test
packets, the threshold of infinite delay (if any), error calibration
and the path traversed by the test packets. This list is not
exhaustive; any additional information that could be useful in
interpreting applications of the nmetrics should also be reported.

2.8.1. Type-P

As noted in the Franework docunent [1], the value of the netric may
depend on the type of |IP packets used to nake the nmeasurenent, or
"type-P'. The value of Type-P-Round-trip-Delay could change if the
protocol (UDP or TCP), port nunmber, size, or arrangenent for specia
treatment (e.g., |P precedence or RSVP) changes. The exact Type-P
used to make the measurements MJST be accurately reported.

2.8.2. Loss threshold

In addition, the threshold (or nethodol ogy to distinguish) between a
large finite delay and | oss MJST be reported.

2.8.3. Calibration Results

+ |If the systematic error can be deternined, it SHOULD be renoved
from the neasured val ues.

+ You SHOULD al so report the calibration error, e, such that the
true value is the reported value plus or mnus e, with 95%
confidence (see the last section.)

+ |If possible, the conditions under which a test packet with finite

delay is reported as | ost due to resource exhaustion on the
measur enent instrunment SHOULD be reported.
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2.8.4. Path

Finally, the path traversed by the packet SHOULD be reported, if
possible. In general it is inmpractical to know the precise path a

gi ven packet takes through the network. The precise path may be
known for certain Type-P on short or stable paths. For exanple, if
Type-P includes the record route (or | oose-source route) option in
the I P header, and the path is short enough, and all routers* on the
pat h support record (or |oose-source) route, and the Dst host copies
the path fromSrc to Dst into the corresponding reply packet, then
the path will be precisely recorded. This is inpractical because the
route nust be short enough, nany routers do not support (or are not
configured for) record route, and use of this feature would often
artificially worsen the perfornance observed by renoving the packet
from common-case processing. However, partial information is stil

val uabl e context. For exanple, if a host can choose between two

i nks* (and hence two separate routes fromSrc to Dst), then the
initial link used is valuable context. {Coment: For exanple, wth
Merit’'s NetNow setup, a Src on one NAP can reach a Dst on another NAP
by either of several different backbone networks.}

3. A Definition for Sanples of Round-trip Del ay

G ven the singleton netric Type-P-Round-trip-Delay, we now define one
particul ar sanple of such singletons. The idea of the sanple is to
sel ect a particular binding of the paraneters Src, Dst, and Type-P
then define a sanple of values of parameter T. The nmeans for
defining the values of T is to select a beginning tinme TO, a fina
time Tf, and an average rate | anbda, then define a pseudo-random

Poi sson process of rate | anbda, whose values fall between TO and Tf.
The tine interval between successive values of T will then average

1/ 1 anbda.

{Comrent: Note that Poisson sanpling is only one way of defining a
sanmpl e. Poisson has the advantage of limting bias, but other

met hods of sanpling m ght be appropriate for different situations.
We encourage ot hers who find such appropriate cases to use this
general framework and subnit their sanpling nmethod for
standardi zati on. }

3.1. Metric Nane:

Type- P- Round-tri p- Del ay- Poi sson- St ream
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3.2. Metric Paraneters:
+ Src, the | P address of a host
+ Dst, the IP address of a host
+ TO, atine
+ Tf, atime
+ lanbda, a rate in reciprocal seconds

3.3. Metric Units:
A sequence of pairs; the elenents of each pair are:
+ T, atime, and
+ dT, either a real nunber or an undefined nunber of seconds.
The values of T in the sequence are nonotonic increasing. Note that
T would be a valid paraneter to Type-P-Round-trip-Delay, and that dT
woul d be a valid value of Type-P-Round-tri p-Del ay.

3.4. Definition:
Gven TO, Tf, and |l anbda, we conmpute a pseudo-random Poi sson process
begi nning at or before TO, with average arrival rate |anbda, and
ending at or after Tf. Those tine values greater than or equal to TO
and less than or equal to Tf are then selected. At each of the tines
in this process, we obtain the value of Type-P-Round-trip-Delay at
this time. The value of the sanple is the sequence made up of the
resulting <tinme, delay> pairs. |If there are no such pairs, the
sequence is of length zero and the sanple is said to be enpty.

3.5. Discussion
The reader should be famliar with the in-depth discussion of Poisson
sanpling in the Framework docunent [1], which includes nmethods to

comput e and verify the pseudo-random Poi sson process.

We specifically do not constrain the value of |anbda, except to note

the extrenmes. |If the rate is too large, then the neasurenment traffic
will perturb the network, and itself cause congestion. |If the rate
is too small, then you night not capture interesting network

behavior. {Comment: We expect to docunent our experiences wth, and
suggestions for, |anbda el sewhere, culmnating in a "best current
practices" docunent.}
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Since a pseudo-random nunber sequence is enpl oyed, the sequence of
ti mes, and hence the value of the sanple, is not fully specified.

Pseudo-random nunber generators of good quality will be needed to
achieve the desired qualities.

The sanple is defined in terns of a Poisson process both to avoid the
ef fects of self-synchronization and al so capture a sanple that is
statistically as unbiased as possible. {Conment: there is, of

course, no claimthat real Internet traffic arrives according to a
Poi sson arrival process.} The Poisson process is used to schedule
the del ay neasurenments. The test packets will generally not arrive
at Dst according to a Poisson distribution, nor will response packets
arrive at Src according to a Poisson distribution, since they are

i nfluenced by the network.

Al'l the singleton Type-P-Round-trip-Delay netrics in the sequence
wi |l have the sane values of Src, Dst, and Type-P

Note al so that, given one sanple that runs fromTO to Tf, and given
new time values TO' and Tf' such that TO <= TO" <= Tf' <= Tf, the
subsequence of the given sanple whose tine values fall between TO
and Tf’ are also a valid Type-P-Round-tri p-Del ay- Poi sson- St ream
sanpl e.

3. 6. Met hodol ogi es:
The met hodol ogi es follow directly from

+ the selection of specific times, using the specified Poisson
arrival process, and

+ the nethodol ogi es di scussion already given for the singleton Type-
P- Round-trip-Delay netric.

Care nmust, of course, be given to correctly handl e out-of -order
arrival of test or response packets; it is possible that the Src
could send one test packet at TS[i], then send a second test packet
(later) at TS[i+1], and it could receive the second response packet
at TR i+1], and then receive the first response packet (later) at

TRi].
3.7. Errors and Uncertainties:

In addition to sources of errors and uncertainties associated with
nmet hods enpl oyed to neasure the singleton values that nake up the

sanpl e, care nust be given to analyze the accuracy of the Poisson

process with respect to the wire-tinmes of the sending of the test

packets. Problens with this process could be caused by severa
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things, including problens with the pseudo-random nunber techni ques
used to generate the Poisson arrival process, or with jitter in the
value of Hinitial (nentioned above as uncertainty in the singleton
delay netric). The Framework docunment shows how to use the
Anderson-Darling test to verify the accuracy of a Poisson process
over small tine frames. {Comment: The goal is to ensure that test
packets are sent "close enough" to a Poisson schedule, and avoid
periodi ¢ behavior.}

3.8. Reporting the Metric:

You MUST report the calibration and context for the underlying
singletons along with the stream (See "Reporting the netric" for
Type- P- Round-tri p-Del ay.)

4. Some Statistics Definitions for Round-trip Del ay

G ven the sanple netric Type-P-Round-trip-Del ay-Poi sson-Stream we
now of fer several statistics of that sanple. These statistics are
offered nostly to be illustrative of what could be done.

4.1. Type-P-Round-trip-Del ay-Percentile

G ven a Type-P-Round-tri p-Del ay- Poi sson-Stream and a percent X

bet ween 0% and 100% the Xth percentile of all the dT values in the
Stream |In conputing this percentile, undefined values are treated

as infinitely large. Note that this neans that the percentile could
thus be undefined (informally, infinite). 1In addition, the Type-P-

Round-tri p-Del ay-Percentile is undefined if the sanple is enpty.

Exanpl e: suppose we take a sanple and the results are:

Streanl = <
<T1, 100 nsec>
<T2, 110 nsec>
<T3, undefi ned>
<T4, 90 nsec>
<T5, 500 nsec>
>

Then the 50th percentile would be 110 nmsec, since 90 nsec and 100
nsec are snaller and 110 nsec and 'undefined’ are |arger

Note that if the possibility that a packet with finite delay is

reported as lost is significant, then a high percentile (90th or
95th) might be reported as infinite instead of finite.
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4.2. Type-P-Round-trip-Del ay- Medi an

G ven a Type-P-Round-trip-Del ay- Poi sson-Stream the nedian of all the
dT values in the Stream |In conputing the nedian, undefined val ues
are treated as infinitely large. As with Type-P-Round-tri p-Del ay-
Percentile, Type-P-Round-trip-Delay-Median is undefined if the sanple

is enpty.

As noted in the Framework docunent, the nmedian differs fromthe 50th
percentil e only when the sanple contains an even nunber of values, in
whi ch case the nmean of the two central values is used.

Exanpl e: suppose we take a sanple and the results are:

Strean? = <
<T1, 100 nsec>
<T2, 110 nsec>
<T3, undefi ned>
<T4, 90 nsec>

>

Then the nedi an woul d be 105 nsec, the nean of 100 nsec and 110 nsec,
the two central val ues.

4. 3. Type-P-Round-trip-Del ay- M ni num

G ven a Type-P-Round-tri p-Del ay- Poi sson-Stream the m ni num of al

the dT values in the Stream In conputing this, undefined values are
treated as infinitely large. Note that this neans that the m ni num
could thus be undefined (informally, infinite) if all the dT val ues
are undefined. |In addition, the Type-P-Round-trip-Delay-Mninumis
undefined if the sanple is enpty.

In the above exanple, the m nimum would be 90 nsec.

4.4, Type-P-Round-trip-Del ay-Inverse-Percentile
G ven a Type-P-Round-tri p-Del ay- Poi sson-Stream and a tinme duration
threshold, the fraction of all the dT values in the Streamless than
or equal to the threshold. The result could be as low as 0% (if al
the dT val ues exceed threshold) or as high as 100% Type- P- Round-
trip-Delay-Inverse-Percentile is undefined if the sanple is enpty.

In the above exanple, the Inverse-Percentile of 103 nsec would be
50%
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5. Security Considerations

Conducting I nternet neasurenents raises both security and privacy
concerns. This meno does not specify an inplenentation of the
metrics, so it does not directly affect the security of the Internet
nor of applications which run on the Internet. However,

i mpl enent ati ons of these netrics nust be mndful of security and
privacy concerns.

There are two types of security concerns: potential harm caused by

t he nmeasurenents, and potential harmto the nmeasurenments. The

measur enents coul d cause harm because they are active, and inject
packets into the network. The neasurenent paraneters MJST be
carefully selected so that the nmeasurenents inject trivial anmounts of
additional traffic into the networks they neasure. |f they inject
"too much" traffic, they can skew the results of the neasurenent, and
in extreme cases cause congestion and denial of service.

The measurenents thensel ves could be harned by routers giving
nmeasurenent traffic a different priority than "normal" traffic, or by

an attacker injecting artificial nmeasurenent traffic. |f routers can
recogni ze neasurenent traffic and treat it separately, the
measurenents will not reflect actual user traffic. |If an attacker

injects artificial traffic that is accepted as legitimate, the |oss
rate will be artificially |owered. Therefore, the neasurenent

met hodol ogi es SHOULD i ncl ude appropriate techniques to reduce the
probability neasurenent traffic can be distinguished from "nornmal"
traffic. Authentication techniques, such as digital signatures, may
be used where appropriate to guard against injected traffic attacks.

The privacy concerns of network neasurenment are linmted by the active
measur enents described in this nmenp. Unlike passive nmeasurenents,
there can be no rel ease of existing user data.
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9. Full Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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