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Abstract

Thi s docunent describes an approach for providing RSVP protoco
services over |P tunnels. W briefly describe the problem the
characteristics of possible solutions, and the design goals of our
approach. We then present the details of an inplenentation which
nmeets our design goal s.

1. Introduction

| P-in-1P "tunnel s" have beconme a wi despread nechanismto transport
datagrans in the Internet. Typically, a tunnel is used to route
packets through portions of the network which do not directly

i npl ement the desired service (e.g. I1Pv6), or to augnment and nodify
t he behavi or of the deployed routing architecture (e.g. nulticast
routing, nmobile IP, Virtual Private Net).

Many | P-in-1P tunneling protocols exist today. [IP4INP4] details a
nmet hod of tunneling using an additional |Pv4 header. [M NENC
describes a way to reduce the size of the "inner" IP header used in
[1 P41 Nl PA] when the original datagramis not fragnented. The generic
tunneling nmethod in [IPV6GEN] can be used to tunnel either |Pv4 or

| Pv6 packets within | Pv6. [RFC1933] describes how to tunnel |Pv6
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dat agrans through | Pv4 networks. [RFCL701] describes a generic
routi ng encapsul ati on, while [RFCL702] applies this encapsulation to
I Pv4. Finally, [ESP] describes a mechani smthat can be used to
tunnel an encrypted | P datagram

From the perspective of traditional best-effort |IP packet delivery, a
tunnel behaves as any other |ink. Packets enter one end of the
tunnel, and are delivered to the other end unl ess resource overl oad
or error causes themto be |ost.

The RSVP setup protocol [RFC2205] is one conponent of a framework
designed to extend IP to support nultiple, controlled classes of
service over a wide variety of link-Ievel technol ogies. To depl oy
this technology with maximumflexibility, it is desirable for tunnels
to act as RSVP-controllable links within the network.

A tunnel, and in fact any sort of link, may participate in an RSVP-
aware network in one of three ways, depending on the capabilities of
t he equi pment from which the tunnel is constructed and the desires of
t he operator.

1. The (logical) link may not support resource reservation or QS
control at all. This is a best-effort link. We refer to this as
a best-effort or type 1 tunnel in this note.

2. The (logical) link nay be able to pronmise that sone overal
| evel of resources is available to carry traffic, but not to
al l ocate resources specifically to individual data flows. A
configured resource allocation over a tunnel is an exanpl e of
this. W refer to this case as a type 2 tunnel in this note.

3. The (logical) link may be able to make reservations for
i ndividual end-to-end data flows. W refer to this case as a
type 3 tunnel. Note that the key feature that distinguishes
type 3 tunnels fromtype 2 tunnels is that in the type 3 tunne
new tunnel reservations are created and torn down dynam cally
as end-to-end reservati ons cone and go.

Type 1 tunnels exist when at |east one of the routers conprising the
tunnel endpoi nts does not support the schene we describe here. In
this case, the tunnel acts as a best-effort link. Qur goal is sinply
to make sure that RSVP nessages traverse the link correctly, and the
presence of the non-controlled link is detected, as required by the
i ntegrated services franework.

Wien the two end points of the tunnel are capable of supporting RSVP
over tunnels, we would like to have proper resources reserved al ong
the tunnel. Depending on the requirenents of the situation, this

m ght nmean that one client’s data flowis placed into a |arger
aggregate reservation (type 2 tunnels) or that possibly a new,
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2.

2.

separate reservation is made for the data flow (type 3 tunnels).
Note that an RSVP reservation between the two tunnel end points does
not necessarily nmean that all the internediate routers along the
tunnel path support RSVP, this is equivalent to the case of an

exi sting end-to-end RSVP session transparently passing through non-
RSVP cl oud.

Currently, however, RSVP signaling over tunnels is not possible.
RSVP packets entering the tunnel are encapsulated with an outer |IP
header that has a protocol numnber other than 46 (e.g. it is 4 for

| P-in-1P encapsul ati on) and do not carry the Router-Alert option
maki ng themvirtually "invisible" to RSVP routers between the two
tunnel endpoints. Mreover, the current |P-in-IP encapsul ation
scheme adds only an | P header as the external wapper. It is

i mpossi bl e to distinguish between packets that use reservati ons and
those that don't, or to differentiate packets belonging to different
RSVP Sessions while they are in the tunnel, because no distinguishing
i nformati on such as a UDP port is available in the encapsul ation

Thi s docunent describes an | P tunneling enhancenment mechani smt hat
allows RSVP to make reservations across all IP-in-1P tunnels. This
mechani smis capabl e of supporting both type 2 and type 3 tunnels, as
descri bed above, and requires m nimal changes to both RSVP and ot her
parts of the integrated services franework

The Design
1. Design Goals
Qur design choices are notivated by several goals.

* Co-existing with nost, if not all, current IP-in-1P tunneling
schenes.

Limting the changes to the RSVP spec to the ninimum possi bl e.
Limting the necessary changes to only the two end points of a
tunnel. This requirenent |eads to sinpler deploynent, |ower
overhead in the internediate routers, and | ess chance of failure
when the set of internediate routers is nodified due to routing
changes.

* Supporting correct inter-operation with RSVP routers that have
not been upgraded to handl e RSVP over tunnels and w th non- RSVP
tunnel endpoint routers. In these cases, the tunnel behaves as a
non- RSVP [ i nk.
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2.2. Basic Approach

The basic idea of the nmethod described in this docunent is to
recursively apply RSVP over the tunnel portion of the path. In this
new session, the tunnel entry point Rentry sends PATH nessages and
the tunnel exit point Rexit sends RESV nessages to reserve resources
for the end-to-end sessions over the tunnel

W di scuss next two different aspects of the design: how to enhance
an | P-in-1P tunnel with RSVP capability, and how to map end-to-end
RSVP sessions to a tunnel session

2.2.1. Design Decisions

To establish a RSVP reservation over a unicast IP-in-1P tunnel, we
made t he foll ow ng design deci sions:

One or nore Fixed-Filter style unicast reservations between the two
end points of the tunnel will be used to reserve resources for

packets traversing the tunnel. In the type 2 case, these reservations
will be configured statically by a managenment interface. In the type
3 case, these reservations will be created and torn down on denand

as end-to-end reservation requests cone and go.

Packets that do not require reservations are encapsulated in the
normal way, e. g. being wapped with an | P header only, specifying
the tunnel entry point as source and the exit point as destination

Dat a packets that require resource reservations within a tunnel nust
have sone attribute other than the I P addresses visible to the
internedi ate routers, so that the routers may nap the packet to an
appropriate reservation. To allowinternediate routers to use
standard RSVP filterspec handling, we choose to encapsul ate such data
packets by prepending an I P and a UDP header, and to use UDP port
nunbers to distinguish packets of different RSVP sessions. The
protocol nunber in the outer IP header in this case will be UDP

Figure 1 shows RSVP operating over a tunnel. Rentry is the tunne
entry router which encapsulates data into the tunnel. Sone nunber of
internmedi ate routers forward the data across the network based upon
the encapsul ating | P header added by Rentry. Rexit is the endpoint
of the tunnel. It decapsulates the data and forwards it based upon
the original, "inner" |IP header
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Intranet :--| Rentry| | Rexit|__ :Intranet

Figure 1. An exanple |IP Tunne
2.2.2. Mapping between End-to-End and Tunnel Sessions
Figure 2 shows a sinple topology with a tunnel and a few hosts. The
sendi ng hosts HL and H3 nmay be one or nultiple I P hops away from
Rentry; the receiving hosts H2 and H4 nmay al so be either one or
multiple P hops away from Rexit.
H1 H2
+---;----+ +-- -+ +-- -+ +-- -+ +---;---+

Fomme - + SR —— SR —— SR —— Foeem - +

Figure 2: An exanple end-to-end path wth
a tunnel in the mddle.

An RSVP session nmay be in place between endpoints at hosts HlL and H2.
W refer to this session as the "end-to-end" (E2E for short) or
"original" session, and to its PATH and RESV nessages as the end-to-
end nessages. One or nore RSVP sessions may be in place between
Rentry and Rexit to provide resource reservation over the tunnel. W
refer to these as the tunnel RSVP sessions, and to their PATH and
RESV nessages as the tunnel or tunneling nessages. A tunnel RSVP
session may exi st independently from any end-to-end sessions. For
exanpl e through network managenent interface one may create a RSVP
session over the tunnel to provide QoS support for data flow from H3
to H4, although there is no end-to-end RSVP session between H3 and
H4.

Wien an end-to-end RSVP session crosses a RSVP-capabl e tunnel, there
are two cases to consider in designing nmechanisnms to support an end-
to-end reservation over the tunnel: mapping the E2E session to an
exi sting tunnel RSVP session (type 2 tunnel), and dynam cally
creating a new tunnel RSVP session for each end-to-end session (type
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3 tunnel). 1In either case, the picture |ooks Iike a recursive
application of RSVP. The tunnel RSVP session views the two tunne
endpoints as two end hosts with a unicast Fixed-Filter style
reservation in between. The original, end-to-end RSVP session views
the tunnel as a single (logical) link on the path between the
source(s) and destination(s).

Note that in practice a tunnel nmay conbine type 2 and type 3
characteristics. Some end-to-end RSVP sessions may trigger the
creation of new tunnel sessions, while others may be napped into an
exi sting tunnel RSVP session. The choice of how an end-to-end session
is treated at the tunnel is a matter of |ocal policy.

Wien an end-to-end RSVP session crosses a RSVP-capable tunnel, it is
necessary to coordinate the actions of the two RSVP sessions, to

det ermi ne whet her or when the tunnel RSVP session should be created
and torn down, and to correctly transfer error and ADSPEC i nformati on
between the two RSVP sessions. W nmade the foll owi ng design
deci si on:

* End-to-end RSVP control nessages being forwarded through a
tunnel are encapsulated in the same way as normal |P packets,
e.g. being wapped with the tunnel |IP header only, specifying
the tunnel entry point as source and the exit point as
desti nati on.

2.3. Myjor Issues

As IP-in-1P tunnels are being used nore widely for network traffic
managenent purposes, it is clear we nust support type 2 tunnels
(tunnel reservation for aggregate end-to-end sessions). Furthernore,
these type 2 tunnels should allow nore than one (configurable,
static) reservation to be used at once, to support different traffic
classes within the tunnel. Whether it is necessary to support type 3
tunnel s (dynam c per end-to-end session tunnel reservation) is a
policy issue that should be | eft open. Qur design supports both
cases.

If there is only one RSVP session configured over a tunnel, then al
the end-to-end RSVP sessions (that are allowed to use this tunne
session) will be bound to this configured tunnel session. However
when nore than one RSVP session is in use over an |P tunnel, a second
design issue is how the association, or binding, between an origina
RSVP reservation and a tunnel reservation is created and conveyed
fromone end of the tunnel to the other. The entry router Rentry and
the exit router Rexit must agree on these associations so that
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changes in the original reservation state can be correctly napped
into changes in the tunnel reservation state, and that errors
reported by internmediate routers to the tunnel end points can be
correctly transformed into errors reported by the tunnel endpoints to
t he end-to-end RSVP session

We require that this sanme association nmechanismwork for both the
case of bundled reservation over a tunnel (type 2 tunnel), and the
case of one-to-one mappi ng between original and tunnel reservations
(type 3 tunnel). In our schene the association is created when a
tunnel entry point first sees an end-to-end session’s RESV nessage
and either sets up a new tunnel session, or adds to an existing
tunnel session. This new association nmust be conveyed to Rexit, so
that Rexit can reserve resources for the end-to-end sessions inside
the tunnel. This information includes the identifier and certain
paraneters of the tunnel session, and the identifier of the end-to-
end session to which the tunnel session is being bound. In our
schene, all RSVP sessions between the sane two routers Rentry and
Rexit will have identical values for source |IP address, destination
| P address, and destination UDP port nunber. An individual session is
identified primarily by the source port val ue.

We identified three possible choices for a binding mechani sm

1. Define a new RSVP nessage that is exchanged only between two
tunnel end points to convey the binding information.

2. Define a new RSVP object to be attached to end-to-end PATH
messages at Rentry, associating the end-to-end session with one
of the tunnel sessions. This new object is interpreted by Rexit
associating the end-to-end session with one of the tunne
sessions generated at Rentry.

3. Apply the same UDP encapsul ation to the end-to-end PATH
nmessages as to data packets of the session. Wen Rexit
decapsul ates the PATH nessage, it deduces the rel ation between
the source UDP port used in the encapsul ati on and the RSVP
session that is specified in the original PATH nessage.
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The | ast approach above does not require any new design. However it
requires additional resources to be reserved for PATH nessages (since

they are now subject to the tunnel reservation). It also requires a
priori know edge of whether Rexit supports RSVP over tunnels by UDP
encapsul ation. |If Rentry encapsul ates all the end-to-end PATH

messages with the UDP encapsul ation, but Rexit does not understand
this encapsul ation, then the encapsul ated PATH nessages wi |l be | ost
at Rexit.

On the other hand, options (1) and (2) can handle this case
transparently. They allow Rexit to pass on end-to-end PATHs received
via the tunnel (because they are decapsulated nornally), while
throwi ng away t he tunnel PATHs, all w thout any additiona
configuration. W chose Option (2) because it is sinpler. W
describe this object in the follow ng section

Packet exchanges nust follow the follow ng constraints:

1. Rentry encapsul ates and sends end-to-end PATH nessages over the
tunnel to Rexit where they get decapsul ated and forwarded
downst r eam

2. \Wen a correspondi ng end-to-end RESV nessage arrives at Rexit,
Rexit encapsulates it and sends it to Rentry.

3. Based on sone or all of the information in the end-to-end PATH
messages, the flowspec in the end-to-end RESV nessage and | oca
policies, Rentry decides if and how to nap the end-to-end
session to a tunnel session

4. If the end-to-end session should be mapped to a tunnel session
Rentry either sends a PATH nmessage for a new tunnel session or
updat es an exi sting one.

5. Rentry sends a E2E Path contai ning a SESSI ON ASSOC obj ect
associating the end-to-end session with the tunnel session
above. Rexit records the association and renoves the object
before forwardi ng the Path nmessage further.

6. Rexit responds to the tunnel PATH nessage by sending a tunne
RESV nessage, reserving resources inside the tunnel

7. Rentry UDP-encapsul ates arriving packets only if a
correspondi ng tunnel session reservation is actually in place
for the packets.
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2.3.1. SESSI ON_ASSOC Obj ect

The new object, called SESSI ON ASSCC, is defined with the foll ow ng
format:

B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| | ength | class | c-type
B e T e i e e e e EEE rE C R e o o s e e
SESSI ON obj ect (for the end-to-end session)

i S i S S S T i i S S SRR R S S

|
+
|
|
_ |
Sender FILTER-SPEC (for the tunnel session) |
|

|
|
|
+-
|
|
B s T s s e T o e S T ks et s oot ST S S S o S S 3
SESSI ON_ASSCC (bj ect
Length
This field contains the size of the SESSI ON_ASSCC object in bytes.
Cl ass
Shoul d be 192.
Cype
Shoul d be sent as zero and ignored on receipt.
SESSI ON obj ect
The end-to-end SESSI ON contained in the object is to be mapped to
the tunnel session described by the Sender FILTER-SPEC defi ned
bel ow.
Sender FI LTER- SPEC
This is the tunnel session that the above nentioned end-to-end
session maps to over the tunnel. As we mentioned above, a tunnel
session is identified primarily by source port. This is why we use

a Sender Filter-Spec for the tunnel session, in the place of a
SESSI ON obj ect .
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2.3.2. NODE_CHAR nj ect

There has to be a way (other than through configuration) for Rexit to
communi cate to Rentry the fact that it is a tunnel endpoint
supporting the schene described in this docunment. W have defined for
this reason a new object, called NODE CHAR, carrying this
information. If a node receives this object but does not understand
it, it should drop it without producing any error report. bjects
with d ass-Num = 10bbbbbb (‘b’ represents a bit), as defined in the
RSVP specification [ RFC2205], have the characteristics we need. Wile
for now this object only carries one bit of information, it can be
used in the future to describe other characteristics of an RSVP
capabl e node that are not part of the original RSVP specification

The obj ect NODE_CHAR has the follow ng format:
B T e o i S I i i S S N iy St S I S S
| | ength | class | c-type
B e i S T e i T e S R S e e e s i i T S
| Reser ved | T
B o i T e e T s i i T S TR S e S S i T S g e e

Length

This field contains the size of the NODE CHAR object in bytes. It
shoul d be set to eight.

Cl ass

An appropriate val ue shoul d be assigned by the | ANA. W propose
this value to be 128.

Ctype

Shoul d be sent as zero and ignored on receipt.
T bit

This bit shows that the node is a RSVP-tunnel capabl e node.
When Rexit receives an end-to-end reservation, it appends a NODE_CHAR
object with the T bit set, to the RESV object, it encapsulates it and
sends it to Rentry. Wen Rentry receives this RESV nessage it deduces
that Rexit inplements the mechani sm described here and so it creates
or adjusts a tunnel session and associates the tunnel session to the

end-to-end session via a SESSI ON_ASSOC object. Rentry should renove
t he NODE_CHAR obj ect, before forwardi ng the RESV nessage upstream |f
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on the other hand, Rentry does not support the RSVP Tunnel s nechani sm
it would sinply ignore the NODE CHAR object and not forward it
further upstream

3. Inplenentation

In this section we discuss several cases separately, starting from
the sinplest scenario and nmoving to the nore conpl ex ones.

3.1. Single Configured RSVP Session over an |P-in-I1P Tunne

Treating the two tunnel endpoints as a source and destination host,
one easily sets up a FF-style reservation in between. Now the
question is what kind of filterspec to use for the tunne
reservation, which directly relates to how packets get encapsul ated
over the tunnel. W discuss two cases bel ow

3.1.1. In the Absence of End-to-End RSVP Session

In the case where all the packets traversing a tunnel use the
reserved resources, the current IP-in-1P encapsul ation could be used.
The RSVP session over the tunnel would sinply specify a FF style
reservation (with zero port nunmber) with Rentry as the source address
and Rexit as the destination address.

However if only some of the packets traversing the tunnel should
benefit fromthe reservation, we nust encapsulate the qualified
packets in I P and UDP. This allows internediate routers to use
standard RSVP filterspec handling, w thout having to know about the
exi stence of tunnels.

Rat her than supporting both cases we choose to sinplify

i mpl ementations by requiring all data packets using reservations to
be encapsulated with an outer | P and UDP header. This reduces speci al
case checki ng and handl i ng.

3.1.2. In the Presence of End-to-End RSVP Session(s)

According to the tunnel control policies, installed through some
managenent interface, some or all end-to-end RSVP sessions may be
allowed to map to the single RSVP session over the tunnel. 1In this
case there is no need to provide dynam ¢ binding i nformati on between
end-to-end sessions and the tunnel session, given that the tunne
session is unique and pre-configured, and therefore well-known.

Bi nding nultiple end-to-end sessions to one tunnel session, however,

rai ses a new question of when and how the size of the tunne
reservation shoul d be adjusted to accombdate the end-to-end sessions
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mapped onto it. Again the tunnel manager nmakes such policy decision
Several scenarios are possible. In the first, the tunnel reservation
is never adjusted. This nakes the tunnel the rough equival ent of a
fi xed-capacity hardware link. In the second, the tunnel reservation
i s adjusted whenever a new end-to-end reservation arrives or an old
one is torn down. In the third, the tunnel reservation is adjusted
upwar ds or downwards occasional ly, whenever the end-to-end
reservation | evel has changed enough to warrant the adjustnment. This
trades of f extra resource usage in the tunnel for reduced contro
traffic and over head.

We call a tunnel whose reservation cannot be adjusted a "hard pipe"
as opposed to a "soft pipe" where the anount of resources allocated
is adjustable. Section 5.2 explains how the adjustnment can be carried
out for soft pipes.

3.2. Miltiple Configured RSVP Sessions over an |IP-in-1P Tunne

It is straightforward to build on the case of a single configured
RSVP session over a tunnel by setting up multiple FF-style
reservati ons between the two tunnel endpoints using a managenent
interface. In this case Rentry nmust carefully encapsul ate data
packets with the proper UDP port nunmbers, so that packets bel ongi ng
to different tunnel sessions will be distinguished by the
intermedi ate RSVP routers. Note that this case and the one described
bef ore descri be what we call type 2 tunnels.

3.2.1. In the Absence of End-to-End RSVP Session

Not hi ng nore needs to be said in this case. Rentry classifies the
packets and encapsul ates them accordingly. Packets with no
reservations are encapsulated with an outer |IP header only, while
packets qualified for reservations are encapsulated with a UDP header
as well as an I P header. The UDP source port value should be properly
set to map to the correspondi ng tunnel reservation the packet is
supposed to use.

3.2.2. In the Presence of End-to-End RSVP Session(s)

Since in this case, there is nore than one RSVP sessi on operating
over the tunnel, one nust explicitly bind each end-to-end RSVP
session to its correspondi ng tunnel session. As discussed
previously, this binding will be provided by the new SESSI ON ASSCC
obj ect carried by the end-to-end PATH nessages.
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3.3. Dynanmically Created Tunnel RSVP Sessions

This is the case of a type 3 tunnel. The only differences between
this case and that of Section 4.2 are that:

- The tunnel session is created when a new end-to-end session
shows up.

- There is a one-to-one mappi ng between the end-to-end and tunne
RSVP sessi ons, as opposed to possibly many-to-one nappi ng that
is allowed in the case described in Section 4. 2.

4. RSVP Messages handling over an IP-in-1P Tunne
4.1. RSVP Messages for Configured Session(s) Over A Tunne

Here one or nore RSVP sessions are set up over a tunnel through a
managenent interface. The session reservation paraneters never
change for a "hard pipe" tunnel. The reservation paraneters nay
change for a "soft pipe" tunnel. Tunnel session PATH nessages
generated by Rentry are addressed to Rexit, where they are processed
and del et ed.

4.2. Handling of RSVP Messages at Tunnel Endpoints
4.2.1. Handling End-to-End PATH Messages at Rentry

When forwardi ng an end-to-end PATH nessage, a router acting as the
tunnel entry point, Rentry, takes the follow ng actions dependi ng on
the end-to-end session nentioned in the PATH nessage. There are two
possi bl e cases:

1. The end-to-end PATH nessage is a refresh of a previously known
end-to-end session
2. The end-to-end PATH nessage is froma new end-to-end session

If the PATH nessage is a refresh of a previously known end-to-end
session, then Rentry refreshes the Path state of the end-to-end
session and checks to see if this session is mapped to a tunne
session. If this is the case, then when Rentry refreshes the end-to-
end session, it includes in the end-to-end PATH nessage a

SESSI ON_ASSCC object linking this session to its correspondi ng tunnel
session It then encapsul ates the end-to-end PATH nessage and sends it
over the tunnel to Rexit. If the tunnel session was dynam cally
created, the end-to-end PATH nessage serves as a refresh for the

I ocal tunnel state at Rentry as well as for the end-to-end session
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O herwise, if the PATH nessage is froma new end-to-end session that
has not yet been mapped to a tunnel session, Rentry creates Path
state for this new session setting the outgoing interface to be the
tunnel interface. After that, Rentry encapsul ates the PATH nmessage
and sends it to Rexit w thout adding a SESSI ON_ASSCC nessage

When an end-to-end PATH TEAR is received by Rentry, this node
encapsul ates and forwards the nessage to Rexit. If this end-to-end
session has a one-to-one nmapping to a tunnel session or if this is
the | ast one of the many end-to-end sessions mapping to a tunne
session, Rentry tears down the tunnel session by sending a PATH TEAR
for that session to Rexit. If, on the other hand, there are remaining
end-t o-end sessions nmapping to the tunnel session, then Rentry sends
a tunnel PATH nessage adjusting the Tspec of the tunnel session.

4.2.2. Handling End-to-End PATH Messages at Rexit

Encapsul at ed end-to-end PATH nessages are decapsul ated and processed
at Rexit. Dependi ng on whether the end-to-end PATH nessage contains a
SESSI ON_ASSOC obj ect or not, Rexit takes the follow ng steps:

1. If the end-to-end PATH nessage does not contain a SESSI ON_ASSOC
object, then Rentry sets the Non_RSVP flag at the Path state
stored for this end-to-end sender, sets the global break bit in
the ADSPEC and forwards the packets downstream Alternatively,

i f tunnel sessions exist and none of them has the Non RSVP fl ag
set, Rexit can pick the worst-case Path ADSPEC paranms fromthe
exi sting tunnel sessions and update the end-to-end ADSPEC usi ng
these values. This is a conservative estinmation of the conposed
ADSPEC but it has the benefit of avoiding to set the break bit
in the end-to-end ADSPEC before mapping information is
available. In this case the Non_RSVP flag at the end-to-end
Path state is not set.

2. I f the PATH nessage contains a SESSI ON_ASSCC obj ect and no
association for this end-to-end session already exists, then
Rexit records the association between the end-to-end session
and the tunnel session described by the object. If the end-to-
end PATH arrives early before the tunnel PATH nessage arrives
then it creates PATH state at Rexit for the tunnel session
When the actual PATH nessage for the tunnel session arrives it
is treated as an update of the existing PATH state and it
updates any information nmissing. W believe that this situation
is another transient along with the others existing in RSVP and
that it does not have any long-termeffects on the correct
operation of the nechani sm described here.
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Before further forwardi ng the nessage to the next hop along the
path to the destination, Rexit finds the corresponding tunne
session’s recorded state and turns on Non_RSVP flag in the
end-to-end Path state if the Non RSVP bit was turned on for the
tunnel session. |If the end-to-end PATH nessage carries an
ADSPEC obj ect, Rexit perforns conposition of the
characterization paraneters contained in the ADSPEC. It does
this by considering the tunnel session’s overall (conposed)
characterization paraneters as the |ocal paraneters for the

I ogical link inplenmented by the tunnel, and conposing these
paraneters with those in the end-to-end ADSPEC by executing
each paraneter’s defined conposition function. In the |ogica
link’s characterization paraneters, the mninum path |atency
may take into account the encapsul ation/ decapsul ati on del ay and
the bandwi dth estimate can represent the decrease in avail able
bandwi dt h caused by the addition of the extra UDP header.
ADSPECs and conposition functions are discussed in great detai
in [ RFC2210].

If the end-to-end session has reservation state, while no
reservation state for the matching tunnel session exists, Rexit
send a tunnel RESV nessage to Rentry matching the reservation
in the end-to-end session

If Rentry does not support RSVP tunneling, then Rexit will have no
PATH state for the tunnel. In this case Rexit sinply turns on the
gl obal break bit in the decapsul ated end-to-end PATH nessage and
forwards it.

4.2.3. Handling End-to-End RESV Messages at Rexit

When forwardi ng a RESV nessage upstream a router serving as the exit
router, Rexit, may discover that one of the upstreaminterfaces is a
tunnel. In this case the router performs a number of tests.

Step 1: Rexit nust determine if there is a tunnel session bound to
the end-to-end session given in the RESV nessage. |f not, the tunne
is treated as a non-RSVP |ink, Rexit appends a NODE_CHAR object with
the T bit set, to the RESV nessage and forwards it over the tunnel
interface (where it is encapsulated as a nornmal |P datagram and
forwarded towards Rentry).

Step 2: If a bound tunnel session is found, Rexit checks to see if a
reservation is already in place for the tunnel session bound to the
end-to-end session given in the RESV nessage. If the arriving end-
to-end RESV nmessage is a refresh of existing RESV state, then Rexit
sends the original RESV through tunnel interface (after adding the
NODE_CHAR obj ect). For dynam c tunnel sessions, the end-to-end RESV
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nmessage acts as a refresh for the tunnel session reservation state,
while for configured tunnel sessions, reservation state never
expires.

If the arriving end-to-end RESV nessage causes a change in the end-
to-end RESV fl owspec paraneters, it nmay also trigger an attenpt to
change the tunnel session’s flowspec paraneters. |In this case Rexit
sends a tunnel session RESV, including a RESV_CONFI RM obj ect.

In the case of a "hard pipe" tunnel, a new end-to-end reservation or
change in the | evel of resources requested by an existing reservation
may cause the total resource |evel needed by the end-to-end
reservations to exceed the level of resources reserved by the tunne
reservation. This event should be treated as an admi ssion contro
failure, identically to the case where RSVP requests exceed the |eve
of resources avail able over a hardware link. A RESV_ERR nessage with
Error Code set to 01 (Adnmission Control failure), should be sent back
to the originator of the end-to-end RESV nessage.

If a RESV CONFI RM response arrives, the original RESV is encapsul at ed
and sent through the tunnel. |If the updated tunnel reservation fails,
Rexit must send a RESV ERR to the originator of the end-to-end RESV
message, using the error code and value fields fromthe ERROR SPEC
obj ect of the received tunnel session RESV ERR nessage. Note that the
pre-exi sting reservations through the tunnel stay in place. Rexit
continues refreshing the tunnel RESV using the old flowspec.

Tunnel session state for a "soft pipe" may al so be adjusted when an
end-to-end reservation is deleted. The tunnel session gets reduced
whenever one of the end-to-end sessions using the tunnel goes away
(or gets reduced itself). However even when the |last end-to-end
session bound to that tunnel goes away, the configured tunnel session
remai ns active, perhaps with a configured minimal flowspec.

Note that it will often be appropriate to use some hysteresis in the
adj ustnent of the tunnel reservation paraneters, rather than
adjusting the tunnel reservation up and down with each arriving or
departing end-to-end reservation. Doing this will require the tunne
exit router to keep track of the resources allocated to the tunne
(the tunnel flowspec) and the resources actually in use by end-to-end
reservations (the sumor statistical sumof the end-to-end
reservation fl owspecs) separately.

When an end-to-end RESV TEAR is received by Rexit, it encapsul ates
and forwards the nessage to Rentry. If the end-to-end session had
created a dynam c tunnel session, then a RESV TEAR for the
correspondi ng tunnel session is send by Rexit.
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4.2.4. Handling of End-to-End RESV Messages at Rentry.

I f the RESV nessage received is a refresh of an existing reservation
then Rentry updates the reservation state and forwards the nmessage
upstream On the other hand, if this is the first RESV nessage for
this end-to-end session and a NODE CHAR object with the T bit set is
present, Rentry should initiate the nappi ng between this end-to-end
session and sone (possibly new) tunnel session. This mapping is based
on sonme or all of the contents of the end-to-end PATH nessage, the
contents of the end-to-end RESV nessage, and |ocal policies. For
exanpl e, there could be different tunnel sessions based on the
bandwi dt h or del ay requirenents of end-to-end sessions)

If Rentry decides that this end-to-end session should be mapped to an
exi sting configured tunnel session, it binds this end-to-end session
to that tunnel session.

If this end-to-end RSVP session is allowed to set up a new tunne
session, Rentry sets up tunnel session PATH state as if it were a
source of data by starting to send tunnel -session PATH nessages to
Rexit, which is treated as the unicast destination of the data. The
Tspec in this new PATH nessage is conputed fromthe original PATH
message by adjusting the Tspec paraneters to include the tunne
overhead of the encapsul ati on of data packets. In this case Rentry
shoul d al so send a PATH nessage fromthe end-to-end session this tine
cont ai ni ng the SESSI ON_ASSOC obj ect linking the two sessions. The
recei pt of this PATH nessage by Rexit will trigger an update of the

end-to-end Path state which in turn will have the effect of Rexit
sendi ng a tunnel RESV nessage, allocating resources inside the
t unnel

The |l ast case is when the end-to-end session is not allowed to use
the tunnel resources. In this case no association is created between
this end-to-end session and a tunnel session and no new tunne
session i s created.

One limtation of our schene is that the first RESV nessage of an
end-t o-end session determ nes the nmappi ng between that end-to-end
session and its correspondi ng session over the tunnel. Nbreover as
long as the reservation is active this mappi ng cannot change.
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5. Forwardi ng Data

Wien data packets arrive at the tunnel entry point Rentry, Rentry
nmust deci de whether to forward the packets using the normal IP-in-1P
tunnel encapsul ation or the | P+UDP encapsul ati on expected by the
tunnel session. This decision is made by determ ni ng whether there
is a resource reservation (not just PATH state) actually in place for
the tunnel session bound to the arriving packet, that is, whether the
packet matches any active filterspec.

If a reservation is in place, it nmeans that both Rentry and Rexit are
RSVP-tunneling aware routers, and the data will be correctly
decapsul ated at Rexit.

If no tunnel session reservation is in place, the data should be
encapsul ated in the tunnel’s normal format, regardl ess of whether
end-to-end PATH state covering the data is present.

6. Details
6.1. Selecting UDP port nunbers

There may be multiple end-to-end RSVP sessions between the two end
points Rentry and Rexit. These sessions are distinguished by the
source UDP port. Other conponents of the session ID, the source and
destination | P addresses and the destination UDP port, are identica
for all such sessions.

The source UDP port is chosen by the tunnel entry point Rentry when
it establishes the initial PATH state for a new tunnel session. The
source UDP port associated with the new session is then conveyed to
Rexit by the SESSI ON ASSOC obj ect.

The destination UDP port used in tunnel sessions should the one
assigned by | ANA (363).

6.2. FError Reporting

When a tunnel session PATH nessage encounters an error, it is
reported back to Rentry. Rentry nust relay the error report back to
the original source of the end-to-end session

When a tunnel session RESV request fails, an error nessage is
returned to Rexit. Rexit nust treat this as an error in crossing the

logical link (the tunnel) and forward the error message back to the
end host.

Terzis, et al. St andards Track [ Page 18]



RFC 2746 RSVP Operation Over |P Tunnels January 2000

6.3. MIU Discovery

Since the UDP encapsul ated packets should not be fragnented, tunne
entry routers nust support tunnel MIU di scovery as discussed in
section 5.1 of [IP4AINIP4]. Alternatively, the Path MIU Di scovery
mechani sm di scussed in RFC 2210 [ RFC2210] can be used.

6.4. Tspec and Fl owspec Cal cul ati ons

As nmultiple End-to-End sessions can be mapped to a single tunne
session, there is the need to conpute the aggregate Tspec of all the
senders of those End-to-End sessions. This aggregate Tspec will the
Tspec of the representative tunnel session. The sane operation needs
to be perfornmed for flowspecs of End-to-End reservations arriving at
Rexi t.

The semantics of these operations are not addressed here. The
sinplest way to do themis to conpute a sumof the end-to-end Tspecs,
as is defined in the specifications of the Controlled-Load and
Guar ant eed services (found at [ RFC2211] and [ RFC2212] respectively).
However, it may al so be appropriate to conpute the aggregate
reservation level for the tunnel using a nore sophisticated
statistical or measurenent-based conputation

7. | PSEC Tunnel s

In the case where the IP-in-1P tunnel supports |IPSEC (especially ESP
in Tunnel -Mode with or without AH) then the Tunnel Session uses the
GPl SESSI ON and GPI SENDER_TEMPLATE/ FI LTER_SPEC as defined in

[ RSVPESP] for the PATH and RESV nessages.

Dat a packets are not encapsul ated with a UDP header since the SPI can
be used by the internediate nodes for classification purposes.

Notice that user oriented keying nmust be used between Rentry and
Rexit, so that different SPIs are assigned to data packets that have
reservation and "best effort" packets, as well as packets that bel ong
to different Tunnel Sessions if those are supported.

8. RSVP Support for Milticast and Miltipoint Tunnels
The mechani sns descri bed above are useful for unicast tunnels.
Uni cast tunnels provide logical point-to-point links in the IP

infrastructure, though they nay encapsul ate and carry either unicast
or multicast traffic between those points.
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Two ot her types of tunnels nay be inmagined. The first of these is a
"mul ticast" tunnel. |In this type of tunnel, packets arriving at an
entry point are encapsul ated and transported (nulticast) to -all- of
the exit points. This sort of tunnel mght prove useful for

i npl ementing a hierarchical nulticast distribution network, or for
emul ating efficiently sone portion of a native nulticast distribution
tree.

A second possible type of tunnel is the "multipoint" tunnel. In this
type of tunnel, packets arriving at an entry point are nornmally
encapsul ated and transported to -one- of the exit points, according
to sonme route selection al gorithm

This type of tunnel differs fromall previous types in that the
shape’ of the usual data distribution path does not match the 'shape
of the tunnel. The topology of the tunnel does not by itself define
the data transnmission function that the tunnel perforns. |Instead,
the tunnel becones a way to express sone shared property of the set
of connected tunnel endpoints. For exanple, the "tunnel" may be used
to create and enbed a | ogi cal shared broadcast network within some
larger network. In this case the tunnel endpoints are the nodes
connected to the | ogical shared broadcast network. Data traffic may
be uni cast between two such nodes, broadcast to all connected nodes,
or nmulticast between sonme subset of the connected nodes. The tunne
itself is used to define a domain in which to nanage routing and
resource managenent - essentially a virtual private network

Note that while a VPN of this formcan always be inplenented using a
mul ticast tunnel to emul ate the broadcast medium this approach will
be very inefficient in the case of wide area VPNs, and a nul ti poi nt
tunnel with appropriate control nechanisns will be preferable.

The foll owi ng paragraphs provide sone brief commentary on the use of
RSVP in these situations. Future versions of this note will provide
nmore concrete details and specifications.

Usi ng RSVP to provide resource nmanagenent over a multicast tunnel is
relatively straightforward. As in the unicast case, one or nore RSVP
sessions nmay be used, and end-to-end RSVP sessions nay be nmapped onto
tunnel RSVP sessions on a many-to-one or one-to-one basis. Unlike the
uni cast, case, however, the mapping is conplicated by RSVP s

het erogeneity semantics. If different receivers have nade different
reservation requests, it may be that the RESV nessages arriving at
the tunnel would logically nap the receiver’'s requests to different
tunnel sessions. Since the data can actually be placed into only one
session, the choice of session nmust be reconciled (nerged) to select
the one that will nmeet the needs of all applications. This requires a
relatively sinple extension to the session nmappi ng nechani sm
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Use of RSVP to support nultipoint tunnels is sonewhat nore difficult.
In this case, the goal is to give the tunnel as a whole a specific

| evel of resources. For exanple, we nmay wish to enulate a "l ogica
shared 10 nmegabit Ethernet" rather than a "logical shared Ethernet"”.
However, the problemis conplicated by the fact that in this type of
tunnel the data does not always go to all tunnel endpoints. This

i mplies that we cannot use the destination address of the
encapsul at ed packets as part of the packet classification filter
because the destination address will vary for different packets

wi thin the tunnel

This inplies the need for an extension to current RSVP session
semantics in which the Session ID (destination | P address) is used
-only- to identify the session state within network nodes, but is not
used to classify packets. Qher than this, the use of RSVP for

mul tipoint tunnels follows that of multicast tunnels. A nulticast
group is created to represent the set of nodes that are tunne
endpoi nts, and one or nore tunnel RSVP sessions are created to
reserve resources for the encapsul ated packets. In the case of a
tunnel inplenmenting a sinple VPN, it is nost likely that there wll
be one session to reserve resources for the whole VPN Each tunne
endpoint will participate both as a source of PATH nessages and a
source of (FF or SE) RESV nessages for this single session
effectively creating a single shared reservation for the entire

| ogi cal shared nedi um Tunnel endpoints MJST NOT nake wi |l dcard
reservations over multipoint tunnels.

9. Extensions to the RSVP/Routing Interface

The RSVP specification [ RFC2205] states that through the RSVP/ Routing
Interface, the RSVP daenon nust be able to learn the Iist of |oca
interfaces along with their |IP addresses. In the RSVP Tunnel s case,
the RSVP daenmon needs also to learn which of the local interface(s)
is (are) IP-in-1P tunnel (s) having the capabilities described here.
The RSVP daenon can acquire this information, either by directly
queryi ng the underlying network and physical |ayers or by using any
existing interface between RSVP and the routing protocol properly
extended to provide this infornmation.

Terzis, et al. St andards Track [ Page 21]



RFC 2746 RSVP Operation Over |P Tunnels January 2000

10.

11.

12.

13.

Security Considerations

The introduction of RSVP Tunnels raises no new security issues other
than those associated with the use of RSVP and tunnels. Regarding
RSVP, the major issue is the need to control and authenticate access
to enhanced qualities of service. This requirenent is discussed
further in [ RFC2205]. [RSVPCRYPT(O describes the nmechani smused to
protect the integrity of RSVP messages carrying the information
descri bed here. The security issues associated with IP-in-1P tunnels
are discussed in [IPINIP4] and [I|PV6GEN].

| ANA Consi derati ons
I ANA shoul d assign a C ass nunber for the NODE_CHAR object defined in
Section 3.3.2. This nunber should be in the 10bbbbbb range. The
suggested value is 128.
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