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1. Introduction

IPv6 is a new version of the I P protocol designed to nodernize |Pv4d
whi ch was designed in the 1970s. |IPv6 has a nunber of advantages over
IPv4 that will allow for future Internet growh and will sinplify IP
configuration and adninistration. |Pv6 has a | arger address space
than | Pv4, an addressi ng nodel that pronotes aggressive route
aggregation and a powerful autoconfiguration nmechanism |In time, it
is expected that Internet growth and a need for a pl ug-and-pl ay
solution will result in w despread adoption of |Pv6.
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There is expected to be a long transition period during which it wll
be necessary for IPv4 and | Pv6 nodes to coexist and comruni cate. A
strong, flexible set of IPv4-to-1Pv6 transition and coexistence
mechani sms will be required during this transition period.

The SIIT proposal [SIIT] describes a protocol translation nechanism
that allows conmunication between | Pv6-only and | Pv4-only nodes via
protocol independent translation of IPv4 and | Pv6 dat agrans,
requiring no state information for the session. The SIIT proposa
assunes that V6 nodes are assigned a V4 address for conmunicating

wi th V4 nodes, and does not specify a mechanismfor the assignnment of
t hese addresses.

NAT- PT uses a pool of V4 addresses for assignnent to V6 nodes on a
dynani c basis as sessions are initiated across V4-V6 boundaries. The
V4 addresses are assuned to be globally unique. NAT-PT with private
V4 addresses is outside the scope of this docunment and for further
study. NAT-PT binds addresses in V6 network with addresses in V4
network and vice versa to provide transparent routing [ NAT-TERM for
the datagrans traversing between address realns. This requires no
changes to end nodes and | P packet routing is conpletely transparent
[ NAT-TERM to end nodes. It does, however, require NAT-PT to track
the sessions it supports and nandates that inbound and out bound
datagrans pertaining to a session traverse the same NAT-PT router
You will note that the topology restrictions on NAT-PT are the sanme
with those described for V4 NATs in [NAT-TERM. Protocol translation
details specified in [SIIT] would be used to extend address
translation with protocol syntax/semantics translation. A detailed
applicability statenent for NAT-PT nmay be found at the end of this
docunment in section 7.

By conbining SIIT protocol translation with the dynam c address
transl ation capabilities of NAT and appropriate ALGs, NAT-PT provides
a conplete solution that would allow a | arge nunber of comonly used
applications to interoperate between | Pv6-only nodes and | Pv4-only

A fundanental assunption for NAT-PT is only to be use when no other
native I Pv6 or | Pv6 over |Pv4 tunnel ed neans of comunication is
possible. In other words the aimis to only use translation between
| Pv6 only nodes and | Pv4 only nodes, while translation between |IPv6
only nodes and the IPv4 part of a dual stack node shoul d be avoi ded
over other alternatives.

2. Term nol ogy

The majority of terns used in this document are borrowed alnost as is
from[NAT-TERM. The following lists terns specific to this document.
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2.1 Network Address Transl ation (NAT)

The term NAT in this docunent is very similar to the | Pv4 NAT
described in [ NAT-TERM, but is not identical. |IPv4 NAT transl ates
one | Pv4 address into another |Pv4 address. In this docunent, NAT
refers to translation of an I Pv4 address into an | Pv6 address and
vi ce versa

Whil e the V4 NAT [ NAT-TERM provides routing between private V4 and
external V4 address realnms, NAT in this docunment provides routing
between a V6 address real mand an external V4 address realm

2.2 NAT-PT flavors

Just as there are various flavors identified with V4 NAT in [ NAT-
TERM, the followi ng NAT-PT variations may be identified in this
docunent .

2.2.1 Traditional NAT-PT

Tradi tional - NAT-PT would all ow hosts within a V6 network to access
hosts in the V4 network. In a traditional -NAT-PT, sessions are uni-
directional, outbound fromthe V6 network. This is in contrast with
Bi -di rectional - NAT- PT, which permts sessions in both i nbound and
out bound directions.

Just as with V4 traditional -NAT, there are two variations to
tradi tional - NAT- PT, nanely Basi c- NAT- PT and NAPT- PT.

Wth Basic-NAT-PT, a block of V4 addresses are set aside for
transl ati ng addresses of V6 hosts as they originate sessions to the
V4 hosts in external domain. For packets outbound fromthe V6 donain,
the source I P address and related fields such as | P, TCP, UDP and

| CMP header checksuns are translated. For inbound packets, the
destination | P address and the checksuns as |isted above are
transl at ed.

NAPT- PT extends the notion of translation one step further by also
translating transport identifier (e.g., TCP and UDP port nunbers,

| CVMP query identifiers). This allows the transport identifiers of a
nunber of V6 hosts to be nultiplexed into the transport identifiers
of a single assigned V4 address. NAPT-PT allows a set of V6 hosts to
share a single V4 address. Note that NAPT-PT can be conbined with
Basi c- NAT- PT so that a pool of external addresses are used in
conjunction with port translation.
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For packets outbound fromthe V6 network, NAPT-PT would translate the
source | P address, source transport identifier and related fields
such as I P, TCP, UDP and | CWP header checksuns. Transport identifier
can be one of TCP/UDP port or |ICWMP query ID. For inbound packets, the
destination |IP address, destination transport identifier and the IP
and transport header checksuns are transl ated.

2.2.2 Bi-Drectional - NAT-PT

Wth Bi-directional - NAT- PT, sessions can be initiated fromhosts in
V4 network as well as the V6 network. V6 network addresses are bound
to V4 addresses, statically or dynanically as connections are
established in either direction. The nane space (i.e., their Fully
Qualified Donai n Nanes) between hosts in V4 and V6 networks is
assuned to be end-to-end unique. Hosts in V4 real maccess V6-realm
hosts by using DNS for address resolution. A DNS-ALG [ DNS-ALGE nust
be enployed in conjunction with Bi-Directional -NAT-PT to facilitate
nane to address mapping. Specifically, the DNS-ALG nust be capabl e
of translating V6 addresses in DNS Queries and responses into their
V4- address bi ndings, and vice versa, as DNS packets traverse between
V6 and V4 real ns.

2.3 Protocol Translation (PT)

PT in this docunent refers to the translation of an | Pv4 packet into
a senantically equivalent | Pv6 packet and vice versa. Protoco
translation details are described in [SIIT].

2.4 Application Level Gateway (ALG

Application Level Gateway (ALG [NAT-TERM is an application specific
agent that allows a V6 node to conmunicate with a V4 node and vice
versa. Sone applications carry network addresses in payl oads. NAT-PT
is application unaware and does not snoop the payload. ALG could work
in conjunction with NAT-PT to provide support for many such
applications.

2.5 Requirenents
The keywords MJST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD

SHOULD NOT, RECOMIVENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in [ KEYWORDS] .
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3. Traditional - NAT- PT Operation (V6 to V4)

NAT- PT of fers a straight forward sol ution based on transparent
routi ng [ NAT-TERM and address/protocol translation, allowing a |arge
nunber of applications in V6 and V4 realns to inter-operate w thout
requiring any changes to these applications.

In the followi ng paragraphs we descri be the operation of
tradi tional - NAT- PT and the way that connections can be initiated from
a host in IPv6 domain to a host in I Pv4 domain through a
tradi tional - NAT- PT
3.1 Basi c- NAT- PT Operation

[1Pv6-B] -+

+ +

[1PV6-A] - +- [ NAT-PT] -------- | 1Pv4 network |--[IPv4-C]
+ +

(pool of v4 addresses)

Figure 1: 1 Pv6 to | Pv4 conmuni cation
Node | Pv6- A has an | Pv6 address -> FEDC: BA98: : 7654: 3210
Node | Pv6-B has an | Pv6 address -> FEDC:. BA98: : 7654: 3211
Node | Pv4-C has an | Pv4 address -> 132. 146. 243. 30

NAT- PT has a pool of addresses including the |IPv4 subnet
120. 130. 26/ 24

The V4 addresses in the address pool could be allocated one-to-one to
the V6 addresses of the V6 end nodes in which case one needs as nany
V4 addresses as V6 end points. In this docunent we assune that the V6
network has | ess V4 addresses than V6 end nodes and thus dynamc
address allocation is required for at |east sone of them

Say the I Pv6 Node A wants to communicate with the 1 Pv4 Node C. Node
A creates a packet with

Sour ce Address, SA=FEDC:. BA98:: 7654: 3210 and Desti nati on
Address, DA = PREFI X::132. 146. 243. 30

NOTE: The prefix PREFI X :/96 is advertised in the stub domain by the
NAT- PT, and packets addressed to this PREFIX will be routed to the
NAT- PT. The pre-configured PREFI X only needs to be routable within
the | Pv6 stub domain and as such it can be any routable prefix that
t he network adnini strator chooses.

The packet is routed via the NAT-PT gateway, where it is translated
to | Pv4.
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If the outgoing packet is not a session initialisation packet, the
NAT- PT SHOULD al ready have stored sone state about the rel ated
session, including assigned | Pv4 address and ot her paranmeters for the
translation. |If this state does not exist, the packet SHOULD be
silently discarded.

If the packet is a session initialisation packet, the NAT-PT locally
al l ocates an address (e.g: 120.130.26.10) from its pool of
addresses and the packet is translated to | Pv4. The translation
paraneters are cached for the duration of the session and the IPv6 to
| Pv4 mapping is retained by NAT-PT

The resulting I Pv4 packet has SA=120. 130. 26.10 and DA=132. 146. 243. 30.
Any returning traffic will be recogni sed as belonging to the sane
session by NAT-PT. NAT-PT will use the state information to translate
t he packet, and the resulting addresses will be
SA=PREFI X: : 132. 146. 243. 30, DA=FEDC: BA98: : 7654: 3210. Note that this
packet can now be routed inside the | Pv6-only stub network as nornal

3.2 NAPT-PT Operation

NAPT- PT, which stands for "Network Address Port Translation +
Protocol Translation”, would allow V6 nodes to comrunicate with the
V4 nodes transparently using a single V4 address. The TCP/ UDP ports
of the V6 nodes are translated into TCP/UDP ports of the registered
V4 addr ess.

Whi | e NAT-PT support is limted to TCP, UDP and other port

mul ti pl exi ng type of applications, NAPT-PT solves a problemthat is
i nherent with NAT-PT. That is, NAT-PT would fall flat when the poo
of V4 addresses assigned for translation purposes is exhausted. Once
t he address pool is exhausted, newer V6 nodes cannot establish
sessions with the outside world anynore. NAPT-PT, on the other hand,
will allow for a maxi nrum of 63K TCP and 63K UDP sessions per |Pv4
address before having no TCP and UDP ports left to assign.

To nodify the exanple sited in figure 1, we could have NAPT-PT on the
border router (instead of NAT-PT) and all V6 addresses could be
mapped to a single v4 address 120. 130. 26. 10.

| Pv6 Node A would establish a TCP session with the | Pv4 Node C as
foll ows:

Node A creates a packet with
Sour ce Address, SA=FEDC. BA98::7654: 3210 , source TCP port = 3017 and

Destinati on Address, DA = PREFI X::132. 146. 243. 30, destination TCP
port = 23.
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When t he packet reaches the NAPT-PT box, NAPT-PT woul d assign one of
the TCP ports fromthe assigned V4 address to translate the tuple of
(Source Address, Source TCP port) as foll ows:

SA=120. 130. 26. 10, source TCP port = 1025 and
DA=132. 146. 243. 30, destination TCP port = 23.

The returning traffic from 132.146.243.30, TCP port 23 will be
recogni sed as belonging to the same session and will be translated
back to V6 as foll ows:

SA
DA

PREFI X: : 132. 146. 243. 30, source TCP port = 23;
FEDC. BA98: : 7654: 3210 , destination TCP port = 3017

I nbound NAPT- PT sessions are restricted to one server per service,
assigned via static TCP/UDP port mappi ng. For exanple, the Node
[IPv6-A] in figure 1 may be the only HTTP server (port 80) in the V6
domai n. Node [IPv4-C] sends a packet:

SA=132. 146. 243. 30, source TCP port = 1025 and
DA=120. 130. 26. 10, destination TCP port = 80

NAPT-PT will translate this packet to:

SA=PREFI X: : 132. 146. 243. 30, source TCP port = 1025
DA=FEDC:. BA98: : 7654: 3210, destination TCP port = 80

In the above exanple, note that all sessions which reach NAPT-PT with
a destination port of 80 will be redirected to the sane node [|Pv6-
Al.

4. Use of DNS-ALG for Address Assignnent

An | Pv4 address is assigned by NAT-PT to a V6 node when NAT-PT
identifies the start of session, inbound or outbound. Identification
of the start of a new inbound session is perfornmed differently than
for outbound sessions. However, the same V4 address pool is used for
assignnent to V6 nodes, irrespective of whether a session is
initiated outbound froma V6 node or initiated i nbound froma V4
node.

Pol i ci es determ ning what type of sessions are allowed and in which

direction and fronito which nodes is out of the scope of this
docunent .
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| Pv4 name to address nappings are held in the DNS with "A" records.

| Pv6 name to address nappings are at the nmonment held in the DNS with
"AAAA" records. "A6" records have al so been defined but at the tine
of witing they are neither fully standardi zed nor depl oyed.

In any case, the DNS-ALG s principle of operation described in this
section is the sane with either "AAAA" or "A6" records. The only
difference is that a name resolution using "A6" records may require
nore than one query - reply pairs. The DNS-ALG SHOULD, in that case
track all the replies in the transaction before translating an "A6"
record to an "A" record.

One of the ains of NAT-PT design is to only use translation when
there is no other nmeans of conmunication, such as native | Pv6 or sone
formof tunneling. For the follow ng discussion NAT-PT, in addition
to the I Pv4 connectivity that it has it nay al so have a native |Pv6
and/ or a tunnel ed | Pv6 connecti on.

4.1 V4 Address assignnent for incom ng connections (V4 to V6)

[DNS] - - +
[DNS] - - - --- [DNS]------- [ DNS]
[I Pv6-B] -+ |
| + +
[1Pv6-A]-+----[ NAT-PT] ------ | IPv4 network |--[IPv4-C]
+ +

(pool of v4 addresses)

Figure 2: IPv4 to I Pv6 comunication
Node | Pv6-A has an | Pv6 address -> FEDC: BA98: : 7654: 3210
Node | Pv6-B has an | Pv6 address -> FEDC: BA98: : 7654: 3211
Node | Pv4-C has an | Pv4 address -> 132. 146. 243. 30

NAT- PT has a pool of addresses including the |Pv4 subnet
120. 130. 26/ 24

In figure 2 above, when Node C s nane resolver sends a nane | ook up
request for Node A, the |l ookup query is directed to the DNS server on
the V6 network. Considering that NAT-PT is residing on the border
router between V4 and V6 networks, this request datagram would
traverse through the NAT-PT router. The DNS-ALG on the NAT-PT device
woul d nodi fy DNS Queries for A records going into the V6 donain as
follows: (Note that a TCP/UDP DNS packet is recogni sed by the fact
that its source or destination port nunber is 53)

a) For Node Nane to Node Address Query requests: Change the Query
type from"A" to "AAAA" or "AG".
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b) For Node address to Node nane query requests: Replace the
string "I N-ADDR ARPA" with the string "IP6.1INT". Replace the
V4 address octets (in reverse order) preceding the string "IN
ADDR. ARPA" with the corresponding V6 address (if there exists a
map) octets in reverse order.

In the opposite direction, when a DNS response traverses fromthe DNS
server on the V6 network to the V4 node, the DNS-ALG once again
intercepts the DNS packet and woul d:

a) Transl ate DNS responses for "AAAA" or "A6" records into "A"
records, (only translate "A6" records when the nane has
conpl etely been resol ved)

b) Replace the V6 address resolved by the V6 DNS with the V4
address internally assigned by the NAT-PT router.

If a V4 address is not previously assigned to this V6 node, NAT-PT
woul d assign one at this tinme. As an exanple say |IPv4-C attenpts to
initialise a session with node |Pv6-A by naking a nane | ookup ("A"
record) for Node-A . The name query goes to the local DNS and from
there it is propagated to the DNS server of the IPv6 network. The
DNS- ALG i ntercepts and translates the "A" query to "AAAA" or "AB"
query and then forwards it to the DNS server in the | Pv6 network
which replies as follows: (The exanpl e uses AAAA records for

conveni ence)

Node- A AAAA FEDC: BA98: : 7654: 3210,

this is returned by the DNS server and gets intercepted and
transl ated by the DNS-ALG to:

Node- A A 120. 130.26.1
The DNS- ALG al so hol ds the nmappi ng between FEDC: BA98:: 7654: 3210 and
120.130.26.1 in NAT-PT. The "A" record is then returned to Node-C.
Node-C can now initiate a session as follows:

SA=132. 146. 243. 30, source TCP port = 1025 and
DA=120.130. 26. 1, destination TCP port = 80

the packet will be routed to NAT-PT, which since it already holds a
mappi ng between FEDC. BA98:: 7654: 3210 and 120. 130.26.1 can transl ate
t he packet to:

SA=PREFI X: : 132. 146. 243. 30, source TCP port = 1025
DA=FEDC: BA98: : 7654: 3210, destination TCP port = 80

t he conmuni cati on can now proceed as nor nal
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The TTL values on all DNS resource records (RRs) passing through
NAT- PT SHOULD be set to O so that DNS servers/clients do not cache
tenporarily assigned RRs. Note, however, that due to sone buggy DNS
client inplenentations a value of 1 might in some cases work better.
The TTL val ues should be I eft unchanged for statically mapped

addr esses.

Addr ess mappi ngs for incom ng sessions, as described above, are
subj ect to denial of service attacks since one can nake nultiple
queries for nodes residing in the V6 network causing the DNS-ALG to
map all V4 addresses in NAT-PT and thus block |legitinmte incomn ng
sessions. Thus, address mappings for inconm ng sessions should tine
out to mninmse the effect of denial of service attacks.
Additionally, one |Pv4 address (using NAPT-PT, see 3.2) could be
reserved for outgoing sessions only to nmininmise the effect of such
attacks to outgoi ng sessions.

4.2 V4 Address assignnent for outgoing connections (V6 to V4)

V6 nodes |earn the address of V4 nodes fromthe DNS server in the V4
domain or fromthe DNS server internal to the V6 network. W
recomend that DNS servers internal to V6 domains maintain a mapping
of names to | Pv6 addresses for internal nodes and possibly cache
mappi ngs for sone external nodes. In the case where the DNS server in
the v6 domain contains the nmapping for external V4 nodes, the DNS
queries will not cross the V6 domain and that woul d obviate the need
for DNS-ALG i ntervention. O herw se, the queries will cross the V6
domai n and are subject to DNS-ALG intervention. W reconmend
external DNS servers in the V4 domain cache nanme mapping for externa
nodes (i.e., V4 nodes) only. Zone transfers across |IPv4 - |Pv6
boundari es are strongly di scouraged.

In the case of NAPT-PT, a TCP/ UDP source port is assigned fromthe
regi stered V4 address upon detection of each new out bound session

W saw that a V6 node that needs to communicate with a V4 node needs
to use a specific prefix (PREFIX::/96) in front of the |Pv4 address
of the V4 node. The above technique allows the use of this PREFI X

wi t hout any configuration in the nodes.

To create another exanple fromFigure 2 say Node-A wants to set up a
session with Node-C. For this Node-A starts by nmaking a nane | ook-up
("AAAA" or "AB" record) for Node-C

Since Node-C nmay have | Pv6 and/or | Pv4 addresses, the DNS-ALG on the
NAT- PT device forwards the original AAAA/ A6 query to the external DNS
system unchanged, as well as an A query for the sanme node. If an
AAAA/ A6 record exists for the destination, this will be returned to
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NAT- PT which will forward it, also unchanged, to the originating
host .

If there is an A record for Node-C the reply also returns to the

NAT- PT. The DNS-ALG then, translates the reply adding the appropriate
PREFI X and forwards it to the originating device with any |IPv6
addresses that m ght have learned. So, if the reply is

NodeC A 132.146.243.30, it is translated to
NodeC  AAAA PREFI X: : 132. 146. 243.30 or to
NodeC A6 PREFI X: : 132. 146. 243. 30

Now Node A can use this address |ike any other |Pv6 address and the
V6 DNS server can even cache it as long as the PREFI X does not
change.

An issue here is how the V6 DNS server in the V6 stub domain talks to
the V4 domain outside the V6 stub domain. Renmenber that there are no
dual stack nodes here. The external V4 DNS server needs to point to a
V4 address, part of the V4 pool of addresses, avail able to NAT-PT.
NAT- PT keeps a one-to-one nappi ng between this V4 address and the V6
address of the internal V6 DNS server. In the other direction, the V6
DNS server points to a V6 address fornmed by the | Pv4 address of the
external V4 DNS servers and the prefix (PREFI X :/96) that indicates
non | Pv6 nodes. This nmechanismcan easily be extended to acconnodate
secondary DNS servers

Note that the schene described in this section inpacts DNSSEC. See
section 7.5 of this docunent for details.

5. Protocol Translation Details

The 1 Pv4 and | CMPv4 headers are simlar to their V6 counterparts but
a nunber of field are either mssing, have different neaning or
different | ength. NAT-PT SHOULD translate all 1P/ 1 CVW headers fromv4
to v6 and vice versa in order to nake end-to-end |IPv6 to | Pv4

communi cati on possible. Due to the address translation function and
possi bl e port multipl exi ng, NAT-PT SHOULD al so nmake appropriate
adjustnents to the upper layer protocol (TCP/UDP) headers. A separate
section on FTP-ALG descri bes the changes FTP-ALG woul d nmake to FTP
payl oad as an FTP packet traverses fromV4 to V6 real mor vice versa

Protocol Translation details are described in [SIIT], but there are

some nodifications required to SIIT because of the fact that NAT-PT
al so performs Network Address Transl ation
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5.1 Translating | Pv4 headers to | Pv6 headers

This is done exactly the sane as in SIIT apart fromthe foll ow ng
fields:

Sour ce Address:
The | oworder 32 bits is the | Pv4 source address. The high-
order 96 bits is the designated PREFI X for all v4
communi cati ons. Addresses using this PREFIX will be routed
to the NAT-PT gateway (PREFIX: :/96)

Desti nati on Address:
NAT- PT retai ns a nmappi ng between the | Pv4 destination
address and the | Pv6 address of the destination node. The
| Pv4 destination address is replaced by the | Pv6 address
retained in that mapping.

5.2 Translating | Pv6 headers to | Pv4 headers

This is done exactly the same as in SIIT apart fromthe Source
Addr ess which should be deternined as foll ows:

Sour ce Address:
The NAT-PT retains a mappi ng between the | Pv6 source address
and an | Pv4 address fromthe pool of |Pv4 addresses
avai l abl e. The |1 Pv6 source address is replaced by the | Pv4
address retained in that nmapping.

Destinati on Address:
| Pv6 packets that are transl ated have a destinati on address
of the form PREFI X::1Pv4/96. Thus the | ow order 32 bits of
the | Pv6 destination address is copied to the |Pv4
destination address.

5.3 TCP/ UDP/ | CMP Checksum Updat e
NAT- PT retai ns mappi ng between | Pv6 address and an | Pv4 address from
t he pool of |Pv4 addresses available. This mapping is used in the
transl ati on of packets that go through NAT-PT.

The foll owi ng sub-sections describe TCP/ UDP/I CMP checksum updat e
procedure in NAT-PT, as packets are translated fromV4 to V6 and vice
versa.
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5.3.1 TCP/ UDP/ | CVP Checksum Update fromIPv4 to | Pv6

UDP checksunms, when set to a non-zero val ue, and TCP checksum SHOULD
be recalculated to reflect the address change fromv4 to v6. The

i ncrenment al checksum adj ust ment al gorithm may be borrowed from [ NAT].
In the case of NAPT-PT, TCP/UDP checksum shoul d be adjusted to
account for the address and TCP/ UDP port changes, going fromV4 to V6
addr ess.

When the checksum of a V4 UDP packet is set to zero, NAT-PT MJST
eval uate the checksumin its entirety for the V6-transl ated UDP
packet. If a V4 UDP packet with a checksum of zero arrives in
fragments, NAT-PT MJUST await all the fragnents until they can be
assenbl ed into a single non-fragnented packet and eval uate the
checksum prior to forwarding the translated V6 UDP packet.

| CMPv6, unlike | CMPv4, uses a pseudo- header, just |ike UDP and TCP
during checksum conputation. As a result, when the | CMPv6 header
checksumis conputed [SIIT], the checksum needs to be adjusted to
account for the additional pseudo-header. Note, there nmay al so be
adjustnents required to the checksum due to changes in the source and
destination addresses (and changes in TCP/UDP/ICWP identifiers in the
case of NAPT-PT) of the payload carried within | CWP

5.3.2 TCP/ UDP/ | CVP Checksum Update fromIPv6 to | Pv4

TCP and UDP checksunms SHOULD be recal cul ated to reflect the address
change fromv6 to v4. The increnmental checksum adjustnent al gorithm
may be borrowed from [NAT]. In the case of NAPT-PT, TCP/ UDP checksuns
shoul d be adjusted to account for the address and TCP/ UDP port
changes, going from V6 to V4 addresses. For UDP packets, optionally,
t he checksum may sinply be changed to zero.

The checksum cal cul ation for a V4 | CMP header needs to be derived
fromthe V6 | CVWP header by running the checksum adj ustnment al gorithm
[ NAT] to renove the V6 pseudo header fromthe conputation. Note, the
adjustnent nust additionally take into account changes to the
checksum as a result of updates to the source and destination
addresses (and transport ports in the case of NAPT-PT) nade to the
payl oad carried within | CVP

6. FTP Application Level Gateway (FTP-ALG Support
Because an FTP control session carries, in its payload, the IP
address and TCP port information for the data session, an FTP-ALG i s

required to provide application |level transparency for this popul ar
Internet application
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In the FTP application running on a | egacy V4 node, argunents to the
FTP PORT conmmand and argunents in PASV response(successful) include
an | P V4 address and a TCP port, both represented in ASCI| as

h1, h2, h3, h4, p1, p2. However, [FTP-1PV6] suggests EPRT and EPSV comrand
extensions to FTP, with an intent to eventually retire the use of
PORT and PASV conmands. These extensions may be used on a V4 or V6
node. FTP-ALG facilitating transparent FTP between V4 and V6 nodes,
wor ks as foll ows.

6.1 Payl oad nodifications for V4 originated FTP sessions

A V4 host may or may not have the EPRT and EPSV command extensi ons
inmplenmented in its FTP application. If a V4 host originates the FTP
session and uses PORT or PASV command, the FTP-ALG will translate

t hese commands into EPRT and EPSV commands respectively prior to
forwarding to the V6 node. Likew se, EPSV response from V6 nodes will
be translated into PASV response prior to forwarding to V4 nodes.

The format of EPRT and EPSV conmands and EPSV response may be
specified as foll ows[ FTP-1 PV6].

EPRT<space><d><net - prt ><d><net - addr ><d><t cp- por t ><d>
EPSV<space><net - prt >

(or)
EPSV<space>ALL

Format of EPSV response(Positive): 229 <text indicating
ext ended passive nmpbde> (<d><d><d><tcp-port><d>)

PORT command froma V4 node is translated into EPRT command, by
setting the protocol <net-prt> field to AF #2 (1 PV6) and translating
the V4 host Address (represented as hl,h2,h3,h4) into its NAT-PT
assigned V6 address in string notation, as defined in [VBADDR] in the
<net-addr> field. TCP port represented by pl,p2 in PORT conmand nust
be specified as a decimal <tcp-port> in the EPRT command. Furt her,
<tcp-port> translation may al so be required in the case of NAPT-PT.
PASV command froma V4 node is be translated into a EPSV comand with
the <net-prt> argunment set to AF #2. EPSV response froma V6 node is
translated i nto PASV response prior to forwarding to the target V4
host .

If a V4 host originated the FTP session and was using EPRT and EPSV
commands, the FTP-ALG will sinply translate the paraneters to these
commands, w thout altering the conmands thensel ves. The protoco
Number <net-prt> field will be translated fromAF #1 to AF #2.
<net-addr> will be translated fromthe V4 address in ASCII to its
NAT- PT assigned V6 address in string notation as defined in [ VEBADDR].
<tcp-port> argunment in EPSV response requires translation only in the
case of NAPT-PT
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6.2 Payl oad nodifications for V6 originated FTP sessi ons

If a V6 host originates the FTP session, however, the FTP-ALG has two
approaches to pursue. In the first approach, the FTP-ALG wi |l |eave
the conmand strings "EPRT" and "EPSV' unaltered and sinply translate
the <net-prt>, <net-addr> and <tcp-port> argunents fromV6 to its
NAT- PT (or NAPT-PT) assigned V4 information. <tcp-port> is translated
only in the case of NAPT-PT. Sane goes for EPSV response from V4
node. This is the approach we recomrend to ensure forward support for
RFC 2428. However, with this approach, the V4 hosts are nmandated to
have their FTP application upgraded to support EPRT and EPSV
extensions to allow access to V4 and V6 hosts, alike.

In the second approach, the FTP-ALG will translate the comrand
strings "EPRT" and "EPSV' and their paranmeters fromthe V6 node into
their equival ent NAT-PT assigned V4 node info and attach to "PORT"
and "PASV' commands prior to forwarding to V4 node. Likew se, PASV
response fromV4 nodes is translated into EPSV response prior to
forwarding to the target V6 nodes. However, the FTP-ALG woul d be
unable to translate the command "EPSV<space>ALL" issued by V6 nodes.
In such a case, the V4 host, which receives the comrand, may return
an error code indicating unsupported function. This error response
may cause many RFC 2428 conpliant FTP applications to sinply fail,
because EPSV support is nandated by RFC 2428. The benefit of this
approach, however, is that is does not inpose any FTP upgrade

requi renents on V4 hosts.

6.3 Header updates for FTP control packets

Al'l the payload transl ations considered in the previous sections are
based on ASCI| encoded data. As a result, these translations may
result in a change in the size of packet.

If the new size is the sane as the previous, only the TCP checksum
needs adjustnent as a result of the payload translation. |If the new
size is different fromthe previous, TCP sequence nunbers should al so
be changed to reflect the change in the length of the FTP contro
session payload. The | P packet length field in the V4 header or the

| P payload length field in the V6 header should al so be changed to
reflect the new payload size. Atable is used by the FTP-ALG to
correct the TCP sequence and acknow edgenent nunbers in the TCP
header for control packets in both directions.

The table entries should have the source address, source data port,
destinati on address and destination data port for V4 and V6 portions
of the session, sequence nunber delta for outbound control packets
and sequence nunber delta for inbound control packets.
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The sequence nunber for an outbound control packet is increased by

t he out bound sequence nunber delta, and the acknow edgenment numnber
for the same outbound packet is decreased by the inbound sequence
nunber delta. Likew se, the sequence nunber for an inbound packet is
i ncreased by the inbound sequence nunber delta and the

acknow edgenent nunber for the sane i nbound packet is decreased by

t he out bound sequence nunber delta.

7. NAT-PT Limtations and Future Wrk

Al limtations associated to NAT [ NAT-TERM are al so associated to
NAT-PT. Here are the nost inportant of themin detail, as well as
some uni que to NAT-PT

7.1 Topology linmtations

There are limtations to using the NAT-PT translation nethod. It is
mandatory that all requests and responses pertaining to a session be
routed via the sane NAT-PT router. One way to guarantee this would be
to have NAT-PT based on a border router that is unique to a stub
domai n, where all |P packets are either originated fromthe donain or
destined to the domain. This is a generic problemwith NAT and it is
fully described in [ NAT- TERM .

Note, this linmtation does not apply to packets originating from or
directed to dual -stack nodes that do not require packet translation
This is because in a dual -stack set-up, IPv4 addresses inplied in a
V6 address can be identified fromthe address format PREFI X :X.y.z.w
and a dual -stack router can accordingly route a packet between v4 and
dual - stack nodes without tracking state information

This should al so not affect I1Pv6 to | Pv6 conmuni cation and in fact
only actually use translati on when no other means of comunication is
possi ble. For exanpl e NAT-PT may al so have a native | Pv6 connection
and/ or sone kind of tunneled |IPv6 connection. Both of the above
connections should be preferred over translation when possible. The
above nmakes sure that NAT-PT is a tool only to be used to assi st
transition to native IPv6 to | Pv6 communication

7.2 Protocol Translation Limtations
A nunber of IPv4 fields have changed neaning in I Pv6 and translation
is not straightforward. For exanple, the option headers senmantics and

syntax have changed significantly in IPv6. Details of IPv4 to |Pv6
Protocol Translation can be found in [SIIT].
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7.3 I npact of Address Translation

Since NAT-PT performs address translation, applications that carry
the I P address in the higher layers will not work. In this case
Application Layer Gateways (ALG need to be incorporated to provide
support for those applications. This is a generic problemw th NAT
and it is fully described in [ NAT-TERM .

7.4 Lack of end-to-end security

One of the nost inportant limtations of the NAT-PT proposal is the
fact that end-to-end network | ayer security is not possible. Al so
transport and application |layer security may not be possible for
applications that carry | P addresses to the application layer. This
is an inherent linmtation of the Network Address Transl ation
function.

I ndependent of NAT-PT, end-to-end | PSec security is not possible
across different address realns. The two end-nodes that seek | PSec
network | evel security nust both support one of |Pv4 or |Pve6.

7.5 DNS Transl ati on and DNSSEC

The schene described in section 4.2 involves translation of DNS
messages. It is clear that this schene can not be deployed in
conmbination with secure DNS. |.e., an authoritative DNS nane server
in the V6 domain cannot sign replies to queries that originate from
the V4 world. As a result, an V4 end-node that denands DNS replies
to be signed will reject replies that have been tanpered with by
NAT- PT.

The good news, however, is that only servers in V6 domain that need
to be accessible fromthe V4 world pay the price for the above
limtation, as V4 end-nodes nay not access V6 servers due to DNS
replies not being signed.

Al so note that zone transfers between DNS-SEC servers within the sanme

V6 network are not inpacted.

Clearly, with DNS SEC depl oynment in DNS servers and end- host
resol vers, the schene suggested in this docunent would not worKk.

8. Applicability Statenent
NAT- PT can be a valuable transition tool at the border of a stub
networ k that has been depl oyed as an | Pv6 only network when it is

connected to an Internet that is either V4-only or a conbination of
V4 and V6.
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10.

NAT-PT, in its sinplest form w thout the support of DNS-ALG

provi des one way connectivity between an | Pv6 stub donmain and the

I Pv4 world neaning that only sessions initialised by | Pv6 nodes
internal to the I Pv6 stub domain can be translated, while sessions
initiated by |Pv4 nodes are dropped. This nakes NAT-PT a usefu
tool to IPv6 only stub networks that need to be able to maintain
connectivity with the |1Pv4d world without the need to depl oy servers
visible to the I Pv4 world.

NAT- PT conbined w th a DNS-ALG provides bi-directional connectivity
bet ween the I Pv6 stub domain and the I1Pv4 world allowi ng sessions to
be initialised by I1Pv4 nodes outside the IPv6 stub domain. This
makes NAT- PT useful for 1 Pv6 only stub networks that need to deploy
servers visible to the I Pv4 world.

Some applications count on a certain degree of address stability for
their operation. Dynam c address reuse by NAT-PT might not be
agreeabl e for these applications. For hosts running such address
critical applications, NAT-PT nay be configured to provide static
address mappi ng between the host’s V6 address and a specific V4
address. This will ensure that address related changes by NAT-PT do
not become a significant source of operational failure.

Security Considerations

Section 7.4 of this docunment states that end-to-end network and
transport layer security are not possible when a session is
intercepted by a NAT-PT. Also application |ayer security may not be
possi ble for applications that carry I P addresses in the application
| ayer.

Section 7.5 of this docunent states that the DNS-ALG can not be
depl oyed in conbination with secure DNS

Finally, all of the security considerations described in [ NAT- TERM
are applicable to this docunent as well.

REFERENCES
[DNS-ALG Srisuresh, P., Tsirtsis, G, Akkiraju, P. and A
Hef f ernan, "DNS extensions to Network Address Transl ators
(DNS_ALG ", RFC 2694, Septenber 1999.

[ DNSSEC] East |l ake, D., "Domain Nanme System Security Extensions"
RFC 2065, March 1999.

[FTP-1PV6] Allman, M, Gstermann, S. and C. Metz, "FTP Extensions for
| Pv6 and NATs", RFC 2428, Septenber 1998.

Tsirtsis & Srisuresh St andards Track [ Page 19]



RFC 2766

[ KEYWORDS]

[ NAT]

[ NAT- TERM

[SIIT]

[ TRANS]

[ V6ADDR]

NAT- PT February 2000

Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

Egevang, K. and P. Francis, "The I P Network Address
Transl ator (NAT)", RFC 1631, My 1994.

Srisuresh, P. and M Hol drege, "IP Network Address
Transl ator (NAT) Termi nol ogy and Consi derations", RFC
2663, August 1999.

Nordmark, E., "Stateless IP/ICWP Translator (SIIT)", RFC
2765, February 2000.

Glligan, R and E. Nordmark, "Transition Mechani sns for
| Pv6 Hosts and Routers", RFC 1933, April 1996.

H nden, R and S. Deering, "IP Version 6 Addressing
Architecture", RFC 2373, July 1998.

Aut hors’ Addr esses

Ceorge Tsi

rtsis

I nternet Futures
B29 Room 129

BT Adastral Park
IPSWCH | P5 3RE

Engl and

Phone: +44 181 8260073

Fax: +44 181 8260073

EMai | : george.tsirtsis@t.com

EMail (alternative): gtsirt@otmail.com

Pyda Srisuresh

630 Al der
M pitas,
U S A

Drive
CA 95035

Phone: (408) 519-3849
EMai | : srisuresh@ahoo. com

Tsirtsis & Srisuresh St andards Track [ Page 20]



RFC 2766 NAT- PT February 2000

Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Tsirtsis & Srisuresh St andards Track [ Page 21]



