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Status of this Meno

This meno defines an Experinental Protocol for the Internet
community. It does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenment are requested.
Distribution of this nenp is unlinited.

Copyright Notice
Copyright (C) The Internet Society (2000). Al Rights Reserved.
| ESG Not e

Thi s docunent specifies an experinmental M B. Readers, inplenenters
and users of this MB should be aware that in the future the | ETF may
charter an | ETF Working Group to devel op a standards track MB to
address the sane problem space that this MB addresses. It is quite
possi bl e that an inconpati ble standards track MB may result from
that effort.

Abst r act

This meno defines an experinental portion of the Managenent
Informati on Base (M B) for use with network managenent protocols in
the Internet comunity. |In particular, it defines a textua
convention for doing Diffie-Hel man key agreenent key exchanges and a
set of objects which extend the usmJserTable to pernit the use of a
DH key exchange in addition to the key change nmethod described in
[12]. In otherwords, this MB adds the possibility of forward secrecy
to the USM nodel. It also defines a set of objects that can be used
to kick start security on an SNWPv3 agent when the out of band path

i s aut henticated, but not necessarily private or confidential

The KeyChange textual convention described in [12] pernmits secure key
changes, but has the property that if a third-party has know edge of
the original key (e.g. if the agent was nmanufactured with a standard
default key) and could capture all SNWP exchanges, the third-party
woul d know the new key. The Diffie-Hel man key change descri bed here
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limts know edge of the new key to the agent and t he manager maki ng
the change. In otherwords, this process adds forward secrecy to the
key change process.

The recommendation in [12] is that the usnmUserTabl e be popul ated out
of band - e.g. not via SNWP. |If the nunber of agents to be

configured is small, this can be done via a console port and
manual ly. |f the nunber of agents is large, as is the case for a
cabl e nodem system the manual approach doesn’t scale well. The

conmbi nati on of the two nmechani snms specified here - the DH key change
mechani sm and the DH key ignition nmechanism- allows nanagabl e use
of SNMPv3 USMin a systemof mllions of devices.

This neno specifies a MB nodule in a manner that is conpliant to the
SNMP SMv2[5][6][7]. The set of objects is consistent with the SNW
framework and exi sting SNMP standards and is intended for use with
the SNWPv3 User Security Model M B and other security related M Bs.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [16].

This meno is a private subm ssion by the author, but is applicable to
the SNWPv3 working group within the Internet Engineering Task Force.
Comments are solicited and shoul d be addressed to the the author.
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1. The SNWP Managenent Framewor k The SNWVP Managenent Framewor k
presently consists of five nmmjor conponents:

0 An overall architecture, described in RFC 2271 [1].
0 Mechani sns for describing and nam ng objects and events for the

pur pose of managenent. The first version of this Structure of
Managenment Information (SM) is called SMvl and described in STD
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16, RFC 1155 [2], STD 16, RFC 1212 [3] and RFC 1215 [4]. The
second version, called SMv2, is described in STD 58, RFC 2578
[5], STD 58, RFC 2579 [6] and STD 58, RFC 2580 [7].

0 Message protocols for transferring managenent information. The
first version of the SNWP nessage protocol is called SNMPvl and
described in STD 15, RFC 1157 [8]. A second version of the SNWP
message protocol, which is not an Internet standards track
protocol, is called SNMWPv2c and described in RFC 1901 [9] and RFC
1906 [10]. The third version of the nmessage protocol is called
SNWPv3 and described in RFC 1906 [10], RFC 2272 [11] and RFC 2274
[12].

o] Prot ocol operations for accessing nanagenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [8]. A second set of protocol
operations and associated PDU formats is described in RFC 1905
[13].

o0 A set of fundanental applications described in RFC 2273 [14] and
t he vi ew based access control nmechani sm described in RFC 2275
[ 15].

Managed objects are accessed via a virtual information store, terned
the Managenent Infornmation Base or MB. bjects in the MB are
defined using the nmechani sns defined in the SM.

This meno specifies a MB nodule that is conpliant to the SMv2. A

M B conformng to the SMvl can be produced through the appropriate
transl ations. The resulting translated MB nust be senmantically
equi val ent, except where objects or events are onm tted because no
translation is possible (use of Counter64). Sone machi ne readabl e
information in SMv2 will be converted into textual descriptions in
SM vl during the transl ation process. However, this | oss of machine
readabl e information is not considered to change the semantics of the
M B.

1.1. Structure of the MB

This MB is structured into three groups and a single textua
conventi on:

o} The DHKeyChange textual convention defines the process for
changing a secret key value via a Diffie-Hel man key exchange.

0 The usnDHPubl i cObj ects group contains a single object which

describes the public Diffie-Hel man paraneters required by any
i nstance of a DHKeyChange typed object.
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o} The usnDHUser KeyTabl e augnents and extends the usmser Tabl e
defined in the SNMPv3 User-based Security Mdel MB [12] by
provi di ng objects which pernmt the updating of the Authentication
and Privacy keys for a rowin this table through the use of a
D ffie-Hel man key exchange.

o} The usnDHKi ckst art Tabl e provi des a nechani sm for a nanagenent
station to be able to agree upon a set of authentication and
confidentiality keys and their associated rowin the
usmJser Tabl e.

Theory of Qperation
1. Diffie-Helman Key Changes

Upon row creation (in the usmJserTable), or object change (either of
the object in the usnDHUser KeyTabl e or its associated value in the
usnlser Tabl e), the agent generates a random nunber. Fromthis random
nunber, the agent uses the DH paranmeters and transforns to derive a
DH public value which is then published to the associated M B obj ect.
The managenent station reads one or nore of the objects in the
usnDHUser KeyTabl e to get the agent’s DH public val ues.

The managenent station generates a random nunber, derives a DH public
val ue fromthat random nunber (as described in the DHKeyChange
Textual Convention), and does an SNWP SET agai nst the object in the
usnDHUser KeyTabl e. The set consists of the concatenation of the
agent’s derived DH public value and the nmanager’s derived DH public
val ue (to ensure the DHKeyChange object hasn’'t otherw se changed in
the nmeanti ne).

Upon successful conpletion of the set, the underlying key
(authentication or confidentiality) for the associated object in the
usniJser Tabl e i s changed to a key derived fromthe DH shared secret.
Both the agent and the managenent station are able to calculate this
val ue based on their know edge of their own random nunber and the
other’s DH public nunber.

2. Diffie-Helman Key Ignition

[12] recomends that the usnser Tabl e be popul ated out of band, for
exanple - manually. This works reasonably well if there are a snal
nunber of agents, or if all the agents are using the sane key
material, and if the device is physically accessible for that action
It does not scale very well to the case of possibly nmillions of
devices located in thousands of |ocations in hundreds of markets in
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multiple countries. In other words, it doesn't work well with a
cabl e nodem system and may not work all that well with other |arge-
scal e consuner broadband | P of ferings.

The met hods described in the objects under the usnDHKi ckstart G oup
can be used to populate the usniUserTable in the circunstances where
you may be able to provide at least limted integrity for the

provi sioni ng process, but you can’t guarantee confidentiality. In
addition, as a side effect of using the DH exchange, the operationa
USM keys for each agent will differ fromthe operational USM keys for
every other device in the system ensuring that conproni se of one
devi ce does not conprom se the system as a whol e.

The vendor who inplenents these objects is expected to provide one or
nmore usnBecurityNanmes which nap to a set of accesses defined in the
VACM [ 15] tables. For exanple, the vendor may provide a 'root’ user
who has access to the entire device for read-wite, and ’'operator’
user who has access to the network specific nonitoring objects and
can al so reset the device, and a ’'custoner’ user who has access to a
subset of the nonitoring objects which can be used to help the
customer debug the device in conjunction with custoner service

guesti ons.

To use, the system nanager (the organization or individual who own
the group of devices) generates one or nore random nunbers - R The
manager derives the DH Public Nunbers R fromthese random numnbers,
associ ates the public nunbers with a security name, and configures
the agent with this association. The configuration would be done
either manually (in the case of a small nunber of devices), or via
sonme sort of distributed configuration file. The actual nmechanismis
out side the scope of this docunent. The agent in turn generates a
random nunber for each name/ nunmber pair, and publishes the DH Public
Nunmber derived fromits random nunber in the usnDHKi ckstart Tabl e
along with the manager’s public nunber and provi ded security nane.

Once the agent is initialized, an SNMP Manager can read the contents
of the usnDHKi ckstart Table using the security nane of 'dhKickstart
with no authentication. The nanager |ooks for one or nore entries in
this table where it knows the random nunber used to derive the
usnDHKi ckst art Mgr Publ i ¢ nunber. G ven the manager’s know edge of the
private random nunmber, and the usnDHKi ckstart MyPublic nunber, the
manager can cal cul ate the DH shared secret. Fromthat shared secret,
it can derive the operational authentication and confidentiality keys
for the usnmiserTabl e row which has the matching security name. G ven
the keys and the security name, the nmanager can then use normal USM
mechani sms to access the remai nder of the agent’s M B space.
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3. Definitions

SNWVP- USM DH OBJECTS-M B DEFI NI TIONS ::= BEG N
| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE,
-- OBJECT- I DENTI TY,
experinental, |Integer32
FROM SNWPv2- SM
TEXTUAL- CONVENTI ON
FROM SNWPv2- TC
MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWVPv2- CONF
usnmser Entry
FROM SNWP- USER- BASED- SM M B
SnnpAdmi nStri ng
FROM SNWVP- FRAVEWORK- M B;

snnpUsnDHObj ect sM B MODULE- | DENTI TY

LAST- UPDATED "200003060000Z" -- 6 March 2000, M dni ght

ORGANI ZATI ON " Exci t e@Hone"
CONTACT- | NFO " Aut hor: M ke StJohns
Post al : Excite@one
450 Br oadway

Redwood City, CA 94063
Emai |l . stjohns@orp. hore. net

Phone: +1-650-556-5368"

DESCRI PTI ON

March 2000

"The managenent information definitions for providing forward

secrecy for key changes for the usniJserTabl e,

and for providing a

nmet hod for 'kickstarting’ access to the agent via a Diffie-Hel nman

key agreenent."

REVI SI ON "200003060000Z"
DESCRI PTI ON

"Initial version published as RFC 2786."

::={ experinmental 101 } -- | ANA DHKEY- CHANGE 101

Adm ni strative assignnments

usnmDHKeyObj ect s OBJECT | DENTI FIER :: = { snmpUsnDHObj ectsM B 1 }
usnDHKey Conf or mance OBJECT | DENTI FIER :: = { snmpUsnDHObj ectsM B 2 }

St.

Textual conventions
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DHKeyChange :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Upon initialization, or upon creation of a row containing an
object of this type, and after any successful SET of this value, a
CET of this value returns 'y’ where y = g"xa MOD p, and where g is
the base from usnDHParaneters, p is the prinme from
usnmDHPar anet ers, and xa is a new random i nteger selected by the
agent in the interval 27(l1-1) <= xa < 2"l < p-1. I’ is the
optional privateVal ueLength from usnDHParaneters in bits. [If "I’
is omtted, then xa (and xr below) is selected in the interval 0
<= xa < p-1. vy is expressed as an OCTET STRING 'PV' of length 'k’
whi ch satisfies

k
y = SUM 27(8(k-i)) PV
i=1
where PV1,...,PVk are the octets of PV fromfirst to |ast, and

where PV1 <> 0.

A successful SET consists of the value 'y’ expressed as an OCTET
STRI NG as above concatenated with the value 'z’ (expressed as an
OCTET STRING i n the sane nanner as y) where z = g*xr MOD p, where
g, p and | are as above, and where xr is a new random i nteger

sel ected by the manager in the interval 27°(1-1) <= xr < 27 <
p-1. A SET to an object of this type will fail with the error
wrongVal ue if the current 'y’ does not match the 'y’ portion of
the value of the varbind for the object. (E g. GET yout, SET
concat(yin, z), yout <> yin).

Note that the private values xa and xr are never transmtted from
manager to device or vice versa, only the values y and z.

Qobvi ously, these values nmust be retained until a successful SET on
t he associ ated obj ect.

The shared secret 'sk’ is calculated at the agent as sk = z*"xa MOD
p, and at the manager as sk = y*xr MOD p.

Each object definition of this type MIST describe how to map from
the shared secret "sk’ to the operational key value used by the
protocol s and operations related to the object. In general, if n
bits of key are required, the author suggests using the n
right-nost bits of the shared secret as the operational key value."
REFERENCE

"-- Diffie-Hell man Key- Agreenent Standard, PKCS #3;

RSA Laboratories, Novenber 1993"

SYNTAX OCTET STRI NG
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Diffie Hell man public val ues

usnmDHPubl i cObj ect s OBJECT | DENTIFIER ::= { usnDHKeyChj ects 1 }

usnmDHPar anet ers OBJECT- TYPE

SYNTAX OCTET STRI NG
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The public Diffie-Hellman paranmeters for doing a Diffie-Hellmn
key agreenment for this device. This is encoded as an ASN. 1
DHPar anmet er per PKCS #3, section 9. E. g.

DHPar anmet er ::= SEQUENCE {
prine | NTEGER, --p
base | NTEGER, -- g

privat evVal ueLength | NTEGER OPTI ONAL }

| mpl enentors are encouraged to use either the values from

Cakley Goup 1 or the values of from GCakley Goup 2 as specified
in RFC-2409, The Internet Key Exchange, Section 6.1, 6.2 as the
default for this object. Oher values may be used, but the
security properties of those values MJST be well understood and
MUST neet the requirenents of PKCS #3 for the selection of
Diffie-Hellman prines.

In addition, any tinme usnDHParaneters changes, all val ues of
type DHKeyChange wi |l change and new random nunbers MJST be
generated by the agent for each DHKeyChange object."

REFERENCE
"-- Diffie-Hell man Key- Agreement Standard, PKCS #3,
RSA Laboratories, Novenmber 1993
-- The Internet Key Exchange, RFC 2409, Novenber 1998,
Sec 6.1, 6.2"
;.= { usnDHPublicObjects 1 }

usnDHUser KeyTabl e OBJECT- TYPE

St.

SYNTAX SEQUENCE OF UsnDHUser KeyEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This tabl e augnments and extends the usniJser Tabl e and provi des
4 objects which exactly mirror the objects in that table with the
textual convention of 'KeyChange’'. This extension allows key
changes to be done in a manner where the know edge of the current
secret plus know edge of the key change data exchanges (e.g. via
wiretapping) wll not reveal the new key."
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::= { usnDHPublicObjects 2 }

usnDHUser KeyEnt ry OBJECT- TYPE
SYNTAX UsnDHUser KeyEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A row of DHKeyChange objects which augnment or replace the
functionality of the KeyChange objects in the base table row "
AUGMVENTS { usniserEntry }
::= {usnmDHUser KeyTable 1 }

UsnDHUser KeyEntry :: = SEQUENCE {
usnDHUser Aut hKeyChange DHKey Change,
usnDHUser OmAut hKeyChange DHKey Change,
usnDHUser Pri vKeyChange DHKey Change,
usnDHUser OmnPr i vKeyChange DHKeyChange
}

usnmDHUser Aut hKeyChange OBJECT- TYPE
SYNTAX DHKeyChange
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The object used to change any given user’s Authentication Key
using a Diffie-Hellman key exchange.

The right-nost n bits of the shared secret 'sk’, where 'n’ is the
nunber of bits required for the protocol defined by

usnlser Aut hProtocol, are installed as the operational

aut hentication key for this row after a successful SET."

::= { usnDHUser KeyEntry 1 }

usnDHUser OmAut hKeyChange OBJECT- TYPE
SYNTAX DHKeyChange
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The object used to change the agents own Authentication Key
using a Diffie-Hellman key exchange.

The right-nost n bits of the shared secret "sk’, where 'n’ is the
nunber of bits required for the protocol defined by

usmser Aut hProt ocol, are installed as the operational

aut hentication key for this row after a successful SET."

::= { usnDHUser KeyEntry 2 }

usnDHUser Pri vKeyChange OBJECT- TYPE
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SYNTAX DHKeyChange
MAX- ACCESS r ead- create
STATUS current
DESCRI PTI ON
"The object used to change any given user’s Privacy Key using
a Diffie-Hell man key exchange.

The right-nost n bits of the shared secret 'sk’, where 'n’ is the
nunber of bits required for the protocol defined by

usnmiJser PrivProtocol, are installed as the operational privacy key
for this row after a successful SET."

;.= { usnDHUser KeyEntry 3 }

usnmDHUser OmnPri vKeyChange OBJECT- TYPE

SYNTAX DHKeyChange
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The object used to change the agent’s own Privacy Key using a
Diffie-Hell man key exchange.

The right-nost n bits of the shared secret 'sk’, where 'n’ is the
nunber of bits required for the protocol defined by

usniJser PrivProtocol, are installed as the operational privacy key
for this row after a successful SET."

::= { usnDHUser KeyEntry 4 }

usnDHKi ckst art G oup OBJECT | DENTI FI ER :: = { usnDHKeyObj ects 2 }
usnDHKi ckst art Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF UsnDHKi ckstartEntry

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

St.

"A tabl e of mappings between zero or nore Diffie-Hel man key
agreenent val ues and entries in the usniserTable. Entries in this
table are created by providing the associated device with a
Diffie-Hel man public value and a usmser Nanme/ usmJser Securi t yNane
pair during initialization. How these values are provided is
out side the scope of this MB, but could be provided manual ly, or
through a configuration file. Valid public value/nane pairs
result in the creation of arowin this table as well as the
creation of an associated row (with keys derived as indicated) in
t he usniJser Tabl e. The actual access the rel ated usnSecurityNane
has is dependent on the entries in the VACMtables. |n general,
an inplenmentor will specify one or nore standard security nanes
and will provide entries in the VACMtabl es granting various
| evel s of access to those nanes. The actual content of the VACM
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table is beyond the scope of this MB.

Note: This table is expected to be readabl e wi thout authentication
usi ng the usniUser SecurityNane ' dhKickstart’. See the confornmance
statements for details.”

::={ usnDHKi ckstartGroup 1 }

usnDHKi ckstart Entry OBJECT- TYPE

SYNTAX UsnDHKi ckstart Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry in the usnDHKi ckstart Table. The agent SHOULD either
delete this entry or mark it as inactive upon a successful SET of
any of the KeyChange-typed objects in the usmJserEntry or upon a
successful SET of any of the DHKeyChange-typed objects in the
usnDhKeyChangeEntry where the rel ated usnecurityNane (e.g. row of
usniser Tabl e or row of ushDhKeyChangeTable) equals this entry’'s
usnDhKi ckst art SecurityNanme. |n otherwords, once you've changed
one or nore of the keys for a row in usniserTable with a
particul ar security name, the rowin this table with that same
security name is no | onger useful or neaningful.”

I NDEX { usnDHKi ckstartlndex }
i = {usnDHKi ckstart Table 1 }

UsnmDHKi ckstartEntry ::= SEQUENCE ({
usnDHKi ckst art | ndex I nt eger 32,
usnDHKi ckst art MyPublic OCTET STRI NG
usnDHKi ckst art Mgr Publ i ¢ OCTET STRI NG

usnDHKi ckst art Securi t yName SnnpAdmi nStri ng
}
usnDHKi ckst art | ndex OBJECT- TYPE
SYNTAX Integer32 (1..2147483647)
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"I ndex value for this row"
::={ usnDHKi ckstartEntry 1 }

usnDHKi ckst art MyPubl i ¢ OBJECT- TYPE

SYNTAX OCTET STRI NG
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The agent’s Diffie-Hellman public value for this row At
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initialization, the agent generates a random nunber and derives
its public value fromthat nunber. This public value is published
here. This public value 'y’ equals g*r MOD p where g is the from
the set of Diffie-Hellman paraneters, p is the prine fromthose
paraneters, and r is a randominteger selected by the agent in the
interval 2"(l1-1) <=r <p-1<2*. If | is unspecified, thenr is
a randominteger selected in the interval 0 <= r < p-1

The public value is expressed as an OCTET STRING ' PV of length
"k’ which satisfies

k
y = SUM 27(8(k-i)) PV
i =1
where PV1,...,PVk are the octets of PV fromfirst to |last, and

where PV1 ! = 0.

The following DH paraneters (Qakley group #2, RFC 2409, sec 6.1,
6.2) are used for this object:

2
FFFFFFFF FFFFFFFF CO0FDAA2 2168C234 C4C6628B 80DC1CD1
29024E08 8A67CC74 020BBEA6 3B139B22 514A0879 8E3404DD
EF9519B3 CD3A431B 302B0A6D F25F1437 4FE1356D 6D51C245
E485B576 625E7EC6 F44C42E9 A637ED6B OBFF5CB6 F406B7ED
EE386BFB 5A899FA5 AE9F2411 7CAB1FE6 49286651 ECE65381
FFFFFFFF FFFFFFFF
| =1024
REFERENCE
"-- Diffie-Hell man Key- Agreenment Standard, PKCS#3vl. 4;
RSA Laboratories, Novenber 1993
-- The Internet Key Exchange, RFC2409;
Harkins, D., Carrel, D.; Novenber 1998"
;.= { usnDHKi ckstartEntry 2 }

g
p

usnDHKi ckst art Mgr Publ i ¢ OBJECT- TYPE
SYNTAX OCTET STRI NG
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The manager’s Diffie-Hellman public value for this row Note

that this value is not set via the SNWP agent, but may be set via
some out of band nethod, such as the device's configuration file.
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The manager calculates this value in the same nmanner and using the
sanme paraneter set as the agent does. E.g. it selects a random
nunber 'r’, calculates y = g*r nod p and provides 'y’ as the
public number expressed as an OCTET STRING  See

usnDHKi ckst art MyPublic for details.

When this object is set with a valid value during initialization
arowis created in the usnserTable with the follow ng val ues

usniJser Engi nel D | ocal Engi nel D

usniJser Nane [val ue of usnDHKi ckstart SecurityNane]
usnlser Securi t yNane [val ue of usnDHKi ckstart SecurityNane]
usmuser d oneFr om Zer oDot Zer o

usmser Aut hPr ot ocol usmHVACMD5AuUt hPr ot oco

usniJser Aut hKeyChange -- derived fromset val ue

usniJser OmAut hKeyChange -- derived fromset val ue

usniJser Pri vPr ot ocol usnDESPr i vPr ot oco

usniJser Pri vKeyChange -- derived fromset val ue

usnlser OmPri vKeyChange -- derived fromset val ue

usniJser Publ i c v

usmser St or ageType per manent

usmJser St at us active

A shared secret 'sk’ is calculated at the agent as sk =

ngr Public”r nod p where r is the agents random nunber and p is the
DH prime fromthe comon paraneters. The underlying privacy key
for this rowis derived fromsk by applying the key derivation
function PBKDF2 defined in PKCS#5v2.0 with a salt of 0xd1310ba6,
and iterationCount of 500, a keyLength of 16 (for

usnDESPri vProtocol ), and a prf (pseudo random function) of
"id-hmacWt hSHAL' .  The underlying authentication key for this row
is derived fromsk by applying the key derivation functi on PBKDF2
with a salt of 0x98dfb5ac , an interation count of 500, a
keyLength of 16 (for usnHVACS5Aut hProtocol), and a prf of
"id-hmacWthSHAL'. Note: The salts are the first two words in the
ksO [key schedul e 0] of the BLOWFI SH ci pher from ' Applied

Crypt ography’ by Bruce Schnier - they could be any relatively
random string of bits.

The manager can use its know edge of its own random nunber and the
agent’s public value to kickstart its access to the agent in a
secure nmanner. Note that the security of this approach is
directly related to the strength of the authorization security of
the out of band provisioning of the managers public val ue

(e.g. the configuration file), but is not dependent at all on the
strength of the confidentiality of the out of band provisioning
data."

REFERENCE
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"-- Password-Based Cryptography Standard, PKCS#5v2. 0;
RSA Laboratories, March 1999
-- Applied Cryptography, 2nd Ed.; B. Schneier,
Count er pane Systens; John Wley & Sons, 1996"
::={ usnDHKi ckstartEntry 3 }

usnDHKi ckst art Securit yNanme OBJECT- TYPE

SYNTAX SnnpAdmi nString
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The usnlJser Nane and usnlJser SecurityNane in the usmser Tabl e
associated with this row This is provided in the same manner and
at the sane tine as the usnDHKi ckstart Mgr Public val ue -

e.g. possibly manually, or via the device's configuration file."
::={ usnDHKi ckstartEntry 4 }

-- Conformance | nfornmation

usnDHKeyM BConpl i ances OBJECT | DENTI FI ER : :
usnDHKeyM BG oups OBJECT | DENTI FI ER ::

{ usnDHKeyConf ornmance 1 }
{ usnDHKeyConf or nance 2 }

-- Compliance statenents

usnDHKeyM BConpl i ance MODUL E- COVPLI ANCE

STATUS current

DESCRI PTI ON
"The conpliance statenent for this nodule."

MODULE
GROUP usnDHKeyM BBasi cG oup
DESCRI PTI ON
"This group MAY be inplenmented by any agent which
i mpl ements the usmJser Tabl e and which wi shes to provide the
ability to change user and agent authentication and privacy
keys via Diffie-Hell man key exchanges."”

GROUP usnDHKeyPar anta oup
DESCRI PTI ON

"This group MJST be inpl enented by any agent which
i npl ements a M B contai ning the DHKeyChange Text ual
Convention defined in this nodule.”

GROUP usnDHKeyKi ckst art Group
DESCRI PTI ON
"This group MAY be inplenmented by any agent which
i mpl ements the usmJser Tabl e and which wi shes the ability to
popul ate the USM tabl e based on out - of - band provi ded DH
i gnition val ues.
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Any agent inplenenting this group is expected to provide
preinstalled entries in the vacmtables as follows:

In the usmUserTable: This entry allows access to the
system and dhKi ckstart groups

March 2000

usnlser Engi nel D

usnser Nane

usniJser Securit yName
usmJser d oneFrom
usniJser Aut hPr ot ocol
usnlser Aut hKeyChange
usnlser OmAut hKeyChange
usniJser Pri vPr ot ocol
usmser Pri vKeyChange
usniJser OmPri vKeyChange
usniJser Publ i c

usnser St or ageType
usniJser St at us

In the vacnBecurityToG oupTabl e:

user into the accessible

vacnBSecuri t yModel
vacnBecurit yNane
vacna oupNane

vacnBecurityToG oupSt or ageType

vacnBecurityToG oupSt at u
In the vacmAccessTab

vacna oupNane
vacmAccessCont ext Prefi x
vacmAccessSecuri t yModel
vacmAccessSecuritylLevel
vacmAccessCont ext Mat ch
vacmAccessReadVi ewNane
vacmAccessWi t eVi ewNane
vacmAccessNoti fyVi ewName
vacmAccessSt or ageType
vacmAccessSt at us

In the vacnVi ewTr eeFani | yTabl e:

initial entry to access

vacnVi ewTr eeFani | yVi ewNane

vacnVi ewlr eeFani | ySubtre
vacnVi ewTr eeFam | yMask

St. Johns Ex

| ocal Engi nel D
"dhKi ckstart’
"dhKi ckstart’
Zer oDot Zer o
none

none

per manent
active

This maps the initial
obj ect s.

3 (UsM

"dhKi ckstart’
"dhKi ckstart’
per manent

S active

|l e: Group nane to view nane translation.

"dhKi ckstart’

3 (Usm

noAut hNoPri v

exact

"dhKi ckRestri ct ed’
"dhKi ckRestri ct ed’
per manent

active

Two entries to allow the
the system and ki ckstart groups.

'd
1.

Ki c
. 6.

Restricted’

h k
e 3 1.2.1.1 (system
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vacnVi ewTr eeFani | yType 1

vacnVi ewTr eeFani | ySt or ageType per manent

vacnVi ewTr eeFani | ySt at us active

vacnVi ewlr eeFani | yVi ewNane " dhKi ckRestri ct ed’

vacnVi ewTr eeFani | ySubtr ee (usnDHKi ckstart Tabl e O D)
vacnVi ewTr eeFami | yMask v

vacnVi ewTr eeFani | yType 1

vacnVi ewTr eeFani | ySt or ageType per manent

vacnVi ewTr eeFani | ySt at us active

OBJECT usnDHPar anet er s
M N- ACCESS read-only
DESCRI PTI ON
"It is conpliant to inplenent this object as read-only for
any device."

;.= { usnDHKeyM BConpl i ances 1 }
-- Units of Conpliance

usnDHKeyM BBasi cGr oup OBJECT- GROUP

OBJECTS {
usnDHUser Aut hKeyChange,
usnDHUser OmAut hKeyChange,
usnDHUser Pri vKeyChange,
usnDHUser OmnPr i vKeyChange

}
STATUS current
DESCRI PTI ON

::= { usnDHKeyM BG oups 1 }

usnDHKey Par am& oup OBJECT- GROUP

OBJECTS {
usnDHPar anet er s
}
STATUS current
DESCRI PTI ON

"The mandatory object for all MBs which use the DHKeyChange
textual convention."
;.= { usnDHKeyM BGr oups 2 }

usnDHKeyKi ckst art G oup OBJECT- GROUP
OBJECTS {
usnDHKi ckst art MyPubl i c,
usnDHKi ckst art Mgr Publ i c,
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usnDHKi ckst art Securi t yName

}
STATUS current
DESCRI PTI ON
"The objects used for kickstarting one or nore SNWPv3 USM
associations via a configuration file or other out of band,
non-confidential access."
.= { usnDHKeyM BG oups 3 }

END
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5. Security Considerations

bj ects in the usnDHUser KeyTabl e shoul d be considered to have the
sane security sensitivity as the objects of the KeyChange type in
usniJser Tabl e and shoul d be afforded the sanme | evel of protection.
Specifically, the VACM should not grant nore or |ess access to these
objects than it grants to the usniser Tabl e KeyChange obj ect.

The i nmproper selection of paraneters for use with Diffie-Hellnan key
changes may adversely affect the security of the agent. Please see
the body of the MB for specific recomendati ons or requirenments on
the selection of the DH paraneters.
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St.

An unaut henti cated DH exchange is subject to "nman-in-the-mddle"
attacks. The use of the DH exchange in any specific environnment
shoul d bal ance risk versus threat.

Good security froma DH exchange requires a good source of random
nunbers. |If your application cannot provide a reasonabl e source of
randommess, do not use a DH exchange. For nore infornmation, see
"Randommess Recommendations for Security" [19].

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
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m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF's procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copi es of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt made to
obtain a general |icense or permission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.
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copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
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9.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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