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Abstr act

This meno descri bes RSA and DSA key and signature encoding, and
bi nary key encoding for version 2 of the KeyNote trust-nanagenent
system

1. Introduction

KeyNote is a sinple and flexible trust-nmanagenent system designed to
work well for a variety of large- and small-scal e |Internet-based
applications. It provides a single, unified | anguage for both | oca
policies and credentials. KeyNote policies and credentials, called
‘assertions’, contain predicates that describe the trusted actions
permtted by the holders of specific public keys. KeyNote assertions

are essentially small, highly-structured programs. A signed
assertion, which can be sent over an untrusted network, is also
called a ‘credential assertion’'. Credential assertions, which al so

serve the role of certificates, have the sane syntax as policy
assertions but are also signed by the principal delegating the trust.
For nore details on KeyNote, see [BFIK99]. This docunment assunes
reader famliarity with the KeyNote system

Crypt ographi ¢ keys may be used in KeyNote to identify principals. To
facilitate interoperation between different inplenentations and to
allow for maximal flexibility, keys nust be converted to a normalized
canoni cal form (depended on the public key al gorithmused) for the
pur poses of any internal conparisons between keys. For exanple, an
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2.

RSA [ RSA78] key nay be encoded in base64 ASCI| in one credential, and
in hexadecinmal ASCI| in another. A KeyNote inplenentation nust
internally convert the two encodings to a normalized formthat allows
for conparison between them Furthernore, the internal structure of
an encoded key must be known for an inplenmentation to correctly
decode it.

In sone applications, other types of values, such as a passphrase or
a random nonce, may be used as principal identifiers. Wen these
identifiers contain characters that nmay not appear in a string (as
defined in [BFIK99]), a sinple ASCII encoding is necessary to all ow
their use inside KeyNote assertions. Note that if the identifier
only contains characters that can appear in a string, it nmay be used
as-is. Naturally, such identifiers may not be used to sign an
assertion, and thus no related signature encoding is defined.

Thi s docunment specifies RSA and DSA [ DSA94] key and signature
encodi ngs, and binary key encodi ngs for use in KeyNote.

Key Normalized Fornmns

2.1 DSA Key Normalized Form

DSA keys in KeyNote are identified by four val ues:

- the public value, y
- the p paraneter
- the q paraneter
- the g paraneter

Where the y, p, q, and g are the DSA paraneters corresponding to the
notation of [Sch96]. These four val ues together make up the DSA key
normal i zed formused in KeyNote. All DSA key conparisons in KeyNote
occur between nornmalized forns.

2.2 RSA Key Normalized Form

RSA keys in KeyNote are identified by two val ues:

- the public exponent
- the nodul us

These two val ues together nmake up the RSA key normalized formused in
KeyNote. All RSA key conparisons in KeyNote occur between nornalized
forns.
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2.3 Binary ldentifier Nornmalized Form

The normalized formof a Binary lIdentifier is the binary identifier’'s
data. Thus, Binary ldentifier conparisons are essentially binary-
string conparisons of the ldentifier values.

3. Key Encoding
3.1 DSA Key Encoding

DSA keys in KeyNote are encoded as an ASN1 SEQUENCE of four ASNL
| NTEGER obj ects. The four | NTEGER objects are the public value and
the p, g, and g paraneters of the DSA key, in that order

For use in KeyNote credentials, the ASN1 SEQUENCE is then ASClI -
encoded (e.g., as a string of hex digits or base64 characters).

DSA keys encoded in this way in KeyNote nust be identified by the
"dsa- XXX: " al gorithm name, where XXX is an ASCI| encoding ("hex" or
"base64"). O her ASCI|I encoding schenes may be defined in the
future.

3.2 RSA Key Encodi ng

RSA keys in KeyNote are encoded as an ASN1 SEQUENCE of two ASNL
| NTEGER obj ects. The two | NTEGER obj ects are the public exponent and
t he nmodul us of the DSA key, in that order

For use in KeyNote credentials, the ASN1 SEQUENCE is then ASClI -
encoded (e.g., as a string of hex digits or base64 characters).

RSA keys encoded in this way in KeyNote nust be identified by the
"rsa- XxXX:" al gorithm name, where XXX is an ASCI| encoding ("hex" or
"base64"). O her ASCI|I encodi ng schenes may be defined in the
future.

3.3 Binary ldentifier Encoding

Binary ldentifiers in KeyNote are assuned to have no interna
encodi ng, and are treated as a sequence of binary digits. The Binary
Identifiers are ASCI|-encoded, simlarly to RSA or DSA keys.

Bi nary ldentifiers encoded in this way in KeyNote nust be identified
by the "binary-XXX:" al gorithm nane, where XXX is an ASClI| encodi ng
("hex" or "base64"). Oher ASCI| encoding schenmes may be defined in
the future.
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4. Signature Conputation and Encodi ng
4.1 DSA Signature Conputation and Encodi ng

DSA signatures in KeyNote are conputed over the assertion body
(starting fromthe beginning of the first keyword, up to and
including the newine character inmediately before the "Signature:"
keyword) and the signature algorithmnane (including the trailing
colon character, e.g., "sig-dsa-shal-base64:")

DSA signatures are then encoded as an ASN1 SEQUENCE of two ASNL
| NTEGER obj ects. The two | NTEGER objects are the r and s values of a
DSA signature [Sch96], in that order.

For use in KeyNote credentials, the ASN1 SEQUENCE is then ASClI -
encoded (as a string of hex digits or base64 characters).

DSA signatures encoded in this way in KeyNote nust be identified by
the "sig-dsa- XXX-YYY:" algorithmnane, where XXX is a hash function
nane ("shal", for the SHALl [ SHAl-95] hash function is currently the
only hash function that may be used with DSA) and YYY is an ASCl
encodi ng ("hex" or "base64").

4.2 RSA Signature Conputation and Encodi ng

RSA signatures in KeyNote are conputed over the assertion body
(starting fromthe beginning of the first keyword, up to and

i ncluding the newine character inmediately before the "Signature:"
keyword) and the signature algorithmnane (including the trailing
colon character, e.g., "sig-rsa-shal-base64:")

RSA signatures are then encoded as an ASN1 OCTET STRI NG obj ect,
cont ai ni ng the signature val ue.

For use in KeyNote credentials, the ASN1 OCTET STRING is then ASCII -
encoded (as a string of hex digits or base64 characters).

RSA signatures encoded in this way in KeyNote nust be identified by
the "sig-rsa-XXX-YYY:" algorithmnane, where XXX is a hash function
nane ("nd5" or "shal", for the MD5 [Riv92] and SHA1l [ SHA1-95] hash
al gorithnms respectively, may be used with RSA) and YYY is an ASCI
encodi ng ("hex" or "base64").

4.3 Binary Signature Conputation and Encodi ng
Binary ldentifiers are unstructured sequences of binary digits, and

are not associated with any cryptographic algorithm Thus, they may
not be used to validate an assertion
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5.

Security Considerations

Thi s docunent discusses the format of RSA and DSA keys and signatures
and of Binary principal identifiers as used in KeyNote. The security
of KeyNote credentials utilizing such keys and credentials is
directly dependent on the strength of the related public key
algorithnms. On the security of KeyNote itself, see [BFIK99].

| ANA Consi der ati ons

Per [BFIK99], IANA should provide a registry of reserved al gorithm
identifiers. The following identifiers are reserved by this docunent
as public key and binary identifier encodings:

- "rsa- hex"

- "rsa-base64"

- "dsa- hex"

- "dsa- base64"

- "binary- hex"

- "binary-base64"

The following identifiers are reserved by this docunent as signature
encodi ngs:

- "sig-rsa-md5- hex"

- "sig-rsa-nd5- base64"
- "sig-rsa-shal- hex"

- "sig-rsa-shal-base64"
- "sig-dsa-shal- hex"

- "sig-dsa-shal-base64"

Note that the double quotes are not part of the algorithm
i dentifiers.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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