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Abst r act
This docunent lists the design principles, scope, and requirenents
for the XML Digital Signature specification. It includes requirenents
as they relate to the signature syntax, data nodel, fornat,
crypt ographi c processing, and external requirenents and coordination.
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1. Introduction

The XML 1.0 Reconmmendation [ XM.] describes the syntax of a class of
data objects called XM. docunents. The mission of this working group
is to develop a XML syntax used for representing signatures on
digital content and procedures for conputing and verifying such
signatures. Signatures will provide data integrity, authentication,
and/ or non-repudi ability.
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This docunent |ists the design principles, scope, and requirenents
over three things: (1) the scope of work available to the W5 (2) the
XML signature specification, and (3) applications that inplenment the
specification. It includes requirenents as they relate to the
signature syntax, data nodel, format, cryptographic processing, and
external requirenents and coordination. Those things that are
required are designated as "nust", those things that are optional are
designated by "may", those things that are optional but recomended
are desi gnated as "shoul d".

2. Design Principles and Scope

1. The specification nust describe howto sign digital content, and
XML content in particular. The XM. syntax used to represent a
signature (over any content) is described as an XM. Si gnature.

[ Charter]

2. XML Signatures are generated froma hash over the canonical form
of a signature manifest. (In this docunent we use the term
mani fest to nean a collection of references to the objects being
signed. The specifications may use the ternms nmanifest, package or
other terms differently fromthis docunent while still neeting
this requirenment.) The manifest nust support references to Wb
resources, the hash of the resource content (or its canonicalized
form, and (optionally) the resource content type. [Brown,

Li st (Sol 0)] Wb resources are defined as any digital content that

can be addressed using the syntax of XLink |ocator [XLink]).

3. The neaning of a signature is sinple: The XM Signature syntax
associ ates the content of resources listed in a manifest with a
key via a strong one-way transfornmation
1. The XM. Signature syntax nust be extensible such that it can

support arbitrary application/trust senmantics and assertion
capabilities -- that can al so be signed.
[ Charter (Requi rement 1&4), List(Bugbee, Sol 0)]

2. The W is not chartered to specify trust semantics, but syntax
and processing rul es necessary for comunicating signature
validity (authenticity, integrity and non-repudi ation).
[Charter(Requirenentl)] At the Chairs’ discretion and in order
to test the extensibility of the syntax, the W5 nmay produce
non-critical -path proposal s defining common senantics (e.g.
mani f est, package, timestanps, endorsenent, etc.) relevant to
si gned assertions about Wb resources in a schema definition
[ XML, RDF] or link type definition [XLink].

Comrent: A nore formal definition of a signed resource is bel ow

The notation is "definition(inputs):constraints" where definition

eval uates as true for the given inputs and specified constraints.

si gned-resource(URl - of -resource, content, key, signature): (there
was some protocol nessage at a specific time such that "CET(URI -
of -resource) = content"”) AND (sign-doc(content, key, sig))
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sign-doc(content, key, signature): signature is the value of a
strong one-way transformation over content and key that yields
content integrity/validity and/or key non-repudiability

4. The specification nust not specify methods of confidentiality
t hough the Wbrking Group may report on the feasibility of such
work in a future or rechartered activity. [List(Bugbee)]

5. The specification nust only require the provision of key
i nformati on essential to checking the validity of the
cryptographi c signature. For instance, identity and key recovery
i nformati on m ght be of interest to particular applications, but
they are not within the class of required information defined in
this specification. [List(Reagle)]

6. The specification nust define or reference at | east one nethod of
canoni cal i zi ng and hashing the signature syntax (i.e., the
mani f est and signature blocks). [Gslo] The specification nust not
speci fy methods of canonicalizing resource content [Charter],
though it may specify security requirements over such nethods.
[Gsl 0] Such content is normalized by specifying an appropriate
content Cl4N (canonicalization) algorithm[DOVHASH, XM.-Cl4N].
Applications are expected to normalize application specific
semantics prior to handing data to a XM. Signature application or
specify the necessary transformations for this process within the
signature. [Charter]

7. XML Signature applications nust be conformant with the
specifications as follows:

1. XM.- nanmespaces [ XM.- nanespaces] within its own signature
syntax. Applications may choose C14N al gorithms which do or do
not process namespaces within XM. content. For instance, sone
Cl14N al gorithnms may opt to renove all nanespace decl arati ons,
others may rewite nanespace declarations to provide for
context independent declarations within every el enent.

2. XLink [XIink] within its own signature syntax. For any resource
identification beyond sinple URIs (w thout fragnent |Ds) or
fragment| Ds, applications nmust use XLink |ocators to reference
si gned resources. Signature applications nmust not enbed or
expand XLink references in signed content, though applications
may choose C14N al gorithns which provide this feature

3. XM.-Pointers [XPointer] within its own signature syntax. If
applications reference/select parts of XM. docunents, they nust
use XM.-Pointer within an XLink locator. [W5list(1)]

The WG may specify security requirenments that constrain the

operation of these dependencies to ensure consistent and secure

signature generation and operation. [Gsl o]
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XM. Si gnatures nust be devel oped as part of the broader Wb design
phi | osophy of decentralization, UR's, Wb data,

nmodul arity/layering/extensibility, and assertions as statements
about statements. [Berners-Lee, WbData] In this context, existing
cryptographic provider (and infrastructure) primtives should be

t aken advantage of. [List(Solo)]

3. Requirenents

3.1 Signature Data Mdel and Syntax

1

2.

Reagl e

XM. Signature data structures nust be based on the RDF data node

[ RDF] but need not use the RDF serialization syntax. [Charter]

XM. Signatures apply to any resource addressable by a l|ocator --

i ncl udi ng non- XML content. XM. Signature referents are identified
with XML |l ocators (URIs or fragnents) within the mani fest that
refer to external or internal resources (i.e., network accessible
or within the same XM. docunent/ package). [Berners-Lee, Brown,

Li st (Vincent), W5, XFDL]

XM. Signatures nmust be able to apply to a part or totality of a
XML docunent. [Charter, Brown] Comment: A related requirenent
under consideration is requiring the specification to support the
ability to indicate those portions of a document one signs via
excl usion of those portions one does not wish to sign. This
feature allows one to create signatures that have docunent closure
[List(Boyer(1l)], retain ancestor information, and retain el enent
order of non-continuous regions that nmust be signed. W are
considering inplenenting this requirenent via (1) a specia

<dsi g: excl ude> el ement, (2) an exclude |list acconpanying the
resource locator, or (3) the XM.-Fragnent or XPointer
specifications -- or a requested change to those specifications if
the functionality is not available. See List(Boyer(1,2)) for
further discussion of this issue.

Multiple XM. Signatures nust be able to exist over the static
content of a Web resource given varied keys, content
transformations, and al gorithm specifications (signature, hash
canoni calization, etc.). [Charter, Brown]

XM. Signatures are first class objects thensel ves and consequently
must be able to be referenced and signed. [Berners-Lee]

The specification nmust permt the use of varied digital signature
and nessage authentication codes, such as symmetric and asymmetric
aut henti cation schenes as well as dynanic agreenent of keying
material. [Brown] Resource or algorithmidentifier are a first

cl ass objects, and nust be addressable by a URI. [Berners-Lee]

XML Si gnatures nmust be able to apply to the original version of an
i ncl uded/ encoded resource. [W5-list (Brown/Hines)]
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3.2 Format

1. An XML Signature nust be an XM. el enent (as defined by production
39 of the XM.1.0 specification. [XM])

2. WWen XM signatures are placed within a docunent the operation
nmust preserve (1) the docunent’s root elenent tag as root and (2)
the root’s descendancy tree except for the addition of signature
el ement (s) in places permitted by the docunent’s content nodel
For exanple, an XML form when signed, should still be
recogni zable as a XM_ formto its application after it has been
si gned. [W5- sunmmary]

3. XML Signature nust provide a nechanismthat facilitates the
producti on of conposite docunents -- by addition or deletion --
whi |l e preserving the signature characteristics (integrity,
aut henti cation, and non-repudiability) of the consituent parts.
[Charter, Brown, List(Bugbee)]

4. An inportant use of XML Signatures will be detached Wb

signatures. However, signatures may be enbedded within or
encapsul ate XML or encoded content. [Charter] This W5 nust specify
a sinple nethod of packagi ng and encapsulation if no WBC
Recommendation is avail abl e.

3.3 Cryptography and Processing

1

The specification nust permt arbitrary cryptographic signature
and nessage authentication algorithns, symetric and asymretric
aut henti cati on schenmes, and key agreenment nethods. [ Brown]

The specification nmust specify at |east one mandatory to inpl enment
si gnature canoni cal i zati on, content canonicalization, hash, and
signature al gorithm

In the event of redundant attributes within the XM. Signhature
syntax and rel evant cryptographic blobs, XM. Signature
applications prefer the XML Signature semantics. Coment: Anot her
possibility is that an error should be generated, however it isn’t
where a conflict will be flagged between the various function and
application layers regardl ess.

The signature design and specification text nust not pernit

i mpl enenters to erroneously build weak inplenentations susceptible
to conmon security weaknesses (such as as downgrade or al gorithm
substitution attacks).

3.4 Coordination

1

Reagl e

The XML Signature specification should neet the requirenents of
the follow ng applications:

1. Internet Open Trading Protocol v1.0 [| OTP]

2. Financial Services Mark Up Language v2.0 [Charter]

3. At least one forns application [XFA XFDL]
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2. To ensure that all requirenments within this docunent are

adequat el y addressed, the XM. Signature specification nust be

revi ewed by a designated nenber of the foll owi ng comunities:

1. XML Syntax Working Goup: canonicalization dependenci es.

[ Charter]
XM. Li nking Working Group: signature referents. [Charter]
XML Scherma Working Group: signature schema design. [Charter]
Met adat a Coordi nati on Group: data nodel design. [Charter]
WBC Internationalization Interest Goup: [AC Review
XML Package Working Group: signed content in/over packages.
. XML Fragnent Working Goup: signing portions of XML content.
Conmment : Menbers of the WG are very interested in signing and
processing XM. fragnents and packaged conponents. Boyer asserts
that [ XM.-fragnent] does not "identify non-contiguous portions of
a docunent in such a way that the relative positions of the
connected conponents is preserved". Packaging is a capability
critical to XM. Signature applications, but it is clearly
dependent on clear trust/semantic definitions, package application
requi renents, and even cache-like application requirenents. It is
not clear how this work will be addressed.

Nookwn

4. Security Considerations

This docunent lists XML Digital Signature requirenents as they relate
to the signature syntax, data nodel, fornat, cryptographic
processing, and external requirenments and coordination. In that
context much of this document is about security.
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