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Abst r act

The goals of the work to "internationalize" Internet protocols

i nclude providing all users of the Internet with the capability of
using their own | anguage and its standard character set to express

t hensel ves, wite nanmes, and to navigate the network. This inpacts
the donmain nanes visible in e-mail addresses and so many of today’s
URLs used to locate information on the Wrld Wde Wb, etc. However,
domai n nanes are used by Internet protocols that are used across
nati onal boundaries. These services nust interoperate worl dw de, or
we risk isolating conponents of the network from each other al ong

| ocal e boundaries. This type of isolation could inpede not only
communi cati ons anmong peopl e, but opportunities of the areas involved
to participate effectively in e-comerce, distance |earning, and
other activities at an international scale, thereby retarding
econoni ¢ devel opnent .

There are several proposals for internationalizing domain nanes,
however it it is still to be deterni ned whether any of themwl|
ensure this interoperability and gl obal reach whil e addressing

Vi si bl e-nane representation. Sone of them obviously do not. This
docunent does not attenpt to review any specific proposals, as that
is the work of the Internationalized Donmain Nane (IDN) Working G oup
of the IETF, which is tasked with evaluating themin consideration of
the continued gl obal network interoperation that is the deserved
expectation of all Internet users.
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This docunent is a statenent by the Internet Architecture Board. It
is not a protocol specification, but an attenpt to clarify the range
of architectural issues that the internationalization of domain nanes
faces.

1. A Definition of Success

The Internationalized Domain Names (I DN) Working Group i s one
component of the | ETF s continui ng conprehensive effort to

i nternationalize | anguage representation facilities in the protocols
that support the global functioning of the Internet.

In keeping with the principles of rough consensus, running code,
architectural integrity, and in the interest of ensuring the gl oba
stability of the Internet, the | AB enphasizes that all solutions
proposed to the (IDN) Wrking Goup will have to be eval uated not
only on their individual technical features, but also in ternms of

i mpact on existing standards and operations of the Internet and the
total effect for end-users: solutions nust not cause users to becone
nore isolated fromtheir gl obal neighbors even if they appear to
solve a local problem |In sonme cases, existing protocols have
limtations on allowable characters, and in other cases

i npl ement ati ons of protocols used in the core of the Internet (beyond
i ndi vi dual organi zations) have in practice not inplenented all the
requi site options of the standards.

2. Technical Challenges within the Dormai n Nanme System ( DNS)

In many technical respects, the IDN work is not different from any
other effort to enable nmultiple character set representations in
textual elenents that were traditionally restricted to English

| anguage characters

One aspect of the challenge is to decide how to represent the nanes
users want in the DNS in a way that is clear, technically feasible,
and ensures that a nane always neans the sane thing. Severa
proposal s have been suggested to address these issues.

These issues are being outlined in nore detail in the IDN W5 s
evol ving draft requirenents docunent; further discussion is deferred
to the W6 and its docunents.

3. Integrating with Current Realities
Nevert hel ess, issues faced by the | DN working group are conpl ex and
intricately intertwined with other operational conponents of the

Internet. A key challenge in evaluating any proposed solution is the
anal ysis of the inpact on existing critical operational standards
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whi ch use fully-qualified donmain nanmes [ RFC1034], or sinply host
names [ RFC1123]. Standards-changes can be effected, but the best
path forward is one that takes into account current realities and
(re)depl oynent latencies. In the Internet’s global context, it is not
enough to update a few isolated systens, or even npbst of the systens
in a country or region. Deploynent nust be nearly universal in order
to avoid the creation of "islands" of interoperation that provide
users with | ess access to and connection fromthe rest of the world.

These are not esoteric or ephenmeral concerns. Some specific issues
have already been identified as part of the IDN W5 s efforts. These
include (but are not Iinted to) the foll ow ng exanpl es.

3.1 Domai n Nanes and E-mai l

As indicated in the IDN W5 s draft requirenents document, the issue
goes beyond standardi zati on of DNS usage. Electronic mail has |ong
been one of the nobst-used and nost inportant applications of the
Internet. Internet e-nmail is also used as the bridge that permits
the users of a variety of local and proprietary nail systens to
conmuni cate. The standard protocols that define its use (e.g., SMIP
[ RFC821, RFC822] and M ME [ RFC2045]) do not permt the full range of
characters allowed in the DNS specification. Certain characters are
not allowed in e-mail address domain portions of these
specifications. Sonme nmailers, built to adhere to these
specifications, are known to fail when on nail having non- ASCl
domain names in its address -- by discarding, msrouting or damagi ng
the mail. Thus, it’'s not possible to sinply switch to

i nternationalized domai n names and expect global e-mail to continue
to work until nobst of the servers in the world are upgraded.

3.2 Donain Names and Routing

At a lower level, the Routing Policy Specification Language (RPLS)

[ RFC2622] nakes use of "named objects"” -- and inherits object nam ng
restrictions fromol der standards ([RFC822] for the sane e-nai
address restrictions, [RFCL034] for hostnanes). This neans that
until routing registries and their protocols are updated, it is not
possible to enter or retrieve network descriptions utilizing

i nternationalized domai n nanes

3.3 Domai n Nanes and Networ k Managenent

Al so, the Sinple Network Managenment Protocol (SNWP) uses the textua
representation defined in [RFC2579]. While that specification does
al | ow for UTF-8-based domai n names, an informal survey of depl oyed

i npl enment ati ons of software libraries being used to build SNWP-
conpliant software uncovered the fact that few (if any) inplenent it.
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This may cause inability to enter or display correct data in network
managenent tools, if such nanes are internationalized domai n nanes.

3.4 Domain Nanmes and Security

Critical conponents of Internet public key technol ogi es (PKI X,
[ RFC2459], I KE [ RFC2409]) rely heavily on identification of servers
(hostnanes, or fully qualified domain nanes) and users (e-nil
addresses). Failure to respect the character restrictions in these

protocols will inmpact security tools built to use them-- Transport
Layer Security protocol (TLS, [RFC2246]), and |Psec [ RFC2401] to nane
t wo.

Failure nay not be obvious. For exanple, in TLS, it is common usage
for a server to display a certificate containing a donai n name
purporting to be the domain nanme of the server, which the client can
then match with the server nane he thought he used to reach the
servi ce.

Unl ess conpari son of domain nanmes is properly defined, the client nmay
either fail to match the domain nane of a legitinmate server, or natch
incorrectly the domain nane of a server performng a man-in-the-

m ddl e attack. Either failure could enable attacks on systens that
are now i npossible or at least far nore difficult.

4. Concl usi on

It is therefore clear that, although there are nany possible ways to
assign internationalized nanes that are conpatible with today’ s DNS
(or a version that is easily-deployable in the near future), not al
of themare conpatible with the full range of necessary networking
tools. \When designing a solution for internationalization of donain
names, the effects on the current Internet nust be carefully

eval uated. Sone types of solutions proposed would, if put into effect
i medi atel y, cause Internet comunications to fail in ways that would
be hard to detect by and pose problens for those who depl oy the new
services, but also for those who do not; this would have the effect
of cutting those who deploy themoff fromeffective use of the

I nternet.

The I DN W5 has been identified as the appropriate forumfor
i dentifying and di scussing solutions for such potenti al
interoperability issues.

Experience with depl oynent of other protocols has indicated that it
will take years before a new protocol or enhancenment is used all over
the Internet. So far, the I DN W5 has benefited from proposed
solutions fromall quarters, including organizations hoping to
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| AB

provi de services that address visible-nane representation and
registration -- continuing this process with the aimof getting a
singl e, scal able and depl oyable solution to this problemis the only
way to ensure the continued global interoperation that is the
deserved expectation of all Internet users.

Security Considerations

In general, assignment and use of nanes does not raise any special
security problems. However, as noted above, sone existing security
mechani snms are reliant on the current specification of domain nanes
and nay not be expected to work, as is, with Internationalized donain
nanes. Additionally, deploynent of non-standard systens (e.g., in
response to current pressures to address national or regiona
characterset representation) might result in nanme strings that are
not gl obally unique, thereby opening up the possibility of "spoofing"
hosts from one domain in another, as described in [RFC2826].
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9. Full Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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