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To remain a gl obal network, the Internet requires the existence of a
gl obal I y uni que public nanme space. The DNS nanme space is a

hi erarchi cal nane space derived froma single, globally unique root.
This is a technical constraint inherent in the design of the DNS
Therefore it is not technically feasible for there to be nore than
one root in the public DNS. That one root nust be supported by a set
of coordi nated root servers adm nistered by a uni que namni ng

aut hority.

Put sinmply, deploying nultiple public DNS roots would raise a very
strong possibility that users of different 1SPs who click on the sane
link on a web page could end up at different destinations, against
the will of the web page designers.

This does not preclude private networks from operating their own
private nane spaces, but if they wish to nake use of nanes uni quely
defined for the global Internet, they have to fetch that information
fromthe global DNS nanming hierarchy, and in particular fromthe
coordi nated root servers of the gl obal DNS nami ng hierarchy.

1. Detailed Explanation

There are several distinct reasons why the DNS requires a single root
in order to operate properly.

1.1. Maintenance of a Common Synbol Set

Ef fective comuni cations between two parties requires two essenti al
preconditions:

| AB I nf or mat i onal [ Page 1]



RFC 2826 | AB Techni cal Comment on the Uni que DNS Root May 2000

- The existence of a comobn synbol set, and

- The existence of a commopn semantic interpretation of these
synbol s.

Failure to neet the first condition inplies a failure to comunicate
at all, while failure to neet the second inplies that the neaning of
the conmunication is |ost.

In the case of a public conmunications systemthis condition of a
comon synbol set with a conmpn semantic interpretation nust be
further strengthened to that of a unique synbol set with a uni que
semantic interpretation. This condition of uniqueness all ows any
party to initiate a comunication that can be received and understood
by any other party. Such a condition rules out the ability to define
a synbol within some bounded context. |In such a case, once the
communi cati on noves out of the context of interpretation in which it
was defined, the neaning of the synbol becones |ost.

Wthin public digital comrunications networks such as the Internet
this requirement for a uniquely defined synbol set with a uniquely
defined nmeaning exists at many | evels, commencing with the binary
encodi ng schene, extending to packet headers and payl oad formats and
the protocol that an application uses to interact. |n each case a
variation of the synbol set or a difference of interpretation of the
synbol s being used within the interaction causes a protocol failure,
and the communication fails. The property of uniqueness allows a
synbol to be used unanbi guously in any context, allow ng the synbol
to be passed on, referred to, and reused, while still preserving the
meani ng of the original use.

The DNS fulfills an essential role within the Internet protoco

envi ronnment, allowi ng network |ocations to be referred to using a

| abel other than a protocol address. As with any other such symnbol
set, DNS nanmes are designed to be globally unique, that is, for any
one DNS nane at any one tine there nust be a single set of DNS
records uniquely describing protocol addresses, network resources and
services associated with that DNS nane. All of the applications

depl oyed on the Internet which use the DNS assune this, and |nternet
users expect such behavior from DNS nanes. Nanes are then constant
synbol s, whose interpretation does not specifically require know edge
of the context of any individual party. A DNS nanme can be passed
fromone party to another without altering the semantic intent of the
namne.

Since the DNS is hierarchically structured into domains, the

uni queness requirenent for DNS nanes in their entirety inplies that
each of the nanes (sub-donains) defined within a domain has a uni que
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meaning (i.e., set of DNS records) within that donmain. This is as
true for the root donmain as for any other DNS domain. The

requi renent for uniqueness within a domain further inplies that there
be sonme mechanismto prevent nanme conflicts within a domain. In DNS
this is acconmplished by assigning a single owner or maintainer to
every dommain, including the root donmain, who is responsible for
ensuring that each sub-donain of that domain has the proper records
associated with it. This is a technical requirenent, not a policy
choi ce.

1.2. Coordination of Updates

Both the design and inplenentations of the DNS protocol are heavily
based on the assunption that there is a single owner or maintainer
for every domain, and that any set of resources records associated
with a domain is nodified in a single-copy serializable fashion

That is, even assuming that a single domain could sonehow be "shared”
by uncooperating parties, there is no neans within the DNS protoco
by which a user or client could discover, and choose between,
conflicting definitions of a DNS nane nade by different parties. The
client will sinply return the first set of resource records that it
finds that nmatches the requested domain, and assune that these are
valid. This protocol is enbedded in the operating software of
hundreds of mllions of conputer systens, and is not easily updated
to support a shared domain scenario.

Mor eover, even supposing that some ot her nmeans of resol ving
conflicting definitions could be provided in the future, it would
have to be based on objective rules established in advance. For
exanpl e, zone A B could declare that nanming authority Y had been

del egated all subdonmains of A B with an odd nunber of characters, and
that naming authority Z had been del egated authority to define
subdomai ns of A.B with an even nunber of characters. Thus, a single
set of rules would have to be agreed to prevent Y and Z from naki ng
conflicting assignments, and with this train of actions a single

uni que space has been created in any case. Even this would not allow
mul ti pl e non-cooperating authorities to assign arbitrary sub-donains
within a single domain.

It seenms that a degree of cooperation and agreed technical rules are
required in order to guarantee the uni queness of nanes. 1In the DNS
these rul es are established i ndependently for each part of the nam ng
hi erarchy, and the root domain is no exception. Thus, there nust be
a generally agreed single set of rules for the root.
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1.3. Difficulty of Relocating the Root Zone

There is one specific technical respect in which the root zone
differs fromall other DNS zones: the addresses of the nanme servers
for the root zone conme primarily from out-of-band information. This
out -of -band infornmation is often poorly maintained and, unlike all
other data in the DNS, the out-of-band information has no autonatic
ti meout nechanism It is not uncomon for this information to be
years out of date at many sites.

Li ke any other zone, the root zone contains a set of "nanme server"
resource records listing its servers, but a resolver with no valid
addresses for the current set of root servers will never be able to
obtain these records. More insidiously, a resolver that has a m xed
set of partially valid and partially stale out-of-band configuration
information will not be able to tell which are the "real" root
servers if it gets back conflicting answers; thus, it is very
difficult to revoke the status of a malicious root server, or even to
route around a buggy root server

In effect, every full-service resolver in the world "del egates” the
root of the public tree to the public root server(s) of its choice.

As a direct consequence, any change to the list of |IP addresses that
specify the public root zone is significantly nore difficult than
changi ng any other aspect of the DNS del egati on chai n. Thus,
stability of the systemcalls for extrenely conservative and cauti ous
managenent of the public root zone: the frequency of updates to the
root zone nust be kept low, and the servers for the root zone nust be
cl osely coordi nat ed.

These problens can be aneliorated to sonme extent by the DNS Security
Ext ensi ons [ DNSSEC], but a sinilar out-of-band configuration problem
exi sts for the cryptographic signature key to the root zone, so the
root zone still requires tight coupling and coordi nated managenent
even in the presence of DNSSEC.

2. Concl usion

The DNS type of uni que nami ng and name- mappi ng system rmay not be

i deal for a nunber of purposes for which it was never designed, such
a locating informati on when the user doesn’'t precisely know the
correct nanmes. As the Internet continues to expand, we woul d expect
directory systens to evol ve which can assist the user in dealing with
vague or anbi guous references. To preserve the many inportant
features of the DNS and its multiple record types -- including the
Internet’s equival ent of tel ephone nunber portability -- we would
expect the result of directory | ookups and identification of the
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correct names for a particular purpose to be uni que DNS nanes that
are then resolved nornally, rather than having directory systens
"repl ace" the DNS.
There is no getting away fromthe uni que root of the public DNS
Security Considerations
This meno does not introduce any new security issues, but it does
attenpt to identify sone of the problens inherent in a famly of
recurring technically naive proposals.
| ANA Consi derati ons
This meno is not intended to create any new i ssues for | ANA
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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