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Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice
Copyright (C The Internet Society (2000). Al Rights Reserved.
Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Abst r act

RSVP [ RFC 2205] signaling nessages typically include policy data
objects, which in turn contain policy elements. Policy el enents may
descri be user and/or application information, which may be used by
RSVP aware network el ements to apply appropriate policy decisions to
atraffic flow This nenpo details the usage of policy elenents that
provi de application infornmation.

1. Overview

RSVP aware network el ements may act as policy enforcenment points
(PEPs). These work together with policy decision points (PDPs) to
enforce QoS policy. Briefly, PEPs extract policy infornmation from
RSVP signaling requests and conpare the information agai nst
information stored by a PDP in a (possibly renotely | ocated) policy
dat abase or directory. A policy decision is made based on the results
of the conparison
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One type of policy informati on describes the application on behal f of
whi ch an RSVP signaling request is generated. Wen application policy
information is available, network adninistrators are able to manage
QoS based on application type. So, for exanple, a network

adm nistrator may establish a policy that prioritizes known m ssion-
critical applications over ganes.

This meno describes a structure for a policy elenment that can be used
to identify application traffic flows. The policy elenent includes a
nunber of attributes, one of which is a policy locator. This policy

| ocator includes the followi ng hierarchically ordered sub-el ements
(in descending | evels of hierarchy):

identifier that uniquely identifies the application vendor
identifier of the application

versi on nunber of the application

sub-application identifier

PR

An arbitrary nunber of sub-application identifiers may be included in
the policy locator. An exanple of such an identifier is "print
transacti on’

This meno specifies the structure of the application policy el enent
and proposes keywords for the sub-el enents at each | evel of the
hierarchy. It does not enunerate specific values for the sub-

el ements: such an enuneration is beyond the scope of this neno.

2. Sinmple Application Identity Policy El enent Structure

Ceneral application identity policy elenents are defined in

[ RFC2752]. These are policy elenents with a P-type of AUTH APP.
Following the policy elenent header is a Iist of authentication
attributes

The first authentication attribute is of the A-type POLI CY_LOCATOR
The sub-type of the POLI CY_LOCATOR attribute is of type ASCI|_DN

[ RFC1779] or UNICODE DN. The actual attribute data is fornatted as an
X. 500 di stinguished nane (DN), representing a globally unique
identifier, the application, version nunber and sub-application in a
hi erarchi cal structure. The POLI CY_LOCATOR attribute contains
keywords as described in section 2. For further details on the fornat
of the PCLI CY_LOCATOR attribute, see [ RFC2752].

The second authentication attribute is of the A-type CREDENTI AL. The
sub-type of the CREDENTIAL attribute is of type ASCI|_ID or

UNI CODE I D. The actual attribute data is an ASCI1 or Unicode string
representing the application name. This structure is illustrated in
the follow ng di agram
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0 1 2 3
B Lt r s i i i o o T s ks S R S
| PE Length (8) | P-type = AUTH_APP
B T T o S T o il s S S S S S i S il i
| Attribute Length | A-type = | Sub-type =
| | PCLI CY_LOCATOR| ASClI | _DN
B e e i S e e T s i i S T R SR S S S S T S i
| Application policy locator attribute data in X 500 DN fornat
| (see bel ow)
B T T o S T o il s S S S S S i S il i
| Attribute Length | A-type = | Sub-type =
| | CREDENTI AL | ASCI I _ID
B e e i S e e T s i i S T R SR S S S S T S i
| Application nane as ASCII string
| (e.g. SAP. EXE)
B T et S S S i S T ai A S S Y S SIS
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The foll owi ng keywords are recommended al t hough others NMAY be used:

Key Attribute

GUID @obally Unique Identifier (optional)
APP Application Nane

VER Application Version Nunber

SAPP Sub Application (optional)

The foll owi ng are exanpl es of conformant policy |ocators:
"APP=SAP, VER=1.1, SAPP=Print"
"GUI D=http://ww. m crosoft.com apps, APP=MyApplication, VER=1.2.3"

The APP, VER and SAPP attri butes SHOULD describe the application to a
human reader in as uni que and unanbi guous a way as possible. The GU D
attribute MAY be used when absol ute uni queness of application
identification is required and its contents MJUST be an identifier
froma globally-uni que source (e.g. domain nanes as assigned by the
corresponding registration authorities). Note that publication of the
chosen identifiers in a suitable format is strongly encouraged.

Bernet & Pabbati St andards Track [ Page 3]



RFC 2872 Application ldentifiers for RSVP June 2000

3. Security Considerations

The proposed sinple policy el ement does not guarantee that elenent is
i ndeed associated with the application it clainms to be associated
with. In order to provide such guarantees, it is necessary to sign
applications. Signed application policy elenents may be proposed at a
future date. Note that, typically, the application policy el enent

will be included in an RSVP nessage with an encrypted and

aut henticated user policy element. A level of security is provided by
trusting the application policy element only if the user policy

el ement is trusted.

All RSVP integrity considerations apply to the nmessage containing the
application policy el enent.
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7. Full Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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