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Abst r act

Thi s docunent describes the conventions for using the Key Exchange

Al gorithm (KEA) and SKIPJACK encryption algorithmin conjunction with
the Cryptographi c Message Syntax [CMS] envel oped-data and encrypt ed-
data content types.

1. Introduction

Thr oughout this docunment, the ternms MJST, MJST NOI, SHOULD and MAY
are used in capital letters. This conforns to the definitions in

[ MUSTSHOULD] . [ MUSTSHOULD] defines the use of these key words to help
make the intent of standards track documents as clear as possible.
The sanme key words are used in this docunment to help inplenenters
achieve interoperability. Software that clainms conpliance with this
docunent MUST provide the capabilities as indicated by the MJST, MJST
NOT, SHOULD and MAY terns. The KEA and SKI PJACK cryptographic

al gorithns are described in [SJ-KEA].

2. Content Encryption Process

This section applies to the construction of both the envel oped-data
and encrypted-data content types. Conpliant software MJUST neet the
requirenents stated in [CMB] Section 6.3, "Content-encryption
Process". The input to the encryption process MJST be padded to a
multiple of eight octets using the padding rules described in [ CM5]
Section 6.3. The content MJST be encrypted as a single string using
the SKIPJACK algorithmin 64-bit Ci pher Bl ock Chaining (CBC) node

usi ng randonl y-generated 8-byte Initialization Vector (1V) and 80-bit
SKI PJACK cont ent -encryption key (CEK) val ues.
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3. Content Decryption Process

This section applies to the processing of both the envel oped-data and
encrypted-data content types. The encryptedContent MJST be decrypted
as a single string using the SKIPJACK algorithmin 64-bit CBC node.
The 80-bit SKIPJACK CEK and the 8-byte |V MJIST be used as inputs to

t he SKI PJACK decryption process. Follow ng decryption, the padding
MUST be renoved fromthe decrypted data. The padding rules are
described in [CVM5] Section 6.3, "Content-encryption Process"

4. Envel oped-data Conventi ons

The CMB envel oped-data content type consists of an encrypted content
and wrapped CEKs for one or nore recipients. Conpliant software MJST
nmeet the requirenments for constructing an envel oped-data content type
stated in [CVB] Section 6, "Envel oped-data Content Type". [CMg]
Section 6 should be studied before reading this section, because this
section does not repeat the [CMB] text.

An 8-byte |V and 80-bit CEK MJST be randomy generated for each

i nstance of an envel oped-data content type as inputs to the SKI PJACK
algorithmfor use to encrypt the content. The SKIPJACK CEK MJST only
be used for encrypting the content of a single instance of an

envel oped-data content type.

KEA and SKI PJACK can be used with the envel oped-data content type
using either of the followi ng key managenment techni ques defined in
[ CVB] Section 6:

1) Key Agreenent: The SKIPJACK CEK is uniquely wapped for each
reci pient using a pairw se symmetric key-encryption key (KEK)
generated using KEA using the originator’s private KEA key,
recipient’s public KEA key and ot her values. Section 4.2 provides
addi ti onal details.

2) "Previously Distributed" Symetric KEK: The SKIPJACK CEK is
wrapped using a "previously distributed" symetric KEK (such as a
Mail List Key). The nmethods by which the symetric KEK is
generated and distributed are beyond the scope of this docunent.
Section 4.3 provides nore details.

[CvB] Section 6 al so defines the concept of the key transport key

managenent techni que. The key transport techni que MJIST NOT be used
with KEA
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4.1. Envel opedData Fi el ds

The envel oped-data content type is Abstract Syntax Notation.l1 (ASN. 1)
encoded using the Envel opedData syntax. The fields of the
Envel opedDat a syntax nust be popul ated as fol |l ows:

The Envel opedData versi on MIST be 2.

I f key agreenent is being used, then the Envel opedData originatorlnfo
field SHOULD be present and SHOULD include the originator’s KEA X 509
v3 certificate containing the KEA public key associated with the KEA
private key used to formeach pairwi se symetric KEK used to wap
each copy of the SKIPJACK CEK. The issuers’ X 509 v3 certificates
required to formthe conplete certification path for the originator’s
KEA X. 509 v3 certificate MAY be included in the Envel opedDat a
originatorinfo field. Self-signed certificates SHOULD NOT be incl uded
in the Envel opedData originatorinfo field.

The Envel opedData Recipientlinfo CHO CE i s dependent on the key
managenent techni que used. Sections 4.2 and 4.3 provide nore
i nformati on.

The Envel opedDat a encrypt edCont ent I nfo content Encrypti onAl gorithm
algorithmfield MUST be the id-fortezzaConfidentialityAl gorithm
object identifier (OD). The Envel opedData encryptedContentlnfo
cont ent Encrypti onAl gorithm paraneters field MJST i nclude the random
8-byte 1V used as the input to the content encryption process.

The Envel opedData unprotectedAttrs MAY be present.
4.2. Key Agreenent

This section describes the conventions for using KEA and SKI PJACK
with the CM5 envel oped-data content type to support key agreemnent.
When key agreenent is used, then the Recipientlnfo

keyAgr eeReci pi entI nfo CHO CE MJUST be used.

I f the Envel opedData originatorinfo field does not include the
originator’s KEA X. 509 v3 certificate, then each recipientlnfos
KeyAgr eenent Reci pi entInfo originator field MJST include the

i ssuer AndSeri al Nunber CHO CE identifying the originator’s KEA X 509
v3 certificate. |If the Envel opedData originatorinfo field includes
the originator’'s KEA X. 509 v3 certificate, then each recipientlnfos
KeyAgr eenent Reci pi entInfo originator field MUST include either the
subj ect Keyl dentifier CHO CE containing the value fromthe

subj ect Keyl dentifier extension of the originator’s KEA X 509 v3
certificate or the issuerAndSerial Nunmber CHO CE identifying the
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originator’'s KEA X. 509 v3 certificate. To mninize the size of the
Envel opedData, it is recommended that the subjectKeyldentifier CHO CE
be used.

In sone environnments, the KeyAgreenent Recipientinfo originator field
MAY i nclude the originatorKey CHO CE. The ori gi nat or Key CHO CE
SHOULD NOT be used with KEA for e-nmail transactions. Wthin a
controlled security architecture, a nodule may produce KEA key pairs
for use in conjunction with internal/local storage of encrypted data.
In this case, there may not be an X 509 certificate associated with a
(possibly) short termor one tinme use public KEA key. Wen
originatorKey is used, then the KEA public key MJST be conveyed in
the publicKey BIT STRING as specified in [KEA] Section 3.1.2. The
originatorKey algorithmidentifier MJUST be the id-

keyExchangeAl gorithm O D. The origi nator Key al gorithm paraneters
field MUST contain the KEA "domain identifier" (ASN. 1 encoded as an
OCTET STRING identifying the KEA al gorithm paraneters (i.e., p/qg/g
val ues) associated with the KEA public key. [KEA] Section 3.1.1
describes the nethod for conputing the KEA donmain identifier val ue.

4.2.1. SKIPJACK CEK Wap Process

The SKI PJACK CEK is uniquely wapped for each recipient of the

Envel opedDat a usi ng a pairwi se KEK generated using the KEA nateri al

of the originator and the recipient along with the originator’s User
Keying Material (UKM (i.e. Ra). The CM5S Envel opedData syntax
provides two options for wapping the SKIPJACK CEK for each recipient
usi ng a KEA-generated KEK. The "shared Oiginator UKM' option SHOULD
be used when constructi ng Envel opedData objects. The "uni que
originator UKM' option MAY be used when constructing Envel opedDat a
objects. Conpliant software MJST be capabl e of processing

Envel opedDat a obj ects constructed using both options.

1) Shared Originator UKM Option: CMS provides the ability for a
single, shared originator’s UKMto be used to generate each pairw se
KEK used to wap the SKIPJACK CEK for each recipient. Wen using the
shared origi nator UKM option, a single Recipientlinfo

KeyAgr eeReci pi entInfo structure MJST be constructed to contain the

wr apped SKI PJACK CEKs for all of the KEA recipients sharing the sane
KEA paraneters. The KeyAgreeReci pientlnfo structure includes

mul ti pl e Reci pi ent EncryptedKey fields that each contain the SKI PJACK
CEK wr apped for a specific recipient.
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2) Unique Oiginator UKM Option: CMs also provides the ability for a
uni que originator UKMto be used to generate each pairw se KEK used
to wap the SKIPJACK CEK for each recipient. Wen using the unique
originator UKM option, a separate Recipientlnfo KeyAgreeReci pientlnfo
structure MJST be constructed for each recipient. Each

KeyAgr eeReci pientlInfo structure includes a single

Reci pi ent Encrypt edKey field containing the SKIPJACK CEK w apped for
the recipient. This option requires nore overhead than the shared
UKM option because the KeyAgreeRecipientinfo fields (i.e. version
originator, ukm keyEncryptionAl gorithn) nust be repeated for each
recipi ent.

The next two paragraphs apply to both options.

The KeyAgreeReci pi entlnfo keyEncrypti onAl gorithmalgorithmfield MJST
i nclude the id-kEAKeyEncryptionAlgorithm O D. The
KeyAgr eeReci pi ent I nfo keyEncrypti onAl gorithm paraneters field MJST
contain a KeyWapAl gorithmas specified in [CM5] Appendix A "ASN. 1
Modul e". The algorithmfield of KeyWapAl gorithm MJUST be the id-
fortezzawap80 O D indicating that the FORTEZZA 80-bit wap function
is used to wap the 80-bit SKIPJACK CEK. Since the FORTEZZA 80- bit
wrap function includes an integrity check value, the wapped SKI PJACK
key is 96 bits long. The paraneters field of KeyWapAl gorithm MJST
be absent.

If the originator is not already an explicit recipient, then a copy
of the SKI PJACK CEK SHOULD be wrapped for the originator and included
in the Envel opedData. This allows the originator to decrypt the
contents of the Envel opedDat a.

4.2.1.1. SKIPJACK CEK Wap Process Using A Shared Origi nator UKM Val ue

This section describes how a shared originator UKM val ue is used as
an input to KEA to generate each pairw se KEK used to wap the
SKI PJACK CEK for each recipient.

When using the shared origi nator UKM option, a single Recipientlinfo
KeyAgr eeReci pi entInfo structure MJST be constructed to contain the
wr apped SKI PJACK CEKs for all of the KEA recipients using the sane
set of KEA parameters. |If all recipients’ KEA public keys were
generated using the sane set of KEA paraneters, then there MJST only
be a single Recipientlnfo KeyAgreeRecipientinfo structure for all of
the KEA recipients. |If the recipients’ KEA public keys were
generated using different sets of KEA paraneters, then multiple
Reci pi ent I nfo KeyAgreeReci pientinfo fields MJST be constructed
because the originatorlidentifierOrKey will be different for each

di stinct set of recipients’ KEA paraneters.
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A uni que 128-byte originator’'s UKM MUST be generated for each
di stinct set of recipients’ KEA paraneters. The originator’s UKM
MUST be placed in each KeyAgreeReci pi entlnfo ukm OCTET STRI NG

The originator’s and recipient’s KEA paranmeters MJST be identical to
use KEA to successfully generate a pairwi se KEK. [KEA] describes how
a KEA public key is conveyed in an X. 509 v3 certificate. [KEA]
states that the KEA paraneters are not included in KEA certificates
instead, a "domain identifier" is supplied in the

subj ect Publ i cKeyl nfo al gorithm paraneters field of every KEA
certificate. The values of the KEA domain identifiers in the
originator’s and recipient’s KEA X. 509 v3 certificates can be
conpared to deternine if the originator’'s and recipient’s KEA
paraneters are identical

The followi ng steps MIST be repeated for each recipient:

1) KEA MUST be used to generate the pairw se KEK based on the
originator’'s UKM originator’'s private KEA key, recipient’'s 128
byte public KEA key (obtained fromthe recipient’s KEA X 509 v3
certificate) and the recipient’s 128-byte public KEA key used as
the Rb val ue.

2) The SKI PJACK CEK MJUST be wrapped using the KEA-generated pairw se
KEK as input to the FORTEZZA 80-bit wap function. The FORTEZZA
80-bit wrap function takes the 80-bit SKIPJACK CEK along with a
16-bit integrity checkval ue and produces a 96-bit result using the
KEA- gener at ed pai rwi se KEK

3) A new Reci pi ent Encrypt edKey SEQUENCE MJUST be constructed for the
recipient.

4) The val ue of the subjectKeyldentifier extension fromthe
recipient’s KEA X. 509 v3 certificate MJIST be placed in the
reci pient’s RecipientEncryptedKey rid rKeyld subjectKeyldentifier
field. The KeyAgreeRecipientldentifier CHO CE MJST be rKeyld.
The date and other fields MJUST be absent fromthe
reci pi ent EncryptedkKey rid rKeyld SEQUENCE

5) The wrapped SKI PJACK CEK MJST be placed in the recipient’s
Reci pi ent Encr ypt edKey encrypt edKey OCTET STRI NG

6) The recipient’s RecipientEncryptedKey MJST be included in the

KeyAgr eeReci pi ent I nfo reci pi ent Encrypt edkeys SEQUENCE OF
Reci pi ent Encr ypt edKey.
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4.2.1.2. SKIPJACK CEK Wap Process Using Unique Oiginator UKM Val ues

This section describes how a uni que originator UKM val ue i s generated
for each recipient to be used as an input to KEA to generate that
reci pient’s pairw se KEK

The followi ng steps MJUST be repeated for each recipient:

)

2)

3)

4)

5)

6)

7)

8)

9)

A new Reci pi entl nfo KeyAgreeRecipientlnfo structure MIST be
construct ed.

A uni que 128-byte originator’s UKM MUST be generated. The
originator’s UKM MUST be placed in the KeyAgreeReci pi entlnfo ukm
OCTET STRI NG

KEA MJUST be used to generate the pairwi se KEK based on the
originator’s UKM originator’s private KEA key, recipient’s 128-
byte public KEA key and recipient’s 128-byte public KEA key used
as the Rb val ue.

The SKI PJACK CEK MJST be wrapped using the KEA-generated pairw se
KEK as input to the FORTEZZA 80-bit wap function. The FORTEZZA
80-bit wrap function takes the 80-bit SKIPJACK CEK along with a
16-bit integrity check value and produces a 96-bit result using

t he KEA-generated pairw se KEK

A new Reci pi ent Encrypt edKey SEQUENCE MJUST be construct ed.

The val ue of the subjectKeyldentifier extension fromthe
recipient’s KEA X. 509 v3 certificate MJST be placed in the

Reci pi ent Encrypt edKey rid rKeyld subjectKeyldentifier field. The
KeyAgr eeReci pi entldentifier CHO CE MUST be rKeyld. The date and
other fields MJUST be absent fromthe RecipientEncryptedKey rid

r Keyl d SEQUENCE.

The wrapped SKI PJACK CEK MJST be placed in the
Reci pi ent Encrypt edKey encrypt edKey OCTET STRI NG

The recipient’s Recipient EncryptedKey MJST be the only
Reci pi ent Encrypt edKey present in the KeyAgreeReci pientlnfo
reci pi ent Encrypt edkeys SEQUENCE OF Reci pi ent Encrypt edKey.

The Recipientlnfo containing the recipient’s KeyAgreeReci pientlnfo
MJUST be included in the Envel opedData Reci pi entlnfos SET OF
Reci pi ent | nf 0.
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4.2.2.

SKI PJACK CEK Unwr ap Process

This section describes the recipient processing using KEA to generate
t he SKI PJACK KEK and the subsequent decryption of the SKIPJACK CEK.

1

2)

3)

4)

5)

Conpl i ant software MJUST be capabl e of processi ng Envel opedDat a
obj ects constructed using both the shared and the uni que
originator UKMoptions. To support the shared UKM option, the
recei ving software MJUST be capabl e of searching for the

reci pient’s Recipi ent EncryptedKey in a KeyAgreeReci pientlnfo

reci pi ent Encrypt edkeys SEQUENCE OF Reci pi ent Encrypt edKey. To
support the unique UKM option, the receiving software MUST be
capabl e of searching for the recipient’s RecipientEncryptedKey in
t he Envel opedData recipientlnfos SET OF Recipientinfo, with each
Reci pi ent I nfo containing exactly one Reci pi ent Encrypt edKey. For
each Recipi ent EncryptedKey, if the rid rkeyld CHO CE is present,
then the receiving software MJST attenpt to match the val ue of the
subj ect Keyl dentifier extension fromthe recipient’s KEA X 509 v3
certificate with the RecipientEncryptedKey rid rKeyld

subj ectKeyldentifier field. |If the rid issuerAndSerial Nunber

CHO CE is present, then the receiving software MJST attenpt to
mat ch the val ues of the issuer nane and serial nunber fromthe
recipient’s KEA X. 509 v3 certificate with the

Reci pi ent Encrypt edKey rid issuer AndSeri al Nunber field.

The receiving software MIUST extract the originator’s UKM fromthe
ukm OCTET STRI NG contained in the sane KeyAgreeReci pi entlnfo that
i ncludes the recipient’s RecipientEncryptedKey.

The receiving software MJST |l ocate the originator’s KEA X 509 v3
certificate identified by the originator field contained in the
same KeyAgreeRecipientinfo that includes the recipient’s

Reci pi ent Encr ypt edKey.

KEA MJST be used to generate the pairw se KEK based on the
originator’s UKM originator’s 128-byte public KEA key (extracted
fromoriginator’s KEA X. 509 v3 certificate), recipient’s private
KEA key (associated with recipient’s KEA X 509 v3 certificate
identified by the RecipientEncryptedKey rid field) and the
originator’s 128-byte public KEA key used as the Rb val ue.

The SKI PJACK CEK MJST be unwrapped using the KEA-generated
pai rwi se KEK as i nput to the FORTEZZA 80-bit unwap function
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4. 3.

6) The unw apped 80-bit SKIPJACK CEK resulting fromthe SKI PJACK CEK
unw ap process and the 8-byte |V obtained fromthe Envel opedDat a
encryptedCont ent | nfo cont ent Encrypti onAl gorithm paraneters field
are used as inputs to the SKIPJACK content decryption process to
decrypt the Envel opedData encrypt edCont ent.

"Previously Distributed" Symretric KEK

This section describes the conventions for using SKIPJACK with the
CM5 envel oped-data content type to support "previously distributed”
symretric KEKs. Wen a "previously distributed" symretric KEK is
used to wap the SKIPJACK CEK, then the Recipientlinfo
KEKReci pi ent | nfo CHO CE MJUST be used. The nethods used to generate
and distribute the symmetric KEK are beyond the scope of this
docunent .

The KEKReci pientinfo fields MIST be popul ated as specified in [CV5
Section 6.2.3, "KEKRecipientlnfo Type". The KEKReci pi entlnfo
keyEncryptionAl gorithmal gorithmfield MJST be the id-fortezzaW ap80
A D indicating that the FORTEZZA 80-bit wap function is used to wap
the 80-bit SKIPJACK CEK. The KEKReci pi entlnfo keyEncryptionAl gorithm
paraneters field MIST be absent. The KEKReci pi entlnfo encrypt edKey
field MUST include the SKIPJACK CEK w apped using the "previously

di stributed" symretric KEK as input to the FORTEZZA 80-bit wrap
functi on.

Encrypt ed- dat a Conventi ons

The CM5 encrypted-data content type consists of an encrypted content,
but no recipient information. The nethod for conveying the SKI PJACK
CEK required to decrypt the encrypted-data encrypted content is
beyond the scope of this docunent. Conpliant software MJST neet the
requirenents for constructing an encrypted-data content type stated
[CVvB] Section 8, "Encrypted-data Content Type". [CMS] Section 8
shoul d be studi ed before reading this section, because this section
does not repeat the [CMB] text.

The encrypted-data content type is ASN. 1 encoded using the
EncryptedData syntax. The fields of the EncryptedData syntax nust be
popul ated as foll ows:

The EncryptedData version MJST be set according to [CM5] Section 8.

The EncryptedData encryptedContentlnfo content Encrypti onAl gorithm
algorithmfield MUST be the id-fortezzaConfidentialityA gorithm O D.
The EncryptedData encryptedContent|nfo content Encrypti onAl gorithm
paraneters field MJST include the random 8-byte |V used as the input
to the content encryption process.

Pawl i ng I nf or mat i onal [ Page 9]



RFC 2876 KEA and SKI PJACK Al gorithnms in CMS July 2000

The EncryptedData unprotectedAttrs MAY be present.
6. FORTEZZA 80-bit Wap Function

The United States CGovernnent has not published the description of the
FORTEZZA 80-bit wrap function.

7. SM MECapabi lities Attribute Conventions

RFC 2633 [M5@, Section 2.5.2 defines the SM MECapabilities signed
attribute (defined as a SEQUENCE of SM MECapability SEQUNCES) to be
used to specify a partial list of algorithns that the software
announci ng the SM MECapabilities can support. Wen constructing a
si gnedDat a obj ect, conpliant software MAY include the

SM MECapabi lities signed attribute announcing that it supports the
KEA and SKI PJACK al gorit hmns.

The SM MECapabi lity SEQUENCE representing KEA MJUST include the id-
kEAKeyEncrypti onAlgorithm A D in the capabilitylD field and MJUST

i ncl ude a KeyW apAl gorithm SEQUENCE in the paraneters field. The
algorithmfield of KeyWapAl gorithm MJST be the id-fortezzaW ap80

O D. The paraneters field of KeyWapAl gorithm MIJST be absent. The
SM MECapabi l ity SEQUENCE for KEA SHOULD be included in the key
managenent al gorithns portion of the SM MECapabilities list. The
SM MECapabi | ity SEQUENCE representi ng KEA MJST be DER-encoded as the
fol l owi ng hexadeci mal string:

3018 0609 6086 4801 6502 0101 1830 0Ob0O6 0960 8648 0165 0201 0117

The SM MECapabi l ity SEQUENCE representing SKI PJACK MJST i ncl ude the
id-fortezzaConfidentialityAlgorithmOD in the capabilitylD field and
the parameters field MIST be absent. The SM MECapability SEQUENCE
for SKIPJACK SHOULD be included in the symmetric encryption

al gorithnms portion of the SM MECapabilities list. The

SM MECapabi l ity SEQUENCE representing SKI PJACK MUST be DER-encoded as
the foll owi ng hexadeci nal string:

300b 0609 6086 4801 6502 0101 0400
8. (bject ldentifier Definitions

The following O Ds are specified in [INFQ, but are repeated here for
t he reader’s conveni ence:

i d- keyExchangeAl gorithm OBJECT I DENTIFIER ::= {joint-iso-ccitt(2)

country(16) us(840) organization(1l) gov(101) dod(2) infosec(1)
al gorithnms(1) keyExchangeAl gorithm (22)}
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id-fortezzaWap80 OBJECT IDENTIFIER ::= {joint-iso-ccitt(2)
country(16) us(840) organization(1l) gov(101) dod(2) infosec(1)
al gorithms(1l) fortezzaWap80Al gorithm (23)}

i d- KEAKeyEncrypti onAl gorithm OBJECT I DENTIFIER ::= {joint-iso-
ccitt(2) country(16) us(840) organization(1l) gov(101) dod(2)
i nfosec(1) algorithns(1l) kEAKeyEncryptionAl gorithm (24)}

id-fortezzaConfidentialityAl gorithm OBJECT | DENTIFIER ::= {joint-
iso-ccitt(2) country(16) us(840) organization(1l) gov(101) dod(2)
i nfosec(1l) algorithns(1l) fortezzaConfidentialityAlgorithm (4)}

As specified in [USSUP1l], when the id-
fortezzaConfidentialityAlgorithmOD is present in the

Al gorithmdentifier algorithmfield, then the Al gorithmdentifier
paraneters field MIST be present and MJST include the SKIPJACK |V
ASN. 1 encoded using the follow ng syntax:

Ski pj ack-Parm ::= SEQUENCE { initialization-vector OCTET STRI NG }
Note: [CVB] Section 2, "General Overview' describes the ASN. 1
encodi ng conventions for the CM5 content types including the

envel oped-data and encrypted-data content types in which the id-
fortezzaConfidentialityAlgorithm O D and paraneters will be present.
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