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Abstract

GRE (Generic Routing Encapsul ati on) specifies a protocol for
encapsul ati on of an arbitrary protocol over another arbitrary network
| ayer protocol. This docunent describes extensions by which two
fields, Key and Sequence Number, can be optionally carried in the GRE
Header [1].

1. Introduction

The current specification of Generic Routing Encapsul ation [1]
specifies a protocol for encapsulation of an arbitrary protocol over
anot her arbitrary network |ayer protocol. This docunent describes
enhancenents by which two fields, Key and Sequence Nunber, can be
optionally carried in the GRE Header [1]. The Key field is intended
to be used for identifying an individual traffic flowwthin a
tunnel . The Sequence Nunber field is used to naintain sequence of
packets within the GRE Tunnel

1.1. Specification Language
The keywords "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [3].

In addition, the following words are used to signify the requirenents
of the specification
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Silently discard
The inplenentation di scards the datagram wi thout further
processing, and without indicating an error to the
sender. The inplenmentation SHOULD provi de the
capability of logging the error, including the contents
of the discarded datagram and SHOULD record the event
in a statistics counter.

2. Extensions to GRE Header
The GRE packet header[1l] has the follow ng format:

01234567890123456789012345678901
T I T S D i it S S S S S R S o S S A S

| C ReservedO | Ver | Prot ocol Type |
B T T T o o S S S e i S S Tk e e Y S
| Checksum (opti onal) | Reservedl (Optional) |

B T S S e s e i s S i S S S S S S T S SR S S S i S S S
The proposed GRE header will have the follow ng fornat:

01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| ] | K S| ReservedO | Ver | Prot ocol Type |
B s S S i i i ks a ks st S S S S S S
| Checksum (opti onal) | Reservedl (Optional) |
s i e S e S T S S S e O i i R S NI S e R S S
| Key (optional) |
B T e o i S I i i S S N iy St S I S S
| Sequence Nunber (Optional) |
B e i S T e i T e S R S e e e s i i T S

Key Present (bit 2)

If the Key Present bit is set to 1, then it indicates that the
Key field is present in the GRE header. O herwi se, the Key
field is not present in the GRE header.

Sequence Number Present (bit 3)

If the Sequence Nunber Present bit is set to 1, then it

i ndi cates that the Sequence Nunber field is present.

O herwi se, the Sequence Nunber field is not present in the GRE

header .

The Key and the Sequence Present bits are chosen to be
conpatible with RFC 1701 [2].
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2.1. Key Field (4 octets)

The Key field contains a four octet nunber which was inserted by the
encapsul ator. The actual nethod by which this Key is obtained is
beyond the scope of the docunent. The Key field is intended to be
used for identifying an individual traffic floww thin a tunnel. For
exanpl e, packets nay need to be routed based on context infornation
not present in the encapsul ated data. The Key field provides this
context and defines a logical traffic flow between encapsul ator and
decapsul ator. Packets belonging to a traffic flow are encapsul at ed
usi ng the sane Key val ue and the decapsul ati ng tunnel endpoi nt
identifies packets belonging to a traffic flow based on the Key Field
val ue.

2.2. Sequence Number (4 octets)

The Sequence Nunber field is a four byte field and is inserted by the
encapsul at or when Sequence Nunber Present Bit is set. The Sequence
Nunmber MUST be used by the receiver to establish the order in which
packets have been transnmitted fromthe encapsulator to the receiver
The intended use of the Sequence Field is to provide unreliable but
in-order delivery. If the Key present bit (bit 2) is set, the
sequence nunber is specific to the traffic flowidentified by the Key
field. Note that packets w thout the sequence bit set can be
interleaved with packets with the sequence bit set.

The sequence nunber val ue ranges fromO to (2**32)-1. The first
datagramis sent with a sequence nunber of 0. The sequence nunber is
thus a free running counter represented nodul o 2**32. The receiver
mai ntai ns the sequence nunber val ue of the |ast successfully
decapsul at ed packet. Upon establishnent of the GRE tunnel, this value
shoul d be set to (2**32)-1

When t he decapsul ator receives an out-of sequence packet it SHOULD be
silently discarded. A packet is considered an out-of -sequence packet

i f the sequence nunber of the received packet is |ess than or equa

to the sequence nunber of |ast successfully decapsul ated packet. The
sequence nunber of a received nessage is considered | ess than or

equal to the last successfully received sequence nunber if its value
lies in the range of the |ast received sequence nunber and the
precedi ng 2**31-1 val ues, inclusive.

If the received packet is an in-sequence packet, it is successfully
decapsul ated. An in-sequence packet is one with a sequence nunber
exactly 1 greater than (nmodulo 2**32) the |ast successfully
decapsul at ed packet, or one in which the sequence nunber field is not
present (S bit not set).
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If the received packet is neither an in-sequence nor an out-of -
sequence packet it indicates a sequence nunber gap. The receiver nay
performa small amount of buffering in an attenpt to recover the
ori ginal sequence of transmitted packets. In this case, the packet
may be placed in a buffer sorted by sequence nunber. If an in-
sequence packet is received and successfully decapsul ated, the
recei ver should consult the head of this buffer to see if the next
i n-sequence packet has al ready been received. |If so, the receiver
shoul d decapsulate it as well as the follow ng in-sequence packets
that may be present in the buffer. The "last successfully
decapsul at ed sequence nunber™ should then be set to the | ast packet
that was decapsul ated fromthe buffer

Under no circunstances shoul d a packet wait nore that
OUTOFCRDER_TI MER mil liseconds in the buffer. |If a packet has been
waiting that |ong, the receiver MJST i medi ately traverse the buffer
in sorted order, decapsul ating packets (and ignoring any sequence
nunber gaps) until there are no nore packets in the buffer that have
been waiting | onger than OQUTOFORDER Tl MER nilliseconds. The "Il ast
successful |y decapsul at ed sequence nunber" should then be set to the
| ast packet so decapsul at ed.

The receiver may place a linmt on the nunber of packets in any per-
flow buffer (Packets with the sane Key Field value belong to a flow).
If a packet arrives that would cause the receiver to place nore than
MAX_ PERFLOW BUFFER packets into a given buffer, then the packet at
the head of the buffer is inmedi ately decapsul ated regardl ess of its
sequence nunmber and the "l ast successfully decapsul ated sequence
nunber” is set to its sequence nunber. The newy arrived packet may
then be placed in the buffer

Note that the sequence nunber is used to detect |ost packets and/or
restore the original sequence of packets (with buffering) that may
have been reordered during transport. Use of the sequence nunber
option should be used appropriately; in particular, it is a good idea
a avoi d using when tunneling protocols that have higher |ayer in-
order delivery mechanisns or are tolerant to out-of-order delivery.

If only at certain instances the protocol being carried in the GRE
tunnel requires in-sequence delivery, only the correspondi ng packets
encapsul ated in a GRE header can be sent with the sequence bit set.

Reordering of out-of sequence packets MAY be perforned by the
decapsul ator for inproved performance and tolerance to reordering in
the network. A snall anount of reordering buffer

( MAX_PERFLOW BUFFER) may hel p in inproving performance when the

hi gher | ayer enpl oys stateful conpression or encryption. Since the
state of the stateful conpression or encryption is reset by packet
loss, it might help the performance to tolerate sone snmall anount of
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packet reordering in the network by buffering.
3. Security Considerations

Thi s docunent describes extensions by which two fields, Key and
Sequence Nunber, can be optionally carried in the GRE (Ceneric
Routi ng Encapsul ation) Header [1]. When using the Sequence nunber
field, it is possible to inject packets with an arbitrary Sequence
nunber and | aunch a Denial of Service attack. |In order to protect
agai nst such attacks, | P security protocols [4] MJST be used to
protect the GRE header and the tunnel ed payl oad. Either ESP
(Encapsul ating Security Payload) [5] or AH (Authenticati on Header)] 6]
MUST be used to protect the GRE header. |If ESP is used it protects
the | P payl oad which includes the GRE header. If AHis used the
entire packet other than the nmutable fields are authenticated. Note
that Key field is not involved in any sort or security (despite its
nane) .

4. | ANA Consi derations

Thi s docunent does not require any allocations by the | ANA and
t heref ore does not have any new | ANA consi derati ons.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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