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1. Introduction

This meno defines a portion of the Managenent |nfornmati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes objects used for managi ng the Internet

McCl oghrie, et al. St andards Track [ Page 1]



RFC 2933 I nternet Group Managenent Protocol MB Cct ober 2000

Group Managenent Protocol (IGwW), version 1 [16] or version 2 [17].

A future version of this MB will support IGW version 3 (currently a
work in progress). Al of this MB nodule is applicable to | Pv4

mul ticast routers; a subset is applicable to hosts inplenenting | GW
Since IGW is specific to IPv4, this MB does not support nmanagenent
of equivalent functionality for other address fam lies, such as |Pv6.
Such managenent may be supported by other M Bs.

2.  The SNMP Network Managenent Franework

The SNWVP Managenent Franmework presently consists of five major
conponent s:

o] An overall architecture, described in RFC 2571 [1].

0 Mechani sns for describing and nam ng objects and events for the
pur pose of managenment. The first version of this Structure of
Managenment Information (SM) is called SMvl and described in
STD 16, RFC 1155 [2], STD 16, RFC 1212 [3] and RFC 1215 [4].
The second version, called SMv2, is described in STD 58, RFC
2578 [5], STD 58, RFC 2579 [6] and STD 58, RFC 2580 [7].

o] Message protocols for transferring managenent information. The
first version of the SNWP nessage protocol is called SNMPvl and
described in STD 15, RFC 1157 [8]. A second version of the SNW
message protocol, which is not an Internet standards track
protocol, is called SNWv2c and described in RFC 1901 [9] and
RFC 1906 [10]. The third version of the message protocol is
call ed SNMPv3 and described in RFC 1906 [10], RFC 2572 [11] and
RFC 2574 [12].

o] Prot ocol operations for accessi ng nanagenment infornmation. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [8]. A second set of protocol
operations and associated PDU formats is described in RFC 1905
[13].

o] A set of fundanental applications described in RFC 2573 [14] and
t he vi ew based access control nmechani sm described in RFC 2575
[ 15].

Managed objects are accessed via a virtual information store, terned
the Managenent Infornmation Base or MB. bjects in the MB are
defined using the nmechanisns defined in the SM.

This meno specifies a MB nodule that is conpliant to the SMv2. A

M B conformng to the SMvl can be produced through the appropriate
translations. The resulting translated M B nust be senmantically
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4.

equi val ent, except where objects or events are onm tted because no
translation is possible (use of Counter64). Sone nachi ne readabl e
information in SMv2 will be converted into textual descriptions in
SM vl during the translation process. However, this |oss of machine
readabl e information is not considered to change the semantics of the
M B.

Overvi ew
This M B nodul e contains two tables:
(1) the IGW Interface Tabl e which contains one row for each
interface on which IGW is enabl ed, and
(2) the IGW Cache Tabl e which contains one row for each IP
mul ticast group for which there are nenbers on a particul ar
i nterface.
Both tables are intended to be inplenented by hosts and routers, but
some columar objects in each table apply only to routers.
Definitions
| GWP- STD-M B DEFI NI TIONS ::= BEG N
| MPORTS

MODULE- | DENTI TY, OBJECT-TYPE, nib-2, Counter32, Gauge32,
Unsi gned32, | pAddress, TinmeTi cks FROM SNWPv2- SM

RowsSt at us, Trut hval ue FROM SNWPv2- TC

MODULE- COVPLI ANCE, OBJECT- GROUP FROM SNWPv2- CONF

I nt erfacel ndexOr Zer o,

I nt erfacel ndex FROM | F- M B;

i gnpSt dM B MODULE- | DENTI TY

LAST- UPDATED "200009280000Z" -- Septenber 28, 2000
ORGANI ZATI ON "I ETF | DMR Worki ng Group. "
CONTACT- | NFO
" Dave Thal er

M crosoft Corporation

One M crosoft \Way

Redrmond, WA 98052- 6399

us

Phone: +1 425 703 8835
EMai | . dt hal er @ri crosoft. cont
DESCRI PTI ON
"The M B nodul e for | GW Managenent. "
REVI SI ON "200009280000Z" -- September 28, 2000
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DESCRI PTI ON
“Initial version, published as RFC 2933."
o= { mb-2 85}
i gmpM BObj ect s OBJECT IDENTIFIER ::= { ignmpStdMB 1 }

-- The IGW Interface Tabl e

i gnpl nterfaceTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF I gnpl nterfaceEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The (conceptual) table listing the interfaces on which I GW
is enabled."

c:={ ignpM BObjects 1}

i gnpl nterfaceEntry OBJECT- TYPE

SYNTAX | gnpl nterfaceEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry (conceptual row) representing an interface on
which 1GW is enabled.”

| NDEX { igmplnterfacel flndex }

c:={ ignplnterfaceTable 1 }

| gnpl nterfaceEntry ::= SEQUENCE {

i gnpl nterfacel flndex I nt erfacel ndex,
i gnpl nterfaceQuerylnterval Unsi gned32,

i gnpl nterfaceStatus RowSt at us,

i gnpl nt erfaceVersi on Unsi gned32,

i gnpl nterfaceQuerier | pAddr ess,

i gnpl nterfaceQueryMaxResponseTi ne Unsi gned32,

i gnpl nterfaceQuerierUpTi ne Ti meTi cks,

i gnpl nterfaceQuerier ExpiryTi me Ti meTi cks,

i gnpl nterfaceVersi onlQuerierTiner TinmeTicks,
i gnpl nt erf aceW ongVer si onQueri es Count er 32,

i gnpl nterfacedoins Count er 32,

i gnpl nterfaceProxyl flndex I nterfacel ndexOr Zer o,
i gnpl nterfaceG oups Gauge32,

i gnpl nt er f aceRobust ness Unsi gned32,

i gnpl nterfacelLast MenbQueryl nt vl Unsi gned32
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i gnpl nterfacel flndex OBJECT- TYPE

SYNTAX I nt er f acel ndex
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"The iflndex value of the interface for which IGW is
enabl ed. "

o= { ignplnterfaceEntry 1}

i gnpl nterfaceQueryl nterval OBJECT- TYPE

SYNTAX

UNI TS

Unsi gned32
"seconds"

MAX- ACCESS read-create

STATUS

current

DESCRI PTI ON

DEFVAL

"The frequency at which | GW Host-Query packets are
transmtted on this interface.”
{ 125}

o= { ignplnterfaceEntry 2 }

i gnpl nterfaceStatus OBJECT- TYPE

SYNTAX

RowSt at us

MAX- ACCESS read-create

STATUS

current

DESCRI PTI ON

"The activation of a row enables |GW on the interface. The
destruction of a row disables I1GW on the interface."

c:={ ignplnterfaceEntry 3 }

i gnpl nterfaceVersi on OBJECT- TYPE

SYNTAX

Unsi gned32

MAX- ACCESS read-create

STATUS

current

DESCRI PTI ON

DEFVAL

"The version of 1GW which is running on this interface.
This object can be used to configure a router capable of
running either value. For IGW to function correctly, all
routers on a LAN nust be configured to run the sane version
of 1GW on that LAN."

{ 2}

c:={ ignplnterfaceEntry 4 }

i gnpl nterfaceQueri er OBJECT- TYPE

SYNTAX | pAddr ess
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The address of the I1GW Querier on the | P subnet to which
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this interface is attached."
o= { ignplnterfaceEntry 5}

i gnpl nt er f aceQuer yMaxResponseTi ne OBJECT- TYPE

SYNTAX Unsi gned32 (0. .255)
UNI TS "tenths of seconds"
MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON

"The maxi num query response tine advertised in | GWv2
queries on this interface.”
DEFVAL { 100 }

;= { ignplnterfaceEntry 6 }

i gnpl nterfaceQuerierUpTi me OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The time since ignplnterfaceQuerier was |ast changed."
c:={ ignplnterfaceEntry 7 }

i gnpl nterfaceQuerier ExpiryTi ne OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The anount of tine remaining before the O her Querier
Present Tiner expires. |If the |local systemis the querier,

the value of this object is zero."
;= { ignplnterfaceEntry 8 }

i gnpl nterfaceVersi onlQuerierTi mer OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The time remaining until the host assunes that there are no
| GWv1 routers present on the interface. Wile this is non-
zero, the host will reply to all queries with version 1
menbership reports.”

;= { ignplnterfaceEntry 9 }

i gnpl nterfaceWongVersi onQueri es OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
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"The nunber of queries received whose | GW versi on does not
mat ch i gnpl nterfaceVersion, over the lifetime of the row
entry. |1GW requires that all routers on a LAN be

configured to run the same version of I1GW. Thus, if any

queries are received with the wong version, this indicates

a configuration error."
;= { ignplnterfaceEntry 10 }

i gnpl nterfacedoins OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of tines a group nmenbership has been added on
this interface; that is, the nunber of tines an entry for
this interface has been added to the Cache Table. This
obj ect gives an indication of the anbunt of 1GW activity
over the lifetime of the rowentry."

;= { ignplnterfaceEntry 11 }

i gnpl nterfaceProxyl flndex OBJECT- TYPE

SYNTAX I nterfacel ndexOr Zer o

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"Some devices inplenent a formof | GW proxyi ng whereby
nmenber shi ps | earned on the interface represented by this
row, cause | GW Host Menbership Reports to be sent on the

interface whose iflndex value is given by this object. Such

a device would inplenent the i gnpV2Rout er M BGroup only on
its router interfaces (those interfaces with non-zero
i gnpl nterfaceProxylflndex). Typically, the value of this
object is 0, indicating that no proxying is being done."
DEFVAL { 0}
c:={ ignplnterfaceEntry 12 }

i gnpl nterfaceG oups OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The current nunber of entries for this interface in the
Cache Table."

o= { ignplnterfaceEntry 13 }

i gnpl nt er f aceRobust ness OBJECT- TYPE
SYNTAX Unsi gned32 (1..255)
MAX- ACCESS read-create
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STATUS current

DESCRI PTI ON
"The Robustness Variable allows tuning for the expected
packet |loss on a subnet. |If a subnet is expected to be
| ossy, the Robustness Variable nmay be increased. I1GW is
robust to (Robustness Variable-1) packet |osses."

DEFVAL { 2}

c:={ ignplnterfaceEntry 14 }

i gnpl nterfacelLast MenbQueryl ntvl OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)
UNI TS "tenths of seconds"
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The Last Menber Query Interval is the Max Response Tine
inserted into Goup-Specific Queries sent in response to
Leave Group nessages, and is also the anpbunt of tine between
Group- Specific Query nessages. This value nay be tuned to
nodi fy the | eave latency of the network. A reduced val ue
results in reduced tine to detect the |oss of the |ast
menber of a group. The value of this object is irrel evant
if igmplnterfaceVersion is 1."

DEFVAL { 10}

:={ ignplnterfaceEntry 15 }

-- The 1Gw Cache Tabl e

i gnpCacheTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | gnpCacheEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table listing the IP nulticast groups for
whi ch there are nenbers on a particular interface."
o= { ignpM BObj ects 2 }

i gnpCacheEntry OBJECT- TYPE

SYNTAX | gnpCacheEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual row) in the ignmpCacheTable."
| NDEX { igmpCacheAddress, ignmpCachelflndex }

::={ ignpCacheTable 1 }

McCl oghrie, et al. St andards Track [ Page 8]



RFC 2933 I nternet Group Managenent Protocol MB Cct ober 2000

| gnpCacheEntry ::= SEQUENCE {
i gnpCacheAddr ess | pAddr ess,
i gnpCachel f I ndex I nt erf acel ndex,
i gnpCacheSel f Tr ut hval ue,
i gnpCachelast Report er | pAddr ess,
i gnpCacheUpTi me Ti meTi cks,
i gnpCacheExpi ryTi e Ti meTi cks,
i gnpCachesSt at us RowSt at us,
i gnpCacheVer si onlHost Ti mer  Ti neTi cks
}
i gnpCacheAddr ess OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The I P multicast group address for which this entry
contains information."
::={ ignpCacheEntry 1 }

i gnpCachel f I ndex OBJECT- TYPE

SYNTAX I nt er facel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The interface for which this entry contains information for
an | P nulticast group address."
::={ ignpCacheEntry 2 }

i gnpCacheSel f OBJECT- TYPE

SYNTAX Trut hval ue

MAX- ACCESS r ead- create

STATUS current

DESCRI PTI ON
"An indication of whether the |ocal systemis a nenber of
this group address on this interface."

DEFVAL { true }

::={ ignpCacheEntry 3}

i gnpCachelast Reporter OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The | P address of the source of the last nmenbership report
received for this IP Miulticast group address on this
interface. If no nmenbership report has been received, this
obj ect has the value 0.0.0.0."
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::={ ignpCacheEntry 4 }

i gnpCacheUpTi me OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The time el apsed since this entry was created.”
::={ ignpCacheEntry 5 }

i gnpCacheExpi ryTi me OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON

Cct ober 2000

"The m ni num anount of tinme remaining before this entry will
be aged out. A value of O indicates that the entry is only
present because i gnpCacheSelf is true and that if the router
left the group, this entry would be aged out imediately.
Note that some inplenentations nmay process nenbership
reports fromthe local systemin the sane way as reports
fromother hosts, so a value of 0 is not required.”

::={ ignpCacheEntry 6 }

i gnpCacheSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of this entry."
::={ ignpCacheEntry 7 }

i gnpCacheVer si onlHost Ti ner OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The time remaining until the local router will assume that
there are no longer any I GW version 1 nenbers on the IP
subnet attached to this interface. Upon hearing any | GWwvl
Menmber ship Report, this value is reset to the group
menbership timer. Wile this tine remaining i s non-zero,
the | ocal router ignores any | GWv2 Leave nessages for this
group that it receives on this interface."

::={ ignpCacheEntry 8 }

conformance i nformati on
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i gnpM BConf or nance

OBJECT | DENTI FI ER : :
i gmpM BConpl i ances

OBJECT | DENTI FI ER : :
i gnpM BG oups OBJECT | DENTI FI ER ::

{ igmpStdM B 2 }

{ ignmpM BConf ormance 1 }
{ i gmpM BConf or mance 2 }

-- conpliance statenents

i gnpV1Host M BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for hosts running | GWwv1l and
i mpl enenting the IGW MB."
MODULE -- this nodul e
MANDATORY- GROUPS { i gnpBaseM BGroup }

OBJECT i gnpl nterfaceStatus
M N- ACCESS r ead-onl y
DESCRI PTI ON
"Wite access is not required."
OBJECT i gnpCacheSt at us
M N- ACCESS r ead-onl y
DESCRI PTI ON

"Wite access is not required.”
::={ ignpM BConpliances 1 }

i gnpV1Rout er M BConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON
"The conpliance statement for routers running |IGWv1l and
i npl ementing the IGW MB."

MODULE -- this nodule

MANDATORY- GROUPS { i gnpBaseM BG oup,
i gnpRout er M BGr oup

OBJECT i gnpl nterfaceStatus
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required."
OBJECT i gnpCachesSt at us
M N- ACCESS r ead-onl y
DESCRI PTI ON

"Wite access is not required.”
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::={ ignpM BConpliances 2 }

i gmpV2Host M BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for hosts running | GWv2 and
i mpl enenting the IGW MB."
MODULE -- this nodul e
MANDATORY- GROUPS { i gnpBaseM BG oup,
i gnpV2Host M BGr oup

OBJECT i gnpl nterfaceStatus
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT i gnpCachesSt at us
M N- ACCESS r ead-onl y
DESCRI PTI ON

"Wite access is not required."
::={ i gnpM BConpl i ances 3 }

i gnpV2Rout er M BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for routers running | GWv2 and
i npl ementing the IGWw MB."
MODULE -- this nodule
MANDATORY- GROUPS { i gnpBaseM BG oup,
i gnpRout er M BG oup,
i gmpV2Rout er M BG oup

OBJECT i gnpl nterfaceStatus
M N- ACCESS r ead-onl y
DESCRI PTI ON
"Wite access is not required."
OBJECT i gnpCacheSt at us
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."

::={ ignpM BConpliances 4}

-- units of conformance
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i gnpBaseM BGr oup OBJECT- GROUP
OBJECTS { i gnpCacheSel f,
i gnpCacheSt at us, ignplnterfaceStatus

STATUS current

DESCRI PTI ON
"The basic collection of objects providi ng nanagenent of
|GW version 1 or 2."

c:={ ignpM BG oups 1}

i gnpRout er M BGr oup OBJECT- GROUP
OBJECTS { i gnpCacheUpTi ne, ignpCacheExpiryTine,
i gnpl nterfacedoins, ignplnterfaceG oups,
i gnpCachelLast Reporter, ignplnterfaceQuerierUpTi ne,
i gnpl nterfaceQuerier Expi ryTi ne,
i gnpl nterfaceQuerylnterval

}

STATUS current

DESCRI PTI ON
"A collection of additional objects for managenent of | GW
version 1 or 2 in routers.™

::={ ignpM BG oups 2 }

i gnpV2Host M BGr oup OBJECT- GROUP
OBJECTS { ignplnterfaceVersionlQuerierTiner }
STATUS current
DESCRI PTI ON
"A collection of additional objects for managenent of | GW
version 2 in hosts."
.= { ignpM BG oups 3}

i gnpHost Opt M BGr oup OBJECT- GROUP

OBJECTS { ignpCachelLast Reporter, ignplnterfaceQuerier }

STATUS current

DESCRI PTI ON
"A collection of optional objects for | GW hosts.
Supporting this group can be especially useful in an
environnment with a router which does not support the | GW
MB."

::={ ignpM BG oups 4 }

i gnpV2Rout er M BG oup OBJECT- GROUP
OBJECTS { ignplnterfaceVersion, ignplnterfaceQuerier,
i gnpl nterfaceQueryMaxResponseTi ne,
i gnpl nt er f aceRobust ness,
i gnpl nterfaceWongVer si onQueri es,
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i gnpl nterfacelLast MenrbQueryl ntvl,
i gnpCacheVer si onlHost Ti ner

}

STATUS current

DESCRI PTI ON
"A collection of additional objects for managenent of | GW
version 2 in routers."

o= { ignpM BG oups 5 }

i gnpV2Pr oxyM BG oup OBJECT- GROUP

OBJECTS { ignplnterfaceProxylflndex }

STATUS current

DESCRI PTI ON
"A collection of additional objects for managenent of | GW
proxy devices."

::={ ignpM BG oups 6 }

END

5.

Security Considerations

This M B contai ns readabl e obj ects whose val ues provide information
related to nmulticast sessions. Some of these objects could contain
sensitive information. |In particular, the ignpCacheSelf and

i gnpCachelLast Reporter can be used to identify nmachi nes which are
listening to a given group address. There are also a nunber of

obj ects that have a MAX- ACCESS cl ause of read-wite and/or read-
create, which allow an adninistrator to configure IGW in the router.

Whi | e unaut hori zed access to the readable objects is relatively

i nnocuous, unauthorized access to the wite-able objects could cause
a denial of service. Hence, the support for SET operations in a
non- secure environnent w thout proper protection can have a negative
ef fect on network operations.

SNWPv1 by itself is such an insecure environnent. Even if the
network itself is secure (for exanple by using |IPSec), even then
there is no control as to who on the secure network is allowed to
access and SET (change/create/ delete) the objects in this MB.

It is reconmmended that the inplenmenters consider the security
features as provided by the SNMPv3 framework. Specifically, the use
of the User-based Security Mdel RFC 2574 [12] and the Vi ew based
Access Control Model RFC 2575 [15] is reconmended
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It is then a custoner/user responsibility to ensure that the SNW
entity giving access to this MB, is properly configured to give
access to those objects only to those principals (users) that have
legitimate rights to access them

6. Intellectual Property Notice

The I ETF takes no position regarding the validity or scope of any
intellectual property or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF's procedures with respect to rights in standards-track and
standards-rel ated docunentati on can be found in BCP-11. Copies of
clains of rights nade avail able for publication and any assurances of
licenses to be nade available, or the result of an attenpt made to
obtain a general |icense or permission for the use of such
proprietary rights by inplenenters or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that nay be required to practice
this standard. Please address the information to the | ETF Executive
Di rector.
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