Net wor k Wor ki ng Group T. W
Request for Comments: 2945 Stanford University
Cat egory: Standards Track Sept ember 2000

The SRP Aut hentication and Key Exchange System
Status of this Meno

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice
Copyright (C) The Internet Society (2000). Al Rights Reserved.
Abstract

Thi s docunent describes a cryptographically strong network

aut henti cati on mechani sm known as the Secure Renote Password (SRP)
protocol. This mechanismis suitable for negotiating secure
connections using a user-supplied password, while elimnating the
security problenms traditionally associated with reusabl e passwords.
This system al so perforns a secure key exchange in the process of
aut hentication, allow ng security layers (privacy and/or integrity
protection) to be enabled during the session. Trusted key servers
and certificate infrastructures are not required, and clients are not
required to store or manage any long-termkeys. SRP offers both
security and depl oynment advantages over existing chall enge-response
techni ques, making it an ideal drop-in replacenment where secure
password aut hentication is needed.

1. Introduction

The | ack of a secure authentication nmechanismthat is also easy to
use has been a | ong-standing problemw th the vast majority of
Internet protocols currently in use. The problemis two-fold: Users
like to use passwords that they can renenber, but nost password-based
aut hentication systens offer little protection against even passive
attackers, especially if weak and easily-guessed passwords are used.

Eavesdr opping on a TCP/IP network can be carried out very easily and
very effectively against protocols that transnit passwords in the

clear. Even so-called "challenge-response" techniques |like the one
described in [RFC 2095] and [RFC 1760], which are designed to defeat
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simple sniffing attacks, can be conpronised by what is known as a
"dictionary attack". This occurs when an attacker captures the
nmessages exchanged during a legitimte run of the protocol and uses
that information to verify a series of guessed passwords taken froma
preconpil ed "dictionary" of comobn passwords. This works because
users often choose sinple, easy-to-renenber passwords, which
invariably are al so easy to guess.

Many exi sting mechani snms al so require the password dat abase on the
host to be kept secret because the password P or sone private hash
h(P) is stored there and woul d conprom se security if reveal ed. That
approach often degenerates into "security through obscurity" and goes
agai nst the UNI X convention of keeping a "public" password file whose
contents can be reveal ed without destroying system security.

SRP neets the strictest requirenments laid dowmn in [RFC 1704] for a
non-di scl osi ng authentication protocol. It offers conplete
protection agai nst both passive and active attacks, and acconpli shes
this efficiently using a single Diffie-Hellnan-style round of
conmputation, nmaking it feasible to use in both interactive and non-
interactive authentication for a wi de range of Internet protocols.
Since it retains its security when used with | ow entropy passwords,
it can be seam essly integrated into existing user applications.

2. Conventions and Term nol ogy

The protocol described by this docunent is sonetines referred to as
"SRP-3" for historical purposes. This particular protocol is
described in [SRP] and is believed to have very good | ogi cal and
cryptographi c resistance to both eavesdroppi ng and active attacks.

Thi s docunent does not attenpt to describe SRP in the context of any
particular Internet protocol; instead it describes an abstract
protocol that can be easily fitted to a particular application. For
exanpl e, the specific format of nessages (including padding) is not
specified. Those issues have been left to the protocol inplenentor
to decide

The one inplenentation issue worth specifying here is the mapping
between strings and integers. Internet protocols are byte-oriented,
whil e SRP perforns al gebraic operations on its nessages, so it is
logical to define at | east one nethod by which integers can be
converted into a string of bytes and vice versa.

An n-byte string S can be converted to an integer as follows:

i = S[n-1] + 256 * S[n-2] + 25672 * S[n-3] + ... + 256°(n-1) * S[0]
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where i is the integer and S[x] is the value of the x’th byte of S.
In human terns, the string of bytes is the integer expressed in base
256, with the nost significant digit first. Wen converting back to
a string, S[0] must be non-zero (padding is considered to be a
separate, independent process). This conversion nethod is suitable
for file storage, in-nenory representation, and network transm ssion
of large integer values. Unless otherw se specified, this napping
will be assuned.

If inplenentations require padding a string that represents an
integer value, it is recomended that they use zero bytes and add
themto the beginning of the string. The conversion back to integer
autonmatically discards | eading zero bytes, naking this paddi ng schenme
| ess prone to error

The SHA hash function, when used in this docunent, refers to the
SHA-1 nessage digest algorithm described in [ SHAL].

3. The SRP-SHAl1 nechani sm

This section describes an inplenentation of the SRP authentication
and key-exchange protocol that enploys the SHA hash function to
generate session keys and authentication proofs.

The host stores user passwords as triplets of the form
{ <usernanme>, <password verifier> <salt>}
Password entries are generated as foll ows:

<salt> = random()
x = SHA(<salt> | SHA(<usernanme> | ":" | <raw password>))
<password verifier> =v = g'x %N

The | synbol indicates string concatenation, the ~ operator is the
exponentiation operation, and the % operator is the integer renainder
operation. Most inplenentations performthe exponentiation and

remai nder in a single stage to avoi d generating unw el dy internediate
results. Note that the 160-bit output of SHA is inplicitly converted
to an integer before it is operated upon

Authentication is generally initiated by the client.

U = <usernanme> -->
<-- s = <salt frompasswd file>
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Upon identifying hinself to the host, the client will receive the
salt stored on the host under his usernane.

randon)
g*a % N -->

a
A

v = <stored password verifier>
b = random)
<-- B=(v +g"b) %N
p = <raw password>
x = SHA(s | SHA(U | ":" | p))

S=(B- g™) "(a+u*Xx) %N S
K = SHA Interl eave(S) K
(this function is described

in the next section)

(A* v*u) ~ b %N
SHA Interl eave(S)

The client generates a random nunber, raises g to that power nodul o
the field prinme, and sends the result to the host. The host does the
same thing and al so adds the public verifier before sending it to the
client. Both sides then construct the shared session key based on
the respective formul ae.

The paraneter u is a 32-bit unsigned integer which takes its val ue
fromthe first 32 bits of the SHAL hash of B, MSB first.

The client MJST abort authentication if B %N is zero.

The host MJST abort the authentication attenpt if A %N is zero. The
host MJUST send B after receiving A fromthe client, never before.

At this point, the client and server should have a commobn session key
that is secure (i.e. not known to an outside party). To finish

aut henti cation, they nmust prove to each other that their keys are

i denti cal

M= HHN XOR Hg) | HY | s | A| B| K
<-- HA| M| K
The server will calculate Musing its own K and conpare it agai nst
the client’s response. |If they do not match, the server MJST abort
and signal an error before it attenpts to answer the client’s

chal  enge. Not doing so could conprom se the security of the user’s
password
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If the server receives a correct response, it issues its own proof to
the client. The client will conpute the expected response using its
own Kto verify the authenticity of the server. |f the client
responded correctly, the server MJST respond with its hash val ue.

The transactions in this protocol description do not necessarily have
a one-to-one correspondence with actual protocol nessages. This
description is only intended to illustrate the rel ationshi ps between
the different paraneters and how they are conputed. It is possible,
for exanple, for an inplenmentation of the SRP-SHA1 nechani smto
consol i date sone of the flows as foll ows:

dient Host
_b:_A___ LT
<-- s, B
HCH(N) XOR H(g) | HY) | s | A B K
-->
<-- HA| M| K

The values of N and g used in this protocol nust be agreed upon by
the two parties in question. They can be set in advance, or the host
can supply themto the client. 1In the latter case, the host should
send the paraneters in the first nmessage along with the salt. For
maxi mum security, N should be a safe prine (i.e. a nunber of the form
N=2qg + 1, where qis also prine). Also, g should be a generator
modul o N (see [SRP] for details), which nmeans that for any X where O
< X< N, there exists a value x for which g"x %N ==

3.1. Interleaved SHA

The SHA Interleave function used in SRP-SHALl is used to generate a
session key that is twice as long as the 160-bit output of SHAL. To
conmpute this function, renove all |eading zero bytes fromthe input.
If the length of the resulting string is odd, also renmove the first
byte. Call the resulting string T. Extract the even-nunbered bytes
into a string E and the odd-nunbered bytes into a string F, i.e.

E
E

TO] | T[2] | T[4] |
TO) | T3] | TO5] |

Both E and F should be exactly half the length of T. Hash each one
with regular SHAL, i.e.

G
H

SHA(E)
SHA( F)

Wi St andards Track [ Page 5]



RFC 2945 SRP Aut hentication & Key Exchange System Septenber 2000

Interl eave the two hashes back together to formthe output, i.e.
result = do0] | HOl | 1] | H1] | ... | d19] | H19]
The result will be 40 bytes (320 bits) |ong
3.2. Oher Hash Algorithns

SRP can be used with hash functions other than SHA. If the hash
function produces an output of a different Iength than SHA (20
bytes), it may change the I ength of sone of the nmessages in the
protocol, but the fundanental operation will be unaffected.

Earlier versions of the SRP nechani smused the MD5 hash function,
described in [RFC 1321]. Keyed hash transforns are al so reconmended
for use with SRP; one possible construction uses HVAC [ RFC 2104],
using Kto key the hash in each direction instead of concatenating it
with the other paraneters.

Any hash function used with SRP should produce an output of at |east
16 bytes and have the property that small changes in the input cause
significant nonlinear changes in the output. [SRP] covers these

i ssues in nore depth.

4. Security Considerations

This entire meno di scusses an aut hentication and key-exchange system
that protects passwords and exchanges keys across an untrusted
network. This systeminproves security by elimnating the need to
send cl eartext passwords over the network and by enabling encryption
through its secure key-exchange nechani sm

The private values for a and b correspond roughly to the private
values in a Diffie-Hellman exchange and have simlar constraints of
I ength and entropy. |Inplenentations may choose to increase the

| ength of the paraneter u, as long as both client and server agree,
but it is not recommended that it be shorter than 32 bits.

SRP has been designed not only to counter the threat of casua
password-sniffing, but also to prevent a determ ned attacker equi pped
with a dictionary of passwords from guessing at passwords using
captured network traffic. The SRP protocol itself also resists
active network attacks, and inplenentati ons can use the securely
exchanged keys to protect the session against hijacking and provide
confidentiality.
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SRP al so has the added advantage of pernitting the host to store
passwords in a formthat is not directly useful to an attacker. Even
if the host’s password database were publicly reveal ed, the attacker
woul d still need an expensive dictionary search to obtain any
passwords. The exponential conputation required to validate a guess
in this case is nuch nore tine-consuning than the hash currently used
by nost UNI X systens. Hosts are still advised, though, to try their
best to keep their password files secure.
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7. Full Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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