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Abst r act

The TI SDAG (Techni cal Infrastructure for Swedish Directory Access

Gat eway) project provided valuable insight into the current reality
of deploying a wide-scale directory service. This docunent
cat al ogues sone of the experiences gained in devel opi ng the necessary
infrastructure for a national (i.e., multi-organizational) directory
service and pilot deployment of the service in an environnment wth

of f-the-shel f directory service products. A perspective on the
project’s relationship to other directory deploynment projects is
provi ded, along with sone proposals for future extensions of the work
(larger scal e deploynent, other application areas).

These are our own observations, based on work done and genera

proj ect discussions. No doubt, other project participants have their
own |ist of project experiences; we don't claimthis docunent is
exhausti ve!
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1.0 Introduction
1.1 Overview of the TISDAG proj ect

As described in nore detail in [TISDAG, the original intention of
the TI SDAG project was to provide the infrastructure for a nationa
whi t epages directory service. To be effective, such an
infrastructure needed to address the concrete realities of end-users
existing client software, as well as the needs of information
providers ("Whitepages Directory Service Providers" -- WDSPs). These
realities include the existence of nmultiple protocols (so-called
directory service access protocols, as well as nore general |nternet
application protocols such as HITP and SMIP). The project was al so
sensitive to the fact that WDSPs have nany good reasons for being
reluctant to relinquish copies of their subscribers’ personal data.
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1.2 Organi zation of this docunent

In an effort to communi cate the experiences with this project, from
conception through inplenmentation and pil ot deploynment, this docunent
is divided into 3 major sections. The first section reviews specific
| essons | earned by the authors through the TISDAG project and

i mpl enent ati on of one confornmant system Next, sone perspectives are
offered on the relationship of the TlISDAG work to other |arge-scale
directory projects that are currently on-going, to give a sense of
how t hese efforts might possibly interact. Finally, some prelimnary
t houghts on applying the DAG systemto other applications and

depl oynent environnments are outlined. Further suggestions for

depl oyi ng net wor ked DAG servers (neshes) can be found in [ DAG Mesh].
More di scussion of useful devel opnent of architectural principles is
provided in a separate docunent ([DAGH+]).

2.0 The TI SDAG project itself
2.1 TI SDAG overvi ew

Briefly, the technical infrastructure proposed for the Tl SDAG project
(see [TISDAG for the conplete overview and technical specification)
provi des end-user client software with connection points to perform
basi ¢ whitepages queries. Different connection points are provided
for the various protocols end-users are likely to wish to use to
access the information -- WAV (http), e-mail (SMIP), Whois++, LDAPv2
and LDAPv3. For each client, a transaction will be carried out

wi thin the bounds of the protocol’s syntax and semantics. However,
since the Tl SDAG system does not maintain a replicated copy of al

whi t epages i nformation, but rather an index over the data that allows
redirection (referrals) to services that are likely to contain
responses that match the client’s query, a fair bit of background
wor k nmust be done by the DAG systemin order to fulfill the client’s

query.

The first, and nost inportant step, is for the systemto make a query
agai nst the DAG Referral Index -- a server containing index

i nformati on (obtained by the Conmon I ndexing Protocol (see [C P1,
ClP2, CIP3]) in the Tagged Index Object format (see [TIQ). This

i ndex contains sufficient information to indicate which of the many
participati ng WDOSPs shoul d be contacted to conplete the query.

Wher ever possible, these referrals are passed back to the querying
client so that it can contact relevant WDSPs directly. This

nm nin zes the anobunt of work done by the DAG systemitself, and

all ows WDSPs greater visibility (which is an incentive for
participating in the system. Protocols which support referrals
natively include Whoi s++ and LDAPv3 -- al though these may only be
referred to servers of the sanme protocol
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Since many protocols do not support referrals (e.g., LDAPv2), and in
order to address referrals to servers using a protocol other than the
calling client’s own, a secondary step of "query chaining” is
provided to pursue these extra referrals within the DAG system
itself. For exanmple, if an LDAPv2 client connects to the system a
query is nade against the Referral Index to determ ne which WDSPs may
have answers for the query, and then resources within the DAG system
are used to pursue the query at the designated WOSPs' servers. The
results fromthese different services are packaged into a single
response set for the client that nade the query.

The architecture that was devel oped in order to support the required
functionality separated the systeminto distinct conponents to handl e
i ncomng queries fromclient software ("Client Access Points", or
CAPs), a referral index (RI) to maintain an index over the collected
whi t epages i nformati on and provide referrals, based on actual data
queries, to WDSPs that m ght have relevant information, and finally
conponents that nediate access to WDSP whi t epages servers to perform
queries and retrieve results for the client’s query ("Service Access
Poi nts", or SAPs). Several CAPs and SAPs exist within the system --
at least one for every protocol supported for incomnming queries and
WDSP servers, respectively.

Designed to be inplenentabl e as separate prograns, these conponents
interact with each other through the use of an internal protocol --
the DAG IP. Pragmatically, the use of the protocol neans that

di fferent conponents can reside on different machi nes, for reasons of
| oad- bal anci ng and performance enhancenment. It also acts as a
"common | anguage" for the CAPs, SAPs and Rl to express queries and
receive results.

This outlines the planned or ideal behaviour of the system once
designed, a pilot phase was started for the project to conpare
reality agai nst expectations. Two independent inplenentations of the
software were created, and a test deploynent was set up within the
Swedi sh University Network (SUNET). Mbre detail on the project and
its current status can be found at http://tisdag. sunet.se/.

The rest of this section outlines some conclusions drawn from naki ng
areality of the proposed architecture -- both successes and
surprises.

2.2 Sonme successes
| mpl enent ati on and pilot deploynent of software neeting the Tl SDAG

techni cal specification did denonstrate sone inportant successes of
t he approach.
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Most notably, the systemworks pretty much as expected (see
exceptions below) to provide transparent m ddl eware for whitepages
directory services. That is, client software and WDSP servers were
mnimally affected -- fromthe point of view of behaviour and
configuration, the DAG system | ooked like a server to clients, and a
client to servers

The goal of the Tl SDAG project, operationally, was to be able to
provi de responses to end-user queries in reasonable response tines
(al t hough not "an addressbook replacenment”). The prototype systens
denmonstrated some success in achieving responses within 10 seconds,

at least with the limted testbed of a configuration with 10 WDSP' s
providing directory service information. More observati ons on system
performance are provi ded bel ow.

The DAG system does denonstrate that it is possible to build
referral -1evel services at a national |evel (although the depl oynent
has yet to prove conclusively that it can, in its current

formul ation, operate as a transparent query-fulfillment proxy
service).

The success of the inplenentation denonstrated that it is possible,
in sone sense, to do (semantic) protocol mapping with N+M conpl exity
i nstead of NxM nmappings. That is, protocol translations had to be
defined for "N' allowabl e end-user query access protocols to/fromthe
DAG | P, and "M supported WDSP server protocols, instead of requiring
each of the N input conponents to individually map to the M out put

pr ot ocol s.

As a correlated issue, the prototype system denonstrated sone
successes with mappi ng between schena representations in the
different protocol paradigns -- in a large part because system s
schemas were kept sinple and focused on the nininmal needs to support
t he base service requirenents

2.3 Sone surprises

Over the span of a dozen nonths fromthe first "final" docunent of
the specification through the inplenentation and first deploynment of
the software system a few surprises did surface. These fell into
two categories: those that surfaced when the theoretica
specification was put into practice, and others that becane apparent
when the resulting systemwas put into operation wth conmerci al
software clients and servers

More detail is provided in the Appendi x concerning specific software

i ssues encountered, but sonme of the |arger issues that surfaced
during the inplenentation phase are descri be bel ow.
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2.3.1 LDAP objectclasses and the "o" attribute

It cane as a considerable surprise, some nonths into the project,
that none of the "standard" LDAP person objectcl asses i ncl uded
organi zation ("0") as an attribute. The basic assunption seens to be
that "o" will be part of the distinguished nane for an entry, and
therefore there is little (if any) cause to list it out separately.
This does nmake it trickier to store information for people across
mul ti pl e organi zations (e.g., at an ISP's directory server) and use
t he organi zation nane in query refinenent. (Roland Hedberg caught
this issue, and has flagged it to the authors of the "inetorgperson”
obj ect cl ass docunent).

2.3.1 The Tagged I ndex nject

The Tagged Index Object ("TIO'), used to carry indexes of WSP

information to the RI, is designed to have record (entry) tags to
reduce the nunber of false positive referrals generated when doing a
search in the Rl. One of the features of the first index object

type, Whois++'s centroid (see [centroid]) was the fact that the index
object size did not grow linearly with the size of data indexed --
i.e., at some point the growmh of the index object slowed as conpared
to that of the underlying data set. At first glance, this also seens
to be the case for the TIO However, as the index grows in size the
conpression factor of the TIO nay not achi eve the sane efficiency as
the centroids. One reason for this is that the tagged |ists can get
quite long, depending on the ordering of the assignment of tags to
the underlying data. That is, the tagging as defined allows for a
conpressed expression of tag "ranges" -- e.g., "1-500" instead of
"1,2,3,[...]500". Thus, it mght be interesting to explore an
optinmal "sorting" of underlying data, before applying tags, in order
to arrange the nost conmon tokens have consecutive tags (nmaxinal
conpression of the tag lists). |It’'s not clear if this can be done
efficiently over the entire set of records, attributes, and tokens,
but it would bear sone investigation, to produce the nost conpressed
TIO for transm ssion

Additionally, in order to make (tinme) efficient use of the tags in
the Rl in practice, it is alnost necessary to "reinflate" the index
object to be able to do joins on tag lists associated with tokens
that match. Alternatively, the conpressed tag |list can be stored,
and there is an additional cost associated with conparing the tag
lists for matching tokens -- i.e., list conparison operations done
out side the scope of a base database managenent system There was an
unexpected tradeoff to be nade.
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2.3.3 Handling Status Messages

Mappi ng of status nessages frommnultiple sub-transactions into a
single status comunication for the end-user client software becane
somet hing of a challenge. Wen chaining a query to multiple WSPs
(though the SAPs), it is not uncomon for at |east one of the WSP
servers to return an error code or be unavailable. |f one WSP
cannot be reached, out of several referrals, should the client
software be given the inpression that the query was conpl eted
successfully, or not? Most client protocol error handling nodels are
not sophisticated enough to nake this | evel of distinction clear

2.3.4 Deploynent with Conmercial Software

When it then was tine to test the resulting software with standard
comrercial client and server software, a few nore surprises cane to
light (primarily in terns of these softwares’ expected worldview and
occasi onal inplenentation shortcuts). Again, nore detail is provided
in the Appendi x, but highlights included client software that could
only handle a very small subset of a protocol’s defined status
nmessage |l exicon (e.g., 2 system nessages supported), and client
software that automatically appended additional terns to a query
specified by the user (e.g., adding "or email =<what the user typed in
to the query>").

2.4 Sone observations
2.4.1 Participation of the WSPs

One of the things that cane to light was that the nature of the index
obj ect generated by the WDSPs has an inportant inpact on perfornmance
-- both in terns of integrating the index object into the Referra
Index, and in ternms of efficiency of handling queries. A proposa

m ght be either to define nore clearly how the WDSPs shoul d generate
the CIP index object (currently left to their discretion), or to

al ert individual WDSPs when their index objects are considered

subst andar d.

On another front, when chaining referrals to WDSP servers, sone
servers performnmore efficiently than others, affecting the overal
response tinme of the DAG system Froma service point of view, it
shoul d al so be possible to suggest to WOSP's that are consistently
sl ow (|l onger than sone sel ected response tine) that they are

subst andar d.
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2.4.2 Index Objects and Referral |ndex size

As described in nore detail [conplex], there are many factors that
can influence the growmh factor of index objects (as nore data is

i ndexed). That work dealt specifically with tokenized data for

Whoi s++ centroids, and is not imediately generalizable to all forns
of the Tagged Index Object. However, the particular structure of the
TI O used for the TISDAG project is sinmilar enough in structure to a
centroid that the same "order of magni tude" and growth
characteristics are applicable.

Factors that affects the size of the data ("nunber of entries"):

Number of generated tokens

The nunber of tokens generated fromthe directory data depends
on what is tokenized. If data is tokenized on nanes and
addresses (i.e. not unique data |like phone nunbers) a rough
estimation is that the nunber of tokens = 0.2 *
nunber of data records. The growth is linear in the span from
a few thousand to at least 1.2 nillion records. The growth
shoul d then level off since the sets of names and addresses
are finite, but the current tests have not shown a break
poi nt .

If data is tokenized on sonething that is unique, e.g. phone
nunmbers, then a rough estimation is that the nunber_of _t okens
= nunber _of _data_records. Note that it is possible to tokenize
in different ways, for exanple divide the phone nunbers in
parts. This would result in fewer tokens.

Nunber of directories

Since the tokens are generated individually for each
directory, the data size depends on the nunber of directories.
10 directories with 100.000 records will generate the sane
anount of tokens as one directory with 1.000. 000 records.

2.4.3 Index Object and Query Perfornmance
Factors that affects the performance ("queries/second"):

Type of query (exact, substring, etc.)

A 'substring query is slower than an ’'exact’ query due to:

1) sonewhat slower |ook-up in the internal DAG database than
an exact query.

2) Mostly, a larger anount of data is fetched fromthe
i nternal DAG dat abase due to nmore hits, which generates
nor e i ndex processing.
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3) Substring queries are sent to the directory servers which
also results in nore hits and nore data fetched. The
directory servers nmay also be nore or less effective in
handl i ng substring queries.

Nunber of search attributes

A query with one or few attributes will nobst of the tinme
result in many hits, which results in a lot of data, both
internally in DAG and fromthe directory servers. On the other
hand, a query with many attributes will result in a sonewhat
sl ower | ook-up in the internal DAG dat abase.

Nunmber of directories

A larger nunber of directories may result in nmany referrals,
but it depends on the query. A sinple query will generate a
lot of referrals, which neans a |lot of data fromthe
directories has to be fetched. It will also result in a
somewhat sl ower | ook-up in the internal DAG database.

Nunmber of chained referrals

Queries that are not chained are faster, since the result data
does not have to be sent through the DAG system Chai ned
queries to several directories can be processed in parallel in
the SAPs, but all data has to be processed in the CAP before
sent to the client.

Response time in the directory servers

The response tinme fromthe directory servers are of course
critical. The total response time for DAG is never faster than
the sl owest involved directory server

Number of tokens (size of Tagged | ndex Objects)
The nunber of tokens has little inpact on the look-up time in
the internal DAG dat abase.

2.5 Sone evol utions

To date, the TISDAG project has been "alive" for just over two years.
During that time, there have been a nunmber of evolutions -- in terns
of technol ogi es and i deas outside the project (e.g., user and service
provi der expectations, deployment of related software, etc) as well
as goal s and understanding within the scope of the project.

Chi ef anobng these last is the fact that the project set out to

primarily fulfill the role of a national referral service, and
gradual Iy evol ved towards beconing nore of a transparent protoco
proxy service, fulfilling client queries as conpletely as possible,

within the client protocol’s semantics. This evol ution was probably
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provoked by a nunber of reasons -- existing client & server software
has a narrower range of accepted (expected) behaviour than their
protocol specs nay describe, once the technol ogy was there for some
proxying, going all the way seened to be within reach, etc.

>From the point of view of providing a national whitepages service,
this is a very positive evolution. However, it did place sone
strains on the original systemarchitecture, for which sone

adj ust nents have been proposed (nore detail below). What is |ess

clear is the inpact this evolution will have on the flexibility of
the systemarchitecture -- in terns of addressing other applications,
di fferent protocols (and protocol paradigns), etc. That is, the
original intention of the systemwas to very sinply fulfill an
unsophi sticated role -- "find things that sort of match the input
query and let the client itself determine if the match is close
enough”. As the requirenments becone nore sophisticated, the

simplicity of the systemis inpacted, and perhaps nore brittle.
(Sonme proposals for avoiding this are outlined in [DAGH], which
attenpts to return to the underlying principles and propose steps
forward at that |evel)

In terms of inpact within the TI SDAG project, this evolution lead to
the follow ng technical adjustments:

The | atest version of the technical specification nakes a
distinction (in the internal protocol granmar) between queries
directed at the Referral |ndex, and those passed to SAPs to

fulfill a query. This distinction keeps the query-routing
queries sinmple, but allows nore sophistication in expressing a
query designed to fulfill the client’s original semantic

expr essi on.

The additional constraints in the SAP query |anguage is stil
not enough to allow the internal protocol to express very
sophisticated queries. Oiginally intended only for query-
routing queries, the DAG I P expects all queries to be token-
based (whereas LDAP queries are phrase-oriented). This nmeans
that SAPs have to do a good deal of "post-pruning" of WDSP
result sets to match the DAG | P query sent by a CAP for query
fulfillment. And, CAPs nust in turn do nore post-pruning to
match the DAGIP results (fromthe SAPs) to the original query
semanti cs.

The real strength of the TI SDAG project was that it separated the
techni cal framework needed to support the service fromthe
configuration required in order to support a particular application
or service -- query & schema mappi ng, configuration for protocols,
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etc. Future inprovenents should focus on evol ving that franework
mai ntai ni ng the separation fromthe specific applications, services,
and protocols that may use it.

3.0 Related Projects

The TI SDAG project is not alone in attenpting to solve the probl ens
of providing coordi nated access to resources managed by nultiple,
di sparate services

3.1 The Norwegian Directory of Directories (NDD)

Described in [NDD], the Norwegian Directory of Directories project

al so ains to provide necessary infrastructure for a nationa
directory service. |t assunes LDAP (v2 or v3) accessibility of WDSP
i nformati on (provided by the WOSP itsel f, or through other
arrangenents), and ains to resolve sone of the trickier issues

associ ated with hooki ng toget her already-operational LDAP servers
into a coherent network: uniformdistingui shed nani ng schene, and
content-based referrals. It also addresses sone of the pragmatic
realities of being conpatible with different versions of LDAP clients
-- e.g., v2, which does not support referrals, and v3, which does.

At the heart of the systemis the "Referral |Index and Organizationa
informati on" (RO server, which provides a searchabl e catal ogue over
Norwegi an organi zation. This facilitates the | ocation of whitepages
servers for individual organizations (assumnming the query includes

i nformati on about which organization(s) is(are) interesting).

This work can be seen as being conplenentary to the TISDAG work, in
that it provides a nore focused service for integrating LDAP
directory servers. However, there is still sone requirement that one
knows the organization to which a person bel ongs before doing a
search for their e-mail address. This may be reasonabl e for seeking
mai | addresses associated with a person’s work organi zation, but is

| ess often successful when it cones to finding a personal e-nai
address -- in an age where | SPs abound, a priori know edge of a
user’s ISP identification is unlikely.

3.2 DESIRE Directory Services

The EC funded project DESIRE Il (http://ww. desire.org) is devel opi ng
a distributed European indexing systemfor information on Research
and Education. The Directory Services work undertaken by DANTE and
SURFnet proposes an architecture applied to a server nesh structure
to create a wide-area directory service infrastructure

Ekl of & Daigle I nf or mat i onal [ Page 11]



RFC 2969 Wde Area Directory Depl oynent Cct ober 2000

This service is intended to support both whitepages information wth
LDAP servers at WDSPs, as well as a Wb-search neshes at various

pl aces usi ng Whoi s++ for information about resources and routing of
gueries to other index-based services.

Li ke the TI SDAG project, the DESIRE directory services project ains
to act as a focal point for queries, allowing client software to
access appropriate resources froma w de range of disparate services.

There are architectural differences between the approach used in the
TI SDAG project and the DESIRE directory service project, but many of
the driving needs are the sane, and the approach of using content-
based i ndexing and referrals was al so sel ected.

4.0 Sone Directions for Tl SDAG Next Steps

The fun thing with technology is that there are always nore tweaks
and changes that can be made. However, a service should evolve in
response to specific custonmer needs, and there are several ways in
whi ch the Tl SDAG service itself could advance. Sone of them are
outlined below, in terns of possibilities perceived at this tine,
rat her than specific recomendations for underlying technol ogy
changes that woul d be necessary to fulfill them A related topic,
net wor ki ng DAG servers (neshes), is discussed in [ DAG Mesh].

4.1 Security support

There is a need for security considerations when nmeki ng use of a
w de-scal ed directory systemin other application areas than the
public white-pages application of the TlISDAG project. There are
i ssues whether the directory service is distributed across the
Internet, or even if it functions conpletely within an internal
cl osed networKk.

4.2 WDSPs attri butes and schenas

Today t he DAG system nakes use of 2 information schemas -- the
DAGPERSON schema for information about specific people, and the
DAGCORGRCLE schema for organi zational roles. The technical
specification includes a definition of the schema, as well as an
under st ood mapping to (and from sone standard schemas used in the
supported protocols. Nevertheless, to include new WDSPs whi ch nay
not have all attributes in schenas, nay use different schemas as well
as query attributes, it should be possible to provide creation and
use of new custoni zed/ st andardi zed schenmas and perform schema nappi ng
if it’s necessary. It mght also be possible to constrain queries to
desired query attributes, tenplates, or object classes.

Ekl of & Daigle I nf or mat i onal [ Page 12]



RFC 2969 Wde Area Directory Depl oynent Cct ober 2000

In practice, this neans that different WDSP's nmay choose to use
different subparts of one defined schema, or even inplenent |oca
cust omi zati ons.

5.0 Sone concl usi ons

Al t hough fewer people now hold out the hope of a unified globa
directory service, based on standardi ze protocols, it is interesting
to see nore projects providing infrastructure that pernmits unified
access to what is otherwi se an unforgivingly diverse and di sl ocat ed
set of information servers. What cannot be dictated (in standardi zed
protocol s and schenmas) nay yet be accommobdated through service
infrastructure. The right approach seens to be to build better and
better franmeworks for supporting such diversified services, wthout
maki ng the framework architecture dependent on specific technol ogies.

6.0 Security Considerations

To date, the TISDAG project has focused on serving only publicly-
sharable information. As noted in Section 4.1, any future work wll
have to provide additional facilities for providing authentication
aut hori zation, encryption, and otherw se handling sensitive data in
an open environnent.
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Appendi x -- Specific Software |ssues and Depl oynent Experiences

The foll owi ng paragraphs outline practical depl oynment experiences in
an anecdotal fashion. This is not neant to be construed as an
exhaustive, authoritative evaluation of existing client software, but
rather an indication of the types of challenges the average

i mpl enent ati on team nay expect to encounter in a devel opnent and

depl oynent effort.

Char acter encodi ng

One client’s addressbook sends iso-8859 encodi ng (depending on the
font configuration in the browser) when querying a directory server
but the directory server responds with Uni code (UTF-8) encoding.

This neans that the LDAP CAP woul d have to handl e different character
set encodi ngs for request and response.

Referral s

Today there appears to be only one comerci al addressbook supporting
LDAPv3. All the others support only LDAPv2. However, this LDAPv3
client software does not handle referrals correctly -- the client
couldn’t handle server the result contains "response code 10"
(designated for referrals). Fromwhat was observed, there was now
way for the client or the end-user to decide if, or which, referrals
to follow up. It is therefore not clear how the LDAP clients handle
a conbi nation of both referrals and results -- but the supposition
is that it doesn't work

hj ectcl asses in LDAP

No objectclass is defined in the query to the DAG systemfromthe
LDAP-clients. This nmeans that the DAG system doesn’t see any

di fferences between "inet OrgPerson” and "organisational Rol e" when
attribute "cn" is representing both "nanme" and "role". This is not
so much a problemas that it has interesting side effects. Nanely,

al t hough nost directory user interfaces (found in browsers, nail
programs) claimonly to support person-related queries, in practise a
user of the client could use the interface to send a query with role
in the nanme entry.

Query with attribute Organisation

It is possible to send a query with attribute "organi sation" but it
would result in no hits because of that the organisation attribute is
not included in the objectclass "inetOgPerson”". Roland Hedberg has
proposed a change for the | atest rel ease of the objectclass
definition docunent.
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To provide the desired ability to narrow search focus to sone range
of organi zation nanmes (attribute values), there are three possible
approaches with differing nmerits/detractions:

Recommend the use of the "locality" attribute -- although a nore
standard definition would be required (locality is currently used
for everything fromorgani zation to county to nmap coordi nates).

Reconmend or require that the attribute organisation should be
i nherited in objectclass "inetO gPerson".

Build the LDAP DAG SAP to submit 2 query to the WDSP. The second
is the sane as the first, with only cn filters if the entire query
including "o" results in no hits (i.e., back off fromthe

organi zation filtering if it doesn't seemto be supported).

Confi guration

It is not possible to see what character set a LDAP clients want to
use. The recomendation so far in he project has been to define a
uni que port for each character set. This requires extra end-user
configuration of client software, and proper advertising of the port
nunber - charset nmappi ng provided in the service.

DN

When the user wants to | ook-up nore information about a person found
in a prelimnary search, the LDAP client uses the entry’ s DN
together with host and port to the DAG system Not only does that
mean that the client subnits a non-conpliant query to the DAG system
as DNs are not part of any of the defined queries for the service, it
sinply does not provide the desired effect of getting to the user’s
entry.

Response Codes

The LDAPv3 client that was used does not support nore than 2 response

codes -- "success" and "size lint exceeded". All the other response
codes are translated to "size linmt exceeded", although no results
are returned. That is, if the error was in fact that the size limt
was exceeded, the results up to the size limt are presented. |If it
was anot her response code napped to that one, no results are

pr esent ed.
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Sendi ng and | oading CI P I ndex Objects

At | east one server is quoting the ClP-object incorrectly for the
Swedi sh characters A-Ring, A-Um aut and O Um aut. Sending quoted
printable Cl P-objects with PINE nmail software works.

Source - Labeled URI

The original plan for the use of the labeled-URl attribute was to use
it toreturn a pointer to the WOSP that provided the user

i nformati on. However, the standard use of the | abeled-URl attribute,
which may in fact be populated in the data returned by a WDSP, is to
contain the URI for nore private rel ated honepages
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Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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