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Abst r act

The Mobile I P and Aut hentication, Authorization, Accounting (AAA

wor ki ng groups are currently | ooking at defining the requirenents for
Aut henti cation, Authorization, and Accounting. This docunent
contains the requirenents which would have to be supported by a AAA
service to aid in providing Mbile IP services

1. Introduction

Clients obtain Internet services by negotiating a point of attachnent
to a "hone domain", generally froman ISP, or other organization from
whi ch service requests are nade, and fulfilled. Wth the increasing
popul arity of nobile devices, a need has been generated to all ow
users to attach to any domain convenient to their current |ocation
In this way, a client needs access to resources being provided by an
adm nistrative domain different than their honme donmain (called a
"foreign domain"). The need for service froma foreign donain
requires, in many nodels, Authorization, which leads directly to

Aut henti cation, and of course Accounting (whence, "AAA'). There is
some argunent which of these leads to, or is derived fromthe others,
but there is conmon agreenent that the three AAA functions are

cl osely interdependent.
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An agent in a foreign donain, being called on to provide access to a
resource by a nobile user, is likely to request or require the client
to provide credentials which can be authenticated before access to
resources is permtted. The resource may be as sinple as a conduit
to the Internet, or may be as conplex as access to specific private
resources within the foreign domain. Credentials can be exchanged in
many di fferent ways, all of which are beyond the scope of this
docunent. Once authenticated, the nobile user nmay be authorized to
access services within the foreign domain. An accounting of the
actual resources nmay then be assenbl ed.

Mobile IP is a technology that allows a network node ("nobile node")
to mgrate fromits "hone" network to other networks, either within
the sanme administrative domain, or to other adninistrative donains.
The possibility of novenent between domai ns which require AAA
services has created an i nmedi ate demand to design and specify AAA
protocols. Once available, the AAA protocols and infrastructure wll
provi de the econom c incentive for a w de-rangi ng depl oynent of

Mobile | P. This docunent will identify, describe, and discuss the
functional and performance requirenents that Mbile | P places on AAA
protocol s.

The formal description of Mbile IP can be found in [13,12,14,17].

In this docunent, we have attenpted to exhibit requirenments in a
progressive fashion. After show ng the basic AAA nodel for Mbile
I P, we derive requirenments as foll ows:

- requirements based on the general node
- requirenments based on providing IP service for nobile nodes
- requirenments derived fromspecific Mbile |P protocol needs

Then, we exhibit sone rel ated AAA nodel s and descri be requirenents
derived fromthe rel ated nodel s.

2. Term nol ogy

Thi s docunent frequently uses the following ternms in addition to
t hose defined in RFC 2002 [13]:

Account i ng The act of collecting informati on on resource usage

for the purpose of trend analysis, auditing, billing,
or cost allocation.
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Admi ni strative Donmain
An intranet, or a collection of networks, conputers,
and dat abases under a conmmon adni nistration
Conmputer entities operating in a conmobn
adm ni stration may be assuned to share
adm nistratively created security associations.

At t endant A node designed to provide the service interface
between a client and the | ocal domain.

Aut henti cati on
The act of verifying a clained identity, in the form
of a pre-existing |label froma nutually known nane
space, as the originator of a nessage (nessage
aut hentication) or as the end-point of a channel
(entity authentication).

Aut hori zation
The act of determining if a particular right, such as
access to sone resource, can be granted to the
presenter of a particular credential.

Billing The act of preparing an invoice.

Br oker An internediary agent, trusted by two other AAA
servers, able to obtain and provide security services
fromthose AAA servers. For instance, a broker may
obt ai n and provi de authorizations, or assurances that
credential s are valid.

dient A node wi shing to obtain service froman attendant
within an administrative donain.

For ei gn Domai n
An admini strative domain, visited by a Mbile IP
client, and containing the AAA infrastructure needed
to carry out the necessary operations enabling Mbile
I P registrations. Fromthe point of view of the
foreign agent, the foreign domain is the |oca
domai n.

I nter-donmai n Accounting
I nter-donmain accounting is the collection of
i nfornmati on on resource usage of an entity with an
admini strative domain, for use wi thin another
adm nistrative domain. In inter-domain accounting,
accounting packets and session records will typically
cross administrative boundari es.
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I ntra-donmai n Accounting
Intra-donmain accounting is the collection of
i nformati on on resource within an adninistrative
domain, for use within that domain. In intra-domain
accounting, accounting packets and session records
typically do not cross adninistrative boundaries.

Local Donmin
An admini strative domai n containing the AAA
infrastructure of inmmediate interest to a Mobile I P
client when it is away from hone.

Real -ti me Accounting
Real -time accounting invol ves the processing of
i nformati on on resource usage within a defined tine
wi ndow. Tinme constraints are typically inposed in
order to limt financial risk

Session record
A session record represents a sunmary of the resource
consunption of a user over the entire session
Accounting gateways creating the session record may
do so by processing interimaccounting events.

In this docunent, the key words "MAY", "MJST, "MJST NOTI", "optional",
"recommended", "SHOULD', and "SHOULD NOT", are to be interpreted as
described in [4].

3. Basi c Model

In this section, we attenpt to capture the main features of a basic
nodel for operation of AAA servers that seens to have good support
within the Mbile I P working group. Wthin the Internet, a client
bel onging to one administrative domain (called the home donain) often
needs to use resources provided by another adm nistrative domain
(called the foreign domain). An agent in the foreign domain that
attends to the client’s request (call the agent the "attendant") is
likely to require that the client provide sone credentials that can
be aut henticated before access to the resources is pernitted. These
credentials may be sonething the foreign domai n understands, but in
nost cases they are assigned by, and understood only by the hone
domai n, and nmay be used for setting up secure channels with the
nobi | e node.
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Local Donmi n Honme Donmai n
oo + o e ee oo +
IERSEEEES + IERSEEEES + |
| | | | | | | |
| | AAAL | | | | AAAH | |
| | L R + | |
| - - - - -+ | | S e +
| | | | |
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[ + | F- oo -+ |

| | | | | | C = client

| C |- -]- -] A | | A = attendant

| | | | | | AAAL = |ocal authority

e + e + AAAH = hone authority
e |

Figure 1: AAA Servers in Honme and Local Donains

The attendant often does not have direct access to the data needed to
conplete the transaction. |Instead, the attendant is expected to
consult an authority (typically in the same foreign domain) in order
to request proof that the client has acceptable credentials. Since
the attendant and the local authority are part of the same

adm ni strative donain, they are expected to have established, or be
able to establish for the necessary lifetinme, a secure channel for

t he purposes of exchanging sensitive (access) information, and
keeping it private from (at |east) the visiting nobile node.

The | ocal authority (AAAL) itself may not have enough information
stored locally to carry out the verification for the credentials of
the client. In contrast to the attendant, however, the AAAL is
expected to be configured with enough information to negotiate the
verification of client credentials with external authorities. The

| ocal and the external authorities should be configured with
sufficient security rel ationships and access controls so that they,
possi bly without the need for any other AAA agents, can negotiate the
aut hori zation that may enable the client to have access to any/al
requested resources. |In many typical cases, the authorization
depends only upon secure authentication of the client’s credentials.

Once the authorization has been obtained by the |ocal authority, and
the authority has notified the attendant about the successfu
negoti ati on, the attendant can provide the requested resources to the
client.
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In the picture, there night be nany attendants for each AAAL, and
there night be many clients frommany di fferent Hone Domai ns. Each
Home Domai n provides a AAAH that can check credentials originating
fromclients adm nistered by that Home Domai n.

There is a security nodel inplicit in the above figure, and it is
crucial to identify the specific security associations assuned in the
security nodel

First, it is natural to assume that the client has a security
association with the AAAH, since that is roughly what it means for
the client to belong to the hone donain.

Second, fromthe nodel illustrated in figure 1 it is clear that AAAL
and AAAH have to share a security association, because otherw se they
could not rely on the authentication results, authorizations, nor
even the accounting data which m ght be transacted between t hem
Requiring such bilateral security relationships is, however, in the
end not scal able; the AAA framework MJST provide for nore scal abl e
mechani sms, as suggested bel ow in section 6.

Finally, in the figure, it is clear that the attendant can naturally
share a security association with the AAAL. This is necessary in
order for the nodel to work because the attendant has to know that it
is permissible to allocate the I ocal resources to the client.

As an exanple in today’'s Internet, we can cite the depl oynent of

RADI US [16] to allow nobile conmputer clients to have access to the
Internet by way of a local 1SP. The ISP wants to nmake sure that the
nmobile client can pay for the connection. Once the client has

provi ded credentials (e.g., identification, unique data, and an

unf orgeabl e signature), the ISP checks with the client’s hone
authority to verify the signature, and to obtain assurance that the
client will pay for the connection. Here, the attendant function can
be carried out by the NAS, and the |local and home authorities can use
RADI US servers. Credentials allow ng authorization at one attendant
SHOULD be unusable in any future negotiations at the sane or any

ot her attendant.

From the description and exanpl e above, we can identify severa
requirenents.

- Each local attendant has to have a security relationship with the
| ocal AAA server (AAAL)

- The local authority has to share, or dynanmically establish
security relationships with external authorities that are able to
check client credentials
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- The attendant has to keep state for pending client requests while
the I ocal authority contacts the appropriate external authority

- Since the nobile node may not necessarily initiate network
connectivity fromwithin its home domain, it MJST be able to
provi de conpl ete, yet unforgeable credentials w thout ever having
been in touch with its home donain.

- Since the nobile node’'s credentials have to renmain unforgeabl e,
i nterveni ng nodes (e.g., neither the attendant or the |oca
authority (AAAL) or any other internediate nodes) MJST NOT be able
to learn any (secret) information which may enable themto
reconstruct and reuse the credentials.

Fromthis last requirenent, we can see the reasons for the natura
requirenent that the client has to share, or dynam cally establish, a
security relationship with the external authority in the Hone Donain.
O herwise, it is technically infeasible (given the inplied network
topol ogy) for the client to produce unforgeabl e signatures that can
be checked by the AAAH.  Figure 2 illustrates the natural security
associ ati ons we understand from our proposed nodel. Note that,
according to the discussion in section 6, there may, by nutual
agreement between AAAL and AAAH, be a third party inserted between
AAAL and AAAH to help them arbitrate secure transactions in a nore
scal abl e fashi on.

Foomonn + Foomonn +
| | | |
| AAAL +-----ieiia oo + AAAH
| | | |
- - - - -+ - - +- - -+

| |
| |
I I SR

C = client | | | |

A = attendant | A | | C |

AAAL = |ocal authority | | |

AAAH = hone authority R + R +

Figure 2: Security Associations

In addition to the requirenents |listed above, we specify the
foll owi ng requirenments which derive fromoperational experience with
today’ s roam ng protocols.

- There are scenarios in which an attendant will have to manage

requests for many clients at the sane tine.
- The attendant MUST protect against replay attacks.
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- The attendant equi pnent shoul d be as inexpensive as possi bl e,
since it will be replicated as many tines as possible to handl e as
many clients as possible in the foreign domain.

- Attendants SHOULD be configured to obtain authorization, froma
trusted | ocal AAA server (AAAL) for Quality of Service
requi renents placed by the client.

Nodes in two separate adninistrative domains (for instance, AAAH and
AAAL) often nmust take additional steps to verify the identity of
their comruni cation partners, or alternatively to guarantee the
privacy of the data naking up the conmunication. Wile these
considerations lead to inportant security requirenents, as nentioned
above in the context of security between servers, we consider the
exact choice of security associations between the AAA servers to be
beyond the scope of this document. The choices are unlikely even to
depend upon any specific features of the general nodel illustrated in
figure 1. On the other hand, the security associations needed
between Mobile IP entities will be of central inportance in the
design of a suitable AAA infrastructure for Mbile IP. The genera
nmodel shown above is generally conpatible with the needs of Mbile

| P. However, sone basic changes are needed in the security nodel of
Mobile I P, as detailed in section 5.

Lastly, recent discussion in the nobile-ip working group has
i ndicated that the attendant MJST be able to terninate service to the
client based on policy determi nation by either AAAH or AAAL server

3.1. AAA Protocol Roanmi ng Requirenents

In this section we will detail additional requirenments based on

i ssues discovered through operational experience of existing roam ng
RADI US networks. The AAA protocol MJST satisfy these requirements in
order for providers to offer a robust service. These requirenents
have been identified by TR45.6 as part of their involvenment with the
Mobi l e I P working group.

- Support a reliable AAA transport nechani sm

There nust be an effective hop-by-hop retransni ssion and
fail over mechanismso that reliability does not solely depend
on end-to-end retransm ssion

* This transport nmechanismw || be able indicate to an AAA
application that a nessage was delivered to the next peer AAA
application or that a tine out occurred.

* Retransmission is controlled by the reliable AAA transport
mechani sm and not by |ower |ayer protocols such as TCP
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* Even if the AAA nessage is to be forwarded, or the nessage’s
options or semantics do not conformw th the AAA protocol, the
transport mechanismw Il acknow edge that the peer received the
AAA nessage

*  Acknow edgenents SHOULD be all owed to be piggybacked in AAA
nessages

*  AAA responses have to be delivered in a tinely fashion so that
Mobile | P does not tinmeout and retransmt

Transport a digital certificate in an AAA nmessage, in order to

m nimze the nunber of round trips associated with AAA

transactions. Note: This requirenment applies to AAA applications

and not nobile stations. The certificates could be used by
foreign and hone agents to establish an | PSec security association
to secure the nobile node’s tunneled data. |n this case, the AAA
infrastructure could assist by obtaining the revocation status of
such a certificate (either by perform ng online checks or
otherwi se validating the certificate) so that hone and foreign
agents could avoid a costly online certificate status check.

Provi de nessage integrity and identity authentication on a hop-

by-hop (AAA node) basis.

Support replay protection and optional non-repudiation

capabilities for all authorization and accounting nmessages. The

AAA protocol must provide the capability for accounting nessages

to be matched with prior authorization nessages.

Support accounting via both bilateral arrangenents and via broker

AAA servers providing accounting clearinghouse and reconciliation

bet ween serving and home networks. There is an explicit agreenent

that if the private network or honme | SP authenticates the nobile
station requesting service, then the private network or hone ISP
network al so agrees to reconcile charges with the honme service
provider or broker. Real tine accounting nust be supported.

Ti mest anps nust be included in all accounting packets.

4. Requirenents related to basic I P connectivity

The requirenents listed in the previous section pertain to the

rel

ati onshi ps between the functional units, and don’t depend on the

underlyi ng network addressing. On the other hand, many nodes (nobile

or

nmerely portable) are programmed to receive sonme | P-specific

resources during the initialization phase of their attenpt to connect

to

Ve

the Internet.

pl ace the foll owi ng additional requirenents on the AAA services in

order to satisfy such clients.

d ass,

Ei t her AAA server MIST be able to obtain, or to coordinate the
all ocation of, a suitable I P address for the custoner, upon
request by the custoner.
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- AAA servers MJST be able to identify the client by sone neans
other than its |IP address.

Policy in the hone domain may dictate that the home agent instead of
the AAAH manages the allocation of an I P address for the nobile node.
AAA servers MJST be able to coordinate the allocation of an IP
address for the nobile node at least in this way.

AAA servers today identify clients by using the Network Access
Identifier (NAI) [1]. A nobile node can identify itself by including
the NAI along with the Mbile IP Registration Request [6]. The NA
is of the form"user@ealnt; it is unique and well suited for use in
the AAA nodel illustrated in figure 1. Using a NAIl (e.g.
"user@eal n') allows AAAL to easily determ ne the home domain (e.g.
"realm') for the client. Both the AAAL and the AAAH can use the NA
to keep records indexed by the client’s specific identity.

5. AAA for Mbile IP

Cients using Mobile IP require specific features fromthe AAA
services, in addition to the requirements already nentioned in
connection with the basic AAA functionality and what is needed for IP
connectivity. To understand the application of the general nodel for
Mobile I P, we consider the nobile node (M) to be the client in
figure 1, and the attendant to be the foreign agent (FA). If a
situation arises that there is no foreign agent present, e.g., in the
case of an IPv4 nobile node with a co-located care of address or an

| Pv6 nobil e node, the equivalent attendant functionality is to be
provi ded by the address allocation entity, e.g., a DHCP server. Such
an attendant functionality is outside the scope of this docunent.

The hone agent, while inportant to Mobile IP, is allowed to play a
role during the initial registration that is subordinate to the role
pl ayed by the AAAH. For application to Mbile IP, we nodify the
general nodel (as illustrated in figure 3). After the initia
registration, the nobile node is authorized to continue using Mbile
IP at the foreign domain without requiring further involvenent by the
AAA servers. Thus, the initial registration will probably take

| onger than subsequent Mbile | P registrations.

In order to reduce this extra tinme overhead as nuch as possible, it
is inportant to reduce the time taken for conmuni cati ons between the
AAA servers. A major conponent of this comrunications latency is the
time taken to traverse the wide-area Internet that is likely to
separate the AAAL and the AAAH. This leads to a further strong
notivation for integration of the AAA functions thensel ves, as well
as integration of AAA functions with the initial Mbile IP
registration. In order to reduce the nunber of nessages that
traverse the network for initial registration of a Mobile Node, the
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AAA functions in the visited network (AAAL) and the hone network
(AAAH) need to interface with the foreign agent and the hone agent to
handl e the registrati on nmessage. Latency would be reduced as a
result of initial registration being handled in conjunction w th AAA
and the nobile IP nobility agents. Subsequent registrations,

however, would be handl ed according to RFC 2002 [13]. Another way to
reduce | atency as to accounting would be the exchange of snall
records.

As there are many different types of sub-services attendants may
provide to nobile clients, there MIST be extensible accounting
formats. |In this way, the specific services being provided can be
identified, as well as accounting support should nore services be
identified in the future.

The AAA hone domain and the HA home domain of the nobile node need
not be part of the same administrative domain. Such an situation can
occur if the home address of the nobile node is provided by one
domain, e.g., an ISP that the nobile user uses while at hone, and the
aut hori zation and accounting by another (specialized) domain, e.g., a
credit card conpany. The foreign agent sends only the authentication
i nformati on of the nobile node to the AAAL, which interfaces to the
AAAH. After a successful authorization of the nobile node, the
foreign agent is able to continue with the nobile IP registration
procedure. Such a schene introduces nore delay if the access to the
AAA functionality and the nobile I P protocol is sequentialized.
Subsequent registrati ons woul d be handl ed according to RFC 2002 [ 13]
wi thout further interaction with the AAA. \Wether to conbine or
separate the Mbile IP protocol data with/fromthe AAA nessages is
ultimately a policy decision. A separation of the Mbile |IP protoco
data and the AAA nessages can be successfully acconplished only if
the I P address of the nobile node's honme agent is provided to the
foreign agent performng the attendant function

Al'l needed AAA and Mbile IP functions SHOULD be processed during a
single Internet traversal. This MJST be done wi thout requiring AAA
servers to process protocol nessages sent to Mobile I P agents. The
AAA servers MJST identify the Mobile I P agents and security
associ ati ons necessary to process the Mobile IP registration, pass
the necessary registration data to those Mbile I P agents, and remain
uni nvol ved in the routing and authentication processing steps
particular to Mobile IP registration

For Mbile I P, the AAAL and the AAAH servers have the follow ng
addi ti onal general tasks:

- enable [re]lauthentication for Mbile IP registration
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- authorize the nobile node (once its identity has been established)
to use at least the set of resources for mninal Mbile IP
functionality, plus potentially other services requested by the
nmobi | e node

- initiate accounting for service utilization

- use AAA protocol extensions specifically for including Mbile IP
regi stration nmessages as part of the initial registration sequence
to be handl ed by the AAA servers.

These tasks, and the resulting nore specific tasks to be listed later
in this section, are beneficially handl ed and expedited by the AAA
servers shown in figure 1 because the tasks often happen together

and task processing needs access to the sane data at the sanme tine.

Local Donmin Hone Domai n
o e e e oo + mm e e e e oaao o +
| e + | e + |
| | | | | | | |
| | AAAL | | | | AAAH | |
| | R + | |
| +- - 4- -+ | | +- - - - -+
| | | | | |
| | | | | |
Hom - - + | +- - - - -+ | | +- - - - -+ |
| | | | | | | | | |
| MN + -|]- -+ FA + -- -- -- -- -+ HA |
| | | | | | | | | |
[ + | [ + | | [ + |
| | | |
o e oo + o m e e e e aaa o +

Figure 3: AAA Servers with Mbile | P agents

In the nodel in figure 1, the initial AAA transactions are handl ed

wi t hout needi ng the hone agent, but Mbile I P requires every
registration to be handl ed between the hone agent (HA) and the
forei gn agent (FA), as shown by the sparse dashed (lower) line in
figure 3. This neans that during the initial registration, something
has to happen that enables the hone agent and foreign agent to
perform subsequent Mbile IP registrations. After the initia
registration, the AAAH and AAAL in figure 3 would not be needed, and
subsequent Mobile IP registrations would only follow the | ower

control path between the foreign agent and the honme agent.

Any Mobile I P data that is sent by FA through the AAAL to AAAH MUST

be consi dered opaque to the AAA servers. Authorization data needed
by the AAA servers then MJST be delivered to themby the foreign
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agent fromthe data supplied by the nobile node. The foreign agent
becones a transl ati on agent between the Mbile IP registration
protocol and AAA

As nentioned in section 3, nodes in two separate adnministrative
domai ns often nust take additional steps to guarantee their security
and privacy,, as well as the security and privacy of the data they
are exchanging. In today’'s Internet, such security nmeasures may be
provided by using several different algorithms. Sone algorithns rely
on the existence of a public-key infrastructure [8]; others rely on
di stribution of symmetric keys to the conmuni cating nodes [9]. AAA
servers SHOULD be able to verify credentials using either style in
their interactions with Mbile IP entities.

In order to enabl e subsequent registrations, the AAA servers MJST be
able to performsome key distribution during the initial Mbile IP
regi stration process fromany particul ar adm ni strative domai n.

This key distribution MIUST be able to provide the follow ng security
functions:

- identify or create a security association between MN and hone
agent (HA); this is required for the MN to produce the
[relauthentication data for the M\-HA authenticati on extension
whi ch is nmandatory on Mobile I P registrations.

- identify or create a security association between nobile node and
foreign agent, for use with subsequent registrations at the sane
foreign agent, so that the foreign agent can continue to obtain
assurance that the sanme nobil e node has requested the continued
aut hori zation for Mbile IP services.

- identify or create a security associati on between hone agent and
foreign agent, for use with subsequent registrations at the sane
foreign agent, so that the foreign agent can continue to obtain
assurance that the sanme home agent has continued the authorization
for Mobile I P services for the nobile node.

- participate in the distribution of the security association (and
Security Paraneter Index, or SPI) to the Mbile IP entities

-  The AAA server MJST al so be able to validate certificates provided
by the nobile node and provide reliable indication to the foreign
agent .

- The AAAL SHOULD accept an indication fromthe foreign agent about
the acceptable lifetine for its security associations with the
nmobi | e node and/or the nobile node’s honme agent. This lifetine
for those security associati ons SHOULD be an integer nultiple of
registration lifetime offered by the foreign agent to the nobile
node. This MAY allow for Mbile IP reauthentication to take pl ace
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wi thout the need for reauthentication to take place on the AAA
| evel, thereby shortenning the tinme required for nobile node
reregistration.

- The AAA servers SHOULD be able to condition their acceptance of a
Mobile I P registration authorization dependi ng upon whet her the
regi stration requires broadcast or nulticast service to the nobile
node tunnel ed through the foreign agent.

- In addition, reverse tunneling nmay al so be a necessary requirenent
for nmobile node connectivity. Therefore, AAA servers SHOULD al so
be able to condition their acceptance of Mbile |IP registration
aut hori zati on dependi ng upon whether the registration requires
reverse tunnelling support to the hone domain through the foreign
agent .

The lifetinme of any security associations distributed by the AAA
server for use with Mobile IP SHOULD be great enough to avoid too-
frequent initiation of the AAA key distribution, since each

i nvocation of this process is likely to cause | engthy del ays between
[re]lregistrations [5]. Registration delays in Mbile |IP cause
dropped packets and noticeabl e disruptions in service. Note that any
key distributed by AAAH to the foreign agent and home agent MAY be
used to initiate Internet Key Exchange (IKE) [7].

Note further that the nobile node and hone agent may well have a
security association established that does not depend upon any action
by the AAAH.

5.1. Mobile IP with Dynam c | P Addresses

According to section 4, nmany people would |like their nobile nodes to
be identified by their NAI, and to obtain a dynanically all ocated
home address for use in the foreign domain. These people may often
be unconcerned with details about how their conputers inplenent
Mobile I P, and i ndeed may not have any know edge of their hone agent
or any security association except that between thenselves and the
AAAH (see figure 2). In this case the Mbile IP registration data
has to be carried along with the AAA nessages. The AAA hone donmin
and the HA honme donai n have to be part of the sane administrative
donai n.

Mobile I P requires the hone address assigned to the nobile node

bel ong to the sane subnet as the Hone Agent providing service to the
nobi | e node. For effective use of |IP home addresses, the home AAA
(AAAH) SHOULD be able to select a hone agent for use with the newy
al | ocated hone address. |In many cases, the nobile node will already
know t he address of its honme agent, even if the nobile node does not
al ready have an existing hone address. Therefore, the home AAA
(AAAH) MUST be able to coordinate the allocation of a hone address
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with a honme agent that might be designated by the nobil e node

Al l ocating a honme address and a home agent for the nobile would
provide a further sinplification in the configuration needs for the
client’s nobile node. Currently, in the Proposed Standard Mbile IP
specification [13] a nobile node has to be configured with a hone
address and the address of a hone agent, as well as with a security
association with that home agent. In contrast, the proposed AAA
features would only require the nobile node to be configured with its
NAI and a secure shared secret for use by the AAAH. The nobile
node’ s hone address, the address of its home agent, the security
associ ati on between the nobile node and the hone agent, and even the
identity (DNS nane or | P address) of the AAAH can all be dynamically
determned as part of Mbile IP initial registration with the
nmobility agent in the foreign domain (i.e., a foreign agent with AAA
interface features). Neverthel ess, the nobile node may choose to
include the M\-HA security extension as well as AAA credentials, and
the proposed Mbile I P and AAA server nodel MJUST work when both are
present.

The reason for all this sinplification is that the NAl encodes the
client’s identity as well as the nane of the client’s hone domain;
this follows existing industry practice for the way NAls are used
today (see section 4). The honme domain nane is then available for
use by the local AAA (AAAL) to locate the honme AAA serving the
client’s home domain. |In the general nodel, the AAAL would al so have
to identify the appropriate security association for use with that
AAAH. Section 6 discusses a way to reduce the nunber of security
associ ations that have to be maintai ned between pairs of AAA servers
such as the AAAL and AAAH just descri bed.

5.2. Firewall s and AAA

Mobil e | P has encountered some deploynent difficulties related to
firewall traversal; see for instance [11]. Since the firewall and
AAA server can be part of the sane adm nistrative domain, we propose
that the AAA server SHOULD be able to issue control nessages and keys
to the firewall at the boundary of its administrative donain that

will configure the firewall to be perneable to Mobile IP registration
and data traffic fromthe nobil e node.
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5.3. Mobile IP with Local Hone Agents

mmmmemeeeeeeeeeeeeaa e + tmmm e me e +
| [ + [ + | | [ + |
| | | | | | | | |
| | HA +----+ AAAL | | | | AAAH |
| | | R + | |
| - - - - -+ oo - - -+ | | S +
| | | | | Hone Donain
| | +- - - - -+ | S +
Hom - - + | +- - - +- + |
| | | | |
| MN +------ + FA | |
| | | | Local Donain
R e + | R e + |
o e e e e e e e e e +

Fi gure 4: Hone Agent Allocated by AAAL

In sonme Mbile I P nodels, nobile nodes boot on subnets which are
technically foreign subnets, but the services they need are |ocal

and hence conmunication with the hone subnet as if they were residing
on the hone is not necessary. As long as the nobile node can get an
address routable fromwithin the current domain (be it publicly, or
privately addressed) it can use nobile IP to roam around that domain,
calling the subnet on which it booted its tenporary hone. This
address is likely to be dynanmically allocated upon request by the
nmobi | e node.

In such situations, when the client is willing to use a dynam cally
al l ocated I P address and does not have any preference for the

| ocation of the home network (either geographical or topological),
the | ocal AAA server (AAAL) nay be able to offer this additiona

all ocation service to the client. Then, the hone agent will be

| ocated in the |ocal domain, which is likely to be offer smaller

del ays for new Mobile I P registrations.

In figure 4, AAAL has received a request fromthe nobile node to
all ocate a honme agent in the |local domain. The new hone agent

recei ves keys from AAAL to enable future Mbile IP registrations.
Fromthe picture, it is evident that such a configuration avoids
problens with firewall protection at the domai n boundaries, such as
were described briefly in section 5.2. On the other hand, this
configuration nakes it difficult for the nobile node to receive data
from any communi cations partners in the nobile node’ s hone

adm nistrative domain. Note that, in this nodel, the nobile node's
hone address is affiliated with the foreign domain for routing
purposes. Thus, any dynam c update to DNS, to associate the nobile
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node’s home FQDN (Fully Qualified Donain Nane [10]) with its new IP
address, will require insertion of a foreign |P address into the hone
DNS server dat abase.

5.4. Mobile IP with Local Paynents

Since the AAAL is expected to be enabled to allocate a | ocal hone
agent upon dermand, we can neke a further sinplification. |In cases
where the AAAL can manage any necessary authorization function
locally (e.g., if the client pays with cash or a credit card), then
there is no need for an AAA protocol or infrastructure to interact
with the AAAH. The resulting sinple configuration is illustrated in
figure 5.

In this sinplified nodel, we may consider that the role of the AAAH
is taken over either by a national governnent (in the case of a cash
payment), or by a card authorization service if paynent is by credit
card, or sone such authority acceptable to all parties. Then, the
AAAL expects those external authorities to guarantee the val ue
represented by the client’s paynent credentials (cash or credit).
There are likely to be other cases where clients are granted access
to |l ocal resources, or access to the Internet, w thout any charges at
all. Such configurations nmay be found in airports and ot her common

| | | |
| HA +----+ AAAL

| |
| |
| |
| |
| +o - - - -+ +o oo+ |
| | | |
| e |
R e + | +- - - -+
| | | | | |
| M+ |- - - - - - - + FA | |
| | | Local Donmain | | |
S e + | S e +
Fommmmmmeeaaaaaaeaaaaaaa +

Figure 5: Local Payment for Local Mbile IP services

areas where business clients are likely to spend tine. The service
provider may find sufficient reward in the goodwi Il of the clients,
or fromadverti senents displayed on Internet portals that are to be
used by the clients. |In such situations, the AAAL SHOULD stil

al l ocate a honme agent, appropriate keys, and the nobile node’ s home
addr ess.
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5.5. Fast Handover

Since the nmovenent from coverage area to coverage area nmay be
frequent in Mobile IP networks, it is inperative that the |atency

i nvol ved in the handoff process be mininmzed. See, for instance, the
Route Optim zation docunent [15] for one way to do this using Binding
Updates. When the nobile node enters a new visited subnet, it would
be desirable for it to provide the previous foreign agent’s NAl. The
new FA can use this information to either contact the previous FA to
retrieve the KDC session key information, or it can attenpt to
retrieve the keys fromthe AAAL. If the AAAL cannot provide the
necessary keying information, the request will have to be sent to the
nmobi |l e node’'s AAAH to retrieve new keying information. After initial
aut hori zation, further authorizations SHOULD be done locally within
the Local Dormai n.

When a MN noves into a new foreign subnet as a result of a handover
and is now served by a different FA, the AAAL in this domain may
contact the AAAL in the donain that the MN has just been handed off
fromto verify the authenticity of the MN and/or to obtain the
session keys. The new serving AAAL may determ ne the address of the
AAAL in the previously visited domain fromthe previ ous FA NA

i nformati on supplied by the WM

6. Broker Model

The picture in Figure 1 shows a configuration in which the |Iocal and
the hone authority have to share trust. Depending on the security
nmodel used, this configuration can cause a quadratic growh in the
nunber of trust relationships, as the nunber of AAA authorities (AAAL
and AAAH) increases. This has been identified as a problem by the
roanops working group [3], and any AAA proposal MJST solve this
problem Using brokers solves nany of the scalability problens
associated with requiring direct business/roam ng rel ationships

bet ween every two adm nistrative domains. In order to provide

scal abl e networks in highly diverse service provider networks in

whi ch there are many donmins (e.g., nmany service providers and | arge
nunbers of private networks), multiple |ayers of brokers MJST be
supported for both of the broker nodels descri bed.

Integrity or privacy of information between the honme and serving
domai ns nmay be achi eved by either hop-by-hop security associations or
end-to-end security associations established with the help of the
broker infrastructure. A broker may play the role of a proxy between
two adninistrative donmai ns which have security associations with the
broker, and relay AAA nessages back and forth securely.
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Alternatively, a broker may al so enable the two domains with which it
has associ ations, but the domains thenselves do not have a direct
association, in establishing a security association, thereby
bypassing the broker for carrying the nessages between the domains.
This may be established by virtue of having the broker relay a shared
secret key to both the donains that are trying to establish secure
communi cati on and then have the donmi ns use the keys supplied by the
broker in setting up a security association

Assum ng t hat AAAB accepts responsibility for paynment to the serving
domai n on behal f of the home dommin, the serving domain is assured of
recei ving paynments for services offered. However, the redirection
broker will usually require a copy of authorization nessages fromthe
hone donmai n and accounting nmessages fromthe serving donmain, in order
for the broker to determine if it is willing to accept responsibility

for the services being authorized and utilized. |f the broker does
not accept such responsibility for any reason, then it nust be able
to terninate service to a nobile node in the serving network. In the

event that multiple brokers are involved, in nost situations al
brokers must be so copied. This nmay represent an additional burden
on foreign agents and AAALs.

Though this mechani sm may reduce latency in the transit of nessages
bet ween the domai ns after the broker has conpleted its invol venent,
there nay be many nore nessages involved as a result of additiona
copi es of authorization and accounting nessages to the brokers

i nvol ved. There may al so be additional latency for initial access to
the network, especially when a new security association needs to be
created between AAAL and AAAH (for exanple, fromthe use of | SAKWP).
These del ays may becone inportant factors for latency-critica
applications.
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Local Donmi n Honme Donmai n
oo + o e ee oo +
| R e + R e + R e + |
| | | | | | | |
| | AAAL +------- + AAAB +-------- + AAAH | |
| | | | | | | | | |
| S e + | S e + | S e + |
| | | | |
| | | R R REEEEEEEEEEEED +

[ + | F- oo -+ |
| | | | | | C = client
| C + -|- -+ A | | A = attendant
| | | | | | AAAL = |ocal authority
e + | e + | AAAH = hone authority
| | AAAB = Dbroker authority
S +

Fi gure 6: AAA Servers Using a Broker

The AAAB in figure 6 is the broker’s authority server. The broker
acts as a settlenment agent, providing security and a central point of
contact for many service providers and enterprises.

The AAAB enabl es the | ocal and hone dommins to cooperate w thout
requiring each of the networks to have a direct business or security
relationship with all the other networks. Thus, brokers offer the
needed scal ability for nmanaging trust relationshi ps between otherw se
i ndependent network domains. Use of the broker does not preclude
managi ng separate trust rel ationshi ps between domains, but it does
offer an alternative to doing so. Just as with the AAAH and AAAL
(see section 5), data specific to Mbile IP control nessages MJST NOT
be processed by the AAAB. Any credentials or accounting data to be
processed by the AAAB nmust be present in AAA nessage units, not
extracted from Mobile | P protocol extensions.

The followi ng requirenents cone nostly from[2], which discusses use
of brokers in the particular case of authorization for roam ng dial -
up users.

- allow ng managenment of trust with external domains by way of
br okered AAA.

- accounting reliability. Accounting data that traverses the
Internet may suffer substantial packet |oss. Since accounting
packets may traverse one or nore internediate authorization points
(e.qg., brokers), retransnission is needed fromintermnediate points
to avoid | ong end-to-end del ays.
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- End to End security. The Local Domai n and Hone Donai n nust be
able to verify signatures within the message, even though the
nmessage i s passed through an internmedi ate authority server

- Since the AAAH in the hone domain MAY be sending sensitive
i nformati on, such as registration keys, the broker MJST be able to
pass encrypted data between the AAA servers.

The need for End-to-End security results fromthe follow ng attacks
which were identified when brokered operation uses RADIUS [16] (see
[2] for nmore information on the individual attacks):

Message editing

Attribute editing

Theft of shared secrets

Theft and nodification of accounting data
Repl ay attacks

Connecti on hijacking

Fraudul ent accounti ng

+ 4+t

These are serious problens which cannot be allowed to persist in any
accept abl e AAA protocol and infrastructure.

7. Security Considerations

This is a requirenments docunent for AAA based on Mbile IP. Because
AAA is security driven, nost of this docunent addresses the security
consi derati ons AAA MUST make on behalf of Mbile IP. As with any
security proposal, adding nore entities that interact using security
protocol s creates new adninistrative requirenents for naintaining the
appropriate security associations between the entities. 1In the case
of the AAA services proposed however, these adninistrative
requirenents are natural, and already well understood in today’'s

I nternet because of experience with dial up network access.

8. I Pv6 Considerations

The main difference between Mbile IP for 1Pv4 and Mbile IPv6 is
that in IPv6 there is no foreign agent. The attendant function
therefore, has to be |located el sewhere. Logical repositories for
that function are either at the local router, for statel ess address
aut oconfiguration, or else at the nearest DHCPv6 server, for stateful

address autoconfiguration. 1In the latter case, it is possible that
there would be a close relationship between the DHCPv6 server and the
AAALV6E, but we believe that the protocol functions should still be

mai nt ai ned separately.

The M\-NAI woul d be equally useful for identifying the nobile node to
the AAALVG6 as is described in earlier sections of this docunent.

d ass, et al. I nf or mat i onal [ Page 21]



RFC 2977 Mobil e | P AAA Requirenents Cct ober 2000

9. Acknow edgenent s

Thanks to Gopal Donmety and Basavaraj Patil for participating in the
Mobile I P subcomittee of the aaa-wg which was charged with
fornmulating the requirenents detailed in this docunent. Thanks to N
Asokan for perceptive coments to the nobile-ip mailing list. Sone
of the text of this document was taken froma draft co-authored by
Pat Cal houn. Patrik Flykt suggested text about allowi ng AAA hone
domain functions to be separated from the donmai n managi ng the hone
address of the nobile computer.

The requirenents in section 5.5 and section 3.1 were taken froma
draft submitted by nenbers of the TIA's TR45.6 Wrking Goup. W
woul d i ke to acknow edge the work done by the authors of that draft:
Tom Hi |l er, Pat Wal sh, Xing Chen, Mark Minson, CGopal Domety,

Sanj eevan Sival i ngham Byng-Keun Lim Pete McCann, Brent Hirschman,
Serge Manni ng, Ray Hsu, Hang Koo, Mark Lipford, Pat Cal houn, Eric
Jaques, Ed Canpbell, and Yi ngchun Xu

Ref er ences

[1] Aboba, B. and M Beadles, "The Network Access ldentifier", RFC
2486, January 1999.

[2] Aboba, B. and J. Vollbrecht, "Proxy Chaining and Policy
| npl enentation in Roanmi ng", RFC 2607, June 1999.

[3] Aboba, B. and G Zorn, "Criteria for Evaluating Roam ng
Prot ocol s", RFC 2477, Decenber 1998.

4] Bradner, S., "Key words for use in RFCs to Indicate Requirenent
Level s", BCP 14, RFC 2119, March 1997.

[5] Ranon Caceres and Liviu Iftode. Inproving the Performance of
Rel i abl e Transport Protocols in Mbile Conputing Environments.
| EEE Journal on Sel ected Areas in Comuni cations, 13(5):850--
857, June 1995.

[6] Calhoun, P. and C. Perkins, "Mobile I P Network Address
Identifier Extension, RFC 2794, March 2000.

[7] Harkins, D. and D. Carrel, "The Internet Key Exchange (IKE)"
RFC 2409, Novenber 1998.

[8] Housley, R, Ford, W, Polk, T. and D. Solo, "Internet X 509

Public Key Infrastructure Certificate and CRL Profile", RFC
2459, January 1999.

d ass, et al. I nf or mat i onal [ Page 22]



RFC 2977 Mobil e | P AAA Requirenents Cct ober 2000

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

d ass,

Kohl, J. and C. Neuman, "The Kerberos Network Authentication
Service (V5)", RFC 1510, Septenber 1993.

Mockapetris, P., "Domain names - inplenmentation and
speci fication", STD 13, RFC 1035, Novenber 1987.

Mont enegro, G and V. Gupta, "Sun’s SKIP Firewall Traversal for
Mobile IP", RFC 2356, June 1998.

Perkins, C., "IP Encapsulation within I P', RFC 2003, Cctober
1996.

Perkins, C., "IP Mbility Support", RFC 2002, Cctober 1996.
Perkins, C., "Mniml Encapsulation within I[P, RFC 2004,

Cct ober 1996.

Perkins, C. and D. Johnson, "Route Optim zation in Mbile IP",
Work in Progress.

Ri gney, C., Rubens, A, Sinpson, W and S. WIlens, "Renote
Aut hentication Dial In User Service (RADIUS)", RFC 2138, April
1997.

Sol onon, J. and S. d ass, "Mbile-1Pv4 Configuration Option for
PPP | PCP", RFC 2290, February 1998.

et al. I nf or mat i onal [ Page 23]



RFC 2977 Mobil e | P AAA Requirenents Cct ober 2000

Addr esses
The wor ki ng group can be contacted via the current chairs:

Basavaraj Patil

Noki a

6000 Connection Drive
Irving, TX 75039

USA

Phone: +1 972-894-6709
EMai | : Basavaraj . Patil| @oki a. com

Phi| Roberts

Mot or ol a

1501 West Shure Drive
Arlington Heights, IL 60004
USA

Phone: +1 847-632-3148
EMai | : QA3445@nui | . not. com

d ass, et al. I nf or mat i onal [ Page 24]



RFC 2977 Mobil e | P AAA Requirenents Cct ober 2000

Questions about this nmeno can be directed to:

Pat R Cal houn

Net wor k and Security Center
Sun M crosystens Laboratories
15 Network Circle

Menl o Park, California 94025
USA

Phone: +1 650-786-7733
Fax: +1 650-786- 6445
EMai | : pcal houn@ng. sun. com

Gopal Dommety

| OS Network Protocols
Ci sco Systens, Inc.

170 West Tasman Drive
San Jose, CA 95134-1706
USA

Phone: +1-408-525-1404
Fax: +1 408-526- 4952
EMai | : gdomety@i sco. com

Steven M d ass

Sun M crosystens

1 Network Drive
Burlington, MA 01803
USA

Phone: +1-781-442-0504
EMail: steven. gl ass@un. com

Stuart Jacobs

Secure Systens Depart nment
GTE Laboratories

40 Syl van Road

wal t ham MA 02451-1128
USA

Phone: +1 781-466-3076

Fax: +1 781-466-2838
EMai | : sjacobs@te.com

d ass, et al. I nf or mat i onal [ Page 25]



RFC 2977 Mobil e | P AAA Requirenents Cct ober 2000

Tom Hil | er

Lucent Technol ogi es
Rm 2F- 218

263 Shuman Bl vd
Naperville, IL 60566
USA

Phone: +1 630 979 7673
Fax: +1 630 713 3663
EMail: tomhill er @ucent.com

Peter J. McCann
Lucent Technol ogi es
Rm 2Z- 305

263 Shuman Bl vd
Naperville, IL 60566
USA

Phone: +1 630 713 9359
Fax: +1 630 713 4982
EMail: ntcap@ucent.com

Basavaraj Patil

Noki a

6000 Connection Drive
I rving, TX 75039

USA

Phone: +1 972-894-6709
Fax : +1 972-894-5349
EMai | : Basavaraj . Patil @oki a. com

Charl es E. Perkins
Communi cati ons Systens Lab
Noki a Research Center

313 Fairchild Drive

Mountain View, California 94043
USA

Phone: +1-650 625-2986

Fax: +1 650 625-2502
EMail: charliep@ prg. nokia.com

d ass, et al. I nf or mat i onal [ Page 26]



RFC 2977 Mobil e | P AAA Requirenents Cct ober 2000

Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

d ass, et al. I nf or mat i onal [ Page 27]



