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Abstr act

Mobile IP, as originally specified, defines an authentication
extension (the Mbil e-Foreign Authentication extension) by which a
nmobi | e node can authenticate itself to a foreign agent.
Unfortunately, this extension does not provide ironclad replay
protection for the foreign agent, and does not allow for the use of
exi sting techni ques (such as CHAP) for authenticating portable
conmputer devices. In this specification, we define extensions for
the Mobile I P Agent Advertisenents and the Registration Request that
allow a foreign agent to use a chal |l enge/response nechanismto

aut henti cate the nobil e node.
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1. Introduction

Mobile IP, as originally specified, defines an authentication
ext ensi on (the Mobil e-Forei gn Authenticati on extension) by which a
nmobi | e node can authenticate itself to a foreign agent.

Unfortunately, this extension does not provide ironclad replay
protection, fromthe point of view of the foreign agent, and does not
allow for the use of existing techniques (such as CHAP [12]) for

aut henticating portable conmputer devices. |In this specification, we
define extensions for the Mbile I P Agent Advertisenents and the

Regi stration Request that allow a foreign agent to a use

chal | enge/ response nechanismto authenticate the nobil e node.

Al SPI values defined in this docunment refer to values for the
Security Paraneter Index, as defined in RFC 2002 [8]. The key words
"MUST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT", "SHOULD'
"SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this docunent
are to be interpreted as described in [1].
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2. Mobile I P Agent Advertisenent Chall enge Extension

This section defines a new extension to the Router Discovery Protoco
[3] for use by foreign agents that need to issue a chall enge for
aut henti cati ng nobil e nodes.

0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR

| Type | Length | Chal | enge ..
B T e o i S I i i S S N iy St S I S S

Fi gure 1: The Chal | enge Extension
Type 24

Length The I ength of the Challenge value in bytes; SHOULD be
at least 4

Chal l enge A random val ue that SHOULD be at |east 32 bits.

The Chal l enge extension, illustrated in figure 1, is inserted in the
Agent Advertisenents by the Foreign Agent, in order to comunicate
the | atest challenge value that can be used by the nobile node to
conpute an authentication for its registration request nessage. The
chal l enge is selected by the foreign agent to provide | ocal assurance
that the nobile node is not replaying any earlier registration
request. FEastlake, et al. [4] provides nore information on

gener ati ng pseudo-random nunbers suitable for use as values for the
chal | enge

3. Qperation

This section describes nodifications to the Mbile IP registration
process which may occur after the Foreign Agent issues a Mbile IP
Agent Advertisenent containing the Challenge on its local |ink

3.1. Mobile Node Processing for Registration Requests

Whenever the Agent Advertisenment contains the Challenge extension, if
the nmobil e node does not have a security association with the Foreign
Agent, then it MJST include the Challenge value in a M\-FA Chal |l enge
extension to the Registration Request nessage. |If, on the other

hand, the nobile node does have a security association with the
foreign agent, it SHOULD include the Challenge value in its

Regi strati on Request nessage

Per ki ns & Cal houn St andards Track [ Page 3]



RFC 3012 Mobi l e | Pv4 Chal | enge/ Response Novernber 2000

If the Mobile Node has a security association with the Foreign Agent,
it MJUST include a Mobil e-Foreign Authentication extension inits

Regi strati on Request nessage, according to the base Mbile IP
specification [8]. Wen the Registration Request contains the M\ FA
Chal | enge extension specified in section 4, the Mbile-Foreign

Aut henti cation MJST follow the Chall enge extension in the

Regi strati on Request.

If the Mobile Node does not have a security association with the
Forei gn Agent, the Mobile Node MIST include the M\- AAA Aut hentication
extension as defined in section 6. 1In addition, the Mbile Node
SHOULD i nclude the NAI extension [2], to enable the foreign agent to
make use of any available verification infrastructure. The SPI field
of the M\ AAA Aut hentication extension specifies the particular
secret and algorithm (shared between the Mbile Node and the
verification infrastructure) that nust be used to performthe

aut hentication. |If the SPI value is chosen as CHAP_SPI (see section
9), then the nobile node specifies CHAP-style authentication [12]
using MD5 [11].

In either case, the M\-FA Chal l enge extension and one of the above
speci fied aut hentication extensions MJST foll ow the Mbil e-Hone
Aut henti cation extension, if present.

A successful Registration Reply fromthe Foreign Agent MAY include a
new Chal | enge val ue (see section 3.3). The Mbile Node MAY use
either the value found in the latest Advertisenent, or the one found
in the last Registration Reply fromthe Foreign Agent. This approach
enabl es the Mobile Node to nake use of the challenge w thout having
to wait for advertisenents.

A Mobil e Node night receive an UNKNOAMN CHALLENGE error (see section
9) if it noves to a new Forei gn Agent that cannot validate the
chal | enge provided in the Registration Request. |n such instances,
the Mobil e Node MIUST use a new Chal |l enge value in any new

regi stration, obtained either froman Agent Advertisenent, or froma
Chal | enge extension to the Registration Reply containing the error

A Mobil e Node that does not include a Chall enge when the Mbile-
Forei gn Authentication extension is present nmay receive a

M SSI NG CHALLENGE (see section 10) error. 1In this case, the foreign
agent will not process the request fromthe nobile node unless the
request contains a valid Chall enge.
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A Mobil e Node that receives a BAD AUTHENTI CATI ON error code (see
section 10) SHOULD i nclude the M\ AAA Aut hentication Extension in the
next Registration Request. This will make it possible for the
Foreign Agent to use its AAA infrastructure in order to authenticate
t he Mobil e Node

3.2. Foreign Agent Processing for Registration Requests

Upon recei pt of the Registration Request, if the Foreign Agent has

i ssued a Challenge as part of its Agent Advertisenents, and it does
not have a security association with the nobile node, then the
Forei gn Agent MJST check that the MN-FA Chal | enge extension exists,
and that it contains a challenge value previously unused by the
Mobil e Node. This ensures that the nobile node is not attenpting to
replay a previous advertisenent and authentication. |f the challenge
extension is needed and does not exist, the Foreign Agent MJST send a
Regi stration Reply to the nobile node with the error code

M SSI NG_CHALLENCE

A foreign agent that sends Agent Advertisements containing a
Chal | enge val ue MAY send a Registration Reply nessage with a

M SSI NG CHALLENGE error if the nobile node sends a Registration
Request with a Mbbil e-Forei gn Aut hentication extension w thout
including a Challenge. |In other words, such a foreign agent NMNAY
refuse to process a Registrati on Request request fromthe nobile node
unl ess the request contains a valid Challenge.

If a nobile node retransnits a Registration Request with the sane
Identification field and the sane Chal |l enge extension, and the

Forei gn Agent still has a pending Registration Request record in
effect for the nobile node, then the Foreign Agent forwards the
Regi strati on Request to the Honme Agent again. In all other

circunstances, if the Foreign Agent receives a Registration Request
with a Chall enge extension containing a Chall enge val ue previously
used by that nobile node, the Foreign Agent SHOULD send a

Regi stration Reply to the nobile node containing the Code val ue
STALE_CHALLENGE

The Foreign Agent MJST NOT accept any Challenge in the Registration
Request unless it was offered in |last successful Registration Reply
i ssued to the Mobile Node, or else advertised as one of the |ast
CHALLENGE W NDOW (see section 9) Challenge values inserted into the
i medi ately precedi ng Agent advertisenents. |f the Challenge is not
one of the recently advertised val ues, the foreign Agent SHOULD send
a Registration Reply with Code UNKNOAN CHALLENGE (see section 10).
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Furt hernmore, the Foreign Agent MUST check that there is either a

Mobi | e- Forei gn, or a M\ AAA Aut hentication extension after the
Chal | enge extension. Any registration nmessage containing the
Chal | enge extension w thout either of these authentication extensions
MUST be silently discarded. |If the registration nessage contains a
Mobi | e- Forei gn Authentication extension with an incorrect
authenticator that fails verification, the Foreign Agent MAY send a
Regi stration Reply to the nobile node with Code val ue
BAD_AUTHENTI CATI ON (see Section 10).

If the MN-AAA Aut hentication extension (see Section 6) is present in
the nmessage, or if an NAl extension is included indicating that the
nobi | e node belongs to a different adnministrative donain, the foreign
agent may take actions outside the scope of this protocol
specification to carry out the authentication of the nobile node.

The Foreign Agent MJST NOT renove the M\-AAA Aut hentication Extension
fromthe Registration Request prior to the conpletion of the

aut hentication perforned by the AAA infrastructure. The appendi x
provi des an exanple of an action that could be taken by a foreign
agent .

In the event that the Chall enge extension is authenticated through
the Mobil e- Forei gn Authenticati on Extension, the Foreign Agent MAY
renove the Chal |l enge Extension fromthe Registration Request wi thout
di sturbi ng the authentication val ue conputed by the Mobile Node for
use by the AAA or the Honme Agent. |f the Chall enge extension is not
renoved, it MJIST precede the Foreign-Honme Authentication extension

If the Foreign Agent does not renpve the Chall enge extension, then
the Foreign Agent SHOULD store the Chall enge value as part of the
pending registration request list [8]. Aso in this case, the
Forei gn Agent MJST reject any Registration Reply nmessage coning from
the Honme Agent that does not also include the Chall enge Extension
with the same Chall enge Val ue that was included in the Registration
Request. The Foreign Agent MJST send the rejected Registration
message to the nobile node, and change the status in the Registration
Reply to the val ue M SSI NG CHALLENGE (see section 10).

If the Foreign Agent does renove the Chall enge extension and
appl i cabl e authentication fromthe Registrati on Request nessage, then
it SHOULD insert the Identification field fromthe Registration
Request nessage along with its record-keeping information about the
particular Mobile Node in order to protect against replays.
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3.3. Foreign Agent Processing for Registration Replies

The Foreign Agent MAY include a new Chall enge extension in any

Regi stration Reply, successful or not. |If the foreign agent includes
this extension in a successful Registration Reply, the extension
SHOULD precede a M\-FA aut hentication extension.

Suppose the Registration Reply includes a Chall enge extension from
the Hone Agent, and the foreign agent w shes to include another
Chal | enge extension with the Registration Reply for use by the nobile
node. In that case, the foreign agent MJIST del ete the Chall enge
extension fromthe Hone Agent fromthe Registration Reply, along with
any FA-HA aut hentication extension, before appending the new
Chal | enge extension to the Registration Reply.

3. 4. Home Agent Processing for the Chall enge Extensions

If the Hone Agent receives a Registration Request with the M\FA
Chal | enge extension, and recogni zes the extension, the Honme Agent
MUST i nclude the Challenge extension in the Registration Reply. The
Chal | enge Extension MJUST be placed after the Mbil e-Hone

aut henti cati on extension, and the extension SHOULD be authenti cated
by a Foreign-Hone Authentication extension

Since the extension type for the Challenge extension is within the
range 128-255, the Home Agent MJST process such a Registration
Request even if it does not recognize the Chall enge extension [8].
In this case, the Home Agent will send a Registration Reply to the
Forei gn Agent that does not include the Chall enge extension

4. MN\-FA Chal | enge Extension
This section specifies a new Mobile | P Registration extension that is
used to satisfy a Challenge in an Agent Advertisenent. The Chall enge

extension to the Registration Request nessage is used to indicate the
chal l enge that the nobile node is attenpting to satisfy.

0 1 2 3
01234567890123456789012345678901
B s T s s e T o e S T ks et s oot ST S S S o S S 3

| Type | Length | Chal | enge. .

B T S S e s e i s S i S S S S S S T S SR S S S i S S S
Fi gure 2: The M\-FA Chal | enge Extension

Type 132 (skippable) (see [8])

Length Length of the Chall enge val ue
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Chal | enge The Challenge field is copied fromthe Challenge field
found in the Agent Advertisenent Chall enge extension
(see section 2).

5. Generalized Mbile | P Aut henti cati on Extension

Several new authentication extensions have been designed for various
control nessages proposed for extensions to Mbile IP (see, for
example, [9]). A new authentication extension is required for a
nmobi |l e node to present its credentials to any other entity other than
the ones already defined; the only entities defined in the base
Mobile | P specification [8] are the hone agent and the foreign agent.
It is the purpose of the generalized authentication extension defined
here to collect together data for all such new authentication
applications into a single extension type with subtypes.

0 1 2 3
01234567890123456789012345678901
B e i S T e i T e S R S e e e s i i T S

| Type | Subt ype | Length

B o i T e e T s i i T S TR S e S S i T S g e e
SPI

L—- B T i s S o I Th T i S S S S S S S S S T +-!|-

| Aut hent i cat or

B e i S T e i T e S R S e e e s i i T S

Figure 3: The Generalized Mbile I P Authentication Extension

Type 36 (not skippable) (see [8])

Subt ype a nunber assigned to identify the kind of
endpoi nts or characteristics of the particul ar

aut henti cation strategy

Length 4 plus the nunber of bytes in the Authenticator
MJUST be at |east 20.

SPI Security Paraneters | ndex
Aut hent i cat or The variable length Authenticator field
In this docunent, only one subtype is defined:

1 MN- AAA Aut henti cation subtype (see section 6)
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6. M\ AAA Aut hentication subtype

The Generalized Authentication extension with subtype 1 will be
referred to as a M\-AAA Aut hentication extension. |If the nobile node
does not include a Mbile-Foreign Authentication [8] extension, then
it MUST include the M\- AAA Aut hentication extension whenever the
Chal | enge extension is present. |f the M\-t AAA Aut henti cation
extension is present, then the Registration Message sent by the
nmobi | e node MUST contain the Mbil e-HA Aut hentication extension [ 8]
if it shares a security association with the Home Agent. |f present,
the Mobil e-HA Authenticati on Extensi on MJST appear prior to the M\
AAA Aut hentication extension. The nobile node MAY include a M\- AAA
Aut hentication extension in any Registration Request. The
correspondi ng response MJST include the MN\HA Aut hentication

Ext ensi on, and MJUST NOT i nclude the M\-AAA Aut hentication Extension

The default algorithmfor conmputation of the authenticator is HVAC
MD5 [5] conputed on the followi ng data, in the order shown:

Preceding Mobile I P data || Type, Subtype, Length, SP

where the Type, Length, Subtype, and SPI are as shown in section 5.
The resulting function call, as described in [5], would be:

hmac_nd5(data, datal en, Key, KeyLength, authenticator);

Each nobil e node MJST support the ability to produce the

aut henti cat or by using HVAC-MD5 as shown. Just as with Mbile IP
this default algorithm MJST be able to be configured for selection at
any arbitrary 32-bit SPI outside of the SPIs in the reserved range

0- 255.

7. Reserved SPIs for Mobile I P

Mobile | P defines several authentication extensions for use in

Regi stration Requests and Replies. Each authentication extension
carries a Security Parameters Index (SPlI) which should be used to
index a table of security associations. Values in the range 0 - 255
are reserved for special use. A list of reserved SPI nunbers is to
be maintained by I ANA at the follow ng URL:

http://ww. i ana. or g/ nunbers. ht ni

Per ki ns & Cal houn St andards Track [ Page 9]



RFC 3012 Mobi l e | Pv4 Chal | enge/ Response Novernber 2000

8.

10.

SPI For RADI US AAA Servers

Some AAA servers only admit a single security association, and thus
do not use the SPI nunbers for Mbile I P authentication extensions
for use when determning the security association that would be
necessary for verifying the authentication information included with
t he Aut hentication extension

SPI nunber CHAP_SPI (see section 9) is reserved (see section 7) for

i ndicating the followi ng procedure for conputing authentication data
(called the "authenticator™), which is used by many RADI US servers
[10] today.

To conpute the authenticator, apply MD5 [11] conputed on the
followi ng data, in the order shown:

H gh-order byte from Challenge || Key |
MD5( Preceding Mobile I P data |

Type, Subtype (if present), Length, SPI) |
Least-order 237 bytes from Chal |l enge

where the Type, Length, SPI, and possibly Subtype, are the fields of
the authentication extension in use. For instance, all four of these
fields would be in use when SPI == CHAP_SPI is used with the
Ceneral i zed Authentication extension. Since the RADI US protoco
cannot carry attributes greater than 253 in size, the preceding
Mobile | P data, type, subtype (if present), length and SPI are hashed
using MD5. Finally, the least significant 237 bytes of the chall enge
are concat enat ed.

Confi gurabl e Paraneters

Every Mobile I P agent supporting the extensions defined in this
docunent SHOULD be able to configure each paranmeter in the foll ow ng
table. Each table entry contains the nane of the paraneter, the
default value, and the section of the docunent in which the paraneter
first appears.

Par anet er Nare Def aul t Val ue Section(s) of Docunent
CHALLENGE_W NDOW 2 3.2
CHAP_SPI 2 8

Error Val ues

Each entry in the followi ng table contains the name of Code [8] to be
returned in a Registration Reply, the value for the Code, and the
section in which the error is first nmentioned in this specification
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11.

Error Name Val ue Section of Docunent
UNKNOWN_CHAL LENGE 104 3.2

BAD AUTHENTI CATI ON 67 3.2 - also see [8]
M SSI NG _CHALLENGE 105 3.1,3.2
STALE_CHALLENGE 106 3.2

| ANA Consi der ati ons

The Generalized Mbile I P Authentication extension defined in Section
5is a Mobile IP registration extension as defined in RFC 2002 [ 8]
and extended in RFC 2356 [7]. | ANA should assign a value of 36 for

t hi s extension.

A new nunber space is to be created for enunerating subtypes of the
Ceneral i zed Authenticati on extension (see section 5). New subtypes
of the Generalized Authentication extension, other than the nunber
(1) for the M\-AAA authentication extension specified in section 6,
nmust be specified and approved by a desi gnated expert.

The MN\-FA Chal | enge Extension defined in Section 4 is a router
adverti senent extension as defined in RFC 1256 [3] and extended in
RFC 2002 [8]. |[|ANA should assign a value of 132 for this purpose.

The Code val ues defined in Section 10 are error codes as defined in
RFC 2002 [8] and extended in RFC 2344 [6] and RFC 2356 [7]. They
correspond to error values conventionally associated with rejection
by the foreign agent (i.e., values fromthe range 64-127). The Code
value 67 is a pre-existing value which is to be used in sone cases
with the extension defined in this specification. |ANA should record
the val ues as defined in Section 10.

A new section for enunerating algorithnms identified by specific SPls
within the range 0-255 is to be added to

http://ww. isi.edu/in-notes/ianal/assi gnnents/nobil ei p- nunbers.

The CHAP_SPI nunber (2) discussed in section 8 is to be assigned from
this range of reserved SPI nunbers. New assignments fromthis
reserved range nust be specified and approved by the Mbile IP

wor ki ng group. SPI nunber 1 should not be assigned unless in the
future the Mobile I P working group decides that SKIP is not inportant
for enunmeration in the list of reserved nunbers. SPl nunmber O should
not be assigned.
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12.

13.

Security Considerations

In the event that a malicious nobile node attenpts to replay the

aut henticator for an old M\-FA Chal |l enge, the Foreign Agent woul d
detect it since the agent al ways checks whether it has recently
adverti sed the Challenge (see section 3.2). Allow ng nobile nodes
with different | P addresses or NAls to use the sane Chall enge val ue
does not represent a security vulnerability, because the

aut hentication data provided by the nobile node will be conputed over
data that is different (at |east by the bytes of the nobile nodes’ IP
addr esses) .

Whenever a Foreign Agent updates a field of the Registration Reply
(as suggested in section 3.2), it invalidates the authentication data
supplied by the Home Agent in the M\HA Authentication extension to
the Registration Reply. Thus, this opens up a security exposure
whereby a node might try to supply a bogus Registration Reply to a
nobi | e node that causes the nobile node to act as if its Registration
Reply were rejected. This mght happen when, in fact, a Registration
Reply showi ng acceptance of the registration night soon be received
by the nobil e node.

If the foreign agent chooses a Chal l enge value (see section 2) wth
fewer than 4 bytes, the foreign agent SHOULD nmai ntain records that

al so the Identification field for the nobile node. The foreign agent
can then find assurance that the Registration nessages using the
short Chall enge value are in fact unique, and thus assuredly not

repl ayed fromany earlier registration.

Section 8 (SPI For RADI US AAA Servers) defines a nethod of conputing
the Generalized Mbile | P Authentication Extension’s authenticator
field using MD5 in a manner that is consistent with RADIUS [10]. The
use of MD5 in the nethod described in Section 8 is | ess secure than
HVAC- MD5 [5], and shoul d be avoi ded whenever possible.
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A. Verification Infrastructure

The Chal l enge extensions in this protocol specification are expected
to be useful to help the Foreign Agent manage connectivity for
visiting nobile nodes, even in situations where the foreign agent
does not have any security association with the nobile node or the
nmobi | e node’s hone agent. |n order to carry out the necessary
authentication, it is expected that the foreign agent will need the
assi stance of external adnministrative systens, which have conme to be
call ed AAA systens. For the purposes of this docunent, we call the
external adm nistrative support the "verification infrastructure”
The verification infrastructure is described to notivate the design
of the protocol elenents defined in this docunent, and is not
strictly needed for the protocol to work. The foreign agent is free
to use any neans at its disposal to verify the credentials of the
mobi |l e node. This could, for instance, rely on a separate protoco
bet ween the foreign agent and the Mobile I P hone agent, and still be
completely invisible to the nobil e node.

In order to verify the credentials of the nobile node, we inagine
that the foreign agent has access to a verification infrastructure
that can return a secure notification to the foreign agent that the
aut henti cation has been perforned, along with the results of that
authentication. This infrastructure may be visualized as shown in
figure 4.

| Verification and Key Managenent |nfrastructure

o o m e e e e e e e e e e e e e e e e e e e e e e eee— oo +
o o
| | | |
(Y (Y
S + S +
| _ | | |
| Foreign Agent | | Hone Agent
| | |
S + S +

Figure 4: The Verification Infrastructure

After the foreign agent gets the Challenge authentication, it MAY
pass the authentication to the (here unspecified) infrastructure, and
await a Registration Reply. |If the Reply has a positive status
(indicating that the registration was accepted), the foreign agent

Per ki ns & Cal houn St andards Track [ Page 14]



RFC 3012 Mobi l e | Pv4 Chal | enge/ Response Novernber 2000

accepts the registration. |If the Reply contains the Code val ue
BAD AUTHENTI CATI ON (see Section 10), the foreign agent takes actions
indicated for rejected registrations.

Implicit in this picture, is the inportant observation that the
Forei gn Agent and the Honme Agent have to be equi pped to nake use of
what ever protocol is nade available to them by the chall enge
verification and key nmanagenent infrastructure shown in the figure

The protocol nessages for handling the authentication within the
verification infrastructure, and identity of the agent perform ng the
verification of the Foreign Agent chall enge, are not specified in
this docunent, because those operations do not have to be perforned
by any Mbile IP entity.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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