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Abstract

Mul ti protocol Label Switching (MPLS) is a nethod for forwarding
packets that uses short, fixed-length values carried by packets,
called | abels, to determ ne packet nexthops. A fundanental concept
in MPLS is that two Label Switching Routers (LSRs) nust agree on the
meani ng of the | abels used to forward traffic between and through
them This common understanding is achi eved by using a set of
procedures, called a | abel distribution protocol, by which one LSR

i nforns another of |abel bindings it has nade. This docunent
describes the applicability of a set of such procedures called LDP
(for Label Distribution Protocol) by which LSRs distribute |abels to
support MPLS forwarding al ong normally routed paths.

1. LDP Applicability

A label distribution protocol is a set of procedures by which one
Label Switching Router (LSR) inforns another of the neaning of |abels
used to forward traffic between and through them

The MPLS architecture allows for the possibility of nore than a
single nmethod for distributing | abels, and a nunber of different
| abel distribution protocols are being standardi zed. Existing
protocol s have been extended so that |abel distribution can be
pi ggybacked on them and new protocols have been defined for the
explicit purpose of distributing |abels.
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Thi s docunent describes the applicability of the Label Distribution
Protocol (LDP), a new protocol for |abel distribution designed to
support label distribution for MPLS forwarding al ong nornally routed
pat hs as determ ned by destination-based routing protocols. This is
sonetinmes called MPLS hop-by-hop forwarding.

LDP, together with an IP routing plane and software to program ATM
switch or Frame Relay switch cross-connect tables, can inplenment IP
in a network of ATM and/or Franme Relay switches without requiring an
overlay or the use of ATM specific or Frame Rel ay-specific addressing
or routing.

LDP is also useful in situations that require efficient hop-by-hop
routed tunnels, such as MPLS-based VPN architectures [RFC2574] and
tunnel i ng between BGP border routers.

In addition, LDP includes a nmechanismthat makes it possible to
extend it to support MPLS features that go beyond best effort hop-
by-hop forwardi ng.

As a stand-al one protocol for distributing | abels LDP does not rely
on the presence of specific routing protocols at every hop al ong an
LSP path in order to establish an LSP. Hence LDP is useful in
situations in which an LSP nust traverse nodes which may not all
support a conmon pi ggybacked approach to distributing | abels.

Traffic Engineering [TE] is expected to be an inportant MPLS
application. MPLS support for Traffic Engineering uses explicitly
routed LSPs, which need not follow normally-routed (hop-by-hop)

pat hs.

Explicitly routed LSPs may be setup by CR-LDP [ CRLDP-AS], a set of
extensions to LDP, or by RSVP-TE [ RSVP-TE-AS], a set of extensions to
RSVP. There is currently no consensus on which of these protocols is
technically superior. Therefore, network adm nistrators should nmake
a choi ce between the two based upon their needs and particul ar

si tuati on.

2. Requirenent Leve
The "requirement |evel"™ [RFC2026] for LDP is:
| mpl enentation of LDP is reconmended for devices that perform MPLS

forwardi ng al ong normally routed paths as determ ned by
desti nati on-based routing protocols.
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3. Feature Overview

LDP associ ates a Forwardi ng Equi val ence O ass (FEC) [ RFC3031] with
each label it distributes. Two LSRs which use LDP to exchange FEC
| abel binding information are known as "LDP Peers", and we speak of
there being an "LDP Session" between them

LDP uses TCP for session conmuni cation. Use of TCP ensures that
session nessages are reliably delivered, and that distributed | abels
and state information associated with LSPs need not be refreshed
periodically.

LDP i ncl udes a nechani sm by which an LSR can di scover potential LDP
peers. The discovery mechani sm nmakes it unnecessary for operators to
explicitly configure each LSRwith its LDP peers.

When an LSR di scovers another LSR it follows the LDP session setup
procedure to establish an LDP session. By neans of this procedure
the LSRs establish a session TCP connection and use it to negotiate
paraneters for the session, such as the | abel distribution nethod to
be used (see below). After the LSRs agree on the paraneters, the
session is operational and the LSRs use the TCP connection for |abe
di stribution.

LDP supports two different methods for |abel distribution. An LSR
usi ng Downstream Unsolicited distribution advertises FEC-|abe
bindings to its peers when it is ready to forward packets in the FEC
by means of MPLS. An LSR using Downstream on Dermand di stribution
provi des FEC-|abel bindings to a peer in response to specific
requests fromthe peer for a |label for the FEC

LDP allows LSRs flexibility in strategies for retaining | earned
labels. An LSR using liberal |abel retention stores all |abels

| earned from peers regardl ess of whether it currently needs them for
forwardi ng, whereas one using conservative |abel retention stores
only labels for which it has inmedi ate use and rel eases unneeded

| abel s to the peer that advertised them

In addition, LDP allows flexibility in strategies for when to
adverti se FEC-|abel bindings. An LSR using independent control node
adverti ses FEC-| abel bindings to peers whenever it sees fit, whereas
one using ordered control advertises bindings only when it has
previously received a |label for the FEC fromthe FEC nexthop or it is
an MPLS egress for the FEC

Downstream on Demand di stri bution with conservative | abel retention

and ordered control is appropriate in situations where |abels are a
relatively scarce resource that nust be conserved, and Downstream
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Unsolicited distribution with liberal |abel retention and independent
control is appropriate where |abels are plentiful and need not be
carefully conserved. However, the protocol permits other

conbi nations of distribution nmethod, |abel retention node and contro
nmode, including hybrid variants of them

LDP defines a nmechanismfor |oop detection to protect against
forwarding loops in LSPs that traverse non-TTL MPLS cl ouds; see

[ RFC3031] for discussion of situations which may benefit fromthis
mechani sm The | oop detection nechanismis optional in the sense
that it may be di sabled by LSR configuration. However, an LDP-
conpliant LSR nust inplenent it.

LDP i ncl udes an extensi on nechani sm whi ch supports the devel oprment of
vendor - private and experinental features. This mechani sm defines
procedures for introducing new types of nessages and TLVs, nethods an
LSR can use for detecting such nessages and TLVs, and procedures an
LSR nust follow when it receives a nessage or TLV it does not
inmplenent. While it is not possible to nmake every future enhancenent
backwards conpatible, these procedures facilitate the introduction of
new capabilities in MPLS networks that include ol der inplenentations
that do not recognize them

4. Scal ability Considerations

The following factors may influence the scalability of LDP
i mpl emrent ati ons:

- LDP Il abel distribution is increnmental, requiring no periodic
refresh of FEC-I| abel bindings.

- In situations were | abel resources nay be scarce (ATM and Frane
Rel ay |inks) the use of the Downstream on Denand distribution
met hod wi th conservative | abel retention ensures that only
those labels required to support nornally-routed paths are
al l ocated and distributed.

- In situations where | abel resources are not scarce, the use of
t he Downstream Unsolicited nethod with liberal |abel retention
ensures that changes in FEC nexthop fromone LDP peer to
anot her require no distribution action to update previously
di stri buted | abel s.

- Limtations on the nunmber of TCP connections an LSR supports
limt the nunber of LDP peers the LSR can support.
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- Use of the optional path vector based | cop detection nechani sm
i mposes additional nmenory and processing requirenments on an
LSR, as well as additional LDP traffic. Both inpact
scalability.

5. Security Considerations

LDP defines the optional use of the TCP MD5 Signature Option to
protect against the introduction of spoofed TCP segnents into LDP
session connection streams. LDP use of the TCP MD5 Signature Option
is simlar to BG [RFC1771] use of the option specified in [ RFC2385].
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8. Full Copyright Statenent
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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