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Abstract

Newer hi gh-speed public Internet access technologies call for a

hi gh- speed nodemto have a |l ocal area network (LAN) attachnent to one
or nore custoner prenise hosts. It is advantageous to use the
Dynami ¢ Host Configuration Protocol (DHCP) as defined in RFC 2131 to
assign custoner prem se host | P addresses in this environment.
However, a nunber of security and scaling problens arise with such
"public" DHCP use. This docunment describes a new DHCP option to
address these issues. This option extends the set of DHCP options as
defined in RFC 2132.

The new option is called the Relay Agent Information option and is
inserted by the DHCP relay agent when forwarding client-originated
DHCP packets to a DHCP server. Servers recognizing the Relay Agent

I nformation option may use the information to inplenent | P address or
ot her paraneter assignnent policies. The DHCP Server echoes the
option back verbatimto the relay agent in server-to-client replies,
and the relay agent strips the option before forwarding the reply to
the client.

The "Relay Agent Information" option is organized as a single DHCP
option that contains one or nore "sub-options" that convey

i nformati on known by the relay agent. The initial sub-options are
defined for a relay agent that is co-located in a public circuit
access unit. These include a "circuit ID" for the incoming circuit,
and a "renote ID' which provides a trusted identifier for the renote
hi gh- speed nodem
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I nt roducti on

1.1 High-Speed Circuit Sw tched Data Networks

Public Access to the Internet is usually via a circuit switched data
network. Today, this is primarily inplenmented with dial-up nodens
connecting to a Renpote Access Server. But higher speed circuit
access networks also include | SDN, ATM Frane Rel ay, and Cabl e Data
Networks. Al of these networks can be characterized as a "star"
topol ogy where nmultiple users connect to a "circuit access unit" via
switched or permanent circuits.

Wth dial-up nmodens, only a single host PC attenpts to connect to the
central point. The PPP protocol is widely used to assign IP
addresses to be used by the single host PC

The newer high-speed circuit technol ogi es, however, frequently
provide a LAN interface (especially Ethernet) to one or nore host
PCs. It is desirable to support centralized assignment of the IP
addresses of host conputers connecting on such circuits via DHCP
The DHCP server can be, but usually is not, co-inplenmented with the
centralized circuit concentration access device. The DHCP server is
of ten connected as a separate server on the "Central LAN' to which
the central access device (or devices) attach
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A common physi cal nodel for high-speed Internet circuit access is
shown in Figure 1, bel ow

S + |
Central | Circuit | -- ckt 1--- Mbdeml-- Host-|- Host A
LAN | | Access | Lan |- Host B
| | Unit 1 | | - Host C
|----- | | -- |
| | (relay agent) |
--------- + S
DHCP [ --]
Server | |
_________ + |
|
| - +
--------- + | Circuit | -- ckt 1--- MoydenR-- Host--- Host D
O her | | Access | Lan
Servers |--|----- | Unit 2 |
(Wb, | | | | -- ckt 2--- MbdenB-- Host--- Host E
DNS) | | | (relay agent) | Lan
| - +
--------- +

Figure 1: DHCP High Speed Circuit Access Mdel

Note that in this nodel, the "nodenf connects to a LAN at the user
site, rather than to a single host. Miltiple hosts are inpl enented
at this site. Although it is certainly possible to inplement a ful
IP router at the user site, this requires a relatively expensive

pi ece of equi pnent (conpared to typical nodemcosts). Furthernore, a
router requires an | P address not only for every host, but for the
router itself. Finally, a user-side router requires a dedicated

Logi cal I P Subnet (LIS) for each user. While this nodel is
appropriate for relatively small corporate networking environnents,
it is not appropriate for large, public accessed networks. 1In this
scenario, it is advantageous to inplenment an | P networking nodel that
does not allocate an | P address for the nodem (or other networking
equi pment device at the user site), and especially not an entire LIS
for the user side LAN.

Note that using this nethod to obtain I P addresses neans that IP
addresses can only be obtai ned while conmmunication to the centra
site is available. Sone host lan installations my use a | ocal DHCP
server or other nmethods to obtain | P addresses for in-house use.
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1.2 DHCP Relay Agent in the Circuit Access Unit

It is desirable to use DHCP to assign the |IP addresses for public
hi gh-speed circuit access. A nunber of circuit access units (e.qg.
RAS s, cable nodemterm nati on systenms, ADSL access units, etc)
connect to a LAN (or local internet) to which is attached a DHCP
server.

For scaling and security reasons, it is advantageous to inplenment a
"router hop" at the circuit access unit, much Iike high-capacity
RAS s do today. The circuit access equi pnent acts as both a router
to the circuits and as the DHCP rel ay agent.

The advant ages of co-locating the DHCP relay agent with the circuit
access equi pnent are:

DHCP br oadcast replies can be routed to only the proper circuit,
avoi di ng, say, the replication of the DCHP reply broadcast onto
t housands of access circuits;

The sane nechani smused to identify the renote connection of the
circuit (e.g., a user IDrequested by a Renpote Access Server acting
as the circuit access equipnent) may be used as a host identifier by
DHCP, and used for paraneter assignnent. This includes centralized
assignnent of | P addresses to hosts. This provides a secure renote
ID froma trusted source -- the relay agent.

A nunber of issues arise when forwarding DHCP requests from hosts
connecting publicly accessed high-speed circuits with LAN connecti ons
at the host. Many of these are security issues arising from DHCP
client requests fromuntrusted sources. How does the relay agent
know to which circuit to forward replies? How does the system
prevent DHCP | P exhaustion attacks? This is when an attacker
requests all available |IP addresses froma DHCP server by sending
requests with fabricated client MAC addresses. How can an |P address
or LIS be pernmanently assigned to a particular user or noden? How
does one prevent "spoofing" of client identifier fields used to
assign | P addresses? How does one prevent denial of service by
"spoofing" other client’s MAC addresses?

Al'l of these issues may be addressed by having the circuit access

equi pnent, which is a trusted conponent, add information to DHCP
client requests that it forwards to the DHCP server
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2.0 Relay Agent Information Option

Thi s docunent defines a new DHCP Option called the Relay Agent

Information Option. It is a "container"” option for specific agent-
supplied sub-options. The format of the Relay Agent Information
option is:

Code Len Agent Information Field

oo oo oo oo oo oo +- - R EETTTE +

| 82 | N | 12 | i2 | i3 | i4 | | iN |

Hom - - Hom - - Hom - - Hom - - Hom - - Hom - - +- - B R +

The I ength N gives the total nunmber of octets in the Agent
Information Field. The Agent Information field consists of a
sequence of SubQOpt/Length/Val ue tuples for each sub-option, encoded
in the foll owi ng manner:

SubOpt Len Sub- opti on Val ue

Fommonn Foomonn Foomonn Foomonn Foomonn Foomonn +- - S . +
| 1 | N | s1 | s2 | s3 | s4 | | sN
oo oo oo oo oo oo +- - R EETTTE +
SubOpt Len Sub- opti on Val ue

Hom - - Hom - - Hom - - Hom - - Hom - - Hom - - +- - B R +
| 2 | N | i1 | i2 | i3 | i4 | | IN |
Foonnnn Foonnnn Foonnnn Foonnnn Foonnnn Foonnnn +- - S +

No "pad" sub-option is defined, and the Information field shall NOT
be termnated with a 255 sub-option. The Ilength N of the DHCP Agent
Information Option shall include all bytes of the sub-option

code/l ength/val ue tuples. Since at |east one sub-option nust be
defined, the mininum Relay Agent Information length is two (2). The
I ength N of the sub-options shall be the nunmber of octets in only
that sub-option’s value field. A sub-option length may be zero. The
sub-opti ons need not appear in sub-option code order.

The initial assignment of DHCP Rel ay Agent Sub-options is as follows:

DHCP Agent Sub- Opti on Description

Sub- opti on Code
1 Agent Circuit | D Sub-option
2 Agent Renote | D Sub-option
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2.1 Agent Qperation

Overall adding of the DHCP rel ay agent option SHOULD be confi gurabl e,
and SHOULD be di sabled by default. Relay agents SHOULD have separate
configurables for each sub-option to control whether it is added to
client-to-server packets.

A DHCP rel ay agent adding a Relay Agent Information field SHALL add
it as the last option (but before 'End Option’ 255, if present) in
the DHCP options field of any recogni zed BOOTP or DHCP packet
forwarded froma client to a server

Rel ay agents receiving a DHCP packet froman untrusted circuit with
gi addr set to zero (indicating that they are the first-hop router)
but with a Relay Agent Information option already present in the
packet SHALL di scard the packet and increnent an error count. A
trusted circuit may contain a trusted downstream (closer to client)
network el enent (bridge) between the relay agent and the client that
MAY add a relay agent option but not set the giaddr field. In this
case, the relay agent does NOT add a "second" relay agent option, but
forwards the DHCP packet per nornal DHCP relay agent operations,
setting the giaddr field as it deens appropriate.

The mechani sns for distinguishing between "trusted" and "untrusted"
circuits are specific to the type of circuit term nation equi pnent,
and may involve |ocal admnistration. For exanple, a Cable Mydem
Term nati on System nay consi der upstream packets from nost cable
nmodens as "untrusted", but an ATM switch term nating VCs sw tched

t hrough a DSLAM may consi der such VCs as "trusted" and accept a relay
agent option added by the DSLAM

Rel ay agents MAY have a configurable for the maxi mum size of the DHCP
packet to be created after appending the Agent Infornmation option
Packets which, after appending the Relay Agent Infornmation option,
woul d exceed this configured maxi mum si ze shall be forwarded W THOUT
addi ng the Agent Information option. An error counter SHOULD be
increnented in this case. |In the absence of this configurable, the
agent SHALL NOT increase a forwarded DHCP packet size to exceed the
MIU of the interface on which it is forwarded

The Rel ay Agent Information option echoed by a server MJST be renoved
by either the relay agent or the trusted downstream network el enent
whi ch added it when forwarding a server-to-client response back to
the client.
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The agent SHALL NOT add an "Option Overload" option to the packet or
use the "file" or "sname" fields for adding Relay Agent Information
option. It SHALL NOT parse or renove Relay Agent Information options
that may appear in the sname or file fields of a server-to-client
packet forwarded through the agent.

The operation of relay agents for specific sub-options is specified
with that sub-option.

Rel ay agents are NOT required to nonitor or nodify client-originated
DHCP packets addressed to a server unicast address. This includes
t he DHCP- REQUEST sent when entering the RENEW NG st at e.

Rel ay agents MUST NOT nodi fy DHCP packets that use the | PSEC
Aut hent i cati on Header or | PSEC Encapsul ati ng Security Payl oad [6].

2.1.1 Reforwarded DHCP requests

A DHCP relay agent nay receive a client DHCP packet forwarded froma
BOOTP/ DHCP rel ay agent closer to the client. Such a packet will have
gi addr as non-zero, and may or may not already have a DHCP Rel ay
Agent option in it.

Rel ay agents configured to add a Rel ay Agent option which receive a
client DHCP packet with a nonzero gi addr SHALL di scard the packet if
the gi addr spoofs a giaddr address inplenented by the | ocal agent
itself.

O herwi se, the relay agent SHALL forward any received DHCP packet
with a valid non-zero giaddr WTHOUT addi ng any relay agent options.
Per RFC 2131, it shall also NOT nodify the giaddr val ue.

2.2 Server (peration

DHCP servers unaware of the Relay Agent Information option will
i gnore the option upon receive and will not echo it back on
responses. This is the specified server behavior for unknown
options.

DHCP servers clainmng to support the Relay Agent Information option
SHALL echo the entire contents of the Relay Agent Information option
inall replies. Servers SHOULD copy the Relay Agent |nfornmation
option as the |last DHCP option in the response. Servers SHALL NOT
pl ace the echoed Relay Agent Information option in the overl oaded
snanme or file fields. |If a server is unable to copy a full Relay
Agent Information field into a response, it SHALL send the response
wi thout the Relay Information Field, and SHOULD i ncrement an error
counter for the situation.
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The operation of DHCP servers for specific sub-options is specified
with that sub-option.

Note that DHCP relay agents are not required to nmonitor unicast DHCP
messages sent directly between the client and server (i.e., those
that aren’'t sent via a relay agent). However, sone relay agents NMNAY
chose to do such nonitoring and add relay agent options.
Consequently, servers SHOULD be prepared to handl e rel ay agent
options in unicast nessages, but MJST NOT expect themto al ways be

t here.

3.0 Relay Agent Information Sub-options
3.1 Agent Gircuit | D Sub-option

Thi s sub-opti on MAY be added by DHCP rel ay agents which termni nate
swi tched or permanent circuits. It encodes an agent-local identifier
of the circuit fromwhich a DHCP client-to-server packet was
received. It is intended for use by agents in relaying DHCP
responses back to the proper circuit. Possible uses of this field

i ncl ude:

- Router interface nunber

- Switching Hub port nunber

- Renbte Access Server port nunber
- Frame Relay DLC

- ATMvirtual circuit nunber

- Cable Data virtual circuit nunber

Servers MAY use the Circuit ID for IP and other paraneter assignnent
policies. The Circuit I D SHOULD be consi dered an opaque value, with
policies based on exact string natch only; that is, the Grcuit ID
SHOULD NOT be internally parsed by the server.

The DHCP server SHOULD report the Agent Circuit |ID value of current

| eases in statistical reports (including its MB) and in logs. Since
the Circuit IDis local only to a particular relay agent, a circuit

I D should be qualified with the giaddr value that identifies the
relay agent.

SubOpt Len Crcuit ID
[ [ [ [ [ [ [ [ +- -
| 1 | n | ¢c1 | ¢c2 | ¢3 | ¢4 | ¢c5 | «c6 |
Hom oo Hom oo Hom oo Hom oo Hom oo Hom oo Hom oo Hom oo +- -
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3.2 Agent Renote | D Sub-option

Thi s sub-opti on MAY be added by DHCP rel ay agents which terninate
swi tched or permanent circuits and have nechanisns to identify the
renote host end of the circuit. The Renpote ID field may be used to
encode, for instance:

-- a "caller ID' tel ephone nunber for dial-up connection
-- a "user nane" pronpted for by a Renote Access Server
-- arenote caller ATM address

-- a "nodem | D" of a cable data nodem

-- the renote | P address of a point-to-point l|ink

-- arenote X 25 address for X 25 connections

The renote | D MUST be gl obally uni que.

DHCP servers MAY use this option to select paraneters specific to
particul ar users, hosts, or subscriber nodens. The option SHOULD be
consi dered an opaque value, with policies based on exact string natch
only; that is, the option SHOULD NOT be internally parsed by the
server.

The relay agent MAY use this field in addition to or instead of the
Agent Circuit IDfield to select the circuit on which to forward the
DHCP reply (e.g., Ofer, Ack, or Nak). DHCP servers SHOULD report
this value in any reports or MBs associated with a particul ar

client.
SubOpt Len Agent Renote ID
[ [ [ [ [ [ [ [ +- -
| 2 | n | r1 | r2 | r3 | r4 | r5 | r6 |
Hom oo Hom oo Hom oo Hom oo Hom oo Hom oo Hom oo Hom oo +- -

4.0 | ssues Resol ved

The DHCP rel ay agent option resolves several issues in an environnent
in which untrusted hosts access the internet via a circuit based
public network. This resolution assumes that all DHCP protoco
traffic by the public hosts traverse the DHCP rel ay agent and that
the I P network between the DHCP rel ay agent and the DHCP server is
unconpr om sed

Br oadcast Forwardi ng
The circuit access equi pment forwards the nornally broadcasted

DHCP response only on the circuit indicated in the Agent Grcuit
| D.
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DHCP Addr ess Exhausti on

In general, the DHCP server nmay be extended to maintain a database
with the "triplet" of

(client 1P address, «client MAC address, «client renote ID)

The DHCP server SHOULD inpl ement policies that restrict the number
of I P addresses to be assigned to a single renpote ID

Static Assignment

The DHCP server nmay use the renpte IDto select the |P address to
be assigned. It may pernit static assignnent of |IP addresses to
particular renmote | Ds, and disallow an address request from an
unaut hori zed renote | D

| P Spoofing

The circuit access device may associate the | P address assigned by
a DHCP server in a forwarded DHCP Ack packet with the circuit to
which it was forwarded. The circuit access device MAY prevent
forwardi ng of I P packets with source |IP addresses -other than-
those it has associated with the receiving circuit. This prevents
sinmple I P spoofing attacks on the Central LAN, and | P spoofing of
ot her hosts.

@

ient ldentifier Spoofing

By using the agent-supplied Agent Renote ID option, the untrusted
and as-yet unstandardi zed client identifier field need not be used
by the DHCP server.

MAC Address Spoofing
By associating a MAC address with an Agent Renote ID, the DHCP
server can prevent offering an |IP address to an attacker spoofing
the sanme MAC address on a different renote ID

5.0 Security Considerations

DHCP as currently defined provides no authentication or security

mechani snms. Potential exposures to attack are di scussed in section 7

of the DHCP protocol specification in RFC 2131 [1].

Thi s docunent introduces mechani sns to address several security

attacks on the operation of |IP address assignnent, including IP
spoofing, Client ID spoofing, MAC address spoofing, and DHCP server
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address exhaustion. It relies on an inplied trusted relationship
bet ween the DHCP Rel ay Agent and the DHCP server, with an assuned
untrusted DHCP client. It introduces a new identifer, the "Renote

ID'", that is also assunmed to be trusted. The Renote ID is provided
by the access network or nodem and not by client prem se equi pnent.
Cryptographic or other techniques to authenticate the renote ID are
certainly possible and encouraged, but are beyond the scope of this
docunent .

This option is targeted towards environments in which the network
infrastructure -- the relay agent, the DHCP server, and the entire
network in which those two devices reside -- is trusted and secure.
As used in this docunent, the word "trusted" inplies that

unaut hori zed DHCP traffic cannot enter the trusted network except

t hrough secured and trusted relay agents and that all devices
internal to the network are secure and trusted. Potential deployers
of this option should give careful consideration to the potentia
security vulnerabilities that are present in this nodel before

depl oying this option in actual networks.

Note that any future nechanisns for authenticating DHCP client to
server conmuni cations nust take care to onit the DHCP Rel ay Agent
option from server authentication calculations. This was the

princi pal reason for organi zing the DHCP Rel ay Agent Option as a
single option with sub-options, and for requiring the relay agent to
remove the option before forwarding to the client.

VWhile it is beyond the scope of this docunent to specify the genera
forwardi ng al gorithm of public data circuit access units, note that
automatic reforwarding of I P or ARP broadcast packets back downstream
exposes serious |P security risks. For exanple, if an upstream

br oadcast DHCP- DIl SCOVER or DHCP- REQUEST were re-broadcast back
downstream any public host may easily spoof the desired DHCP server

6.0 | ANA Consi derati ons

IANA is required to mai ntain a new nunber space of "DHCP Rel ay Agent
Sub-options", located in the BOOTP- DHCP Paraneters Registry. The
initial sub-options are described in section 2.0 of this docunent.

I ANA assigns future DHCP Rel ay Agent Sub-options with a "I ETF
Consensus" policy as described in RFC 2434 [3]. Future proposed
sub-options are to be referenced synbolically in the Internet-Drafts
that describe them and shall be assigned numeric codes by | ANA when
approved for publication as an RFC
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7.0 Intellectual Property Notices

This section contains two notices as required by [5] for standards
track docunents

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF's procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copi es of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt made to
obtain a general |icense or permission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The | ETF has been notified of intellectual property rights clained in
regard to sone or all of the specification contained in this
docunment. For nore information consult the online list of clainmed
rights.
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11.0 Full Copyright Statenent
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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