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Abstract

This meno specifies how to incorporate International Data Encryption
Al gorithm (I DEA) into CMS or SIMME as an additional strong algorithm
for synmetric encryption. For organizations who nake use of |DEA for
data security purposes it is of high interest that IDEA is al so
available in SMME. The intention of this meno is to provide the

O Ds and algorithns required that | DEA can be included in SIMME for
symretric content and key encryption.

1. Introduction

This meno specifies how to incorporate International Data Encryption
Algorithm (IDEA) [IDEA] into CMS or SSMME [ SM ME2, SM ME3] as an
additional strong algorithmfor symetric encryption. For

organi zati ons who nmake use of | DEA for data security purposes it is
of high interest that IDEA is also available in SIMMe. The
intention of this nmeno is to provide the O Ds and al gorithnms required
that | DEA can be included in SSM M for symetric content and key
encryption.

The general functional capabilities and preferences of S/MME are
specified by the registered list of S/M M object identifiers (O Ds).
This list of ODs is available fromthe Internet Mail Consortium at
<http://ww.inc.org/ietf-smnme/oids.html > The set of S/M ME
functions provided by a client is expressed by the S/M ME
capabilities attribute. This attribute contains a list of O Ds of
supported cryptographic functions.
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In this docunent, the terms MJST, MJST NOT, SHOULD, and SHOULD NOT
are used in capital letters. This conforns to the definitions in
[ MUSTSHOULD] .

2. (bject ldentifier for Content and Key Encryption

The Cryptographi c Message Syntax [CVB], derived from PKCS#7 [ PKCS7],
is the framework for the inplementation of cryptographic functions in
SSMME. It specifies data fornmats and encryption processes w thout
nam ng the cryptographic algorithns. Each algorithmwhich is used
for encryption purposes nust be specified by a unique algorithm
identifier. For exanple, in the special case of content encryption
the ContentEncryptionAlgorithmdentifier specifies the algorithmto
be applied. However, according to [CMS5] any synmetric encryption
algorithmthat a CM5S inplenentation includes as a content-encryption
al gorithm nmust al so be included as a key-encryption al gorithm

| DEA is added to the set of optional symmetric encryption algorithns
in SSMME by providing two uni que object identifiers (ODs). One QD
defines content encryption and the other one key encryption. Thus an
S/'M ME agent can apply | DEA either for content or key encryption by
sel ecting the correspondi ng object identifier, supplying the required
paraneter, and starting the program code

For content encryption the use of IDEA in cipher block chaining (CBC
node is recomended. The key length is fixed to 128 bits.

The | DEA content-encryption algorithmin CBC nbde has the object
identifier

| DEA- CBC OBJECT | DENTI FI ER
c:={ iso(1l) identified-organization(3)
usdod(6) oid(1l) private(4) enterprises(l)
ascon(188) systec(7) security(l) algorithms(1) 2}

The identifier's paraneters field contains the initialization vector
(I'V) as an optional paraneter.

| DEA- CBCPar ::= SEQUENCE {
iv OCTET STRING OPTIONAL } -- exactly 8 octets
If IVis specified as above, it MJST be used as initial vector. In
this case, the ciphertext MJUST NOT include the initial vector. If IV

is not specified, the first 64 bits of the ciphertext MJST be
considered as the initial vector. However, this alternative of not
including IVinto "iv OCTET STRING' of | DEA-CBCPar SHOULD NOT be
applied in CV5 or S/IM ME
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The key-w ap/unwap al gorithns used to encrypt/decrypt an | DEA
content-encryption key with an | DEA key-encryption key are specified
in the follow ng section. GCeneration and distribution of |DEA key-
encryption keys are beyond the scope of this docunent.

The | DEA key-encryption al gorithmhas the object identifier

i d- al g- C\VBl DEAWr ap OBJECT | DENTI FI ER
c:={ iso(1l) identified-organization(3)
usdod(6) oid(1l) private(4) enterprises(l)
ascon(188) systec(7) security(l) algorithms(1) 6 }

The identifier's paraneters field MJST be NULL.
3. Key-Wappi ng and Unw appi ng

In the follow ng subsections | DEA key-wap and key-unw ap al gorithns
are specified in conformance with [CMS], section 12.3.

3.1 | DEA Key Wap

The | DEA key-wap al gorithmencrypts an | DEA content-encryption key
wi th an | DEA key-encryption key. The |IDEA key-wrap algorithmis
defined bhy:

1. Let the content-encryption key (16 octets) be called CEK

2. Conpute an 8 octet key checksum val ue on CEK as described in
[CvB], section 12.6.1, call the result |ICV

3. Let CEKICV := CEK || ICV

4. Cenerate 8 octets at random call the result IV

5. Encrypt CEKICV using IDEA in CBC node and t he key-encryption key.
Use the random val ue generated in the previous step as the
initialization vector (I1V). Call the ciphertext TEMP1

6. Let TEMP2 = |V || TEMPL.

7. Reverse the order of the octets in TEMP2. That is, the nost
significant (first) octet is swapped with the |east significant
(last) octet, and so on. Call the result TEWP3.

8. Encrypt TEMP3 using |IDEA in CBC node and the key-encryption key.
Use an initialization vector (1V) of Ox4adda22c79e82105. The
ci phertext is 32 octets |ong.

3.2 | DEA Key Unw ap
The | DEA key-unw ap al gorithm decrypts an | DEA content-encryption key

usi ng an | DEA key-encryption key. The |IDEA key-unwap algorithmis
defined by:
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1. |If the wapped content-encryption key is not 32 octets, then
error.

2. Decrypt the wapped content-encryption key using |DEA in CBC node
with the key-encryption key. Use an initialization vector (1V)
of Ox4adda22c79e82105. Call the output TEMP3.

3. Reverse the order of the octets in TEMP3. That is, the nost
significant (first) octet is swapped with the | east significant
(last) octet, and so on. Call the result TEWMP2.

4. Deconpose the TEMP2 into IV and TEMP1. |V is the nost
significant (first) 8 octets, and TEMPL1 is the remaining (last)
24 octets.

5. Decrypt TEMP1 using IDEA in CBC node with the key-encryption key.
Use the IV value fromthe previous step as the initialization
vector. Call the plaintext CEKICV.

6. Deconpose the CEKICV into CEK and ICV. CEK is the nost
significant (first) 16 octets, and ICV is the | east significant
(last) 8 octets.

7. Conpute an 8 octet key checksum val ue on CEK as described in
[CvB], section 12.6.1. |f the conputed key checksum val ue does
not match the decrypted key checksumval ue, ICV, then error.

8. Use CEK as the content-encryption key.

4. SM MECapabilities Attribute

An S/M ME client can announce the set of cryptographic functions it
supports by using the SIMME capabilities attribute as specified in
[SMME3]. This attribute provides a partial list of ODs of
cryptographi c functions and nust be signed by the client. These O Ds
shoul d be logically separated in functional categories and MJST be
ordered with respect to their preference. If an SSMME client is
required to support symetric encryption and key wrappi ng based on

| DEA, the capabilities attribute MJUST contain the above specified

O Ds in the category of symmetric algorithnms and key enci phernent

al gorithnms. | DEA does not require additional O D paraneters since it
has a fixed key length of 128 bits.

The SM MECapability SEQUENCE representing the | DEA symretric
encryption algorithm MJST include the IDEA-CBC O D in the
capabilitylD field and the paraneters field MJST be absent. The

SM MECapabi l ity SEQUENCE for | DEA encryption SHOULD be included in
the symmetric encryption algorithnms portion of the SM MECapabilities
list. The SM MECapability SEQUENCE representing | DEA MUST be DER-
encoded as follows: 300D 060B 2B06 0104 0181 3C07 0101 02.

The SM MECapability SEQUENCE representing the | DEA key w appi ng

al gorithm MJUST include the id-al g-CVMsl DEAwrap O D in the capabilitylD
field and the paraneters field of KeyWapAl gorithm MJST be absent.
The SM MECapability SEQUENCE for | DEA key w appi ng SHOULD be i ncl uded
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in the key enci phernent algorithns portion of the SM MeECapabilities
list. The SM MECapability SEQUENCE representing | DEA key w appi ng
MUST be DER-encoded as follows: 300D 060B 2B06 0104 0181 3C07 0101
06.

The ASN. 1 notation of the SM MECapability SEQUENCE representing | DEA
is

SM MECapability ::= SEQUENCE {
capabilityl D OBJECT | DENTI FI ER,
par aneters ANY DEFI NED BY capabilityl D OPTI ONAL }

where capabilityl D is |IDEA-CBC (no paraneters) for |DEA content
encryption in CBC node or capabilitylD is id-al g- CvslI DEAW ap (no
paraneters) for |DEA key w appi ng.

5. Activation of IDEAin SSMM Cients

When a sending agent creates an encrypted nessage, it has to decide
whi ch type of encryption algorithmto use. In general the decision
process involves informati on obtained fromthe capabilities lists

i ncluded in nessages received fromthe recipient, as well as other

i nformati on such as private agreenents, user preferences, |ega
restrictions, etc. |If users require IDEA for symetric encryption
it nmust be supported by the SSMME clients on both the sending and
receiving side, and it nust be set in the user preferences.
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Comments on | DEA Security and Standards

The | DEA al gorithm was developed in a joint project involving the
Swi ss Federal Institute of Technology in Zurich (Dr. X. Lai and Prof.
J.L. Massey) and Ascom Ltd. The aim of the project was to develop a
strong encryption algorithmthat could replace the DES al gorithm

| DEA uses 128-bit secret keys and encrypts one 64-bit block at a tine
[IDEA]. It was particularly strengthened to protect against
differential cryptoanalysis attacks. For the full 8-round |IDEA there
is no attack known which is better than exhaustive search on the
total 128-bit key space.

| DEA pernits the inplenentation of standard El ectronic Data

I nterchange applications. It has been entered in the |SQIEC

regi ster for encryption algorithnms and incorporated in the "SECURI TY
QUI DE LI NES" code list by the UNI/ED FACT "SECURI TY JO NT WORKI NG
GROUP" .

Intellectual Property Rights Notice

Ascom Ltd. holds the patent to IDEA. In accordance with the
intellectual property rights procedures of the | ETF standards
process, Ascom offers a non-exclusive |icense under reasonabl e and
non-di scrimnatory terms and conditions.

| DEA(TM is protected by international copyright law and in addition
has been patented in several countries. Because Ascomwants to nake
this highly secure algorithmw dely avail able, the non-conmercial use
of this algorithmis free.
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Any party wi shing to know nore about | DEA or to request a |license
should visit the web sites <http://ww. nmedi a-crypt.com >,
<http://wwmv.it-sec.com > or send an e-nail to info@media-crypt.com or
| dea@t -sec. com
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F. Full Copyright Statenent
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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