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Abst ract

Thi s docunent presents the object-oriented information nodel for
representing policy information developed jointly in the I ETF Policy
Framework WG and as extensions to the Conmon | nfornation Model (CIM
activity in the Distributed Managenent Task Force (DMIF). This nodel
defines two hierarchies of object classes: structural classes
representing policy informati on and control of policies, and

associ ation classes that indicate how instances of the structural
classes are related to each other. Subsequent docunents will define
mappi ngs of this information nodel to various concrete

i mpl enentations, for exanple, to a directory that uses LDAPv3 as its
access protocol .
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1. Introduction

Thi s docunent presents the object-oriented information nodel for
representing policy information currently under joint devel opment in
the 1 ETF Policy Franmework W5 and as extensions to the Conmon
Information Model (CIM activity in the Distributed Managenent Task
Force (DMIF). This nodel defines two hierarchies of object classes:
structural classes representing policy information and control of
policies, and association classes that indicate how i nstances of the
structural classes are related to each other. Subsequent documents
wi || define mappings of this informati on nodel to various concrete

i npl enentations, for exanple, to a directory that uses LDAPv3 as its
access protocol. The conponents of the CIM schenma are available via
the following URL: http://ww.dntf.org/spec/cinms.htm [1].

The policy classes and associations defined in this nodel are
sufficiently generic to allow themto represent policies related to
anything. However, it is expected that their initial application in
the IETF will be for representing policies related to QS (D ffServ
and IntServ) and to | PSec. Policy nodels for application-specific
areas such as these may extend the Core Mddel in several ways. The
preferred way is to use the PolicyGoup, PolicyRule, and

Pol i cyTi nePeri odCondition cl asses directly, as a foundation for
representing and communicating policy information. Then, specific
subcl asses derived from PolicyCondition and PolicyAction can capture
application-specific definitions of conditions and acti ons of
poli ci es.

Two subcl asses, Vendor PolicyCondition and VendorPol i cyAction, are
al so included in this docunent, to provide a standard extension
mechani sm for vendor-specific extensions to the Policy Core

I nf ormati on Model .

This docunent fits into the overall framework for representing,

depl oyi ng, and managi ng policies being devel oped by the Policy
Framework Working Group. It traces its origins to work that was
originally done for the Directory-enabl ed Networks (DEN)
specification, reference [5]. Wrk on the DEN specification by the
DEN Ad- Hoc Working Group itself has been conpleted. Further work to
standardi ze the nodels contained in it will be the responsibility of
sel ected working groups of the CiMeffort in the Distributed
Managenment Task Force (DMIF). DMIF standardi zation of the core
policy nodel is the responsibility of the SLA Policy working group in
t he DMTF.
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This docunent is organized in the follow ng manner:

0 Section 2 provides a general overview of policies and how they are
nodel ed.

0 Section 3 presents a high-level overview of the classes and
associ ations conprising the Policy Core Information Model

o The renni nder of the docunent presents the detail ed specifications
for each of the classes and associ ati ons.

0 Appendix A overviews nanming for native CIMinplenentations.  her
mappi ngs, such as LDAPv3, will have their own nani ng nmechani sns.

0 Appendi x B reproduces the DMIF's Core Policy MOF specification

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119, reference

[3].
2. Modeling Policies

The cl asses conprising the Policy Core Information Model are intended
to serve as an extensible class hierarchy (through specialization)
for defining policy objects that enable application devel opers,
networ k adnministrators, and policy adnministrators to represent
policies of different types.

One way to think of a policy-controlled network is to first nodel the
network as a state nmachine and then use policy to control which state
a policy-controlled device should be in or is allowed to be in at any
given time. Gven this approach, policy is applied using a set of
policy rules. Each policy rule consists of a set of conditions and a
set of actions. Policy rules may be aggregated into policy groups.
These groups may be nested, to represent a hierarchy of policies.

The set of conditions associated with a policy rule specifies when
the policy rule is applicable. The set of conditions can be
expressed as either an ORed set of ANDed sets of condition statenents
or an ANDed set of ORed sets of statenents. [Individual condition
statenents can al so be negated. These conbinations are terned,
respectively, Disjunctive Normal Form (DNF) and Conjunctive Nor nal
Form (CNF) for the conditions.

If the set of conditions associated with a policy rule evaluates to

TRUE, then a set of actions that either maintain the current state of
the object or transition the object to a new state may be executed.
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For the set of actions associated with a policy rule, it is possible
to specify an order of execution, as well as an indication of whether

the order is required or nmerely recommended. It is also possible to
indicate that the order in which the actions are executed does not
mat t er.

Policy rules thenselves can be prioritized. One common reason for
doing this is to express an overall policy that has a general case
with a few specific exceptions.

For exanple, a general QoS policy rule mght specify that traffic
originating fromnenbers of the engineering group is to get Bronze
Service. A second policy rule nmight express an exception: traffic
originating fromJohn, a specific nenber of the engineering group, is
to get Gold Service. Since traffic originating fromJohn satisfies
the conditions of both policy rules, and since the actions associ ated
with the two rules are inconpatible, a priority needs to be
established. By giving the second rule (the exception) a higher
priority than the first rule (the general case), a policy
admi ni strator can get the desired effect: traffic originating from
John gets Gold Service, and traffic originating fromall the other
menbers of the engineering group gets Bronze Service.

Policies can either be used in a stand-al one fashion or aggregated
into policy groups to performnore el aborate functions. Stand-al one
policies are called policy rules. Policy groups are aggregations of
policy rules, or aggregations of policy groups, but not both. Policy
groups can nodel intricate interactions between objects that have
compl ex interdependencies. Exanples of this include a sophisticated
user logon policy that sets up application access, security, and
reconfigures network connections based on a conbi nation of user
identity, network location, |ogon nmethod and time of day. A policy
group represents a unit of reusability and manageability in that its
managenent is handled by an identifiable group of administrators and
its policy rules would be consistently applied

St and-al one policies are those that can be expressed in a sinple
statenment. They can be represented effectively in schemata or M Bs.
Exanpl es of this are VLAN assignnments, sinple YES/NO QoS requests,
and | P address allocations. A specific design goal of this nodel is
to support both stand-al one and aggregated poli cies.

Policy groups and rules can be classified by their purpose and
intent. This classification is useful in querying or grouping policy
rules. It indicates whether the policy is used to notivate when or
how an action occurs, or to characterize services (that can then be
used, for exanple, to bind clients to network services). Describing
each of these concepts in nore detail,
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o Mdtivational Policies are solely targeted at whether or how a
policy's goal is acconplished. Configuration and Usage Policies
are specific kinds of Mtivational Policies. Another exanple is
the scheduling of file backup based on disk wite activity from
8amto 3pm MF.

0 Configuration Policies define the default (or generic) setup of a
managed entity (for exanple, a network service). Exanples of
Configuration Policies are the setup of a network forwarding
service or a network-hosted print queue.

o Installation Policies define what can and cannot be put on a
system or conponent, as well as the configuration of the
nmechani sns that performthe install. |Installation policies
typically represent specific adm nistrative perm ssions, and can
al so represent dependenci es between different conponents (e.g., to
complete the installation of component A, components B and C nust
be previously successfully installed or uninstalled).

o Error and Event Policies. For exanple, if a device fails between
8am and 9pm call the system adninistrator, otherw se call the
Hel p Desk.

0 Usage Policies control the selection and configuration of entities
based on specific "usage" data. Configuration Policies can be
nodi fied or sinply re-applied by Usage Policies. Exanples of
Usage Policies include upgradi ng network forwardi ng services after
a user is verified to be a nenber of a "gold" service group, or
reconfiguring a printer to be able to handle the next job inits
gueue.

0 Security Policies deal with verifying that the client is actually
who the client purports to be, pernitting or denying access to
resources, selecting and applying appropriate authentication
mechani sms, and perform ng accounting and auditing of resources.

0 Service Policies characterize network and ot her services (not use
them). For exanple, all wi de-area backbone interfaces shall use a
specific type of queuing.

Service policies describe services available in the network.
Usage policies describe the particular binding of a client of the
network to services available in the network.

These categories are represented in the Policy Core Information Mde

by speci al val ues defined for the PolicyKeywords property of the
abstract class Policy.
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2.1. Policy Scope

Pol i ci es represent business goals and objectives. A translation nust
be made between these goals and objectives and their realization in
the network. An exanple of this could be a Service Level Agreenent
(SLA), and its objectives and netrics (Service Level bjectives, or
SLGCs), that are used to specify services that the network will
provide for a given client. The SLA will usually be witten in

hi gh-1 evel business ternminology. SLGCs address nore specific nmetrics
in support of the SLA. These high-1level descriptions of network
services and netrics nust be translated into | ower-|evel, but also
vendor - and devi ce-i ndependent specifications. The Policy Core

I nformati on Mbdel classes are intended to serve as the foundation for
t hese | ower-1evel, vendor- and device-independent specifications.

It is envisioned that the definition of the Policy Core Informationa
Model in this docunent is generic in nature and is applicable to
Quality of Service (QS), to non-QS networking applications (e.qg.
DHCP and | PSec), and to non-networking applications (e.g., backup
policies, auditing access, etc.).

2.2. Declarative versus Procedural Model

The design of the Policy Core Information Mddel is influenced by a
decl arative, not procedural, approach. Mre formally, a declarative
| anguage is used to describe relational and functional |anguages.

Decl arative | anguages describe rel ati onshi ps between variables in
terns of functions or inference rules, to which the interpreter or
conpiler can apply a fixed algorithmin order to produce a result.

An inperative (or procedural) |anguage specifies an explicit sequence
of steps to followin order to produce a result.

It is inmportant to note that this informati on nodel does not rule out
the use of procedural |anguages. Rather, it recognizes that both
declarative as well as procedural |anguages can be used to inpl enent
policy. This infornmation nodel is better viewed as being declarative
because the sequence of steps for doing the processing of declarative
statenments tends to be left to the inplenenter. However, we have
provided the option of expressing the desired order of action
execution in this policy information nodel, and for expressing

whet her the order is mandatory or not. |In addition, rather than
trying to define algorithns or sets of instructions or steps that

must be followed by a policy rule, we instead define a set of nodul ar
bui | di ng bl ocks and rel ati onships that can be used in a declarative
or procedural fashion to define policies.
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Conmpare this to a strictly procedural nodel. Taking such an approach
woul d require that we specify the condition testing sequence, and the
action execution sequence, in the policy repository itself. This
woul d, indeed, constrain the inplenenter. This is why the policy
nodel is characterized as a declarative one. That is, the

i nformati on nodel defines a set of attributes, and a set of entities
that contain these attributes. However, it does NOT define either
the algorithmto produce a result using the attributes or an explicit
sequence of steps to produce a result.

There are several design considerations and trade-offs to nake in
this respect.

1. On the one hand, we would like a policy definition | anguage to be
reasonably human-friendly for ease of definitions and di agnosti cs.
On the other hand, given the diversity of devices (in terms of
their processing capabilities) which could act as policy decision
points, we would |like to keep the | anguage sonewhat nachi ne-
friendly. That is, it should be relatively sinple to autonate the
parsi ng and processing of the |anguage in network elenments. The
approach taken is to provide a set of classes and attributes that
can be conbined in either a declarative or procedural approach to
express policies that nanage network el enents and services. The
key point is to avoid trying to standardi ze rules or sets of steps
to be followed in defining a policy. These nust be left up to an
i npl enentation. Interoperability is achieved by standardizing the
buil di ng bl ocks that are used to represent policy data and
i nformati on.

2. An inportant decision to nake is the semantic style of the
representation of the information.

The decl arative approach that we are describing falls short of
being a "true" declarative nodel. Such a nodel would al so specify
the algorithms used to combine the information and policy rules to
achi eve particul ar behavior. W avoid specifying algorithns for
the sane reason that we avoid specifying sets of steps to be
followed in a policy rule. However, the design of the information
nmodel nore closely follows that of a declarative | anguage, and may
be easier to understand if such a conceptual nodel is used. This
| eads to our third point, acknow edging a | ack of "conpl et eness”
and instead relying on presenting infornmation that the policy
processing entity will work wth.

3. It is inmportant to control the conplexity of the specification
trading off richness of expression of data in the core information
nodel for ease of inplenentation and use. It is inportant to
acknow edge the collective |ack of experience in the field
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regarding policies to control and manage network services and
hence avoid the tenptation of ainming for "conpl eteness". W
shoul d instead strive to facilitate definition of a set of comon
policies that custonmers require today (e.g., VPN and QS) and

all ow migration paths towards supporting conplex policies as
custoner needs and our understandi ng of these policies evolve with
experience. Specifically, in the context of the declarative style
| anguage di scussed above, it is inportant to avoid having ful

bl own predicate calculus as the |language, as it would render many
i mportant problenms such as consistency checking and policy
decision point algorithms intractable. It is useful to consider a
reasonably constrai ned | anguage fromthese perspectives.

The Policy Core Information Mddel strikes a bal ance between
complexity and | ack of power by using the well understood | ogica
concepts of Disjunctive Normal Form and Conjunctive Normal Form for
conmbi ning sinple policy conditions into nore conpl ex ones.

3. Overview of the Policy Core Informati on Mde

The foll owi ng di agram provides an overview of the five centra

cl asses conprising the Policy Core Information Mdel, their

associ ations to each other, and their associations to other classes
in the overall CIMnodel. Note that the abstract class Policy and
the two extension classes VendorPolicyCondition and
Vendor Pol i cyAction are not shown.

NOTE: For cardinalities, "*" is an abbreviation for "0..n".

Mbor e,
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In this figure the boxes represent the classes, and the dotted arrows
represent the associations. The follow ng associations appear

(a) Pol i cyG oupl nPol i cyG oup

(b) Pol i cyG oupl nSyst em

(c) Pol i cyRul el nSyst em

(d) Pol i cyReposi t oryl nPol i cyRepository
(e) Pol i cyRul el nPol i cyG oup

(f) Pol i cyCondi ti onl nPol i cyRepository
(9) Pol i cyActi onl nPol i cyRepository

(h) Pol i cyCondi tionl nPol i cyRul e

(i) Pol i cyRul eVal i di t yPeri od

(j) Pol i cyActi onl nPol i cyRul e

An associ ation al ways connects two classes. The "two" classes nay,
however, be the same class, as is the case with the

Pol i cyGroupl nPol i cyGroup associ ati on, which represents the recursive
cont ai nment of PolicyGoups in other PolicyGoups. The

Pol i cyReposi toryl nPol i cyRepository association is recursive in the
sanme way.

An associ ation includes cardinalities for each of the related
classes. These cardinalities indicate how nany instances of each
class may be related to an instance of the other class. For exanple,
the PolicyRul el nPolicyG oup association has the cardinality range "*’
(that is, "0..n") for both the PolicyGoup and PolicyRul e cl asses.
These ranges are interpreted as foll ows:

o The "*" witten next to PolicyGoup indicates that a PolicyRule
may be related to no PolicyGoups, to one PolicyGoup, or to nore
than one PolicyGoup via the PolicyRul el nPolicyG oup associ ati on.
In other words, a PolicyRule may be contained in no PolicyG oups,
in one PolicyGoups, or in nore than one PolicyG oup.

o The "*" witten next to PolicyRule indicates that a PolicyG oup
may be related to no PolicyRules, to one PolicyRule, or to nore
than one PolicyRule via the PolicyRul el nPolicyGoup associ ati on
In other words, a PolicyGoup may contain no PolicyRul es, one
Pol i cyRul e, or nore than one PolicyRul e.
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The "w' witten next to the PolicyG oupl nSystem and

Pol i cyRul el nSystem i ndi cates that these are what CIMterns
"aggregations with weak references", or nore briefly, "weak
aggregations". A weak aggregation is sinply an indication of a

nam ng scope. Thus these two aggregations indicate that an instance
of a PolicyGoup or PolicyRule is named within the scope of a System
object. A weak aggregation inplicitly has the cardinality 1..1 at
the end opposite the 'w.

The associ ations shown in Figure 1 are discussed in nore detail in
Section 7.

4. Inheritance Hi erarchies for the Policy Core Information Model

The following diagramillustrates the inheritance hierarchy for the
core policy classes:

ManagedEl enent (abstract)
I

+--Policy (abstract)

I
+---PolicyGoup

+---PolicyRul e

I
+---PolicyCondition (abstract)

I I
+---PolicyTi mePeri odCondition

I
+- - -Vendor Pol i cyCondi ti on

I
I
I
I
+---PolicyAction (abstract)

+- - - Vendor Pol i cyActi on

+- - ManagedSyst enEl enent (abstract)
I

+- - Logi cal El enment (abstract)

+- - System (abstract)

+- - Admi nDomai n (abstract)
I

+---Pol i cyReposi tory

Fi gure 2. I nheritance Hierarchy for the Core Policy C asses
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ManagedEl enent, ManagedSyst entl ement, Logi cal El enent, System and
Admi nDonei n are defined in the CIMschema [1]. These classes are not
di scussed in detail in this docunent.

In CIM associations are al so nodel ed as classes. For the Policy
Core Informati on Model, the inheritance hierarchy for the
associations is as foll ows:

[ unr oot ed]

|
+---Pol i cyConponent (abstract)

|
+---Pol i cyG oupl nPol i cyG oup

|
+---Pol i cyRul el nPol i cyG oup

|
|
|
|
|

| +---PolicyConditionlnPolicyRule
|

|

|

|

|

|
+---PolicyRul evalidityPeriod

+---PolicyActionlnPolicyRul e
+- - - Dependency (abstract)

+---PolicylnSystem (abstract)

|
+---Pol i cyG oupl nSyst em

|
|
|
|
| |

| +---PolicyRul el nSystem
|

|

|

|

|

|
+---Pol i cyConditionlnPolicyRepository

+---PolicyActionl nPolicyRepository

+- - - Conponent (abstract)

|
+- - - Syst enConponent

|

+---Pol i cyReposi toryl nPol i cyRepository
Fi gure 3. I nheritance Hi erarchy for the Core Policy Associations
The Dependency, Conponent, and SystenConponent associations are

defined in the CIMschema [1], and are not discussed further in this
docunent .
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4.1. Inplications of CIMInheritance

From the CI M schenma, both properties and associations are inherited
to the Policy classes. For exanple, the class ManagedEl enent is
referenced in the associations Dependency, Statistics and
Menmber O Col | ection. And, the Dependency association is in turn
referenced in the DependencyCont ext association. At this very
abstract and high level in the inheritance hierarchy, the nunber of
these associations is very small and their senmantics are quite
gener al

Many of these inherited associations convey additional semantics that
are not needed in understanding the Policy Core Information Model

In fact, they are defined as OPTIONAL in the CIM Schema - since their
cardinality is "0..n" on all references. The PC M docunent
specifically discusses what is necessary to support and instantiate.
For exanpl e, through subclassing of the Dependency association, the
exact Dependency senmantics in PCIM are described.

So, one nmay wonder what to do with these other inherited

associ ations. The answer is "ignore themunless you need thent. You
woul d need themto describe additional information and senmantics for
policy data. For example, it may be necessary to capture statistica
data for a PolicyRule (either for the rule in a repository or for
when it is executing in a policy systenm). Sone exanpl es of
statistical data for a rule are the nunber of times it was

downl oaded, the nunber of times its conditions were eval uated, and
the nunber of tines its actions were executed. (These types of data
woul d be described in a subclass of CIM Statisticallnformation.) In
these cases, the Statistics association inherited from ManagedEl enent
to PolicyRule nmay be used to describe the tie between an instance of
a PolicyRule and the set of statistics for it.

5. Details of the Mbdel

The foll owi ng subsections discuss several specific issues related to
the Policy Core Information Model

5.1. Reusabl e versus Rul e-Specific Conditions and Actions

Policy conditions and policy actions can be partitioned into two
groups: ones associated with a single policy rule, and ones that are
reusable, in the sense that they nay be associated with nore than one
policy rule. Conditions and actions in the first group are terned
"rul e-specific" conditions and actions; those in the second group are
characterized as "reusabl e".
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It is inmportant to understand that the difference between a rule-
specific condition or action and a reusabl e one is based on the
intent of the policy adnministrator for the condition or action
rather than on the current associations in which the condition or
action participates. Thus a reusable condition or action (that is,
one that a policy adnministrator has created to be reusable) nmay at
some point in time be associated with exactly one policy rule,

wi t hout thereby beconing rul e-specific.

There is no inherent difference between a rul e-specific condition or
action and a reusable one. There are, however, differences in how
they are treated in a policy repository. For exanple, it’'s natura
to nake the access pernissions for a rule-specific condition or
action identical to those for the rule itself. It’'s also natural for
a rule-specific condition or action to be removed fromthe policy
repository at the sane tine the rule is. Wth reusable conditions
and actions, on the other hand, access perm ssions and exi stence
criteria nust be expressible without reference to a policy rule.

The precedi ng paragraph does not contain an exhaustive list of the
ways in which reusable and rul e-specific conditions should be treated
differently. |Its purpose is nerely to justify making a semantic

di stinction between rule-specific and reusable, and then reflecting
this distinction in the policy nodel itself.

An issue is highlighted by reusable and rul e-specific policy
conditions and policy actions: the lack of a programmtic capability
for expressing conplex constraints involving nultiple associations.
Taki ng PolicyCondition as an exanple, there are two aggregations to

| ook at. PolicyConditionlnPolicyRule has the cardinality * at both
ends, and PolicyConditionlnPolicyRepository has the cardinality * at
the PolicyCondition end, and [0..1] at the PolicyRepository end.

G obally, these cardinalities are correct. However, there’'s nore to
the story, which only becones clear if we exanine the cardinalities
separately for the two cases of a rule-specific PolicyCondition and a
reusabl e one.

For a rule-specific PolicyCondition, the cardinality of

Pol i cyConditionlnPolicyRule at the PolicyRule end is [1..1], rather
than [0..n] (recall that * is an abbreviation for [0..n]), since the
condition is unique to one policy rule. And the cardinality of

Pol i cyCondi tionl nPolicyRepository at the PolicyRepository end is
[0..0], since the condition is not in the "re-usable" repository.
This is OK, since these are both subsets of the specified
cardinalities.
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For a reusable PolicyCondition, however, the cardinality of

Pol i cyCondi tionl nPolicyRepository at the PolicyRepository end is
[1..1], since the condition nmust be in the repository. And, the
cardinality of PolicyConditionlnPolicyRule at the PolicyRule end is
[0..n]. This last point is inmportant: a reusable PolicyCondition
may be associated with 0, 1, or nore than 1 PolicyRules, via exactly
the sane association PolicyConditionlnPolicyRule that binds a rule-
specific condition to its PolicyRule.

Currently the only way to docunent constraints of this type is
textually. More formal nethods for docunenting conpl ex constraints
are needed.

5.2. Roles
5.2.1. Roles and Rol e Conbi nati ons

The concept of role is central to the design of the entire Policy
Framework. The idea behind roles is a sinple one. Rather than
configuring, and then later having to update the configuration of,
hundreds or thousands (or nore) of resources in a network, a policy
adm ni strator assigns each resource to one or nore roles, and then
specifies the policies for each of these roles. The Policy Framework
is then responsible for configuring each of the resources associ ated
with a role in such a way that it behaves according to the policies
specified for that role. When network behavior nmust be changed, the
policy adm nistrator can performa single update to the policy for a

role, and the Policy Framework will ensure that the necessary
configuration updates are perfornmed on all the resources playing that
role.

A nore formal definition of a role is as foll ows:

Arole is a type of attribute that is used to select one or nore
policies for a set of entities and/or conponents from anong a nuch
| arger set of available policies.

Rol es can be conbined together. Here is a formal definition of a
"rol e- conbination":

A role-conbination is a set of attributes that are used to sel ect
one or nore policies for a set of entities and/or conponents from
anong a nmuch larger set of available policies. As the exanples
below illustrate, the selection process for a role conbination
chooses policies associated with the conmbination itself, policies
associ ated with each of its sub-conbinations, and policies
associated with each of the individual roles in the role-

conbi nati on.
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It is inmportant to note that a role is nore than an attribute. A
role defines a particular function of an entity or conponent that can
be used to identify particular behavior associated with that entity
or conmponent. This difference is critical, and is nost easily
understood by thinking of a role as a selector. Wen used in this
manner, one role (or role-conbination) selects a different set of
policies than a different role (or rol e-conbination) does.

Rol es and rol e-conbi nations are especially useful in selecting which
policies are applicable to a particular set of entities or conponents
when the policy repository can store thousands or hundreds of

t housands of policies. This use enphasizes the ability of the role
(or role- conbination) to select the snmall subset of policies that
are applicable froma huge set of policies that are avail abl e.

An exanple will illustrate how rol e-comnbinations actually work
Suppose an installation has three roles defined for interfaces:
"Ethernet", "Canpus", and "WAN'. |In the Policy Repository, sone

policy rules could be associated with the role "Ethernet"; these
rules would apply to all Ethernet interfaces, regardl ess of whether
they were on the canpus side or the WAN side. Oher rules could be
associated with the rol e-conbi nati on "Canpus"+"Ethernet"; these rules
woul d apply to the canpus-side Ethernet interfaces, but not to those
on the WAN side. Finally, a third set of rules could be associ ated
with the rol e-conbination "Ethernet"+"WAN'; these rules would apply
to the WAN-si de Ethernet interfaces, but not to those on the canpus
side. (The roles in a role-conbination appear in al phabetical order
in these exanpl es, because that is how they appear in the information
nodel .)

If we have a specific interface Athat's associated with the role-
conbi nation "Ethernet"+"WAN', we see that it should have three
categories of policy rules applied to it: those for the "Ethernet"
role, those for the "WAN' role, and those for the rol e-conbination
"Et hernet"+"WAN'. (Going one step further, if interface Bis
associated with the rol e- conbi nation "branch-

of fice"+"Ethernet"+"WAN', then B should have seven categories of
policy rules applied to it - those associated with the foll ow ng
rol e- conbi nati ons:

"branch-of fice"

" Et her net"

"AAN

"branch-of fi ce"+"Et her net"
"branch-of fi ce"+" WAN"

"Et her net " +" WAN"
"branch-of fi ce"+"Et her net " +" WAN"

OO0OO0OO0OO0OO0OOo
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In order to get all of the right policy rules for a resource |ike
interface B, a PDP nust expand the single role-conbination it
receives for Binto this list of seven rol e-conbinations, and then
retrieve fromthe Policy Repository the correspondi ng seven sets of
policy rules. O course this exanple is unusually conplicated: the
normal case will involve expanding a two-role conbination into three
val ues identifying three sets of policy rules.

Rol e- conbi nations also help to sinplify sonmewhat the probl em of
identifying conflicts between policy rules. Wth rol e-conbi nati ons,
it is possible for a policy adm nistrator to specify one set of
policy rules for canpus-side Ethernet interfaces, and a second set of
policy rules for WAN-si de Ethernet interfaces, w thout having to
worry about conflicts between the two sets of rules. The policy
administrator sinply "turns off" conflict detection for these two
sets of rules, by telling the policy managenent systemthat the roles
"Canmpus" and "WAN' are inconpatible with each other. This indicates
that the role conbination will never occur, and therefore conflicts
will never occur. In sone cases the technology itself mght identify
i nconpatible roles: "Ethernet" and "FraneRel ay", for exanple. But
for less precise ternms |ike "Campus" and "WAN', the policy

adm ni strator nust say whether they identify inconpatible roles.

When the policy admnistrator does this, there are three effects:

1. If an interface has assigned to it a rol e-conbination involving
bot h "Campus" and "WAN', then the policy nanagenent system can
flag it as an error.

2. If a policy rule is associated with a rol e-conbination involving
both "Canmpus" and "WAN', then the policy nanagenent system can
flag it as an error.

3. If the policy nanagenent system sees two policy rules, where one
is tied to the role "Canpus" (or to a rol e-conbination that
i ncludes the role "Canpus") and the other is tied to the role
"WAN' (or to a role- conbination that includes the role "WAN'),
then the system does not need to | ook for conflicts between the
two policy rules: because of the inconpatible roles, the two
rul es cannot possibly conflict.
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Mbor e,
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Fi gure 4. Retrieval and Application of a Policy

Figure 4, which is introduced only as an exanple of how the Policy
Framewor k m ght be inplenented by a collection of network
conmponents, illustrates how rol es operate within the Policy
Framewor k. Because the distinction between themis not inportant
to this discussion, the PDP and the PEP are conbined in one box.
The points illustrated here apply equally well, though, to an

envi ronnent where the PDP and the PEP are inplenented separately.

A role represents a functional characteristic or capability of a
resource to which policies are applied. Exanples of roles include
Backbone interface, Frane Relay interface, BGP-capable router, web
server, firewall, etc. The nultiple roles assigned to a single
resource are conbined to formthat resource’s role conbination
Rol e conbi nations are represented in the PCIM by val ues of the

Pol i cyRol es property in the PolicyRule class. A PDP uses policy
roles as follows to identify the policies it needs to be aware of:

1. The PDP learns in sone way the list of roles that its PEPs
play. This information nmight be configured at the PDP, the
PEPs night supply it to the PDP, or the PDP might retrieve it
froma repository

2. Using repository-specific means, the PDP determ nes where to
| ook for policy rules that mght apply to it.

3. Using the roles and role-conbinations it received fromits PEPs

as indicated in the exanples above, the PDP is able to |locate
and retrieve the policy rules that are relevant to it.
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5.2.2. The PolicyRol es Property

As indicated earlier, PolicyRoles is a property associated with a
policy rule. It is an array holding "role conbinations" for the
policy rule, and correlates with the roles defined for a network
resource. Using the PolicyRoles property, it is possible to mark a
policy rule as applying, for exanple, to a Frane Relay interface or
to a backbone ATM interface. The PolicyRoles property take strings
of the form

<Rol eNanme>[ &&<Rol eNanme>] *

Each val ue of this property represents a role conbination, including
the special case of a "conbination" containing only one role. As the
format indicates, the role nanes in a role conbination are ANDed
together to forma single selector. The multiple values of the

Pol i cyRol es property are logically ORed, to nmake it possible for a
policy rule to have nultiple selectors.

The individual role nanmes in a role conbination nmust appear in

al phabetical order (according to the collating sequence for UCS-2
characters), to make the string matches work correctly. The role
nanes used in an environment are specified by the policy

admi ni strator.

5.3. Local Tinme and UTC Tine in PolicyTi mePeri odConditions

An instance of PolicyTinmePeriodCondition has up to five properties
that represent tinmes: TinmePeriod, MnthO Year Mask, DayOf Mont hMask
DayOr WeekMask, and Ti neOf DayMask. All of the tine-related properties
in an instance of PolicyTi mePeriodCondition represent one of two
types of tines: local tinme at the place where a policy rule is
applied, or UTC time. The property Local OrUtcTine indicates which
time representation applies to an instance of

Pol i cyTi nePeri odCondi ti on.

Since the PCIM provides only for local tinme and UTC tine, a Policy
Management Tool that provides for other time representations (for
exanple, a fixed tinme at a particular location) will need to map from
these other representations to either local time or UTCtine. An
exanple will illustrate the nature of this nmapping.

Suppose a policy rule is tied to the hours of operation for a Help
Desk: 0800 to 2000 Monday through Friday [US] Eastern Tine. In
order to express these times in PolicyTi nePeriodCondition, a
managenent tool must convert themto UTC times. (They are not |oca
times, because they refer to a single tine interval worldw de, not to
intervals tied to the local clocks at the |ocations where the
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PolicyRule is being applied.) As reference [10] points out, mapping
from[US] Eastern Time to UTCtime is not sinply a matter of applying
an offset: the offset between [US] Eastern Tine and UTC tine

swi tches between -0500 and - 0400 dependi ng on whet her Dayli ght
Savings Time is in effect in the US.

Suppose the policy adnministrator’s goal is to have a policy rule be
valid from 0800 until 1200 [US] Eastern Tine on every Mnday, w thin
the overall time period fromthe begi nning of 2000 until the end of
2001. The Policy Managenment Tool could either be configured with the
definition of what [US] Eastern Tine nmeans, or it could be configured
wi th knowl edge of where to go to get this information. Reference
[10] contains further discussion of tine zone definitions and where

t hey m ght reside.

Armed with knowl edge about [US] Eastern Tinme, the Policy Managenent
Tool would create however many instances of PolicyTi nePeri odCondition
it needed to represent the desired intervals. Note that while there
is an increased nunber of PolicyTi mePeri odCondition instances, there
is still just one PolicyRule, which is tied to all the

Pol i cyTi nePeri odCondi ti on instances via the aggregation

Pol i cyRul eValidityPeriod. Here are the first two of these instances:

1. TinmePeriod: 20000101T050000/20000402T070000
DayOr WeekMask: { Monday }
Ti mreCf DayMask:  T130000/ T170000
Local O UtcTinme: UTC

2. TinmePeriod: 20000402T070000/20001029T070000
DayOr WeekMask: { Monday }
Ti meOf DayMask: T120000/ T160000
Local O UtcTinme: UTC

There would be three nore sinmlar instances, for wi nter 2000-2001,
summrer 2001, and wi nter 2001 up through Decenber 31.

Had the exanpl e been chosen differently, there could have been even
nore instances of PolicyTimePeriodCondition. |If, for exanple, the

time interval had been from 0800 - 2200 [US] Eastern Tine on Mndays,
i nstance 1 above woul d have split into two instances: one with a UTC
tinme interval of T130000/ 7240000 on Mondays, and another with a UTC
tinme interval of T000000/ TO30000 on Tuesdays. So the end result

woul d have been ten instances of PolicyTi nePeri odCondition, not five.

By restricting PolicyTi mePeriodCondition to local tine and UTC ti ne,

the PCI M places the difficult and expensive task of mapping from
"human" tinme representations to machine-friendly ones in the Policy
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Managenment Tool. Another approach woul d have been to place in

Pol i cyTi nePeri odConditi on a nmeans of representing a named tine zone,
such as [US] Eastern Time. This, however, would have passed the
difficult mapping responsibility down to the PDPs and PEPs. It is
better to have a mappi ng such as the one descri bed above done once in
a Policy Managenent Tool, rather than having it done over and over in
each of the PDPs (and possibly PEPs) that need to apply a PolicyRule.

5.4. CIM Data Types

Since PClI M extends the CI M Schema, a correspondence between data
types used in both CiMand PCIMis needed. The followi ng ClMdata
types are used in the class definitions that follow in Sections 6 and
7.

o uint8 unsi gned 8-bit integer
0 uintlé6 unsi gned 16-bit integer
0 bool ean Bool ean

0 string UCS-2 string.

Strings in CIMare stored as UCS-2 characters, where each character
is encoded in two octets. Thus string values may need to be
converted when noving between a Cl M environnent and one that uses a
different string encoding. For exanple, in an LDAP-accessible
directory, attributes of type DirectoryString are stored in UTF-8
format. RFC 2279 [7] explains how to convert between these two

f ormat s.

Wien it is applied to a CIMstring, a MaxLen value refers to the
maxi mum nunber of characters in the string, rather than to the
maxi mum nunber of octets.

In addition to the CiMdata types |isted above, the association
classes in Section 7 use the follow ng type:

0 <cl assnane> r ef strongly typed reference.

There is one obvious omssion fromthis Iist of ClMdata types:

octet strings. This is because CIMtreats octet strings as a derived
data type. There are two forms of octet strings in CIM- an ordered
uint8 array for single-valued strings, and a string array for multi-
val ued properties. Both are described by adding an "CctetString"
qualifier (meta-data) to the property. This qualifier functions
exactly like an SMv2 (SNWP) Textual Convention, refining the syntax
and semantics of the existing ClMdata type.
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The first four nunmeric elenments of both of the "CctetString”
representations are a length field. (The reason that the "nuneric"
adjective is added to the previous sentence is that the string
property also includes "0’ and 'x’, as its first characters.) In
both cases, these 4 nuneric elenents (octets) are included in
calculating the length. For exanple, a single-valued octet string
property having the value X 7C would be represented by the uint8
array, X 00 00 00 05 7C .

The strings representing the individual values of a multi-val ued
property qualified with the "OctetString" qualifier are constructed
simlarly:

1. Take a value to be encoded as an octet string (we'll use X 7C as
above), and prepend to it a four-octet length. The result is the
sane, X 00 00 00 05 7C .

2. Convert this to a character string by introducing '0° and ’'x’ at
the front, and renoving all white space. Thus we have the 12-
character string "0x000000057C'. This string is the value of one
of the array elenments in the CIMstring array. Since ClMuses the
UCS-2 character set, it will require 24 octets to encode this 12-

character string.

Mappi ngs of the PCIMto particular data nodels are not required to
follow this CIMtechnique of representing nulti-valued octet strings
as length- prefixed character strings. |n an LDAP mapping, for
exanple, it would be rmuch nore natural to sinply use the Octet String
syntax, and omit the prepended | ength octets.

5.5. Conparison between CI M and LDAP O ass Specifications

There are a nunber of differences between Cl M and LDAP cl ass
specifications. The ones that are relevant to the abbreviated cl ass
specifications in this docunent are listed below. These itens are

i ncluded here to help introduce the | ETF comunity, which is already
famliar with LDAP, to Cl M nodeling, and by extension, to infornation
nodel ing in general

0 Instead of LDAP's three class types (abstract, auxiliary,
structural), CIMhas only two: abstract and instantiable. The
type of a CIMclass is indicated by the Boolean qualifier
ABSTRACT.

0 ClMuses the term"property" for what LDAP terns an "attribute"
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0 ClMuses the array notation "[ ]" to indicate that a property is
multi-valued. ClMdefines three types of arrays: bags (contents
are unordered, duplicates allowed), ordered bags (contents are
ordered but duplicates are allowed) and i ndexed arrays (contents
are ordered and no duplicates are all owed).

o0 ClMclasses and properties are identified by nanme, not by O D.

0 ClMclasses use a different naming schene for native
i npl enent ati ons, than LDAP. The Cl M naning schene is docunented
in Appendix A since it is not critical to understanding the
i nformati on nodel, and only applies when comunicating with a
native ClMinplenentation.

0o In LDAP, attribute definitions are global, and the sane attribute
may appear in multiple classes. In COM a property is defined
within the scope of a single class definition. The property may
be inherited into subclasses of the class in which it is defined,
but otherwise it cannot appear in other classes. One side effect
of this difference is that CIM property names tend to be nuch
shorter than LDAP attribute nanes, since they are inplicitly
scoped by the nane of the class in which they are defined.

There is also a notational convention that this docunment follows, to
i mprove readability. In CIM all class and property nanes are
prefixed with the characters "CIM". These prefixes have been
omitted throughout this docunment, with one exception regarding

nam ng, docunented in Appendix A

For the conplete definition of the ClMspecification | anguage, see
reference [2].

6. Class Definitions
The follow ng sections contain the definitions of the PCI M cl asses.
6.1. The Abstract Cass "Policy"
The abstract class Policy collects several properties that may be
included in instances of any of the Core Policy classes (or their
subcl asses). For conveni ence, the two properties that Policy

i nherits from ManagedEl enent in the Cl M schema are shown here as
wel | .
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The class definition is as foll ows:

NANVE Pol i cy

DESCRI PTI ON An abstract class with four properties for
describing a policy-rel ated instance.

DERI VED FROM ManagedEl enent

ABSTRACT TRUE

PROPERTI ES CommonNane (CN)

Pol i cyKeywor ds[ ]
/1 Caption (inherited)
/1 Description (inherited)

6.1.1. The Property "CommonName (CN)"

The CN, or CommonNane, property corresponds to the X 500 attribute
commonNane (cn). In X. 500 this property specifies one or nore user-
friendly nanes (typically only one nane) by which an object is
commonly known, nanes that conformto the nam ng conventions of the
country or culture with which the object is associated. In the CM
nodel, however, the CommonNane property is single-val ued.

NAME CN
DESCRI PTI ON A user-friendly nane of a policy-rel ated object.
SYNTAX string

6.1.2. The Multi-valued Property "PolicyKeywords"

This property provides a set of one or nore keywords that a policy
adm nistrator may use to assist in characterizing or categorizing a
policy object. Keywords are of one of two types:

0 Keywords defined in this docunent, or in docunents that define
subcl asses of the classes defined in this docunent. These
keywords provi de a vendor-independent, installation-independent
way of characterizing policy objects.

o Installation-dependent keywords for characterizing policy objects.
Exanpl es i nclude "Engi neering", "Billing", and "Review in Decenber
2000".

Thi s docunment defines the follow ng keywords: " UNKNOMW',

" CONFI GURATI ON', "USAGE", "SECURI TY", "SERVICE", "MOTIVATI ONAL",

"I NSTALLATI ON', and "EVENT". These concepts were defined earlier in
Section 2.
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One additional keyword is defined: "POLICY'. The role of this
keyword is to identify policy-related instances that woul d not
otherwi se be identifiable as being related to policy. It may be
needed in sone repository inplenentations.

Docunents that define subclasses of the Policy Core Information Model
cl asses SHOULD define additional keywords to characterize instances
of these subclasses. By convention, keywords defined in conjunction
with class definitions are in uppercase. Installation-defined
keywords can be in any case.

The property definition is as foll ows:

NANVE Pol i cyKeywor ds

DESCRI PTI ON A set of keywords for characterizing /categorizing
policy objects.

SYNTAX string

6.1.3. The Property "Caption" (lnherited from ManagedEl enent)

This property provides a one-line description of a policy-related

obj ect.

NANVE Caption

DESCRI PTI ON A one-line description of this policy-rel ated object.
SYNTAX string

6.1.4. The Property "Description" (Inherited from ManagedEl enment)

This property provides a | onger description than that provided by the
caption property.

NANVE Description
DESCRI PTI ON A long description of this policy-related object.
SYNTAX string

6.2. The dass "PolicyG oup"

This class is a generalized aggregation container. |t enables either
Pol i cyRul es or PolicyGoups to be aggregated in a single container.
Loops, including the degenerate case of a PolicyGoup that contains
itself, are not allowed when PolicyGoups contain other PolicyG oups.

Pol i cyGroups and their nesting capabilities are shown in Figure 5
below. Note that a PolicyGoup can nest other PolicyG oups, and
there is no restriction on the depth of the nesting in sibling
Pol i cyG oups.
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Fi gure 5. Overvi ew of the PolicyG oup class

As a sinple exanple, think of the highest level PolicyG oup shown in
Figure 5 above as a logon policy for US enployees of a conpany. This
Pol i cyG oup may be call ed USEnpl oyeeLogonPol i cy, and may aggregate
several PolicyGoups that provide specialized rules per |ocation
Hence, PolicyGoup Ain Figure 5 above may define |ogon rules for
enpl oyees on the West Coast, while another PolicyGoup mght define

| ogon rules for the Mdwest (e.g., PolicyGoup X), and so forth.

Note al so that the depth of each PolicyG oup does not need to be the
sanme. Thus, the West Coast PolicyGoup night have several additiona

| ayers of PolicyGoups defined for any of several reasons (different

| ocal es, nunber of subnets, etc..). The PolicyRules are therefore
contained at n levels fromthe USEnpl oyeeLogonPol i cyG oup. Conpare
this to the Mdwest PolicyGoup (PolicyGoup X), which mght directly
contain PolicyRules.

The class definition for PolicyGoup is as foll ows:

NANE Pol i cyGoup
DESCRI PTI ON A container for either a set of related
PolicyRul es or a set of related PolicyG oups.

DERI VED FROM Pol i cy

ABSTRACT FALSE

PROPERTI ES NONE
No properties are defined for this class since it inherits all its
properties fromPolicy. The class exists to aggregate PolicyRul es or
other PolicyGoups. It is directly instantiable. 1In an

i mpl enentation, various key/identification properties MJST be
defined. The keys for a native CIMinplenentation are defined in
Appendi x A, Section 13.1.1. Keys for an LDAP inplenmentation will be
defined in the LDAP mapping of this information nodel [11].
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6.3. The dass "PolicyRul e"

This class represents the "If Condition then Action" semantics
associated with a policy. A PolicyRule condition, in the nost
general sense, is represented as either an ORed set of ANDed
conditions (Disjunctive Normal Form or DNF) or an ANDed set of ORed
conditions (Conjunctive Normal Form or CNF). |ndividual conditions
may either be negated (NOT C) or unnegated (C). The actions
specified by a PolicyRule are to be performed if and only if the

Pol i cyRul e condition (whether it is represented in DNF or CNF)

eval uates to TRUE.

The conditions and actions associated with a policy rule are nodel ed,
respectively, with subclasses of the classes PolicyCondition and

Pol i cyAction. These condition and action objects are tied to

i nstances of PolicyRule by the PolicyConditionlnPolicyRule and

Pol i cyActi onl nPol i cyRul e aggregati ons.

As illustrated above in Section 3, a policy rule nmay al so be

associ ated with one or nore policy time periods, indicating the
schedul e according to which the policy rule is active and inactive.
In this case it is the PolicyRul evalidityPeriod aggregation that
provi des the |inkage.

A policy rule is illustrated conceptually in Figure 6. bel ow
O +
| Pol i cyRul e |
| |
R + S + |
| | PolicyCondition(s) | | PolicyAction(s) |
I R + dmmm e e e ae e +
| |
| o + |
| | PolicyTi nePeriodCondition(s) | |
| o e e e e e e e e e e e oo + |
o +

Fi gure 6. Overvi ew of the PolicyRule C ass

The PolicyRul e class uses the property ConditionListType, to indicate
whet her the conditions for the rule are in DNF or CNF. The

Pol i cyCondi tionl nPol i cyRul e aggregation contains two additiona
properties to conplete the representation of the rule’s conditiona
expression. The first of these properties is an integer to partition
the referenced conditions into one or nore groups, and the second is
a Boolean to indicate whether a referenced condition is negated. An
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exanpl e shows how Condi tionLi st Type and these two additiona
properties provide a unique representation of a set of conditions in
ei ther DNF or CNF.

Suppose we have a PolicyRule that aggregates five PolicyConditions Cl
through C5, with the followi ng values in the properties of the five
Pol i cyCondi tionl nPol i cyRul e associ ati ons:

Cl: GoupNunber = 1, ConditionNegated = FALSE
C2: G oupNunber = 1, ConditionNegated = TRUE

C3: G oupNunber = 1, ConditionNegated = FALSE
C4: G oupNunber = 2, ConditionNegated = FALSE
C5: GoupNunber = 2, ConditionNegated = FALSE

I f ConditionListType = DNF, then the overall condition for the
PolicyRul e is:

(CL AND (NOT C2) AND C3) OR (C4 AND C5)

On the other hand, if ConditionListType = CNF, then the overal
condition for the PolicyRule is:

(C1 OR (NOT C2) OR C3) AND (C4 OR ©5v)
In both cases, there is an unanbi guous specification of the overal
condition that is tested to deternine whether to performthe actions
associ ated with the PolicyRule.

The class definition is as follows:

NAVE Pol i cyRul e
DESCRI PTI ON The central class for representing the "If Condition
then Action" semantics associated with a policy rule.
DERI VED FROM Pol i cy
ABSTRACT FALSE
PROPERTI ES Enabl ed
Condi ti onLi st Type
Rul eUsage
Priority
Mandat ory

SequencedAct i ons
Pol i cyRol es

The PolicyRule class is directly instantiable. In an inplenentation
various key/identification properties MJST be defined. The keys for
a native CIMinplenmentation are defined in Appendi x A, Section
13.1.2. Keys for an LDAP inplenmentation will be defined in the LDAP
mappi ng of this informati on nodel [11].
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6.3.1. The Property "Enabl ed"

This property indicates whether a policy rule is currently enabl ed,
froman administrative point of view Its purpose is to allow a
policy adm nistrator to enable or disable a policy rule wthout
having to add it to, or renove it from the policy repository.

The property al so supports the val ue 'enabl edFor Debug’. Wen the
property has this value, the entity evaluating the policy
condition(s) is being told to evaluate the conditions for the policy
rule, but not to performthe actions if the conditions evaluate to
TRUE. This val ue serves as a debug vehicle when attenpting to
deternmi ne what policies would execute in a particular scenario,

wi t hout taking any actions to change state during the debuggi ng.

The property definition is as foll ows:

NAME Enabl ed

DESCRI PTI ON An enuneration indicating whether a policy rule is
adm ni stratively enabl ed, adninistratively disabled,
or enabl ed for debug node.

SYNTAX ui nt 16

VALUES enabl ed(1), disabled(2), enabl edForDebug(3)

DEFAULT VALUE enabl ed(1)

6.3.2. The Property "ConditionLi st Type"

This property is used to specify whether the list of policy
conditions associated with this policy rule is in disjunctive norma
form (DNF) or conjunctive normal form (CNF). |If this property is not
present, the list type defaults to DNF. The property definition is
as follows:

NANVE Condi ti onLi st Type

DESCRI PTI ON I ndi cates whether the list of policy conditions
associated with this policy rule is in disjunctive
normal form (DNF) or conjunctive normal form (CNF).

SYNTAX ui nt 16

VALUES DNF(1), CNF(2)

DEFAULT VALUE DNF( 1)

6.3.3. The Property "Rul eUsage"

This property is a free-formstring that reconmends how this policy
shoul d be used. The property definition is as follows:
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NANVE Rul eUsage

DESCRI PTI ON This property is used to provide guidelines on
how this policy should be used.

SYNTAX string

6.3.4. The Property "Priority"

This property provides a non-negative integer for prioritizing policy
rules relative to each other. Larger integer val ues indicate higher
priority. Since one purpose of this property is to allow specific,
ad hoc policy rules to tenporarily override established policy rules,
an instance that has this property set has a higher priority than all
i nstances that use or set the default val ue of zero.

Prioritization anong policy rules provides a basic mechanismfor
resol ving policy conflicts.

The property definition is as foll ows:

NANME Priority

DESCRI PTI ON A non-negative integer for prioritizing this
PolicyRule relative to other PolicyRules. A larger
val ue indicates a higher priority.

SYNTAX ui nt 16

DEFAULT VALUE 0

6.3.5. The Property "Mandatory"

This property indicates whet her evaluation (and possibly action
execution) of a PolicyRule is nandatory or not. |Its concept is
simlar to the ability to mark packets for delivery or possible
di scard, based on network traffic and device | oad.

The evaluation of a PolicyRule MIST be attenpted if the Mandatory
property value is TRUE. If the Mandatory property value of a
PolicyRule is FALSE, then the evaluation of the rule is "best effort"
and MAY be ignored.

The property definition is as foll ows:

NANVE Mandat ory

DESCRI PTI ON A flag indicating that the evaluation of the
Pol i cyCondi ti ons and execution of PolicyActions
(if the condition list evaluates to TRUE) is
required.

SYNTAX bool ean

DEFAULT VALUE TRUE
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6.3.6. The Property "SequencedActions"

This property gives a policy adm nistrator a way of specifying how
the ordering of the policy actions associated with this PolicyRule is
to be interpreted. Three values are supported:

0o mandatory(1): Do the actions in the indicated order, or don't do
themat all.

0 recommended(2): Do the actions in the indicated order if you can
but if you can’t do themin this order, do themin another order
i f you can.

0 dontCare(3): Do them-- | don’t care about the order

When error / event reporting is addressed for the Policy Framework
suitable codes will be defined for reporting that a set of actions
could not be perforned in an order specified as nmandatory (and thus
were not perforned at all), that a set of actions could not be
performed in a recommended order (and noreover could not be perforned
in any order), or that a set of actions could not be perforned in a
recommended order (but were perfornmed in a different order). The
property definition is as foll ows:

NAVE SequencedAct i ons
DESCRI PTI ON An enuneration indicating howto interpret the
action ordering indicated via the
Pol i cyActi onl nPol i cyRul e aggregation
SYNTAX ui nt 16
VALUES mandat ory(1), recommended(2), dontCare(3)
DEFAULT VALUE dont Car e( 3)

6.3.7. The Miulti-valued Property "PolicyRol es"

This property represents the roles and rol e conbinati ons associ at ed
with a policy rule. Each value represents one role conbination

Since this is a multi-valued property, nore than one role conbination
can be associated with a single policy rule. Each value is a string
of the form

<Rol eNanme>[ &&<Rol eNanme>] *
where the individual role nanes appear in al phabetical order

(according to the collating sequence for UCS-2). The property
definition is as follows:
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NANVE Pol i cyRol es

DESCRI PTI ON A set of strings representing the roles and role
conbi nati ons associated with a policy rule. Each
val ue represents one rol e conbination

SYNTAX string

6.4. The Abstract O ass "PolicyCondition"

The purpose of a policy condition is to determ ne whether or not the
set of actions (aggregated in the PolicyRule that the condition
applies to) should be executed or not. For the purposes of the
Policy Core Information Model, all that matters about an individua
PolicyCondition is that it evaluates to TRUE or FALSE. (The

i ndi vi dual PolicyConditions associated with a PolicyRule are conbi ned
to forma conmpound expression in either DNF or CNF, but this is
acconpl i shed via the ConditionListType property, discussed above, and
by the properties of the PolicyConditionlnPolicyRul e aggregation

i ntroduced above and di scussed further in Section 7.6 below.) A

| ogi cal structure within an individual PolicyCondition nmay al so be

i ntroduced, but this would have to be done in a subclass of

Pol i cyCondi ti on.

Because it is general, the PolicyCondition class does not itself
contain any "real" conditions. These will be represented by
properties of the donmai n-specific subclasses of PolicyCondition

e e T +
| Policy Conditions in DNF

I T + oo e e e e e e e oo oo - +
| | AND | i st | | AND | i st | |
B TP bl et
| | | PolicyCondition | | | | PolicyCondition | |

| ] b + | o]
] e ettt
| | | PolicyCondition | | C. | | PolicyCondition | | |
I I e + ORed | +-------mmmmmma +

| | C | | C | |
| | ANDed | | ANDed |
] e ettt
| | | PolicyCondition | | | | PolicyCondition | | |
| + | + 1
I e + o e e e e e e oo + |
N TN +

Figure 7 Overvi ew of Policy Conditions in DNF
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This figure illustrates that when policy conditions are in DNF, there
are one or nore sets of conditions that are ANDed together to form
AND lists. An AND list evaluates to TRUEif and only if all of its
constituent conditions evaluate to TRUE. The overall condition then
evaluates to TRUE if and only if at |east one of its constituent AND
lists evaluates to TRUE.

TS~ +
| Policy Conditions in CNF

|+ ------------------------- + B +|
| | OR |ist | | OR |ist | |
TR ebbat s
| | | PolicyCondition | | | | PolicyCondition | |

| ] b + | o]
] e ettt
| | | PolicyCondition | | C | | PolicyCondition | | |
I R + | ANDed | 4----------------- + |

| | Ca | | Ca | |
| | ORed | | ORed | |
e rhursebba s
| | | PolicyCondition | | | | PolicyCondition | |
I + | o1
I T + oo e e e e e e e oo oo - +
o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +

Fi gure 8. Overview of Policy Conditions in CNF

In this figure, the policy conditions are in CNF. Consequently,
there are one or nore OR lists, each of which evaluates to TRUE i f
and only if at least one of its constituent conditions evaluates to
TRUE. The overall condition then evaluates to TRUE if and only if
ALL of its constituent OR lists evaluate to TRUE.

The class definition of PolicyCondition is as follows:

NANVE Pol i cyCondi tion

DESCRI PTI ON A class representing a rul e-specific or reusabl e
policy condition to be evaluated in conjunction
with a policy rule.

DERI VED FROM Pol i cy

ABSTRACT TRUE

PROPERTI ES NONE
No properties are defined for this class since it inherits all its
properties fromPolicy. The class exists as an abstract supercl ass
for domai n-specific policy conditions, defined in subclasses. In an

i npl ement ati on, various key/identification properties MJIST be defined
for the class or its instantiable subclasses. The keys for a native
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CIMinplenentation are defined in Appendi x A Section 13.2. Keys for
an LDAP inplenentation will be defined in the LDAP nmapping of this
i nformation nodel [11].

When identifying and using the PolicyCondition class, it is necessary
to remenber that a condition can be rul e-specific or reusable. This
was di scussed above in Section 5.1. The distinction between the two
types of policy conditions lies in the associations in which an

i nstance can participate, and in how the different instances are
naned. Conceptually, a reusable policy condition resides in a policy
repository, and is named within the scope of that repository. On the
other hand, a rule-specific policy condition is, as the nane
suggests, naned within the scope of the single policy rule to which
it is related.

The distinction between rul e-specific and reusabl e PolicyConditions
affects the Cl M nam ng, defined in Appendi x A, and the LDAP mappi ng
[11].

6.5. The O ass "PolicyTi nePeri odCondition"

This class provides a neans of representing the tine periods during
which a policy rule is valid, i.e., active. At all times that fal
outside these tinme periods, the policy rule has no effect. A policy
rule is treated as valid at all tinmes if it does not specify a

Pol i cyTi nePeri odCondi ti on.

In sone cases a PDP may need to performcertain setup / cl eanup
actions when a policy rule becones active / inactive. For exanple,
sessions that were established while a policy rule was active night
need to be taken down when the rul e becones inactive. In other
cases, however, such sessions might be left up: in this case, the

ef fect of deactivating the policy rule would just be to prevent the
est abl i shnent of new sessions. Setup / cleanup behaviors on validity
period transitions are not currently addressed by the PCIM and nust
be specified in 'guideline docunents, or via subclasses of

Pol i cyRul e, PolicyTi nePeri odCondition or other concrete subcl asses of
Policy. |f such behaviors need to be under the control of the policy
admini strator, then a nechanismto allow this control nust also be
specified in the subcl ass.

Pol i cyTi nePeri odCondition is defined as a subcl ass of
PolicyCondition. This is to allow the inclusion of tine-based
criteria in the AND/OR condition definitions for a PolicyRule.

Instances of this class may have up to five properties identifying

time periods at different levels. The values of all the properties
present in an instance are ANDed together to deternine the validity
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period(s) for the instance. For exanple, an instance with an overal
validity range of January 1, 2000 through Decenber 31, 2000; a nonth
mask that selects March and April; a day-of-the-week rmask that
selects Fridays; and a tinme of day range of 0800 through 1600 woul d
represent the follow ng time periods:

Friday, March 5, 2000, from 0800 through 1600;
Friday, March 12, 2000, from 0800 through 1600;
Fri day, March 19, 2000, from 0800 through 1600;
Friday, March 26, 2000, from 0800 through 1600;
Friday, April 2, 2000, from 0800 through 1600;
Friday, April 9, 2000, from 0800 through 1600;
Friday, April 16, 2000, from 0800 through 1600;
Friday, April 23, 2000, from 0800 through 1600;
Friday, April 30, 2000, from 0800 through 1600.

Properties not present in an instance of PolicyTi nePeriodCondition
are inplicitly treated as having their value "al ways enabl ed". Thus,
in the exanpl e above, the day-of-the-nonth mask is not present, and
so the validity period for the instance inplicitly includes a day-

of -t he-nonth mask that selects all days of the nonth. |If we apply
this "missing property" rule to its fullest, we see that there is a
second way to indicate that a policy rule is always enabled: have it
point to an instance of PolicyTi nePeri odCondition whose only
properties are its nam ng properties.

The property Local OUtcTine indicates whether the tines represented
in the other five tine-related properties of an instance of

Pol i cyTi nePeri odCondition are to be interpreted as local tinmes for
the | ocation where a policy rule is being applied, or as UTC tines.

The class definition is as follows.

NANVE Pol i cyTi nePeri odCondi tion

DESCRI PTI ON A class that provides the capability of enabling /
di sabling a policy rule according to a
pre-determ ned schedul e.

DERI VED FROM Pol i cyCondi tion
ABSTRACT FALSE
PROPERTI ES Ti mrePeri od

Mont hOF Year Mask
DayOf Mbnt hivask
DayOf Week Mask
Ti meOf DayMask
Local Or Ut cTi ne
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6.5.1. The Property "Ti mePeri od"

This property identifies an overall range of cal endar dates and tines
over which a policy rule is valid. It reuses the format for an
explicit time period defined in RFC 2445 (reference [10]): a string
representing a starting date and tinme, in which the character 'T

i ndi cates the beginning of the tine portion, followed by the solidus
character '/', followed by a simlar string representing an end date
and tine. The first date indicates the beginning of the range, while
the second date indicates the end. Thus, the second date and tine
must be later than the first. Date/times are expressed as substrings
of the form "yyyymddThhmss". For exanpl e:

20000101T080000/ 20000131T120000
January 1, 2000, 0800 through January 31, 2000, noon

There are also two special cases in which one of the date/tine
strings is replaced with a special string defined in RFC 2445,

o If the first date/time is replaced with the string "TH SANDPRI OR"
then the property indicates that a policy rule is valid [from now
until the date/tinme that appears after the '/’.

o |If the second date/tine is replaced with the string
"TH SANDFUTURE", then the property indicates that a policy rule
becones valid on the date/tine that appears before the '/’', and
remains valid fromthat point on.

Not e that RFC 2445 does not use these two strings in connection with
explicit time periods. Thus the PCIMis conbining two el enents from
RFC 2445 that are not conbined in the RFC itself.

The property definition is as foll ows:

NAME Ti mePeri od

DESCRI PTI ON The range of cal endar dates on which a policy
rule is valid.

SYNTAX string

FORMAT yyyymrddThhnmss/ yyyymddThhnmss, where the first

date/time may be replaced with the string
"TH SANDPRI OR' or the second date/time nmay be
replaced with the string "TH SANDFUTURE"
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6.5.2. The Property "Mont hOf Year Mask"

The purpose of this property is to refine the definition of the valid
time period that is defined by the TinePeriod property, by explicitly
speci fying the nonths when the policy is valid. These properties
work together, with the TinePeriod used to specify the overall tine
peri od during which the policy mght be valid, and the

Mont hOF Year Mask used to pick out the specific nonths within that tine
period when the policy is valid.

This property is formatted as an octet string of size 2, consisting
of 12 bits identifying the 12 nonths of the year, beginning with
January and ending with Decenber, followed by 4 bits that are al ways
set to '0’. For each nonth, the value '1' indicates that the policy
is valid for that nonth, and the value 'O’ indicates that it is not
valid. The value X 08 30, for exanple, indicates that a policy rule
is valid only in the nonths May, Novenber, and Decenber.

See section 5.4 for details of how ClMrepresents a singl e-val ued
octet string property such as this one. (Basically, CIMprepends a
4-octet length to the octet string.)

If this property is omitted, then the policy rule is treated as valid
for all twelve nonths. The property definition is as follows:

NAME Mont hOF Year Mask

DESCRI PTI ON A mask identifying the nmonths of the year in
which a policy rule is valid.

SYNTAX octet string

FORNMAT X hh hoO

6.5.3. The Property "DayO Mont hMask"

The purpose of this property is to refine the definition of the valid
time period that is defined by the TinePeriod property, by explicitly
speci fying the days of the nonth when the policy is valid. These
properties work together, with the TinePeriod used to specify the
overall time period during which the policy mght be valid, and the
DayOf Mont hMask used to pick out the specific days of the month within
that time period when the policy is valid.

This property is formatted as an octet string of size 8, consisting
of 31 bits identifying the days of the nonth counting fromthe

begi nning, followed by 31 nore bits identifying the days of the nmonth
counting fromthe end, followed by 2 bits that are always set to 'O’
For each day, the value '1' indicates that the policy is valid for
that day, and the value 0" indicates that it is not valid.
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The value X' 80 00 00 01 00 00 00 00', for exanple, indicates that a
policy rule is valid on the first and | ast days of the nonth.

For nonths with fewer than 31 days, the digits corresponding to days
that the nonths do not have (counting in both directions) are
i gnor ed.

The encoding of the 62 significant bits in the octet string matches
that used for the schedDay object in the DI SMAN- SCHEDULE-M B. See
reference [8] for nore details on this object.

See section 5.4 for details of how ClMrepresents a singl e-val ued
octet string property such as this one. (Basically, CIMprepends a
4-octet length to the octet string.)

The property definition is as foll ows:

NANVE DayOf Mont hivask

DESCRI PTI ON A mask identifying the days of the nonth on
which a policy rule is valid.

SYNTAX octet string

FORVAT X' hh hh hh hh hh hh hh hh’

6.5.4. The Property "DayOf WeekMask"

The purpose of this property is to refine the definition of the valid
time period that is defined by the TinePeriod property by explicitly
speci fying the days of the week when the policy is valid. These
properties work together, with the TimePeriod used to specify the
overall time period when the policy mght be valid, and the

DayOr WeekMask used to pick out the specific days of the week in that
time period when the policy is valid.

This property is formatted as an octet string of size 1, consisting
of 7 bits identifying the 7 days of the week, beginning with Sunday
and ending with Saturday, followed by 1 bit that is always set to

0. For each day of the week, the value '1' indicates that the
policy is valid for that day, and the value 'O’ indicates that it is
not vali d.

The value X 7C, for exanple, indicates that a policy rule is valid
Monday t hrough Friday.

See section 5.4 for details of how ClMrepresents a singl e-val ued

octet string property such as this one. (Basically, CIMprepends a
4-octet length to the octet string.)
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The property definition is as foll ows:

NANVE DayOf Week Mask

DESCRI PTI ON A mask identifying the days of the week on which
a policy rule is valid.

SYNTAX octet string

FORNVAT B’ bbbb bbb0

6.5.5. The Property "Ti meOf DayMask"

The purpose of this property is to refine the definition of the valid
tinme period that is defined by the TinePeriod property by explicitly
specifying a range of times in a day the policy is valid for. These
properties work together, with the TimePeriod used to specify the
overall time period that the policy is valid for, and the

Ti meOf DayMask used to pick out which range of tinme periods in a given
day of that tine period the policy is valid for

This property is formatted in the style of RFC 2445 [10]: a tine
string beginning with the character 'T', followed by the solidus
character '/’, followed by a second tine string. The first tine

i ndi cates the begi nning of the range, while the second tine indicates
the end. Times are expressed as substrings of the form " Thhmmss".

The second substring always identifies a later tinme than the first
substring. To allow for ranges that span mi dnight, however, the

val ue of the second string nmay be smaller than the value of the first
substring. Thus, "T080000/T210000" identifies the range from 0800
until 2100, while "T210000/ TO80000" identifies the range from 2100
until 0800 of the follow ng day.

Wien a range spans midnight, it by definition includes parts of two
successi ve days. Wen one of these days is also selected by either
t he Mont hOFf Year Mask, DayCf Mont hMask, and/or DayOf WeekMask, but the
other day is not, then the policy is active only during the portion
of the range that falls on the selected day. For exanple, if the
range extends from 2100 until 0800, and the day of week mask sel ects
Monday and Tuesday, then the policy is active during the follow ng
three intervals:

From m dni ght Sunday until 0800 Monday;

From 2100 Monday until 0800 Tuesday;
From 2100 Tuesday until 23:59:59 Tuesday.

Moore, et al. St andards Track [ Page 41]



RFC 3060 Policy Core Information Model February 2001

The property definition is as foll ows:

NANE Ti meOf DayMask

DESCRI PTI ON The range of tinmes at which a policy rule is
valid. |If the second tine is earlier than the
first, then the interval spans m dnight.

SYNTAX string

FORMAT Thhmrss/ Thhnmss

6.5.6. The Property "Local O U cTi ne"

This property indicates whether the tinmes represented in the

Ti nePeriod property and in the various Mask properties represent
local times or UTC times. There is no provision for mxing of |oca
times and UTC times: the value of this property applies to all of
the other time-related properties.

The property definition is as foll ows:

NAME Local O Ut cTi ne

DESCRI PTI ON An indication of whether the other tines in this
i nstance represent local tinmes or UTC tines.

SYNTAX ui nt 16

VALUES | ocal Tinme(1l), utcTine(2)

DEFAULT VALUE ut cTi ne(2)
6.6. The C ass "Vendor PolicyCondition"

The purpose of this class is to provide a general extension nechanism
for representing policy conditions that have not been nodeled with
specific properties. Instead, the two properties Constraint and
Constrai nt Encodi ng are used to define the content and format of the
condi tion, as explained bel ow

As its name suggests, this class is intended for vendor-specific
extensions to the Policy Core Information Mddel. Standardized
extensions are not expected to use this class.

The class definition is as follows:

NANVE Vendor Pol i cyCondi ti on

DESCRI PTI ON A class that defines a registered neans to
describe a policy condition

DERI VED FROM Pol i cyCondi tion

ABSTRACT FALSE

PROPERTI ES Constraint[ ]

Const r ai nt Encodi ng
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6.6.1. The Miulti-valued Property "Constraint"

This property provides a general extension mechanismfor representing
policy conditions that have not been nodeled with specific
properties. The format of the octet strings in the array is |eft
unspecified in this definition. It is deternm ned by the QD val ue
stored in the property Constraint Encodi ng. Since Constraint Encodi ng
is single-valued, all the values of Constraint share the sane format
and semanti cs.

See Section 5.4 for a description of how Cl M encodes an array of
octet strings like this one.

A policy decision point can readily determ ne whether it supports the
val ues stored in an instance of Constraint by checking the O D val ue
from Constrai nt Encodi ng agai nst the set of ODs it recognizes. The
action for the policy decision point to take in case it does not
recogni ze the format of this data could itself be nodeled as a policy
rul e, governing the behavior of the policy decision point.

The property is defined as foll ows:

NANVE Const r ai nt

DESCRI PTI ON Ext ensi on nechani sm for representing constraints
that have not been nbdel ed as specific
properties. The format of the values is
identified by the OD stored in the property
Const r ai nt Encodi ng.

SYNTAX octet string

6.6.2. The Property "Constrai nt Encodi ng"

This property identifies the encoding and semantics of the Constraint
property values in this instance. The value of this property is a
single string, representing a single AQD.

The property is defined as foll ows:

NAME Const rai nt Encodi ng

DESCRI PTI ON An O D encoded as a string, identifying the format
and semantics for this instance’ s Constraint
property. The value is a dotted sequence of
decinmal digits (for exanmple, "1.2.100.200")
representing the arcs of the OD. The characters
in the string are the UCS-2 characters
corresponding to the US ASCI| encodi ngs of the
nuneric characters and the period.

SYNTAX string
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6.7. The Abstract Cass "PolicyAction"

The purpose of a policy action is to execute one or nore operations
that will affect network traffic and/or systens, devices, etc., in
order to achieve a desired state. This (new) state provides one or
nore (new) behaviors. A policy action ordinarily changes the
configuration of one or nore el enents.

A PolicyRule contains one or nore policy actions. A policy

adm ni strator can assign an order to the actions associated with a
Pol i cyRul e, conmplete with an indication of whether the indicated
order is nmandatory, recomended, or of no significance. Odering of
the actions associated with a PolicyRule is acconplished via a
property in the PolicyActionlnPolicyRule aggregation

The actions associated with a PolicyRule are executed if and only if
the overall condition(s) of the PolicyRule evaluates to TRUE

The class definition of PolicyAction is as foll ows:

NANVE Pol i cyAction

DESCRI PTI ON A class representing a rul e-specific or reusable
policy action to be perfornmed if the condition for
a policy rule evaluates to TRUE

DERI VED FROM Pol i cy

ABSTRACT TRUE

PROPERTI ES NONE
No properties are defined for this class since it inherits all its
properties fromPolicy. The class exists as an abstract supercl ass
for donain-specific policy actions, defined in subclasses. In an

i mpl erent ation, various key/identification properties MJST be defined
for the class or its instantiable subclasses. The keys for a native
CIMinplenentation are defined in Appendi x A Section 13.3. Keys for
an LDAP inplenentation will be defined in the LDAP mapping of this

i nformati on nodel [11].

When identifying and using the PolicyAction class, it is necessary to
renenber that an action can be rule-specific or reusable. This was
di scussed above in Section 5.1. The distinction between the two
types of policy actions lies in the associations in which an instance
can participate, and in how the different instances are naned.
Conceptual ly, a reusable policy action resides in a policy
repository, and is named within the scope of that repository. On the
other hand, a rule-specific policy action is named within the scope
of the single policy rule to which it is related.
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The distinction between rul e-specific and reusable PolicyActions
affects the CI M naning, defined in Appendix A, and the LDAP mappi ng
[11].

6.8. The C ass "Vendor PolicyAction”

The purpose of this class is to provide a general extension nechanism
for representing policy actions that have not been nodeled with
specific properties. Instead, the two properties ActionData and
ActionEncoding are used to define the content and format of the
action, as expl ai ned bel ow

As its nanme suggests, this class is intended for vendor-specific
extensions to the Policy Core Information Mdel. Standardized
ext ensions are not expected to use this class.

The class definition is as follows:

NANVE Vendor Pol i cyActi on

DESCRI PTI ON A class that defines a registered nmeans to
descri be a policy action.

DERI VED FROM Pol i cyActi on

ABSTRACT FALSE

PROPERTI ES ActionDatal ]

Act i onEncodi ng
6.8.1. The Miulti-valued Property "ActionData"

This property provides a general extension mechanismfor representing
policy actions that have not been nodel ed with specific properties.
The format of the octet strings in the array is left unspecified in
this definition. It is determned by the OD value stored in the
property ActionEncoding. Since ActionEncoding is single-valued, al
the val ues of ActionData share the sane format and semantics. See
Section 5.4 for a discussion of how Cl M encodes an array of octet
strings like this one.

A policy decision point can readily determ ne whether it supports the
val ues stored in an instance of ActionData by checking the O D val ue
from Acti onEncodi ng agai nst the set of O Ds it recognizes. The
action for the policy decision point to take in case it does not
recogni ze the format of this data could itself be nodeled as a policy
rul e, governing the behavior of the policy decision point.
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The property is defined as foll ows:

NAME Act i onDat a

DESCRI PTI ON Ext ensi on nmechani sm for representing actions that
have not been nodel ed as specific properties. The
format of the values is identified by the AOD
stored in the property Acti onEncodi ng.

SYNTAX octet string

6.8.2. The Property "Acti onEncodi ng"

This property identifies the encoding and semantics of the ActionData
property values in this instance. The value of this property is a
single string, representing a single AOD.

The property is defined as foll ows:

NANVE Act i onEncodi ng

DESCRI PTI ON An O D encoded as a string, identifying the fornmat
and semantics for this instance’s ActionData
property. The value is a dotted sequence of
decimal digits (for example, "1.2.100.200")
representing the arcs of the QO D. The characters
in the string are the UCS-2 characters
corresponding to the US ASCI| encodi ngs of the
nuneric characters and the period.

SYNTAX string

6.9. The d ass "PolicyRepository”
The class definition of PolicyRepository is as foll ows:

NAME Pol i cyReposi tory

DESCRI PTI ON A cl ass representing an adm ni stratively defined
contai ner for reusable policy-related
information. This class does not introduce any
addi ti onal properties beyond those in its

supercl ass Admi nDonmain. 1t does, however,
participate in a nunber of unique associations.
DERI VED FROM Admi nDomai n
ABSTRACT FALSE

7. Association and Aggregation Definitions

The first two subsections of this section introduce associations and
aggregations as they are used in CIM The remai ni ng subsecti ons
present the class definitions for the associati ons and aggregati ons
that are part of the Policy Core Information Mdel.
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7.1. Associations

An association is a ClMconstruct representing a relationship between
two (or theoretically nore) objects. It is nodeled as a class
containing typically two object references. Associations can be
defined between classes without affecting any of the related cl asses.
That is, addition of an association does not affect the interface of
the rel ated cl asses.

7.2. Aggregations

An aggregation is a strong formof an association, which usually
represents a "whole-part” or a "collection" relationship. For
exanpl e, ClMuses an aggregation to represent the contai nment

rel ati onship between a system and the conponents that nake up the
system Aggregation as a "whole-part” relationship often inplies,
but does not require, that the aggregated objects have mutua
dependenci es.

7.3. The Abstract Aggregation "PolicyConponent

This abstract aggregation defines two object references that will be
overridden in each of five subclasses, to becone references to the
concrete policy classes PolicyGoup, PolicyRule, PolicyCondition

Pol i cyAction, and PolicyTi nePeri odCondition. The value of the
abstract superclass is to convey that all five subclasses have the
sanme "whol e- part" semantics, and for ease of query to |locate al
"conmponents" of a PolicyGoup or PolicyRule.

The class definition for the aggregation is as foll ows:

NANVE Pol i cyConponent
DESCRI PTI ON A generic aggregation used to establish 'part of’
rel ati onshi ps between the subcl asses of
Policy. For exanple, the
Pol i cyCondi ti onl nPol i cyRul e aggregati on defines
that PolicyConditions are part of a PolicyRule.
ABSTRACT TRUE
PROPERTI ES G oupConponent [ref Policy[0..n]]
Part Component[ref Policy[O0..n]]

7.4. The Aggregation "PolicyG ouplnPolicyG oup"
The Pol i cyGoupl nPol i cyGroup aggregati on enabl es policy groups to be

nested. This is critical for scalability and manageability, as it
enabl es conmplex policies to be constructed fromnultiple sinpler
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policies for adm nistrative conveni ence. For exanple, a policy group

representing policies for the US mi ght have nested within it policy
groups for the Eastern and Western US

A PolicyGoup may aggregate other PolicyG oups via this aggregation,
or it may aggregate PolicyRules via the PolicyRul el nPolicyG oup
aggregation. Note that it is assunmed that this aggregation is used
to formdirected acyclic graphs and NOT ring structures. The cl ass
definition for the aggregation is as follows:

NANVE Pol i cyG oupl nPol i cyG oup
DESCRI PTI ON A cl ass representing the aggregation of
Pol i cyGroups by a higher-1evel PolicyG oup.
DERI VED FROM Pol i cyConponent
ABSTRACT FALSE
PROPERTI ES G oupConponent [ref PolicyG oup[O0..n]]

Part Component [ref PolicyG oup[O..n]]
7.4.1. The Reference "G oupConmponent”

This property is inherited from PolicyConponent, and overridden to

becone an object reference to a PolicyGoup that contains one or nore

other PolicyGoups. Note that for any single instance of the
aggregation class PolicyGouplnPolicyGoup, this property (like al
Ref erence properties) is single-valued. The [0..n] cardinality

i ndi cates that there may be 0, 1, or nore than one PolicyG oups that
contain any given PolicyG oup.

7.4.2. The Reference "Part Conponent™

This property is inherited from PolicyConponent, and overridden to
becone an object reference to a PolicyG oup contained by one or nore
other PolicyGoups. Note that for any single instance of the
aggregation class PolicyGouplnPolicyGoup, this property (like all
Ref erence properties) is single-valued. The [0..n] cardinality

i ndi cates that a given PolicyGoup may contain 0, 1, or nore than one

ot her PolicyG oups.
7.5. The Aggregation "PolicyRul el nPolicyG oup”

A policy group nmay aggregate one or nore policy rules, via the

Pol i cyRul el nPol i cyGroup aggregation. Gouping of policy rules into a

policy group is again for adninistrative convenience; a policy rule
may al so be used by itself, w thout belonging to a policy group

A PolicyGoup may aggregate PolicyRules via this aggregation, or it

may aggregate other PolicyGoups via the PolicyG ouplnPolicyG oup
aggr egati on.
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The class definition for the aggregation is as foll ows:

NANE Pol i cyRul el nPol i cyG oup

DESCRI PTI ON A cl ass representing the aggregation of
Pol i cyRul es by a PolicyG oup.

DERI VED FROM Pol i cyConponent

ABSTRACT FALSE

PROPERTI ES G oupConponent [ref PolicyGoup[0..n]]

Par t Component [ref PolicyRul e[0..n]]
7.5.1. The Reference "G oupConponent™”

This property is inherited from PolicyConponent, and overridden to
becone an object reference to a PolicyGoup that contains one or nore
PolicyRules. Note that for any single instance of the aggregation

cl ass PolicyRul el nPolicyGoup, this property (like all Reference
properties) is single-valued. The [0..n] cardinality indicates that
there nay be 0, 1, or nore than one PolicyGoups that contain any

gi ven Pol i cyRul e.

7.5.2. The Reference "Part Conponent"

This property is inherited from PolicyConponent, and overridden to
becone an object reference to a PolicyRule contained by one or nore
Pol i cyGroups. Note that for any single instance of the aggregation
class PolicyRul el nPolicyGoup, this property (like all Reference
properties) is single-valued. The [0..n] cardinality indicates that
a given PolicyGoup may contain 0, 1, or nore than one PolicyRules.

7.6. The Aggregation "PolicyConditionlnPolicyRule"

A policy rule aggregates zero or nore instances of the

Pol i cyCondition class, via the PolicyConditionlnPolicyRule
association. A policy rule that aggregates zero policy conditions
must indicate in its class definition what "triggers" the perfornmance
of its actions. In short, it nust describe its inplicit

Pol i cyCondi tions, since none are explicitly associated. For exanple,
there nmight be a subclass of PolicyRule named "Ht t pPolicyRul e", where
the class definition assunes that the condition, "If HITP traffic,"
is true before the rule’s actions would be perforned. There is no
need to fornalize and instantiate this condition, since it is obvious
in the semantics of the PolicyRule.

The conditions aggregated by a policy rule are grouped into two
levels of lists: either an ORed set of ANDed sets of conditions (DNF,
the default) or an ANDed set of ORed sets of conditions (CNF).

I ndi vidual conditions in these lists may be negated. The property
Condi tionLi st Type (in PolicyRule) specifies which of these two
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groupi ng schenes applies to a particular PolicyRule. The conditions
are used to deternine whether to performthe actions associated with
the PolicyRul e.

One or nore policy tinme periods may be anong the conditions
associated with a policy rule via the PolicyConditionlnPolicyRule
association. In this case, the tinme periods are sinply additiona
conditions to be evaluated al ong with any other conditions specified
for the rule.

The class definition for the aggregation is as foll ows:

NANVE Pol i cyCondi tionl nPol i cyRul e

DESCRI PTI ON A cl ass representing the aggregation of
Pol i cyCondi tions by a PolicyRule.

DERI VED FROM Pol i cyConponent

ABSTRACT FALSE

PROPERTI ES G oupConponent[ref PolicyRul e[0..n]]
Part Conponent[ref PolicyCondition[0..n]]
G oupNunber

Condi ti onNegat ed
7.6.1. The Reference "G oupConponent™”

This property is inherited from PolicyConponent, and overridden to
becone an object reference to a PolicyRule that contains one or nore
PolicyConditions. Note that for any single instance of the
aggregation class PolicyConditionlnPolicyRule, this property (like
all Reference properties) is single-valued. The [0..n] cardinality
i ndicates that there may be 0, 1, or nore than one PolicyRul es that
contain any given PolicyCondition

7.6.2. The Reference "Part Conponent™

This property is inherited from PolicyConponent, and overridden to
becone an object reference to a PolicyCondition contained by one or
nore PolicyRules. Note that for any single instance of the
aggregation class PolicyConditionlnPolicyRule, this property (like
all Reference properties) is single-valued. The [0..n] cardinality
i ndi cates that a given PolicyRule may contain 0, 1, or nore than one
Pol i cyCondi ti ons.

7.6.3. The Property "G oupNunber"
This property contains an integer identifying the group to which the
condition referenced by the Part Conponent property is assigned in

form ng the overall conditional expression for the policy rule
identified by the G oupConponent reference.
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The property is defined as foll ows:

NANVE G oupNunber

DESCRI PTI ON Unsi gned integer indicating the group to which
the condition identified by the Part Conponent
property is to be assigned.

SYNTAX ui nt 16

DEFAULT 0

7.6.4. The Property "Conditi onNegated"

This property is a boolean, indicating whether the condition

ref erenced by the Part Conponent property is negated in fornming the
overall conditional expression for the policy rule identified by the
G oupConponent ref erence.

The property is defined as foll ows:

NANVE Condi ti onNegat ed

DESCRI PTI ON I ndi cation of whether the condition identified by
t he Part Conponent property is negated. (TRUE
indicates that the condition is negated, FALSE
indicates that it is not negated.)

SYNTAX bool ean

DEFAULT FALSE

7.7. The Aggregation "PolicyRul evalidityPeriod"

A different relationship between a policy rule and a policy tine
period (than PolicyConditionlnPolicyRule) is represented by the

Pol i cyRul eval i di tyPeriod aggregation. The latter describes schedul ed
activation and deactivation of the policy rule.

If a policy rule is associated with multiple policy tinme periods via
this association, then the rule is active if at |east one of the tinme
periods indicates that it is active. (In other words, the tine
periods are ORed to determnmine whether the rule is active.) A policy
tinme period may be aggregated by multiple policy rules. A rule that
does not point to a policy time period via this aggregation is, from
the point of view of scheduling, always active. It may, however, be
i nactive for other reasons.

Tinme periods are a general concept that can be used in other

applications. However, they are nentioned explicitly here in this
specification since they are frequently used in policy applications.
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The class definition for the aggregation is as foll ows:

NANVE Pol i cyRul eval i di t yPeri od
DESCRI PTI ON A cl ass representing the aggregation of
Pol i cyTi nePeri odCondi ti ons by a PolicyRul e.
DERI VED FROM Pol i cyConponent
ABSTRACT FALSE
PROPERTI ES GroupConponent [ref PolicyRul e[0..n]]

Par t Conponent [ ref PolicyTi mePeri odCondition[O0..n]]

7.7.1. The Reference "G oupConponent™”

This property is inherited from PolicyConponent, and overridden to
becone an object reference to a PolicyRule that contains one or nore
Pol i cyTi nePeri odConditions. Note that for any single instance of the
aggregation class PolicyRuleValidityPeriod, this property (like all
Ref erence properties) is single-valued. The [0..n] cardinality

i ndicates that there may be 0, 1, or nore than one PolicyRul es that
contain any given PolicyTinePeri odCondition

7.7.2. The Reference "Part Conponent"

This property is inherited from PolicyConponent, and overridden to
becone an object reference to a PolicyTi nePeri odCondition contai ned
by one or nore PolicyRules. Note that for any single instance of the
aggregation class PolicyRuleValidityPeriod, this property (like al

Ref erence properties) is single-valued. The [0..n] cardinality

i ndi cates that a given PolicyRule may contain 0, 1, or nore than one
Pol i cyTi nePeri odCondi ti ons.

7.8. The Aggregation "PolicyActionlnPolicyRule"

A policy rule may aggregate zero or nore policy actions. A policy
rul e that aggregates zero policy actions nust indicate in its class
definition what actions are taken when the rule’ s conditions eval uate
to TRUE. In short, it nust describe its inplicit PolicyActions,
since none are explicitly associated. For exanple, there might be a
subcl ass of PolicyRule representing a Diffserv absol ute dropper

where the subclass itself indicates the action to be taken. There is
no need to formalize and instantiate this action, since it is obvious
in the semantics of the PolicyRule.

The actions associated with a PolicyRule nmay be given a required
order, a recommended order, or no order at all. For actions
represented as separate objects, the PolicyActionlnPolicyRule
aggregation can be used to express an order.
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Thi s aggregation does not indicate whether a specified action order
is required, recomended, or of no significance; the property
SequencedActions in the aggregating instance of PolicyRul e provides
this indication.

The class definition for the aggregation is as foll ows:

NAME Pol i cyActi onl nPol i cyRul e

DESCRI PTI ON A cl ass representing the aggregation of
Pol i cyActions by a PolicyCondition.

DERI VED FROM Pol i cyConponent

ABSTRACT FALSE

PROPERTI ES G oupConponent[ref PolicyRule[0..n]]
Par t Conponent [ ref PolicyAction[O0..n]]
Acti onOr der

7.8.1. The Reference "G oupConponent™”

This property is inherited from PolicyConponent, and overridden to
becone an object reference to a PolicyRule that contains one or nore
Pol i cyActions. Note that for any single instance of the aggregation
cl ass PolicyActionlnPolicyRule, this property (like all Reference
properties) is single-valued. The [0..n] cardinality indicates that
there nmay be 0, 1, or nore than one PolicyRules that contain any

gi ven PolicyActi on.

7.8.2. The Reference "Part Conponent™

This property is inherited from PolicyConponent, and overridden to
becone an object reference to a PolicyAction contained by one or nore
PolicyRules. Note that for any single instance of the aggregation
class PolicyActionlnPolicyRule, this property (like all Reference
properties) is single-valued. The [0..n] cardinality indicates that
a given PolicyRule may contain 0, 1, or nore than one PolicyActions.

7.8.3. The Property "ActionOrder”

This property provides an unsigned integer 'n' that indicates the
relative position of an action in the sequence of actions associ ated
with a policy rule. Wen 'n’ is a positive integer, it indicates a
pl ace in the sequence of actions to be perfornmed, with smaller
integers indicating earlier positions in the sequence. The special
value '0’ indicates "don’t care". |If two or nobre actions have the
same non-zero sequence nunber, they may be performed in any order
but they must all be performed at the appropriate place in the
overal | action sequence.
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A series of exanples will nmake ordering of actions clearer

(o]

If all actions have the sane sequence nunber, regardl ess of
whether it is "0 or non-zero, any order is acceptable.

The val ues

1: ACTION A
2: ACTION B
1: ACTION C
3: ACTION D

i ndi cate two acceptable orders: A CB,Dor CAB,D since Aand C
can be performed in either order, but only at the '1' position

The val ues

0: ACTION A
2: ACTION B
3: ACTION C
3: ACTION D

require that B, C, and D occur either as B,C,D or as B,D,C. Action
A nmay appear at any point relative to B,C, and D. Thus the

conpl ete set of acceptable orders is: ABCD B ACD BCAD
B,CDA ABDGCGC BADGCGC BDAGC BD,CA

Note that the non-zero sequence nunbers need not start with '21’
and they need not be consecutive. Al that matters is their
rel ative magnitude

The property is defined as foll ows:

NANVE Acti onOr der

DESCRI PTI ON Unsi gned integer indicating the relative position
of an action in the sequence of actions aggregated
by a policy rule.

SYNTAX ui nt 16

7.9. The Abstract Association "PolicylnSystent

This abstract association inherits two object references froma
hi gher- | evel CI M association class, Dependency. It overrides these

obj

ect references to nmake themreferences to i nstances of the cl asses

System and Policy. Subclasses of PolicylnSystemthen override these

obj ect references again, to make themreferences to concrete policy
cl asses.
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The val ue of the abstract superclass is to convey that all subcl asses
have t he sanme "dependency" semantics, and for ease of query to |locate
all policy "dependenci es” on a System These dependencies are
related to scoping or hosting of the Policy.

The class definition for the association is as foll ows:

NAME Pol i cyl nSystem

DESCRI PTI ON A generic association used to establish
dependency rel ati onshi ps between Policies and the
Systens that host them

DERI VED FROM Dependency
ABSTRACT TRUE
PROPERTI ES Ant ecedent[ref Systen]O..1]]

Dependent[ref Policy[0..n]]
7.10. The Weak Associ ation "Pol i cyG oupl nSyst enf

This association links a PolicyGoup to the Systemin whose scope the
Pol i cyGroup is defined.

The class definition for the association is as foll ows:

NANVE Pol i cyG oupl nSyst em

DESCRI PTI ON A class representing the fact that a PolicyG oup
is defined within the scope of a System

DERI VED FROM Pol i cyl nSyst em

ABSTRACT FALSE

PROPERTI ES Ant ecedent [ref Systenl..1]]

Dependent [ref PolicyG oup[ weak] ]
7.10.1. The Reference "Antecedent"

This property is inherited fromPolicylnSystem and overridden to
restrict its cardinality to [1..1]. It serves as an object reference
to a Systemthat provides a scope for one or nore PolicyG oups.

Since this is a weak association, the cardinality for this object
reference is always 1, that is, a PolicyGoup is always defined
within the scope of exactly one System

7.10.2. The Reference "Dependent"”
This property is inherited fromPolicylnSystem and overridden to
becone an object reference to a PolicyG oup defined within the scope

of a System Note that for any single instance of the association
class PolicyGouplnSystem this property (like all Reference
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properties) is single-valued. The [0..n] cardinality indicates that
a given Systemmay have 0, 1, or nore than one PolicyG oups defined
within its scope.

7.11. The Weak Associ ation "PolicyRul el nSyst ent
Regar dl ess of whether it belongs to a PolicyGoup (or to multiple
PolicyGoups), a PolicyRule is itself defined within the scope of a
System This association links a PolicyRule to the Systemin whose
scope the PolicyRule is defined.

The class definition for the association is as foll ows:

NAME Pol i cyRul el nSyst em

DESCRI PTI ON A class representing the fact that a PolicyRul e
is defined within the scope of a System

DERI VED FROM Pol i cyl nSyst em

ABSTRACT FALSE

PROPERTI ES Ant ecedent [ref Systenl..1]]

Dependent[ref PolicyRul e[ weak]]
7.11.1. The Reference "Antecedent"

This property is inherited fromPolicylnSystem and overridden to
restrict its cardinality to [1..1]. It serves as an object reference
to a Systemthat provides a scope for one or nore PolicyRules. Since
this is a weak association, the cardinality for this object reference
is always 1, that is, a PolicyRule is always defined within the scope
of exactly one System

7.11.2. The Reference "Dependent"

This property is inherited fromPolicylnSystem and overridden to
becone an object reference to a PolicyRule defined within the scope
of a System Note that for any single instance of the association
class PolicyRul el nSystem this property (like all Reference
properties) is single-valued. The [0..n] cardinality indicates that
a given System may have 0, 1, or nore than one PolicyRul es defined
within its scope.

7.12. The Associ ation "PolicyConditionlnPolicyRepository"

A reusabl e policy condition is always related to a single

Pol i cyRepository, via the PolicyConditionlnPolicyRepository
association. This is not true for all PolicyConditions, however. An
i nstance of PolicyCondition that represents a rule-specific condition
is not related to any policy repository via this association

Moore, et al. St andards Track [ Page 56]



RFC 3060 Policy Core Information Model February 2001

The class definition for the association is as foll ows:

NANVE Pol i cyCondi ti onl nPol i cyRepository

DESCRI PTI ON A cl ass representing the inclusion of a reusable
Pol i cyCondition in a PolicyRepository.

DERI VED FROM Pol i cyl nSyst em

ABSTRACT FALSE

PROPERTI ES Ant ecedent [ref PolicyRepository[O0..1]]

Dependent[ref PolicyCondition[O0..n]]
7.12.1. The Reference "Antecedent”

This property is inherited fromPolicylnSystem and overridden to
becone an object reference to a PolicyRepository containing one or
nmore PolicyConditions. A reusable PolicyCondition is always rel ated
to exactly one PolicyRepository via the

Pol i cyCondi ti onl nPol i cyRepository association. The [0..1]
cardinality for this property covers the two types of
PolicyConditions: O for a rule-specific PolicyCondition, 1 for a
reusabl e one.

7.12.2. The Reference "Dependent"

This property is inherited fromPolicylnSystem and overridden to
becone an object reference to a PolicyCondition included in a

Pol i cyRepository. Note that for any single instance of the

associ ation class PolicyConditionlnPolicyRepository, this property
(like all Reference properties) is single-valued. The [O0..n]
cardinality indicates that a given PolicyRepository may contain 0, 1
or nore than one PolicyConditions.

7.13. The Association "PolicyActionlnPolicyRepository"

A reusable policy action is always related to a single

Pol i cyRepository, via the PolicyActionlnPolicyRepository association.
This is not true for all PolicyActions, however. An instance of

Pol i cyAction that represents a rule-specific actionis not related to
any policy repository via this association.

The class definition for the association is as foll ows:

NANVE Pol i cyActi onl nPol i cyRepository

DESCRI PTI ON A class representing the inclusion of a reusable
PolicyAction in a PolicyRepository.

DERI VED FROM Pol i cyl nSyst em

ABSTRACT FALSE

PROPERTI ES Ant ecedent [ref PolicyRepository[O0..1]]

Dependent [ref PolicyAction[0..n]]
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7.13.1. The Reference "Antecedent"

This property is inherited fromPolicylnSystem and overridden to
becone an object reference to a PolicyRepository containing one or
nmore PolicyActions. A reusable PolicyAction is always related to
exactly one PolicyRepository via the PolicyActionlnPolicyRepository
association. The [0..1] cardinality for this property covers the two
types of PolicyActions: O for a rule-specific PolicyAction, 1 for a
reusabl e one.

7.13.2. The Reference "Dependent"”

This property is inherited fromPolicylnSystem and overridden to
becone an object reference to a PolicyAction included in a

Pol i cyRepository. Note that for any single instance of the

associ ation class PolicyActionlnPolicyRepository, this property (like
all Reference properties) is single-valued. The [0..n] cardinality

i ndi cates that a given PolicyRepository nmay contain 0, 1, or nore
than one PolicyActions.

7.14. The Aggregation "PolicyRepositorylnPolicyRepository"

The Pol i cyRepositoryl nPol i cyRepository aggregati on enabl es policy
repositories to be nested. This derives fromthe higher level CIM
associ ation, CI M SystentConponent, describing that Systens contain

ot her ManagedSyst entl enents. This superclass could not be used for
the other Policy aggregations, since Policies are not
ManagedSyst enEl enent s, but ManagedEl enents. Note that it is assuned
that this aggregation is used to formdirected acyclic graphs and NOT
ring structures.

The class definition for the aggregation is as foll ows:

NANVE Pol i cyReposi t oryl nPol i cyRepository
DESCRI PTI ON A cl ass representing the aggregati on of
Pol i cyReposi tories by a higher-Ievel
Pol i cyReposi tory.

DERI VED FROM Syst enConponent
ABSTRACT FALSE
PROPERTI ES G oupConponent [ ref PolicyRepository[0..n]]

Part Conmponent [ ref PolicyRepository[0..n]]
7.14.1. The Reference "G oupConponent"”

This property is inherited fromthe C M class SystenConponent, and
overridden to beconme an object reference to a PolicyRepository that
contains one or nore other PolicyRepositories. Note that for any
singl e instance of the aggregation class

Pol i cyReposi toryl nPol i cyRepository, this property (like all Reference
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properties) is single-valued. The [0..n] cardinality indicates that
there nmay be 0, 1, or nore than one PolicyRepositories that contain
any given PolicyRepository.

7.14.2. The Reference "Part Conponent™”

This property is inherited fromthe ClMclass SystenConponent, and
overridden to becone an object reference to a PolicyRepository
cont ai ned by one or nore other PolicyRepositories. Note that for any
singl e instance of the aggregation class

Pol i cyReposi toryl nPol i cyRepository, this property (like all Reference
properties) is single-valued. The [0..n] cardinality indicates that
a given PolicyRepository nay contain 0, 1, or nore than one other

Pol i cyReposi tori es.

8. Intellectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplenentation or use of the technol ogy described in
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standards-rel ated docunentati on can be found in BCP-11

Copi es of clains of rights nade available for publication and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general license or perm ssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
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Director.
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Security Considerations

The Policy Core Information Model (PCIM presented in this docunent
provi des an object-oriented nodel for describing policy information
It provides a basic framework for describing the structure of policy
information, in a formindependent of any specific repository or
access protocol, for use by an operational system PCIMis not

i ntended to represent any particul ar system design or inplenentation
nor does it define a protocol, and as such it does not have any
specific security requirenents

However, it should also be noted that certain derivative docunents,
whi ch use PCIM as a base, will need to convey nore specific security
considerations. In order to communicate the nature of what will be
expected in these follow on derivative docunents, it is necessary to
review the reasons that PCIM as defined in this docunent, is neither
i npl enent abl e, nor representative of any real-world system as well
as the nature of the expected follow on extensions and nmappi ngs.

There are three independent reasons that PCIM as defined here, is
nei t her inplenentable nor representative of any real-world system

1. Its classes are independent of any specific repository that
uses any specific access protocol. Therefore, its classes are
designed not to be inplenented directly. PC Mshould instead
be viewed as a schematic that directs how i nformati on should be
represent ed, independent of any specific nodel inplenentation
constraints

2. Its classes were designed to be i ndependent of any specific
policy domain. For exanple, DiffServ and | PSec represent two
different policy domains. Each docunent which extends PCIMto
one of these domains will derive subclasses fromthe classes
and rel ationships defined in PCCM in order to represent
ext ensi ons of a generic nodel to cover specific technica
donai ns.

3. It's an information nodel, which nust be mapped to a specific
data nodel (native Cl M schema, LDAP schema, M B, whatever)
before it can be inplenmented. Derivative documents will nap
the extended information nodels noted in item 2, above, to
specific types of data nodel inplenentations.
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Even though specific security requirenents are not appropriate for
PCIM specific security requirenents MJST be defined for each
operational real- world application of PCIM Just as there will be a
wi de range of operational, real-world systems using PCCM there wll
al so be a wide range of security requirenents for these systens.

Sonme operational, real-world systens that are depl oyed usi ng PCI M may
have extensive security requirenents that inpact nearly all classes
and subcl asses utilized by such a system while other systens’
security requirements m ght have very little inpact.

The derivative docunents, discussed above, will create the context
for applying operational, real-world, systemlevel security
requi renents agai nst the various nodels which derive fromPCIM

For exanple, in sonme real-world scenarios, the values associated with
certain properties, within certain instantiated cl asses, may
represent information associated with scarce, and/or costly (and
therefore valuable) resources. It may be the case that these val ues
must not be disclosed to, or nmani pul ated by, unauthorized parties.

As long as the derived nodel remains an infornmation nodel (as opposed
to a data nodel), it is not possible to discuss the data nodel -
specific tools and nmechanisns that are avail able for achieving the
aut hentication and authorization inplicit in a requirenent that
restricts read and/or read- wite access to these values. Therefore,
t hese nmechanisns will need to be discussed in each of the data nodels
to which the derived information nodels are mapped. |If there are any
general security requirenments that can be identified and can be
applied across multiple types of data nodels, it would be appropriate
to discuss those at the information nodel |evel, rather than the data
nodel level. |In any case, any identified security requirenents that
are not dealt with in the information nodel document, MJST be dealt
with in the derivative data nodel documents.

We can illustrate these points by extending the exanple from Section
2. Areal-world systemthat provides QS CGold Service to John woul d
likely need to provide at |east the followi ng security-rel ated
capabilities and nechani sns (see [12] for definitions of security
related terns):

o Data integrity for the information (e.g., property values and
instanti ated rel ati onshi ps) that specify that John gets QS Gold
Service, fromthe point(s) that the information is entered into
the systemto the point(s) where network conponents actually
provide that Service

0 Authentication and Authorization nmethods to ensure that only

system adm ni strators (and not John or other engineers) can
renotely adni ni ster conponents of the system
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0 An Authentication nmethod to insure that John receives Gold
Service, and the other nmenbers of the engineering group receive
Bronze Service

These are one possible set of requirenents associated with an exanple
real -worl d system which delivers Gold Service, and the appropriate

pl ace to docunent these would be in sone conbi nation of the

i nformati on nodel and the derivative data nodels for QS Policy.

Each of the data nodels would al so need to discuss how these
requirenents are satisfied, using the nechanisns typically available
to such a data nodel, given the particul ar technol ogy or set of
technol ogi es which it nmay enpl oy.
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13. Appendix A: Cass ldentification in a Native CIM I nplenentation

Whil e the CommonNanme property is present in the abstract superclass
Policy, and is thus available in all of its instantiable subcl asses,
Cl M does not use this property for nam ng instances. The follow ng
subsections di scuss how nanming is handled in a native CI'M

i mpl enentation for each of the instantiable classes in the Policy
Core I nformation Mdel

Two things should be noted regardi ng Cl M nani ng

0 Wien a CIMassociation is specified as "weak", this is a statenent
about naming scopes: an instance of the class at the weak end of
the association is naned within the scope of an instance of the
class at the other end of the association. This is acconplished
by propagation of keys fromthe instance of the scoping class to
the instance of the weak class. Thus the weak class has, via key
propagation, all the keys fromthe scoping class, and it al so has
one or nore additional keys for distinguishing instances of the
weak class, within the context of the scoping class.

0 Al class nanmes in CiMare limted to al phabetic and numeric
characters plus the underscore, with the restriction that the
first character cannot be nuneric. Refer to Appendi x F "Uni code
Usage" in reference [2] for an exact specification of how CIM
cl ass names are encoded in Cl M strings.

13.1. Nami ng Instances of PolicyGoup and PolicyRul e
A policy group always exists in the context of a system In the
Policy Core Information Mddel, this is captured by the weak
aggregation PolicyG oupl nSystem between a PolicyGoup and a System
Note that System serves as the base class for describing network
devi ces and adm ni strative domai ns.
A policy rule also exists in the context of a system In the Policy
Core Information Model, this is captured by the weak association
Pol i cyRul el nSyst em bet ween a PolicyRul e and a System

The follow ng sections define the CIM keys for PolicyGoup and
Pol i cyRul e.

13.1.1. PolicyGoup' s CI M Keys
The CI M keys of the PolicyGoup class are:

0 SystenCreati onCl assNane (A Cl M System key, propagated due to the
weak associ ation, PolicyG ouplnSystem
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0 SystemNanme (A Cl M System key,

associ ation, PolicyG ouplnSystem
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propagated due to the weak

o0 CreationC assName
0o PolicyG oupNane

They are defined in Reference [1] as foll ows:

NAME
DESCRI PTI ON

SYNTAX
QUALI FI ER

NANME
DESCRI PTI ON

SYNTAX
QUALI FI ER

NAME
DESCRI PTI ON

SYNTAX
QUALI FI ER

NANME

DESCRI PTI ON
SYNTAX
QUALI FI ER

Syst enCr eati onC assNane

SystenCreati onC assNane represents the class nanme of
the CI M System obj ect providing the nam ng scope for
the instance of PolicyG oup.

string [ MaxLen 256]

key

Syst emNane

SystemNane represent the individual nane of the
particul ar System obj ect, providing the nam ng scope
for the instance of PolicyG oup.

string [ MaxLen 256]

key

Creat i onC assNane

This property is set to "ClM PolicyGoup", if the
PolicyGoup object is directly instantiated. O, it
is equal to the class nane of the PolicyG oup

subcl ass that is instantiated.

string [ MaxLen 256]

key

Pol i cyGr oupNane

The identifying name of this policy group.
string [ MaxLen 256]

key

1.2. PolicyRule’ s CI M Keys

The CI M keys of the PolicyRule class are:

0 SystenCreati onC assName (A Cl M System key,

propagated due to the

weak associ ation PolicyRul el nSyst emn

0 SystemNane (A Cl M System key,

propagat ed due to the weak

associ ation PolicyRul el nSystem)
0 CreationC assNane

o PolicyRul eName

SystenCreati onC assNane and SystenmNanme work the sanme as defined for

the cl ass PolicyG oup.

et al.

See Section 13.1.1 for details.

St andards Track [ Page 66]



RFC 3060 Policy Core Information Model February 2001

The other two properties are defined in Reference [1] as foll ows:

NANVE Creati onCl assNane

DESCRI PTI ON This property is set to "CIM PolicyRule", if the
PolicyRule object is directly instantiated. O,
it is equal to the class nanme of the PolicyRule
subcl ass that is instantiated.

SYNTAX string [ MaxLen 256]

QUALI FI ER key

NANVE Pol i cyRul eNane

DESCRI PTI ON The identifying nane of this policy rule.
SYNTAX string [ MaxLen 256]

QUALI FI ER key

13.2. Nami ng Instances of PolicyCondition and Its Subcl asses
The CI M keys of the PolicyCondition class are:

Syst enCr eati onC assNane
Syst emNane

Pol i cyRul eCr eati onC assNane
Pol i cyRul eNane
Creati onCl assNane

Pol i cyCondi ti onNare

OO0OO0OO0O0O0

Note that none of the keys are defined as propagated, although they
appear to fit this convention. The reason for this difference is
because (as indicated in Sections 5.1 and 6.4) the PolicyCondition
class is used to represent both reusable and rul e-specific
conditions. This, in turn, affects what associations are valid for
an instance of PolicyCondition, and how that instance is naned.

In an ideal world, an instance of the PolicyCondition class would be
scoped either by its PolicyRepository (for a reusable condition) or
by its PolicyRule (for a rule-specific condition). However, CIM has
the restriction that a given class can only be "weak" to one other
class (i.e., defined by one weak association).

To work within the restrictions of CIMnanming, it is necessary to
"simul ate” weak associations between PolicyCondition and PolicyRul e,
and between PolicyCondition and PolicyRepository, through a technique
we' || call nmanual key propagation. Strictly speaking, manual key
propagation isn't key propagation at all. But it has the same effect
as (true) key propagation, so the name fits.

Moore, et al. St andards Track [ Page 67]



RFC 3060

Policy Core Information Model February 2001

Figure 9 illustrates how manual propagati on works in the case of
PolicyCondition. (Note that only the key properties are shown for
each of the classes.) 1In the figure, the line conposed of 'I’s

i ndi cates class inheritance, the one conposed of ’'P s indicates
(true) key propagation via the weak aggregation PolicyRul el nSystem
and the ones conposed of 'Ms indicate nanual key propagation.

o e a oo +
| System |
e +
| Creati onCl assNane |
| Name |
oo +
A P
I PPPPPPPPPPPPPPPPPPPPPPPPPPPP
I P
I I T e + F-- - - - - V----=-=-=-=-=-=-=-=-=-- +
| Admi nDonai n | | Pol i cyRul e |
oo + i +
| Creati onC assNane | | System Creati onC assName |
| Nanme | | System Name |
R L + | Creationd assNane |
A | PolicyRul eName |
| R T i +
I M
| M
R I R + M
| PolicyRepository | M
I I T e + M
| CreationCl assNane | M
| Nare | M
R I I R + M
M M
M M
M M
F----V- - - e e e - - - - V----+
| Pol i cyCondi tion |
o m e e e e e e aaa - +
| SystenCreati onC assName |
| SystemNane |
| PolicyRul eCreationC assName |
| PolicyRul eNane |
| Creationd assNane |
| PolicyConditionName |
o +

Fi gure 9. Manual Key Propagation for Nam ng PolicyConditions
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Looking at Figure 9, we see that two key properties,

CreationC assNane and Nane, are defined in the Systemclass, and

i nherited by its subcl asses Adm nDomai n and Pol i cyRepository. Since
PolicyRule is weak to System these two keys are propagated to it; it
al so has its own keys CreationC assNane and Pol i cyRul eNane.

A simlar approach, though not automatic, is used in "nmanual key
propagation". Here is the approach for rule-specific and reusabl e
Pol i cyCondi ti ons:

o The manual propagation of keys from PolicyRule to PolicyCondition
i nvol ves copying the values of PolicyRule's four key properties
into four simlarly named key properties in PolicyCondition. From
the point of view of the ClMspecification |anguage, the property
SystemName in PolicyCondition is a conpletely new key property.
However, the relationship to the Name property in Systemis
defined in the description of SystenNane.

o The nmanual propagation of keys from PolicyRepository to
Pol i cyCondition works in exactly the sane way for the first two
key properties. However, since PolicyRepository doesn’t include
Pol i cyRul e properties, the PolicyRul eCreati onC assNane and
Pol i cyRul eNane have no values. A special value, "No Rule", is
assigned to both of these properties in this case, indicating that
this instance of PolicyCondition is not naned within the scope of
any particular policy rule.

The follow ng section defines the specific Cl Mkeys for
Pol i cyCondi ti on.

2.1. PolicyCondition's Cl M Keys

PolicyCondition’s key properties are defined in Reference [1] as
fol | ows:

NANVE Syst enCr eati onC assNane
DESCRI PTI ON SystenCreati onC assNane represents the cl ass
name of the CI M System object providing the
nam ng scope for the instance of PolicyCondition
For a rule-specific policy condition, this is the
type of system (e.g., the nane of the class that
created this instance) in whose context the policy
rule is defined. For a reusable policy condition
this is set to "CIMPolicyRepository", if the
Pol i cyRepository object is directly instantiated.
O, it is equal to the class name of the
Pol i cyRepository subclass that is instantiated.
SYNTAX string [ MaxLen 256]
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QUALI FI ER

NANME
DESCRI PTI ON

SYNTAX
QUALI FI ER

NAME
DESCRI PTI ON

SYNTAX
QUALI FI ER

NAME
DESCRI PTI ON

SYNTAX
QUALI FI ER

NAME
DESCRI PTI ON

SYNTAX
QUALI FI ER

NAME
DESCRI PTI ON
SYNTAX
QUALI FI ER

Moore, et al.
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key

Syst emNane

The nane of the System object in whose scope this
policy condition is defined. This property
conpletes the identification of the System object.
For a rule-specific policy condition, this is the
nane of the instance of the systemin whose
context the policy rule is defined. For a
reusabl e policy condition, this is name of the

i nstance of PolicyRepository that holds the policy
condi ti on.

string [ MaxLen 256]
key

Pol i cyRul eCr eati onC assNane

For a rule-specific policy condition, this
property identifies the class nane of the policy
rul e instance, in whose scope this instance of
Pol i cyCondition exists. For a reusable policy
condition, this property is set to a specia
value, "No Rule", indicating that this instance
of PolicyCondition is not unique to one policy
rule.

string [ MaxLen 256]

key

Pol i cyRul eNare

For a rule-specific policy condition

Pol i cyRul eNane conpl etes the identification of
the PolicyRul e object with which this condition
is associated. For a reusable policy condition
a special value, "No Rule", is used to indicate
that this condition is reusable.

string [ MaxLen 256]

key

Creati ond assName

The cl ass name of the PolicyCondition subclass
that is instantiated.

string [ MaxLen 256]

key

Pol i cyCondi ti onNane

The identifying name of this policy condition
string [ MaxLen 256]

key
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13.3. Nami ng Instances of PolicyAction and Its Subcl asses

From the point of view of naming, the PolicyAction class and its
subcl asses work exactly like the PolicyCondition class and its

subcl asses.

Specifically,

OO0OO0O0O0OOo

See Section 13.2 and 13.2.1 for details.
the CI M keys of PolicyAction are:

Syst enCr eati onC assNane
Syst emNane

Pol i cyRul eCr eati onC assNane
Pol i cyRul eNane

Creati onCl assNane

Pol i cyAct i onNane

They are defined in Reference [1] as foll ows:

NANME
DESCRI PTI ON
SYNTAX
QUALI FI ER
NANME
DESCRI PTI ON
SYNTAX
QUALI FI ER
NANME
DESCRI PTI ON

Moore, et al.

Syst enCr eati onC assNane

SystenCreati onC assNane represents the class nane
of the CI M System object providing the naning
scope for the instance of PolicyAction. For a
rul e-specific policy action, this is the type of
system (e.g., the name of the class that created
this instance) in whose context the policy rule
is defined. For a reusable policy action, this
is set to "ClM PolicyRepository", if the

Pol i cyRepository object is directly instantiated.
O, it is equal to the class name of the

Pol i cyRepository subclass that is instantiated.
string [ MaxLen 256]

key

Syst emNane

The nane of the System object in whose scope this
policy action is defined. This property conpletes
the identification of the Systemobject. For a
rul e-specific policy action, this is the nane of
the instance of the systemin whose context the
policy rule is defined. For a reusable policy
action, this is name of the instance of

Pol i cyRepository that holds the policy action.
string [ MaxLen 256]

key

Pol i cyRul eCreati onCl assNane

For a rule-specific policy action, this property
identifies the class nane of the policy rule

i nstance, in whose scope this instance of
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QUALI FI ER

NAME
DESCRI PTI ON

SYNTAX
QUALI FI ER

NANME
DESCRI PTI ON

SYNTAX
QUALI FI ER

NANME

DESCRI PTI ON
SYNTAX
QUALI FI ER
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Pol i cyAction exists. For a reusable policy
action, this property is set to a special value,
"No Rule", indicating that this instance of

Pol i cyAction is not unique to one policy rule.
string [ MaxLen 256]

key

Pol i cyRul eNarre

For a rule-specific policy action, PolicyRul eNane
conmpl etes the identification of the PolicyRule
object with which this action is associated. For
a reusable policy action, a special value, "No
Rule", is used to indicate that this action is
reusabl e.

string [ MaxLen 256]

key

Creati onCl assNane

The class nanme of the PolicyAction subclass that is
i nstanti at ed.

string [ MaxLen 256]

key

Pol i cyAct i onName

The identifying name of this policy action.
string [ MaxLen 256]

key

4. Naming | nstances of PolicyRepository

An instance of PolicyRepository is naned by the two key properties
CreationC assNanme and Nanme that it inherits fromits superclass

Adm nDomai n.

supercl ass,

These properties are actually defined in
System and then inherited by Adm nDomai n.

Adm nDomai n’ s

For instances of PolicyRepository itself, the val ue of

Creati onC assNanme nust be "Cl M PolicyRepository".
readability the prefix "CIM" has been onitted from all
in this docunent).

(Recall that for
cl ass nanes
If a subclass of PolicyRepository (perhaps

QosPol i cyRepository) is defined and instantiated, then the class name
"Cl M QosPol i cyRepository” is used in CreationC assNane.

The Nane property sinply conpletes the identification of the instance
of PolicyRepository.

Moore, et al.
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13.

13.

5. Role of the CreationC assNane Property in Naning

To provide for nore flexibility in instance naning, ClMmakes use of
a property called Creati onC assNane. The idea of CreationC assName
is to provide anot her dinmension that can be used to avoid nani ng
collisions, in the specific case of instances belonging to two

di fferent subclasses of a common superclass. An exanple will
illustrate how CreationC assNanme works.

Suppose we have instances of two different subclasses of

Pol i cyCondi tion, FranmeRel ayPolicyCondition and BgpPol i cyCondition,
and that these instances apply to the sane context. |If we had only
the single key property PolicyConditionNane avail able for

di stinguishing the two instances, then a collision would result from
nami ng both of the instances with the key val ue PCNane = "PC-1".

Thus policy adnministrators fromw dely different disciplines would
have to coordinate their namng of PolicyConditions for this context.

Wth CreationC assNane, collisions of this type can be elim nated,

wi t hout requiring coordination anong the policy admnistrators. The
two i nstances can be distinguished by giving their CreationC assNanes
different values. One instance is nowidentified with the two keys

Creati ond assNane = "FraneRel ayPol i cyCondition" + PCNane = "PC 1",
while the other is identified with
Creati onC assNane = "BgpPolicyCondition" + PCName = "PC- 1".

Each of the instantiable classes in the Core Mddel includes the
Creati onC assNane property as a key in addition to its own cl ass-
specific key property.

6. (Object References

Today, all Cl M associations involve two object references. CM
deconposes an object reference into two parts: a high-order part
that identifies an object manager and nanespace, and a nodel path
that identifies an object instance within a nanespace. The node
path, in turn, can be deconposed into an object class identifier and
a set of key values needed to identify an instance of that class.

Because the object class identifier is part of the nodel path, a C'M
obj ect reference is strongly typed. The G oupConponent object
reference in the PolicyG ouplnPolicyG oup association, for exanple,
can only point to an instance of PolicyGoup, or to an instance of a
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subcl ass of PolicyGoup. Contrast this with LDAP, where a DN pointer
is conpletely untyped: it identifies (by DN) an entry, but places no
restriction on that entry’'s object class(es).

An inmportant difference between Cl M property definitions and LDAP
attribute type definitions was identified earlier in Section 6:

while an LDAP attribute type definition has gl obal scope, a CM
property definition applies only to the class in which it is defined.
Thus properties having the sane nanme in two different classes are
free to have different data types. ClMtakes advantage of this
flexibility by allowing the data type of an object reference to be
overridden in a subclass of the association class in which it was
initially defined.

For exanple, the object reference G oupConponent is defined in the
abstract aggregation class PolicyConponent to be a reference to an
instance of the class Policy. This data type for G oupConponent is
then overridden in subclasses of PolicyConponent. In

Pol i cyGroupl nPol i cyGroup, for exanple, G oupConponent beconmes a
reference to an instance of PolicyGoup. But in

Pol i cyCondi tionl nPolicyRule it beconmes a reference to an instance of
PolicyRule. O course there is not total freedomin this overriding
of object references. 1In order to remain consistent with its
abstract superclass, a subclass of PolicyConponent can only override
GroupConponent to be a reference to a subclass of Policy. A Policy
class is the generic context for the G oupConponent reference in

Pol i cyConponent .
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14. Appendix B: The Core Policy MOF

Il Title: Core Policy MO Specification 2.4
/1 Filenanme: CIMPolicy24. MOF
/1 Version: 2.4

/'l Rel ease: 0

/1 Description: The object classes below are listed in an order that
/1 avoids forward references. Required objects, defined
/1 by ot her working groups, are omtted.

/1 Date: 06/27/2000

/1 Cl MCR516a - Rooted the nodel associations under Policy

/1 Conmponent or PolicylnSystem Corrected PolicyCondition/
/1 Pol i cyActi onl nPol i cyRepository to subclass from

/1 Pol i cyl nSystem (simlar to Goups and Roles 'InSystem)

11

/1 Aut hor: DMIF SLA (Service Level Agreenent) Working G oup

/1

/1 Pragmas

11

#pragnma Local e ("en-US")

/1
/1l Policy
Il

[ Abstract, Description (
"An abstract class describing comon properties of all
"policy rule-related subcl asses, such as PolicyG oup, Policy"
"Rule and PolicyCondition. Al instances of policy rule-"
"related entities will be created from subcl asses of CIM"
"Policy. The exception to this statement is PolicyRepository "
"which is a type of CIMSystem")

]
class CIM Policy : C M MnagedEl enent

[ Description (
"A user-friendly nane of this policy-related object.")

string ConmonNane;
[ Description (
"An array of keywords for characterizing / categorizing "
"policy objects. Keywords are of one of two types: \n"
o0 Keywords defined in this and other MOFs, or in DMIF "
white papers. These keywords provide a vendor-"
i ndependent, installation-independent way of "
characterizing policy objects. \n"
o Installation-dependent keywords for characterizing "
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policy objects. Exanples include 'Engineering , "
" "Billing, and ' Review in Decenber 2000°. \n"
"This MOF defines the followi ng keywords: ' UNKNOW , "
"' CONFI GURATI ON', 'USAGE', 'SECURITY', 'SERVICE , "
"' MOTI VATI ONAL’, ' I NSTALLATION', and 'EVENT'. These "
"concepts are self-explanatory and are further discussed "
"in the SLA/Policy Wite Paper. One additional keyword "
"is defined: 'POLICY'. The role of this keyword is to "
"identify policy-related instances that may not be otherw se "
"identifiable, in some inplenmentations. The keyword ' PCLICY "
"is NOT nutually exclusive of the other keywords "
"speci fied above.")

]
string PolicyKeywords [];
i

/1
/1 Pol i cyConponent
/1

[ Associ ation, Abstract, Aggregation, Description (
"Cl M Pol i cyConponent is a generic association used to "
"establish 'part of’ relationships between the subclasses of "
"ClM Policy. For exanple, the PolicyConditionlnPolicyRule "
"associ ation defines that PolicyConditions are part of a "
"PolicyRule.")

]
class Cl M Pol i cyConmponent

[ Aggregate, Key, Description (
"The parent Policy in the association.")

]
Cl M Pol i cy REF G oupConponent;
[ Key, Description (
"The child/part Policy in the association.")

]
CI M Pol i cy REF Part Conponent;
s

/11
/1 Pol i cyl nSyst em
/1

[ Associ ation, Abstract, Description (
" CIMPolicylnSystemis a generic association used to "
"establ i sh dependency rel ati onshi ps between Policies and the "
"Systens that host them These Systems nmay be Conputer Systens "
"where Policies are 'running’ or they may be Policy"
"Repositories where Policies are stored. This relationship "
"is simlar to the concept of ClM Services being dependent "
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"on Cl M Systens as defined by the HostedService "
"association. \n"

" Cardinality is Max(1l) for the Antecedent/System"
"reference since Policies can only be hosted in at nobst one "
"System context. Sone subcl asses of the association will "
"further refine this definition to make the Policies Wak "
"to Systens. O her subclasses of PolicylnSystemw Il "
"define an optional hosting relationship. Exanples of each "
"of these are the PolicyRul el nSystem and Pol i cyConditionln"
"Pol i cyRepository associ ations, respectively.")

]
class CIM PolicylnSystem: ClM Dependency

{
[Override ("Antecedent"), Max (1), Description (
"The hosting System™")
]
Cl M_Syst em REF Ant ecedent;
[Cverride ("Dependent"), Description (
"The hosted Policy.")
]
Cl M Pol i cy REF Dependent;
s
/1
/1 PolicyGoup
/1

[ Description (
"A container for either a set of related PolicyGoups "
"or a set of related PolicyRules, but not both. Policy"
"Groups are defined and naned relative to the CI M System "
"whi ch provides their context.")

]
class CIM PolicyGoup : CIMPolicy
{
[ Propagat ed("Cl M_System Creati onCl assNane"),
Key, MaxLen (256),
Description ("The scoping System s CreationC assNane.")
]
string SystenCreati onC assNane;
[ Propagat ed("Cl M_Syst em Nane"),
Key, MaxLen (256),
Description ("The scoping System s Nane.")

]
string SystenNane;
[ Key, MaxLen (256), Description (
"CreationC assNane i ndicates the nane of the class or the "
"subcl ass used in the creation of an instance. Wen used "
"with the other key properties of this class, this property "
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"allows all instances of this class and its subclasses to "
"be uniquely identified.") ]
string CreationC assNane;
[ Key, MaxLen (256), Description (
"A user-friendly nane of this PolicyGoup.")
]

string PolicyG oupNane;
s

/11
/1 Pol i cyG oupl nPol i cyG oup
/1

[ Associ ation, Aggregation, Description (
"Arelationship that aggregates one or nore | ower-1level "
"PolicyGoups into a higher-level Goup. A Policy"
"Group may aggregate either PolicyRules or other Policy"
"G oups, but not both.")

]
class CIM PolicyGouplnPolicyGoup : CMPolicyConponent
{
[Override ("G oupConponent"), Aggregate, Description (
"A PolicyGoup that aggregates other Goups.")
]
Cl M Pol i cyGroup REF G oupConponent;
[COverride ("PartConponent"), Description (
"A PolicyG oup aggregated by another Goup.")
]
Cl M Pol i cyGroup REF Part Conmponent;

H

/1
/1 Pol i cyG oupl nSyst em
11

[ Associ ation, Description (
"An association that links a PolicyGoup to the System"”
"in whose scope the Group is defined.")

]
class CIM PolicyGouplnSystem: CIMPolicylnSystem

[COverride ("Antecedent"), Mn(1l), Max(1l), Description (
"The Systemin whose scope a PolicyGoup is defined.")

]
Cl M Syst em REF Ant ecedent;

[Override ("Dependent"), Wak, Description (
"A PolicyGoup named within the scope of a System")

]
Cl M _Pol i cyG oup REF Dependent;
i
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/1
/1 PolicyRule
11

[ Description (
" The central class for representing the 'If Condition then
"Action’ semantics associated with a policy rule. "
"A PolicyRule condition, in the nost general sense, is
"represented as either an ORed set of ANDed conditions
"(Disjunctive Normal Form or DNF) or an ANDed set of ORed "
"conditions (Conjunctive Normal Form or CNF). Individual "
"conditions may either be negated (NOT C) or unnegated (C
"The actions specified by a PolicyRule are to be perforned "
"if and only if the PolicyRule condition (whether it is "
"represented in DNF or CNF) evaluates to TRUE.\n\n"

"The conditions and actions associated with a PolicyRule
"are nodel ed, respectively, wth subclasses of Policy"
"Condition and PolicyAction. These condition and action
"objects are tied to instances of PolicyRule by the Policy"
"Condi tionlnPolicyRul e and PolicyActionlnPolicyRule "
"aggregations.\n\n"

"A PolicyRule may al so be associated with one or nore policy "
"time periods, indicating the schedul e according to which the
"policy rule is active and inactive. In this case it is the
"Pol i cyRul evalidityPeriod aggregation that provides this "
"linkage.\n\n"

"The PolicyRule class uses the property ConditionListType, to
"indi cate whether the conditions for the rule are in DNF or "
"CNF. The PolicyConditionlnPolicyRul e aggregation contains
"two additional properties to conplete the representation of
"the Rule’s conditional expression. The first of these "
"properties is an integer to partition the referenced "
"PolicyConditions into one or nore groups, and the second is a
"Bool ean to indicate whether a referenced Condition is "
"negated. An exanple shows how ConditionLi st Type and these
"two additional properties provide a unique representation
"of a set of PolicyConditions in either DNF or CNF.\n\n"

"Suppose we have a PolicyRul e that aggregates five
"PolicyConditions C1 through C5, with the foll ow ng val ues
"in the properties of the five PolicyConditionlnPolicyRule
"associ ations:\n"

" Cl: GoupNunmber = 1, ConditionNegated = FALSE\n "
" C2: G oupNunber = 1, ConditionNegated = TRUE\n "
" C3: G oupNunber = 1, ConditionNegated = FALSE\n "
" C4: G oupNunber = 2, ConditionNegated = FALSE\n "
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" C5: G oupNunber
"If ConditionListType
"the PolicyRule is:\n"
" (C1 AND (NOT C2) AND C3) OR (C4 AND C5)\n\n"

"On the other hand, if ConditionListType = CNF, then the "
"overall condition for the PolicyRule is:\n"

" (ClL OR (NOT C2) OR C3) AND (C4 OR C5)\n\n"

2, ConditionNegated = FALSE\n\n "

DNF, then the overall condition for "

"I'n both cases, there is an unambi guous specification of "
"the overall condition that is tested to determ ne whether "
"to performthe PolicyActions associated with the PolicyRule.")

]
class CIM PolicyRule : Cl MPolicy
{
[ Propagat ed("Cl M_System Creati onCl assNane"),
Key, MaxLen (256),
Description ("The scoping System s CreationC assNane.")
]
string SystenCreati onC assNaneg;
[ Propagat ed("Cl M_Syst em Nane"),
Key, MaxLen (256),
Description ("The scoping System s Nane.")
]
string SystenNaneg;
[ Key, MaxLen (256), Description (
"CreationC assNane i ndicates the nane of the class or the "
"subcl ass used in the creation of an instance. Wen used "
"with the other key properties of this class, this property "
"allows all instances of this class and its subclasses to "
"be uniquely identified.") ]
string CreationC assNane;
[ Key, MaxLen (256), Description (
"A user-friendly nane of this PolicyRule.™)
]

string PolicyRul eNane;
[ Description (

"I ndi cates whether this PolicyRule is adninistratively "
"enabl ed, adninistratively disabled, or enabled for "
"debug. When the property has the value 3 (\"enabl edFor"
"Debug\"), the entity evaluating the PolicyConditions is "
"instructed to evaluate the conditions for the Rule, but not "
"to performthe actions if the PolicyConditions evaluate to "
"TRUE. This serves as a debug vehicle when attenpting to "
"determ ne what policies would execute in a particular "
"scenario, wthout taking any actions to change state "
"during the debugging. The default value is 1
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(\"enabled\")."),
Val ueMap { "1", "2", "3" },
Val ues { "enabl ed", "disabl ed", "enabl edFor Debug" }

]
ui nt 16 Enabl ed;
[ Description (
"I ndi cates whether the list of PolicyConditions
"associated with this PolicyRule is in disjunctive
"normal form (DNF) or conjunctive normal form (CNF)."
"The default value is 1 (\"DNF\")."),
Val ueMap { "1", "2" },
Val ues { "DNF", "CNF" }
]
uint 16 Conditi onLi st Type;
[ Description (
"A free-formstring that can be used to provide
"gui delines on how this PolicyRule should be used.")

]
string Rul eUsage;

[ Description (
"A non-negative integer for prioritizing this Policy"
"Rule relative to other Rules. A larger value "
"indicates a higher priority. The default value is 0.")

]

uintlé Priority;

[ Description (
"A flag indicating that the evaluation of the Policy"
"Condi tions and execution of PolicyActions (if the "
"Conditions evaluate to TRUE) is required. The "
"eval uation of a PolicyRule MIST be attenpted if the
"Mandatory property value is TRUE. |f the Mandatory "
"property is FALSE, then the evaluation of the Rule "
"is '"best effort’ and MAY be ignored.")

]

bool ean Mandat ory;
[ Description (

"This property gives a policy adm nistrator a way "
"of specifying how the ordering of the PolicyActions
"associated with this PolicyRule is to be interpreted.
"Three val ues are supported:\n"
" o mandatory(1l): Do the actions in the indicated
" order, or don’t do themat all.\n"
" o recomended(2): Do the actions in the indicated "
" order if you can, but if you can’t do themin this
" order, do themin another order if you can.\n"
" o dontCare(3): Do them-- | don't care about the "
" order.\n"
"The default value is 3 (\"dontCare\")."),
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Val uemap { "1", "2", "3" },
Val ues { "mandatory", "reconmended", "dontCare" }
]

uint 16 SequencedActi ons;
[ Description (
"This property represents the roles and rol e conbinations "
"associated with a PolicyRule. Each value represents one "
"role or role conmbination. Since this is a multi-valued "
"property, nore than one role or conbination can be associated "
"with a single policy rule. Each value is a string of the "
"form\n"
" <Rol eNanme>[ &&<Rol eNanme>] *\ n"
"where the individual role names appear in al phabetical order "
"(according to the collating sequence for UCS-2).")
]

string PolicyRoles [];

H

/1
/1 Pol i cyRul el nPol i cyG oup

[ Associ ation, Aggregation, Description (
"Arelationship that aggregates one or nore PolicyRules "
"into a PolicyGoup. A PolicyGoup may aggregate either "
"PolicyRul es or other PolicyGoups, but not both.")

]
class CIM PolicyRul el nPolicyGoup : ClMPolicyConponent

[Override ("G oupConponent™), Aggregate, Description (
"A PolicyGoup that aggregates one or nore PolicyRules.")
]
Cl M Pol i cyGroup REF G oupConponent;
[Override ("PartConponent"), Description (
"A PolicyRul e aggregated by a PolicyGoup.")

]
CI M Pol i cyRul e REF Part Conponent ;
s

/11
/1 Pol i cyRul el nSyst em
/1

[ Associ ation, Description (
"An association that links a PolicyRule to the System™
"in whose scope the Rule is defined.")
class CIM PolicyRul el nSystem: Cl M Policyl nSystem

[COverride ("Antecedent"), Mn(1l), Max(1l), Description (
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"The Systemin whose scope a PolicyRule is defined.")
]
Cl M _Syst em REF Ant ecedent;
[COverride ("Dependent"), Wak, Description (
"A PolicyRule named within the scope of a System™)
]
Cl M Pol i cyRul e REF Dependent;

s

/11
/1 PolicyRepository
/1

[ Description (
"A class representing an administratively defined "
"container for reusable policy-related information
"This class does not introduce any additional "
"properties beyond those in its superclass "

"Admi nDonmain. It does, however, participate in a "
"nunmber of uni que associ ations."
"\'n\n"

"An instance of this class uses the NaneFormat val ue"
"\"PolicyRepository\", which is defined in the Adnm nDonmai n"
"class. ")

]
class CIM PolicyRepository : CIM Adm nDonai n
{
s

/1
/1 Pol i cyReposi toryl nPol i cyRepository
/1

[ Associ ation, Aggregation, Description (
"Arelationship that aggregates one or nore | ower-1|eve
"Pol i cyRepositories into a higher-level Repository.")

]
class CIM PolicyRepositorylnPolicyRepository : CI M SystenConponent

[Override ("G oupConponent"), Aggregate, Description (
"A PolicyRepository that aggregates other Repositories.")

]
Cl M _Pol i cyReposi tory REF G oupConponent ;
[COverride ("PartConponent"), Description (
"A PolicyRepository aggregated by another Repository.")

]
Cl M Pol i cyReposi tory REF Part Conponent;

s
/1
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/1 PolicyCondition
Il

[ Abstract, Description (
"A class representing a rule-specific or reusable policy "
"condition to be evaluated in conjunction with a Policy"
"Rule. Since all operational details of a PolicyCondition
"are provided in subclasses of this object, this class is
"abstract.")

]
class CIM PolicyCondition : ClMPolicy

[ Key, MaxLen (256), Description (
" The nane of the class or the subclass used in the

"creation of the System object in whose scope this
"PolicyCondition is defined.\n\n"

"This property helps to identify the Systemobject in
"whose scope this instance of PolicyCondition exists.
"For a rule-specific PolicyCondition, this is the System"
"in whose context the PolicyRule is defined. For a "
"reusabl e PolicyCondition, this is the instance of
"Pol i cyRepository (which is a subclass of System that
"hol ds the Condition.\n\n"

"Note that this property, and the anal ogous property "
"SystemNane, do not represent propagated keys from an
"instance of the class System Instead, they are "
"properties defined in the context of this class, which "
"repeat the values fromthe instance of Systemto which "
"this PolicyCondition is related, either directly via the
"Pol i cyCondi tionl nPolicyRepository aggregation or indirectly "
"via the PolicyConditionlnPolicyRule aggregation.")
]
string SystenCreati onC assNane;
[ Key, MaxLen (256), Description (
" The nane of the System object in whose scope this
"PolicyCondition is defined.\n\n"

"This property conpletes the identification of the System"
"object in whose scope this instance of PolicyCondition "
"exists. For a rule-specific PolicyCondition, this is the "
"Systemin whose context the PolicyRule is defined. For a "
"reusabl e PolicyCondition, this is the instance of "
"PolicyRepository (which is a subclass of Systen) that
"hol ds the Condition.")

]
string SystenNane;
[ Key, MaxLen (256), Description (
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H

/1
11
11

"For a rule-specific PolicyCondition, the "
"CreationC assNanme of the PolicyRule object w th which
"this Condition is associated. For a reusable Policy"
"Condition, a special value, 'NO RULE , should be used to
"indicate that this Condition is reusable and not "
"associated with a single PolicyRule.")
]
string PolicyRul eCreationC assNane;
[ Key, MaxLen (256), Description (
"For a rule-specific PolicyCondition, the name of
"the PolicyRule object with which this Condition is "
"associated. For a reusable PolicyCondition, a "
"special value, 'NO RULE' , should be used to indicate
"that this Condition is reusable and not associated "
"with a single PolicyRule.")
]
string PolicyRul eNane;
[ Key, MaxLen (256), Description (
"CreationC assNane indicates the name of the class or the "
"subcl ass used in the creation of an instance. Wen used "
"with the other key properties of this class, this property "
"allows all instances of this class and its subclasses to "
"be uniquely identified.") ]
string CreationC assNane;
[ Key, MaxLen (256), Description (
"A user-friendly name of this PolicyCondition.")
]

string PolicyConditionNane;

Pol i cyCondi ti onl nPol i cyRul e

[ Associ ation, Aggregation, Description (
" A PolicyRule aggregates zero or nore instances of the
"PolicyCondition class, via the PolicyConditionlnPolicyRule "
"association. A Rule that aggregates zero Conditions is not "

"valid -- it may, however, be in the process of being entered "
"into a PolicyRepository or being defined for a System Note "
"that a PolicyRule should have no effect until it is valid.\n\n"

"The Conditions aggregated by a PolicyRule are grouped into "
"two levels of lists: either an ORed set of ANDed sets of "
"conditions (DNF, the default) or an ANDed set of ORed sets "
"of conditions (CNF). Individual PolicyConditions in these "
"l'ists may be negated. The property ConditionListType "
"specifies which of these two grouping schenes applies to a "
"particular PolicyRule.\n\n"
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"In either case, PolicyConditions are used to deterni ne whether "
"to performthe PolicyActions associated with the

Pol i cyRul e.\ n\ n"
"One or nore PolicyTi nePeri odConditions may be anong the "
"conditions associated with a PolicyRule via the Policy"
"ConditionlnPolicyRule association. |In this case, the tinme "
"periods are sinply additional Conditions to be evaluated "
"along with any others that are specified for the Rule. ")

]
class CIM PolicyConditionlnPolicyRule : CI M PolicyConponent
{
[Override ("G oupConponent"), Aggregate, Description (
"This property represents the PolicyRule that "
"contains one or nore PolicyConditions.")

]
CI M Pol i cyRul e REF G oupConponent ;
[COverride ("PartConponent"), Description (
"This property holds the nane of a PolicyCondition "
"cont ai ned by one or nore PolicyRules.")

]
CI M Pol i cyCondi ti on REF Part Conponent;
[ Description (
"Unsi gned integer indicating the group to which the "
"PolicyCondition identified by the ContainedCondition "
"property belongs. This integer segnments the Conditions "
"into the ANDed sets (when the ConditionListType is "
"\"DNF\") or simlarly the ORed sets (when the Condition"
"ListType is \"CNF\") that are then evaluated.")
]
ui nt 16 G oupNumnber;
[ Description (
"Indicati on of whether the Condition identified by "
"the Contai nedCondition property is negated. TRUE "
"indicates that the PolicyCondition IS negated, FALSE "
"indicates that it IS NOT negated.")
]
bool ean Condi ti onNegat ed;

s

/1
/1 Pol i cyCondi ti onl nPol i cyReposi tory
Il

[ Associ ation, Description (
" A class representing the hosting of reusable
"PolicyConditions by a PolicyRepository. A reusable Policy"
"Condition is always related to a single PolicyRepository, "
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"via this aggregation.\n\n"
"Note, that an instance of PolicyCondition can be either "
"reusable or rule-specific. Wen the Condition is rule-"
"specific, it shall not be related to any "

"Pol i cyRepository via the PolicyConditionlnPolicyRepository "
"aggregation.")

]
class Cl M PolicyConditionlnPolicyRepository : ClMPolicylnSystem

[Override ("Antecedent"), Max(1l), Description (
"This property identifies a PolicyRepository "
"hosting one or nore PolicyConditions. A reusable
"PolicyCondition is always related to exactly one
"Pol i cyRepository via the PolicyConditionlnPolicyRepository "
"aggregation. The [0..1] cardinality for this property "
"covers the two types of PolicyConditions: O for a "

"rul e-specific PolicyCondition, 1 for a reusable one.")

]

Cl M Pol i cyReposi tory REF Antecedent;

[Cverride ("Dependent"), Description (

"This property holds the nane of a PolicyCondition"
"hosted in the PolicyRepository. ")

]
CI M Pol i cyCondi ti on REF Dependent;

s

/11
/1 PolicyTi mePeriodCondition
/1

[ Description (
" This class provides a neans of representing the tine "
"periods during which a PolicyRule is valid, i.e., active. "
"At all times that fall outside these tine periods, the "
"PolicyRule has no effect. A Rule is treated as valid "
"at ALL tines, if it does not specify a "
"Pol i cyTi mePeri odCondi ti on.\ n\n"
"I'n sone cases a Policy Consurmer nay need to perform"”
"certain setup / cleanup actions when a PolicyRul e becones
"active / inactive. For exanple, sessions that were "
"established while a Rule was active mght need to "
"be taken down when the Rul e becones inactive. |In other "
"cases, however, such sessions might be left up. In this "
"case, the effect of deactivating the PolicyRule would "
"just be to prevent the establishnent of new sessions. \n\n"

"Setup / cleanup behaviors on validity period "
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"transitions are not currently addressed by the Policy "
"Mbdel, and nust be specified in 'guideline docunents or
"via subcl asses of CIMPolicyRule, ClMPolicyTinmePeriod"
"Condition or other concrete subclasses of CIMPolicy. |If
"such behaviors need to be under the control of the policy
"administrator, then a mechanismto allow this control "
"must al so be specified in the subclasses.\n\n"

"Pol i cyTi mePeri odCondition is defined as a subcl ass of
"PolicyCondition. This is to allow the inclusion of "
"time-based criteria in the AND/ OR condition definitions
"for a PolicyRule.\n\n"

"Instances of this class nay have up to five properties
"identifying time periods at different levels. The val ues
"of all the properties present in an instance are ANDed "
"together to determne the validity period(s) for the "
"instance. For exanple, an instance with an overal
"validity range of January 1, 2000 through Decenber 31
"2000; a nonth mask that selects March and April; a "
"day-of -t he-week nask that selects Fridays; and a tinme
"of day range of 0800 through 1600 woul d be represented
"using the following time periods:\n"

" Friday, March 5, 2000, from 0800 through 1600;\n "
" Friday, March 12, 2000, from 0800 through 1600;\n "
" Fri day, March 19, 2000, from 0800 through 1600;\n "
" Fri day, March 26, 2000, from 0800 through 1600;\n "
" Friday, April 2, 2000, from 0800 through 1600;\n "
" Friday, April 9, 2000, from 0800 through 1600;\n "
" Friday, April 16, 2000, from 0800 through 1600;\n "
" Friday, April 23, 2000, from 0800 through 1600;\n "
" Friday, April 30, 2000, from 0800 through 1600.\n\n"

"Properties not present in an instance of
"PolicyTi nePeri odCondition are inplicitly treated as having "
"their value 'always enabled’ . Thus, in the exanple above, "
"the day-of-the-nmonth nask is not present, and so the "
"validity period for the instance inplicitly includes a
"day-of -t he-nonth mask that selects all days of the nonth.
"If this "missing property’ rule is applied to its fullest, we
"see that there is a second way to indicate that a Policy"
"Rule is always enabled: associate with it an instance of
"Pol i cyTi nePeri odCondi ti on whose only properties with "
"specific values are its key properties.")

]
class CIM PolicyTimePeriodCondition : Cl MPolicyCondition

[ Description (
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This property identifies an overall range of cal endar
"dates and times over which a PolicyRule is valid. It is
"formatted as a string representing a start date and tine,
"in which the character 'T indicates the beginning of the
"time portion, followed by the solidus character '/’, "
"followed by a simlar string representing an end date and "
"time. The first date indicates the beginning of the range,
"while the second date indicates the end. Thus, the second "
"date and time nust be later than the first. Date/tinmes are
"expressed as substrings of the formyyyymddThhmss. For "
"exanpl e: \n"

" 20000101T080000/ 20000131T120000 defi nes \n"

" January 1, 2000, 0800 through January 31, 2000, noon\n\n"

"There are also two special cases in which one of the
"date/time strings is replaced with a special string defined
"in RFC 2445.\n "
olIf the first date/tine is replaced with the string
" " THI SANDPRI OR', then the property indicates that a "
PolicyRule is valid [fromnow until the date/tine "
that appears after the '/’ .\n"
o If the second date/time is replaced with the string "
" " TH SANDFUTURE' , then the property indicates that a "
Pol i cyRul e becones valid on the date/tine that "
appears before the '/’, and renains valid fromthat
point on. "),
Model Corr espondence {
"Cl M _Pol i cyTi mePeri odCondi ti on. Mont hOf Year Mask",
"Cl M _Pol i cyTi mePeri odCondi ti on. DayOf Mont hMask”
"Cl M Pol i cyTi nePeri odCondi ti on. DayOf WeekMask" ,
"Cl M _Pol i cyTi nePeri odCondi ti on. Ti neCf Day Mask"
"Cl M_Pol i cyTi mePeri odCondi ti on. Local Or Ut cTi me"}
]
string TinePeriod;
[Cctetstring, Description (
" The purpose of this property is to refine the valid tine
"period that is defined by the TinmePeriod property, by "
"explicitly specifying in which nonths the PolicyRule is
"valid. These properties work together, with the "
"Ti mePeriod used to specify the overall time period in
"which the PolicyRule is valid, and the MnthOf Year Mask used "
"to pick out the nonths during which the Rule is valid.\n\n"

"This property is formatted as an octet string, structured "
"as follows:\n"

" 0 a 4-octet length field, indicating the Iength of the
entire octet string; this field is always set to "

" 0x00000006 for this property;\n"
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0 a 2-octet field consisting of 12 bits identifying the "
12 nonths of the year, beginning with January and "
ending with Decenber, followd by 4 bits that are "
al ways set to '0’. For each nonth, the value '1’ "
indicates that the policy is valid for that nonth, "
and the value "0’ indicates that it is not valid.\n\n"

"The val ue 0x000000060830, for exanple, indicates that a "

"PolicyRule is valid only in the nonths May, Novenber, "

"and Decenber.\n\n"

"If a value for this property is not provided, then the "
"PolicyRule is treated as valid for all twelve nonths, and "
"only restricted by its TinmePeriod property value and the "
"ot her Mask properties."),

Model Corr espondence {

"Cl M_Pol i cyTi mePeri odCondi ti on. Ti mePeri od"

"Cl M _Pol i cyTi nePeri odCondi tion. Local O Ut cTi ne"}

]

8 Mont hOf Year Mask[];

[Octetstring, Description (

" The purpose of this property is to refine the valid tine
"period that is defined by the TinmePeriod property, by "
"explicitly specifying in which days of the nonth the Policy"
"Rule is valid. These properties work together, "

"with the TinePeriod used to specify the overall tine period "
"in which the PolicyRule is valid, and the DayCf Mont hMask used
"to pick out the days of the nonth during which the Rule "

"is valid.\n\n "'

"This property is formatted as an octet string, structured

"as follows:\n"

" 0 a 4-octet length field, indicating the Iength of the "

entire octet string; this field is always set to "

" 0x0000000C for this property; \n"

0 an 8-octet field consisting of 31 bits identifying "
the days of the nonth counting fromthe beginning, "
followed by 31 nore bits identifying the days of the "
nmonth counting fromthe end, followed by 2 bits that "
are always set to '0'. For each day, the value "1 "
indicates that the policy is valid for that day, and "
the value "0’ indicates that it is not valid. \n\n"

"The val ue 0x0000000C8000000100000000, for exanple, "

"indicates that a PolicyRule is valid on the first and "

"l ast days of the month.\n\n "

"For nonths with fewer than 31 days, the digits correspondi ng
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"to days that the nonths do not have (counting in both "
"directions) are ignored.\n\n"
"If a value for this property is not provided, then the "
"PolicyRule is treated as valid for all days of the nonth, and
"only restricted by its TinePeriod property value and the "
"ot her Mask properties."),
Model Corr espondence {
"Cl M_Pol i cyTi mePeri odCondi ti on. Ti mePeri od",
"Cl M _Pol i cyTi mePeri odCondi tion. Local O Ut cTi ne"}
]
ui nt 8 DayCOf Mont hMask][ ] ;
[Cctetstring, Description (
" The purpose of this property is to refine the valid tine
"period that is defined by the TinePeriod property, by "
"explicitly specifying in which days of the nonth the Policy"
"Rule is valid. These properties work together, "
"with the TinePeriod used to specify the overall tine period "
"in which the PolicyRule is valid, and the DayOf WekMask used "
"to pick out the days of the week during which the Rule "
"is valid.\n\n "

"This property is formatted as an octet string, structured

"as follows:\n "

" 0 a 4-octet length field, indicating the length of the "

entire octet string; this field is always set to "

" 0x00000005 for this property;\n"

0 a l-octet field consisting of 7 bits identifying the 7 "
days of the week, beginning with Sunday and ending wth
Saturday, followed by 1 bit that is always set to "0 . "
For each day of the week, the value 1" indicates that "
the policy is valid for that day, and the value '0" "
indicates that it is not valid. \n\n"

"The val ue 0x000000057C, for exanple, indicates that a "
"PolicyRule is valid Monday through Friday.\n\n"
"If a value for this property is not provided, then the "
"PolicyRule is treated as valid for all days of the week,
"and only restricted by its TinePeriod property val ue and
"the other Mask properties."),
Model Corr espondence {
"Cl M Pol i cyTi nePeri odCondi tion. Ti mnePeri od",
"Cl M_Pol i cyTi mePeri odCondi ti on. Local Or Ut cTi me"}
]
ui nt 8 DayCOf WeekMask] ];
[ Description (
"  The purpose of this property is to refine the valid tine
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"period that is defined by the TinmePeriod property, by "
"explicitly specifying a range of tinmes in a day during which
"the PolicyRule is valid. These properties work "
"together, with the TinePeriod used to specify the overal
"time period in which the PolicyRule is valid, and the "
"Ti meOf DayMask used to pick out the range of tine periods
"in a given day of during which the Rule is valid. \n\n"

"This property is formatted in the style of RFC 2445: a
"time string beginning with the character 'T', followed by "
"the solidus character '/', followed by a second tine string.
"The first tinme indicates the beginning of the range, while "
"the second tine indicates the end. Tines are expressed as
"substrings of the form’ Thhnmss'. \n\n"

"The second substring always identifies a later time than
"the first substring. To allow for ranges that span "

"m dni ght, however, the value of the second string nay be
"smal l er than the value of the first substring. Thus, "
"’ TO80000/ T210000’ identifies the range from 0800 until 2100,
"whil e ' T210000/ TO80000' identifies the range from 2100 unti
"0800 of the follow ng day. \n\n"

"When a range spans nidnight, it by definition includes
"parts of two successive days. When one of these days is
"al so selected by either the MnthO Year Mask, "

"Dayf Mont hvask, and/or DayOf WeekMask, but the other day is "
"not, then the policy is active only during the portion of "
"the range that falls on the selected day. For exanple, if

"the range extends from 2100 until 0800, and the day of "
"week mask sel ects Monday and Tuesday, then the policy is
"active during the following three intervals:\n"

" From m dni ght Sunday until 0800 Monday; \n"

" From 2100 Monday until 0800 Tuesday; \n"

" From 2100 Tuesday until 23:59:59 Tuesday. \n\n"

"If a value for this property is not provided, then the "
"PolicyRule is treated as valid for all hours of the day,
"and only restricted by its TinePeriod property value and "
"the other Mask properties."),

Model Cor r espondence {
"Cl M Pol i cyTi nePeri odCondi ti on. Ti mePeri od"
"Cl M _Pol i cyTi nePeri odCondi tion. Local Or Ut cTi ne"}

]

string Ti meOf DayMask;
[ Description (

This property indicates whether the tinmes represented
"in the TinmePeriod property and in the various Mask "
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"properties represent local tines or UTCtines. There is
"no provision for mxing of local times and UTC tines: the "
"value of this property applies to all of the other "
"time-rel ated properties."),

Val uemap { "1", "2" },

Val ues { "local Time", "utcTinme" },

Model Corr espondence {

"Cl M_Pol i cyTi mePeri odCondi ti on. Ti mePeri od"

"Cl M _Pol i cyTi nePeri odCondi ti on. Mont hOf Year Mask",

"Cl M_Pol i cyTi mePeri odCondi ti on. DayCf Mont hMask™,

"Cl M _Pol i cyTi mePeri odCondi ti on. DayOf WeekMask™

"Cl M Pol i cyTi nePeri odCondi ti on. Ti mneCf DayMask"}

]
ui nt 16 Local O Ut cTi ne;

b

/1
/1 Pol i cyRul eval i di tyPeri od
/1

[ Associ ation, Aggregation, Description (

"The PolicyRul evValidityPeriod aggregation represents
"schedul ed activation and deactivation of a PolicyRule.
"If a PolicyRule is associated with multiple policy time
"periods via this association, then the Rule is active if
"at | east one of the tinme periods indicates that it is "
"active. (In other words, the PolicyTimePeriodConditions
"are ORed to determine whether the Rule is active.) A Tine"
"Period may be aggregated by multiple PolicyRules. A Rule "
"that does not point to a PolicyTinePeriodCondition via this
"association is, fromthe point of view of scheduling, "
"al ways active. It nmay, however, be inactive for other
"reasons. For exanple, the Rule’'s Enabled property may "
"be set to \"disabled\" (value=2).")

]
class CIM PolicyRuleValidityPeriod : Cl M PolicyConponent

[Override ("G oupConponent"), Aggregate, Description (
"This property contains the nane of a PolicyRule that
"contains one or nore PolicyTinePeriodConditions.")

]
CI M Pol i cyRul e REF G oupConponent ;
[COverride ("PartConponent"), Description (
"This property contains the nane of a "
"Pol i cyTi mePeri odCondi tion defining the valid time periods
"for one or nore PolicyRules.")

]
Cl M _Pol i cyTi mePeri odCondi ti on REF Part Conponent ;
i
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/1
/'l Vendor Pol i cyCondi ti on
/11

[ Description (
" A class that provides a general extension nechanismfor
"representing PolicyConditions that have not been nodeled "
"with specific properties. Instead, the two properties "
"Constraint and Constraint Encoding are used to define the
"content and format of the Condition, as explained bel ow \n\n"
"As its name suggests, VendorPolicyCondition is intended for
"vendor-specific extensions to the Policy Core Information "
"Mobdel . Standardi zed extensions are not expected to use "
"this class.")

]
cl ass Cl M Vendor PolicyCondition : CIMPolicyCondition
{
[Cctetstring, Description (
"This property provides a general extension nechanismfor
"representing PolicyConditions that have not been "
"nodel ed with specific properties. The format of the
"octet strings in the array is left unspecified in "
"this definition. It is determined by the QD val ue
"stored in the property Constraint Encodi ng. Since "
"Constrai ntEncoding is single-valued, all the values of
"Constraint share the same format and semantics."),
Model Corr espondence {
"Cl M_Vendor Pol i cyCondi ti on. Const rai nt Encodi ng"}
]

string Constraint [];
[ Description (
"An O D encoded as a string, identifying the fornmat
"and semantics for this instance’'s Constraint property."),
Model Corr espondence {
" Cl M_Vendor Pol i cyCondi ti on. Constraint"}
]

string Constraint Encodi ng;

s

/11
/1 PolicyAction

[ Abstract, Description (
"A class representing a rule-specific or reusable policy "
"action to be performed if the PolicyConditions for a Policy"
"Rule evaluate to TRUE. Since all operational details of a "
"PolicyAction are provided in subclasses of this object, "
"this class is abstract.")
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]
class CIM PolicyAction : CIMPolicy

[ Key, MaxLen (256), Description (
" The nane of the class or the subclass used in the

"creation of the System object in whose scope this
"PolicyAction is defined. \n\n"

"This property helps to identify the Systemobject in
"whose scope this instance of PolicyAction exists. "
"For a rule-specific PolicyAction, this is the System™
"in whose context the PolicyRule is defined. For a "
"reusabl e PolicyAction, this is the instance of "
"PolicyRepository (which is a subclass of Systen) that
"holds the Action. \n\n"

"Note that this property, and the anal ogous property "
"SystenmNane, do not represent propagated keys from an
"instance of the class System Instead, they are "
"properties defined in the context of this class, which "
"repeat the values fromthe instance of Systemto which "
"this PolicyAction is related, either directly via the "
"Pol i cyActionl nPol i cyRepository aggregation or indirectly "
"via the PolicyActionlnPolicyRule aggregation.™)

]
string SystenCreati onC assNaneg;
[ Key, MaxLen (256), Description (
" The nane of the System object in whose scope this
"PolicyAction is defined. \n\n"

"This property conpletes the identification of the System"
"object in whose scope this instance of PolicyAction "
"exists. For a rule-specific PolicyAction, this is the "
"Systemin whose context the PolicyRule is defined. For
"a reusable PolicyAction, this is the instance of "
"Pol i cyRepository (which is a subclass of System that
"hol ds the Action.")

]

string SystenNane;

[ Key, MaxLen (256), Description (

"For a rule-specific PolicyAction, the CreationC assNanme
"of the PolicyRule object with which this Action is "
"associated. For a reusable PolicyAction, a "

"special value, 'NO RULE', should be used to
"indicate that this Action is reusable and not
"associated with a single PolicyRule.")

]

string PolicyRul eCreationCl assNaneg;
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[ Key, MaxLen (256), Description (
"For a rule-specific PolicyAction, the name of "
"the PolicyRule object with which this Action is "
"associ ated. For a reusable PolicyAction, a "
"speci al value, 'NO RULE , should be used to "
"indicate that this Action is reusable and not "
"associated with a single PolicyRule.")
]
string PolicyRul eNane;
[ Key, MaxLen (256), Description (
"CreationC assNane indicates the nane of the class or the "
"subcl ass used in the creation of an instance. Wen used "
"with the other key properties of this class, this property "
"allows all instances of this class and its subclasses to "
"be uniquely identified.") ]
string CreationCl assNane;
[ Key, MaxLen (256), Description (
"A user-friendly nane of this PolicyAction.")
]
string PolicyActionNane;

b

I

/1 Pol i cyActi onl nPol i cyRepository
/1

[ Associ ation, Description (
" A class representing the hosting of reusable "
"PolicyActions by a PolicyRepository. A reusable Policy"
"Action is always related to a single PolicyRepository, "
"via this aggregation.\n\n"
"Note, that an instance of PolicyAction can be either "
"reusable or rule-specific. Wen the Action is rule-"
"specific, it shall not be related to any "
"Pol i cyRepository via the PolicyActionlnPolicyRepository "
"aggregation.")

class Cl M PolicyActionlnPolicyRepository : C MPolicyl nSystem

[Override ("Antecedent"), Max(1l), Description (

"This property represents a PolicyRepository "

"hosting one or nore PolicyActions. A reusable "
"PolicyAction is always related to exactly one "

"Pol i cyRepository via the PolicyActionlnPolicyRepository "
"aggregation. The [0..1] cardinality for this property "
"covers the two types of PolicyActions: O for a "

"rul e-specific PolicyAction, 1 for a reusable one.")
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Cl M Pol i cyReposi tory REF Antecedent;
[COverride ("Dependent"), Description (
"This property holds the nane of a PolicyAction"
"hosted in the PolicyRepository. ")

]
CI M Pol i cyActi on REF Dependent;

b

/11
/1 Pol i cyActi onl nPol i cyRul e
/1

[ Associ ation, Aggregation, Description (
" A PolicyRule aggregates zero or nore instances of the "
"PolicyAction class, via the PolicyActionlnPolicyRule "
"association. A Rule that aggregates zero Actions is not "
"valid -- it may, however, be in the process of being entered
"into a PolicyRepository or being defined for a System "
"Alternately, the actions of the policy may be explicit in "
"the definition of the PolicyRule. Note that a PolicyRule "

"shoul d have no effect until it is valid.\n\n"

"The Actions associated with a PolicyRule rmay be given a
"required order, a recomended order, or no order at all. For "
"Actions represented as separate objects, the PolicyActionln”
"Pol i cyRul e aggregation can be used to express an order. \n\n"
"Thi s aggregati on does not indicate whether a specified "
"action order is required, recommended, or of no significance;
"the property SequencedActions in the aggregating instance of "
"PolicyRul e provides this indication.")

class Cl M PolicyActionlnPolicyRule : Cl MPolicyConponent

[Override ("G oupConponent™), Aggregate, Description (
"This property represents the PolicyRule that "
"contains one or nore PolicyActions.")

]
Cl M Pol i cyRul e REF G oupConponent ;
[Override ("PartConmponent"), Description (
"This property holds the nane of a PolicyAction
"contai ned by one or nore PolicyRules.")
]
Cl M Pol i cyAction REF Part Conponent;
[ Description (
" This property provides an unsigned integer 'n’ that"
"indicates the relative position of a PolicyAction in the
"sequence of actions associated with a PolicyRule. "
"When 'n’ is a positive integer, it indicates a place "
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"in the sequence of actions to be perforned, with "
"smaller integers indicating earlier positions in the
"sequence. The special value '0' indicates 'don’t care’
"If two or nore PolicyActions have the sane non-zero "
"sequence nunber, they may be performed in any order, but
"they nust all be perfornmed at the appropriate place in the
"overall action sequence. \n\n"

"A series of exanples will nmake ordering of PolicyActions

"clearer: \n"

o If all actions have the same sequence nunber
regardl ess of whether it is 0" or non-zero, any
order is acceptable.\n "

o The val ues: \n"

" 1: ACTION A \n"

" 2: ACTION B \ n"

" 1: ACTION C \ n"

" 3: ACTION D \ n"

i ndi cate two acceptable orders: A C,B,Dor CAB,D
since A and C can be perforned in either order, but
only at the '1' position. \n"

0 The values: \n"

" 0: ACTION A \n"

" 2: ACTION B \ n"

" 3: ACTION C \ n"

" 3: ACTION D \ n"

require that B, C, and D occur either as B,C, D or as

" B,D,C. Action A nmay appear at any point relative to

" B, C and D. Thus the conplete set of acceptable "

" orders is: ABCD BACD BCAD BCDA "

" A B,DC BADC BDAGC BDCA \nn"

"Note that the non-zero sequence nunbers need not start
"with 1", and they need not be consecutive. Al that
"matters is their relative magnitude.")

]
uint 16 Acti onOrder;

s

11

/1 Vendor Pol i cyActi on

/1

[ Description (

A class that provides a general extension nechanism for
"representing PolicyActions that have not been nodeled "
"with specific properties. Instead, the two properties
"ActionData and ActionEncoding are used to define the "
"content and format of the Action, as explained bel ow. \n\n"
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"As its name suggests, VendorPolicyAction is intended for "
"vendor-specific extensions to the Policy Core Information "
"Mbdel . Standardi zed extensions are not expected to use "
"this class.") ]
class Cl M Vendor Pol i cyAction : Cl M PolicyAction
{
[Cctetstring, Description (
"This property provides a general extension nmechanismfor "
"representing PolicyActions that have not been "
"nodel ed with specific properties. The format of the "
"octet strings in the array is left unspecified in "
"this definition. It is determned by the QD value "
"stored in the property ActionEncoding. Since "
"ActionEncoding is single-valued, all the values of "
"ActionData share the same format and semantics."),
Model Cor r espondence {
"Cl M _Vendor Pol i cyActi on. Acti onEncodi ng"}
]

string ActionbData [];
[ Description (
"An O D encoded as a string, identifying the format "
"and semantics for this instance’s ActionData property."),
Model Corr espondence {
"Cl M _Vendor Pol i cyActi on. Acti onDat a"}
]

string ActionEncodi ng;

s

/1
/1 end of file
/1
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15. Full Copyright Statenent
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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