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Abstr act

Thi s docunent specifies the way in which the | abel mapping
information for a particular route is piggybacked in the sane Border
Gat eway Protocol (BGP) Update nessage that is used to distribute the
route itself. Wen BGP is used to distribute a particular route, it
can be also be used to distribute a Multiprotocol Label Sw tching
(MPLS) | abel which is mapped to that route.
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1. Specification of Requirenments

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.

2. Overview

When BGP is used to distribute a particular route, it can also be
used to distribute an MPLS | abel that is napped to that route [ MPLS-
ARCH]. This docunment specifies the way in which this is done. The
| abel mapping information for a particular route is piggybacked in
the sane BGP Update nessage that is used to distribute the route
itself.

This can be useful in the follow ng situations:

- If two i mediately adj acent Label Switched Routers (LSRs) are
al so BGP peers, then label distribution can be done w thout the
need for any other |abel distribution protocol

- Suppose one’s network consists of two "classes" of LSR
exterior LSRs, which interface to other networks, and interior
LSRs, which serve only to carry traffic between exterior LSRs.
Suppose that the exterior LSRs are BGP speakers. |f the BGP
speakers distribute MPLS | abels to each other along with each
route they distribute, then as long as the interior routers
support MPLS, they need not receive any of the BGP routes from
the BGP speakers.

If exterior router A needs to send a packet to destination D,
and A's BGP next hop for Dis exterior router B, and B has
mapped |l abel L to D, then A first pushes L onto the packet’s

| abel stack. A then consults its IGP to find the next hop to
B, call it C If Chas distributed to A an MPLS | abel for the
route to B, A can push this |abel on the packet’s |abel stack
and then send the packet to C

If a set of BGP speakers are exchanging routes via a Route Reflector
[ BGP-RR], then by piggybacking the |abel distribution on the route
distribution, one is able to use the Route Reflector to distribute
the labels as well. This inproves scalability quite significantly.
Note that if the Route Reflector is not in the forwarding path, it
need not even be capable of forwardi ng MPLS packets.

Label distribution can be piggybacked in the BGP Update nessage by

using the BGP-4 Multiprotocol Extensions attribute [ RFC 2283]. The
| abel is encoded into the NLRI field of the attribute, and the SAFI
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("Subsequent Address Fanmily Identifier") field is used to indicate
that the NLRI contains a |abel. A BGP speaker may not use BGP to
send |l abels to a particular BGP peer unless that peer indicates,

t hrough BGP Capability Advertisenent, that it can process Update
messages with the specified SAFI field.

3. Carrying Label Mapping Information

Label mapping information is carried as part of the Network Layer
Reachability Information (NLRI) in the Miltiprotocol Extensions
attributes. The AFl indicates, as usual, the address famly of the
associ ated route. The fact that the NLRI contains a |abel is

i ndi cated by using SAFl val ue 4.

The Network Layer Reachability information is encoded as one or nore
triples of the form«<length, |abel, prefix> whose fields are
descri bed bel ow

e +
| Length (1 octet) |
T T +
| Label (3 octets) |
B +
e +
| Prefix (variable)

T T +

The use and the neaning of these fields are as foll ows:
a) Length:

The Length field indicates the length in bits of the address
prefix plus the |abel (s).

b) Label

The Label field carries one or nore |labels (that corresponds to
the stack of labels [MPLS-ENCAPS]). Each label is encoded as 3
octets, where the high-order 20 bits contain the |abel value,
and the low order bit contains "Bottom of Stack"” (as defined in
[ MPLS- ENCAPS] ) .

c) Prefix:
The Prefix field contains address prefixes foll owed by enough

trailing bits to make the end of the field fall on an octet
boundary. Note that the value of trailing bits is irrel evant.
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The | abel (s) specified for a particular route (and associated with
its address prefix) nust be assigned by the LSR which is identified
by the value of the Next Hop attribute of the route.

When a BGP speaker redistributes a route, the |abel (s) assigned to
that route nust not be changed (except by onission), unless the
speaker changes the value of the Next Hop attribute of the route.

A BGP speaker can withdraw a previously advertised route (as well as
the binding between this route and a | abel) by either (a) advertising
a new route (and a label) with the same NLRI as the previously
advertised route, or (b) listing the NLRI of the previously
advertised route in the Wthdrawn Routes field of an Update nessage.
The | abel information carried (as part of NLRI) in the Wthdrawn
Routes field should be set to 0x800000. (O course, terminating the
BGP session also withdraws all the previously advertised routes.)

4, Advertising Miultiple Routes to a Destination

A BGP speaker nay maintain (and advertise to its peers) nore than one
route to a given destination, as long as each such route has its own
| abel (s).

The encodi ng descri bed above allows a single BGP Update nessage to
carry nultiple routes, each with its own | abel (s).

In the case where a BGP speaker advertises multiple routes to a
destination, if a route is withdrawn, and a | abel (s) is specified at
the tine of withdrawal, only the corresponding route with the
corresponding label is withdrawn. If a route is wthdrawn, and no

| abel is specified at the tine of withdrawal, then only the
correspondi ng unl abel ed route is withdrawn; the |abeled routes are
left in place.

5. Capability Advertisement

A BGP speaker that uses Miltiprotocol Extensions to carry | abe
mappi ng i nformati on should use the Capabilities Optional Paraneter,
as defined in [BGP-CAP], to informits peers about this capability.
The MP_EXT Capability Code, as defined in [BGP-MP], is used to
advertise the (AFl, SAFl) pairs available on a particular connection.

A BGP speaker should not advertise this capability to another BGP

speaker unless there is a Label Switched Path (LSP) between the two
speakers.
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A BGP speaker that is capable of handling nultiple routes to a
destination (as described above) should use the Capabilities Optional
Paraneter, as defined in [BGP-CAP], to informits peers about this
capability. The value of this capability is 4.

6. Wien the BGP Peers are not Directly Adjacent

Consi der the follow ng LSR topol ogy: A--B--C--D. Suppose that D
distributes a label L to A. In this topology, A cannot sinply push L
onto a packet’'s label stack, and then send the resulting packet to B
D nust be the only LSR that sees L at the top of the stack. Before A
sends the packet to B, it nust push on another |abel, which was
distributed by B. B nust replace this label with yet another | abel
whi ch was distributed by C. In other words, there nust be an LSP
between A and D. |If there is no such LSP, A cannot make use of |abe
L. This is true any tinme |abels are distributed between non-adjacent
LSRs, whether that distribution is done by BGP or by sone other

nmet hod.

Thi s docunent does NOT specify any procedure for ensuring in rea
time that | abel distribution between non-adjacent LSRs is done only
when the appropriate MPLS infrastructure exists in the network or
net wor ks connecting the two LSRs. Ensuring that the proper
infrastructure exists is an issue for network nanagenent and
operation.

7. Security Considerations

When an LSR A is directly connected to an LSR B via a point-to-point
interface, then when A receives packets over that interface, it knows
that they cone fromB. This nakes it easy for A to discard any
packets from B whose top | abels are not anpbng the labels that A
distributed to B. That is, A can easily ensure that B only uses
those labels which it is entitled to use. This technique can be used
to prevent "label spoofing", i.e., the situation in which an LSR

i nposes a | abel which has not been properly distributed to it.

The procedures discussed in this docunent would conmonly be used when
the | abel distribution peers are separated not nerely by a point-to-
point link, but by an MPLS network. This means that when an LSR A
processes a | abel ed packet, it really has no way to determn ne which
other LSR B pushed on the top |abel. Hence it cannot tell whether
the label is one which Bis entitled to use. In fact, when Route
Refl ectors are in use, A may not even know the set of LSRs which
receive its |label mappings. So the previous paragraph’s technique
for preventing |abel spoofing does not apply.
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It is possible though to use other techniques to avoid | abel spoofing
problems. If, for exanple, one never accepts |abeled packets from
the network’s "external" interfaces, and all the BGP-distributed

| abel s are advertised via IBG, then there is no way for an untrusted
router to put a | abel ed packet into the network. One can generally
assune that one’'s | BGP peers (or the IBGP peers of one’'s Route
Reflector) will not attenpt |abel spoofing, since they are all under
the control of a single admnistration.

This condition can actually be weakened significantly. One doesn’'t
need to refuse to accept all |abel ed packets from external
interfaces. One just needs to nake sure that any | abel ed packet
received on an external interface has a top |abel which was actually
distributed out that interface.

Then a | abel spoofing problemwould only exist if there are both
trusted and untrusted systens out the sane interface. One way to
avoid this problemis sinply to avoid this situation.

8. Acknow edgnent s

Thanks to Ravi Chandra, Enke Chen, Srihari Ramachandra, Eric Gay and
Li am Casey for their conments.

9. References

[ BGP- 4] Rekhter, Y. and T. Li, "A Border Gateway Protocol 4
(BGP-4)", RFC 1771, WMarch 1995.

[ BGP- CAP] Chandra, R and J. Scudder, "Capabilities Advertisenent
with BGP-4", RFC 2842, May 2000.

[ BGP- MP] Bates, T., Rekhter, Y, Chandra, R and D. Katz,
"Mul tiprotocol Extensions for BGP-4", RFC 2858, June
2000.

[ BGP- RR] Bates, T. and R Chandra, "BGP Route Reflection: An

alternative to full nesh |IBG", RFC 1966, June 1996.

[ MPLS- ARCH| Rosen, E., Vishwanathan, A and R Callon,
"Mul tiprotocol Label Switching Architecture"” RFC 3031,
January 2001.

[ MPLS- ENCAPS] Rosen, E., Tappan, D., Fedorkow, G, Rekhter, Y.,

Farinacci, D., Li, T. and A. Conta, "MPLS Label Stack
Encodi ng", RFC 3032, January 2001.

Rekht er & Rosen St andards Track [ Page 6]



RFC 3107 Carrying Label Information in BGP-4 May 2001

10. Authors’ Addresses

Yakov Rekht er

Juni per Networ ks

1194 N. Mat hil da Avenue
Sunnyval e, CA 94089

EMai | : yakov@ uni per. net
Eri c Rosen

Cisco Systems, Inc.

250 Apollo Drive

Chel msf ord, MA 01824

EMail : erosen@i sco. com

Rekht er & Rosen St andards Track [ Page 7]



RFC 3107 Carrying Label Information in BGP-4 May 2001

11. Full Copyright Statenent
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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