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Abst r act

Thi s docunment proposes a nethod for transporting an arbitrary
protocol over a CLNS (Connectionless Network Service) network using
GRE (Generic Routing Encapsulation). This may then be used as a
nethod to tunnel 1Pv4 or | Pv6 over CLNS

1. Introduction

RFC 2784 Generic Routing Encapsul ation (GRE) [1] provides a standard
met hod for transporting one arbitrary network | ayer protocol over
another arbitrary network |ayer protocol

RFC 1702 Generic Routing Encapsul ati on over |Pv4 networks [2]
provi des a standard nethod for transporting an arbitrary network
| ayer protocol over |Pv4 using GRE

However no standard nethod exists for transporting other network
| ayer protocols over CLNS. This causes lack of interoperability
bet ween di fferent vendors’ products as they provide solutions to
mgrate from CLNS networks to | P networks. This is a problem
specifically in, but not Iimted to, the context of managenent
net works for SONET and SDH networ ks el enents.

Large networks exist for the purpose of providi ng nanagenent
communi cati ons for SONET and SDH network el ements. Standards
Bellcore GR-253-CORE [3] and ITU-T G 784 [4] mandate that these
net wor ks are based on CLNS
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Many vendors have already started to offer SONET and SDH products
that are nmanaged by I P instead of CLNS and a general migration from
CLNS towards IP is anticipated within the industry.

Part of any migration strategy from CLNS to I P should provide for the
co-exi stence of both CLNS nanaged and | P nmanaged network el enents in
t he sane network

Such a migration strategy should foresee the need to nanage existing
CLNS managed network el ements that becone isolated by a new I P
network. Such a scenario may be tackled by tunnelling CLNP PDUs over
| P using the existing GRE standard RFC 2784 [1] and informational RFC
1702 [2]. Networks have al ready been depl oyed that use this method.

Such a nmigration strategy should al so foresee the need to manage new
| P managed network el ements that are installed on the far side of

exi sting CLNS managed network. Such a scenario requires a nethod for
tunnelling I P over CLNS

2. CGRE over CLNS advant ages
Using GRE to tunnel |P over CLNS offers sone advant ages.

In the absence of a standard for tunnelling IP over CLNS, GRE as
specified in RFC 2784 [1] is the nost applicable standard that
exi sts.

The nmove from CLNS to IP cones at a tinme when IPis itself
mgrating fromlIPv4d to | Pv6. GCRE defines a nethod to tunnel any
protocol that has an Ethernet Protocol Type. Therefore by
defining a method for CLNS to transport GRE, a nethod will then
exist for CLNS to transport any other protocol that has an

Et hernet Protocol Type defined in RFC 1700 [5]. Thus GRE over
CLNS can be used to tunnel both |IPv4 and | Pv6.

GRE is already conmonly used to tunnel CLNP PDUs over |P and so
using GRE to tunnel I P over CLNS gives a comobn approach to
tunnelling and may sinplify software within network el ements that
initiate and term nate tunnels.

The only di sadvantage of using GRE is the extra m ni mum of four bytes
that will be used between CLNP header and |P payl oad packet. G ven
the | arge size of CLNP headers this will not nake a significant
difference to the performance of any network that has |IP over CLNP
PDUs present on it.

Christian I nf or mat i onal [ Page 2]



RFC 3147 Ceneric Routing Encapsul ati on over CLNS Networks July 2001

3. Transporting CGRE packets over CLNS

It is suggested that GRE should be transported over CLNS at the

| owest | ayer possible, which is as a transport |ayer protocol over
the network layer. This can be achieved by placing the entire GRE
packet inside a CLNP Data Type PDU (DT PDU) as data payl oad.

The CRE packet is a CRE packet as defined in RFC 2784 [1], in other
wor ds GRE header plus payl oad packet.

Data payload is the part of a Data PDU that is described as "Data" in
the structure of a Data PDU in | SO | EC 8473-1 [6].
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For conveni ence the structure of a Data PDU is reproduced from
| SO | EC 8473-1 [6] bel ow

Cct et
| Network Layer Protocol ldentifier | 1
| Length | ndi cator | 2
| Versi on/ Protocol 1d Extension | 3
| Lifetime | 4
| SP| M5 | EZER | Type | 5
| Segment Length | 6,7
| Checksum | 8,9
| Destination Address Length Indicator | 10
| | 11
| Desti nati on Address |
| | m1
| Source Address Length Indicator | m
| | mr1
| Sour ce Address |
| | n-1
| Data Unit ldentifier | n,n+l
| Segment O f set | n+2,n+3
| Total Length | n+4, n+5
| | n+6
| Opti ons |
| | p
| | ptl
| Data ( CGRE packet ) |
| | z
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4. NSAP sel ector (N SEL) val ue.

Transport of GRE packets is a new type of Network Service (NS) user
Different Network Service users are identified by using different
NSAP sel ector bytes al so known as N SEL bytes.

This is a simlar concept to the use of the IP Protocol Type used in
| P packets.

Whilst it is not strictly necessary for all vendors to use the sane
N SEL val ues, they must use the sane N-SEL value for it to be
possi bl e for one vendor’s CLNS device or network elenment to initiate
a GRE tunnel which is then termnated on a different vendor’s CLNS
devi ce.

Al t hough N-SEL val ues (other than zero) are not defined in CLNS/ CLNP
standards, sonme are defined when CLNS is used in SONET networks by
Bel | core GR-253-CORE [3] whilst others are in commopn use.

As the | P protocol nunber for GRE is 47, as defined in RFC 1702 [ 2],
and as 47 is not comonly used as an N-SEL value, it is suggested
that 47 (decimal) should be used as an N-SEL value to indicate to the
CLNS stack that the Data portion of the Data Type PDU contains a GRE
packet .

The N-SEL byte should be set to 47 (decinmal) in both the source
address and the destination address of the CLNP PDU

The N-SEL val ue of 47 should indicate only that the payload is GRE
and the device or network elenent that transmits the PDU shoul d use
the GRE header to indicate what protocol (for exanple |IPv4 or |Pv6)
is encapsul ated within the GRE packet in conformance with RFC 2784
[1]. Sinmilarly the device or network elenment that receives the PDU
shoul d then inspect the GRE header to ascertain what protocol is
contai ned within the GRE packet in conformance with RFC 2784 [1].

5. Segnentation Permitted (SP) val ue.

It is recommended that the SP flag in all CLNP PDUs containing CGRE
packets shoul d be set.

If the SP flag is not set, and a CLNP PDU is too large for a
particular link, then a CLNS device or network elenent will drop the
PDU. The originator of the packet that is inside the GRE packet will
not have visibility of the packet |oss or the reason for the packet

| oss, and a black hole may form
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6.

Interaction with Path MU Di scovery (PMIU), RFC 1191 [7].

A tunnel entry point for a GRE tunnel should treat |P packets that
are bigger than the MIU size of the GRE tunnel as per RFC 1191 [7].

If the oversize |IP packet that is about to enter the GRE tunnel does
not have its Don't Fragnent (DF) bit set then it should be fragnented
before entering the tunnel

If the oversize | P packet that is about to enter the GRE tunnel has
its DF bit set then the packet should be discarded, and an | CWP
unreachabl e error nmessage (in particular the "fragnmentati on needed
and DF set" code) should be sent back to the originator of the packet
as described in RFC 1191 [7].

Security Considerations

CLNS and GRE do not provide any security when enployed in the way
recomrended in this docunent.

If security is required, then it nust be provided by other methods
and applied to the payl oad protocol before it is transported by GRE
over CLNS.
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11. Full Copyright Statenent
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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