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Abst r act

Thi s docunent describes how the CpenPGP Message Format can be used to
provi de privacy and authentication using the Miltipurpose |nternet
Mai | Extensions (M ME) security content types described in RFC 1847.

1. Introduction

Wrk on integrating PGP (Pretty Good Privacy) with M ME [ 3]
(including the since withdrawn "application/pgp" content type) prior
to RFC 2015 suffered froma nunber of problens, the nost significant
of which is the inability to recover signed nessage bodi es wi thout
parsing data structures specific to PGP. RFC 2015 nakes use of the
el egant sol ution proposed in RFC 1847, which defines security
multipart formats for MME. The security multiparts clearly separate
the signed nessage body fromthe signature, and have a nunber of
other desirable properties. This docunent revises RFC 2015 to adopt
the integration of PGP and M ME to the needs which emerged during the
wor k on the QpenPGP specification.

Thi s docunment defines three content types for inplenenting security

and privacy with OCpenPGP: "application/pgp-encrypted"
"appl i cation/ pgp-signature" and "application/ pgp-keys"
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The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.

2. OpenPGP data formats

QpenPGP i npl enent ati ons can generate either ASCI|I arnor (described in
[1]) or 8-bit binary output when encrypting data, generating a
digital signature, or extracting public key data. The ASCI| arnor
output is the REQU RED nethod for data transfer. This allows those
users who do not have the nmeans to interpret the formats described in
this docunent to be able to extract and use the OpenPGP i nfornation
in the nessage

When the anmount of data to be transmitted requires that it be sent in
many parts, the M ME nmessage/ partial mechani sm SHOULD be used rat her
than the multi-part ASCII arnmor CpenPGP format.

3. Content-Transfer-Encoding restrictions

Mul tipart/signed and nultipart/encrypted are to be treated by agents
as opaque, nmeaning that the data is not to be altered in any way [2],
[7]. However, nmany existing mail gateways will detect if the next
hop does not support M ME or 8-bit data and perform conversion to
either Quoted-Printable or Base64. This presents serious problens
for multipart/signed, in particular, where the signature is

i nval i dat ed when such an operation occurs. For this reason all data
signed according to this protocol MJST be constrained to 7 bits (8-
bit data MJST be encoded using either Quoted-Printable or Base64).
Note that this also includes the case where a signed object is also
encrypted (see section 6). This restriction will increase the
Iikelihood that the signature will be valid upon receipt.

Additionally, inplenentations MUST nake sure that no trailing
whi t espace is present after the M ME encodi ng has been appli ed.

Note: In nost cases, trailing whitespace can either be renoved, or
protected by applying an appropriate content-transfer-encoding.
However, special care nmust be taken when any header lines - either
in MME entity headers, or in enbedded RFC 822 headers - are
present which only consist of whitespace: Such Iines nmust be
renoved entirely, since replacing themby enpty lines would turn
theminto header delimters, and change the semantics of the
message. The restrictions on whitespace are necessary in order to
make t he hash cal cul ated invariant under the text and bi nary node
si gnature mechani sms provided by OpenPGP [1]. Also, they help to
avoid conpatibility problems with PGP inplenentations which
predate the OpenPGP specification
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4.

Note: If any line begins with the string "From", it is strongly
suggested that either the Quoted-Printable or Base64 M ME encodi ng
be applied. |If Quoted-Printable is used, at |east one of the

characters in the string should be encoded using the hexadeci mal
coding rule. This is because many mail transfer and delivery
agents treat "From" (the word "front' followed i mediately by a
space character) as the start of a new nessage and thus insert a
ri ght angle-bracket (=) in front of any line beginning with
"From" to distinguish this case, invalidating the signature.

Data that is ONLY to be encrypted is allowed to contain 8-bit
characters and trailing whitespace and therefore need not undergo the
conversion to a 7bit format, and the stripping of whitespace.

I mpl enentor’s note: It cannot be stressed enough that applications
using this standard follow M ME's suggestion that you "be
conservative in what you generate, and liberal in what you
accept." In this particular case it neans it would be wise for an
i npl enentation to accept nessages with any content-transfer-
encodi ng, but restrict generation to the 7-bit format required by
this meno. This will allow future conpatibility in the event the
Internet SMIP framework becomes 8-bit friendly.

QpenPGP encrypted data

Bef ore OpenPGP encryption, the data is witten in M ME canonica
format (body and headers).

OpenPGP encrypted data is denoted by the "multipart/encrypted”
content type, described in [2], and MJST have a "protocol" paraneter
val ue of "application/pgp-encrypted”. Note that the value of the
paraneter MJST be encl osed in quotes.

The multipart/encrypted M ME body MIST consist of exactly two body
parts, the first with content type "application/pgp-encrypted”. This
body contains the control information. A nessage conplying with this
standard MUST contain a "Version: 1" field in this body. Since the
QpenPGP packet format contains all other information necessary for
decrypting, no other information is required here.

The second M ME body part MJIST contain the actual encrypted data. It
MUST be | abeled with a content type of "application/octet-streant.

Exanpl e nessage
From M chael Elkins <el ki ns@ero. org>

To: M chael Elkins <el ki ns@ero. org>
M ne-Version: 1.0
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5.

Content-Type: nultipart/encrypted; boundary=foo;
prot ocol ="appl i cati on/ pgp-encrypt ed"

--foo
Cont ent - Type: appli cati on/ pgp-encrypted

Version: 1

--foo
Cont ent - Type: application/octet-stream

----- BEG N PGP MESSAGE- - - - -
Version: 2.6.2

hl wDY32hYGCE8MBA/ wOu7d45aUx F4QORKIpr D3v5Z9K1YcRI2f ve871 M DI x4Q
eWIGDdBf LbJE7VUpp13N19G.8e/ Agbyyj HH4aSO0YoTk10Q@nnRvj YB8nZL3MPXSZ
g9VA X FeGgzykznyk U6 A26 MBMex R4Apee ON6x zZW 0+0y OqAg6!l b46wsvl dZ96 YA
AABH78hy X7YX4uT1t NCWEI | BoqqvCel Mop7UQRI zBr Xg6G uk S8Nxbuk LeangV\\B
1yt 21DYQ uLzcMNe/ JNs D9v DVCv OOG3OCi 8=

=zzaA

----- END PGP MESSAGE- - - - -

--foo--
QpenPGP si gned data

OpenPGP si gned nmessages are denoted by the "multipart/signed" content
type, described in [2], with a "protocol" paranmeter which MJST have a
val ue of "application/pgp-signature” (MJST be quoted).

The "mical g" parameter for the "application/pgp-signature" protoco
MJUST contain exactly one hash-synbol of the format "pgp-<hash-
identifier>", where <hash-identifier> identifies the Message
Integrity Check (MC) algorithmused to generate the signature.

Hash- synmbol s are constructed fromthe text names registered in [1] or
according to the nechani smdefined in that docunent by converting the
text nanme to |lower case and prefixing it with the four characters
“pgp-".

Currently defined val ues are "pgp-nmd5", "pgp-shal", "pgp-ripendl60"
"pgp-md2", "pgp-tiger192", and "pgp-haval - 5- 160"

The mul tipart/signed body MIST consist of exactly two parts. The
first part contains the signed data in M ME canoni cal fornat,
including a set of appropriate content headers describing the data.

The second body MUST contain the QpenPGP digital signature. It MJST
be |l abeled with a content type of "application/pgp-signature"
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Note: I nplenentations can either generate "signatures of a

canoni cal text docunment" or "signatures of a binary docunent", as
defined in [1]. The restrictions on the signed material put forth
in section 3 and in this section will nake sure that the various
M C algorithmvariants specified in [1] and [5] will all produce
the same result.

When the OpenPGP digital signature is generated:

(1)

(2)

(3)

(4)

(5)

(6)

The data to be signed MIUST first be converted to its content-
type specific canonical form For text/plain, this nmeans
conversion to an appropriate character set and conversi on of
line endings to the canonical <CR><LF> sequence.

An appropriate Content-Transfer-Encoding is then applied; see
section 3. In particular, line endings in the encoded data
MUST use the canoni cal <CR><LF> sequence where appropriate
(note that the canonical line ending nmay or nay not be present
on the last line of encoded data and MJST NOT be included in
the signature if absent).

M ME content headers are then added to the body, each endi ng
wi th the canoni cal <CR><LF> sequence.

As described in section 3 of this docunent, any trailing
whi t espace MJUST then be renoved fromthe signed material

As described in [2], the digital signature MJST be cal cul at ed
over both the data to be signed and its set of content headers.

The signature MJUST be generated detached fromthe signed data
so that the process does not alter the signed data in any way.

Not e: The accepted OpenPGP convention is for signed data to end
with a <CR><LF> sequence. Note that the <CR><LF> sequence

i medi ately preceding a M Me boundary deliniter line is considered
to be part of the delimter in[3], 5.1. Thus, it is not part of
the signed data preceding the delimter Iine. An inplenentation
which elects to adhere to the QpenPGP convention has to nmake sure
it inserts a <CR><LF> pair on the last Iine of the data to be
signed and transmitted (signed nessage and transnitted nessage
MUST be identical).

Exanpl e nessage

From M chael Elkins <el ki ns@ero. org>
To: M chael Elkins <el ki ns@ero. org>
M ne-Version: 1.0
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Content - Type: nultipart/signed; boundary=bar; mn cal g=pgp- nd5;
prot ocol ="appl i cati on/ pgp- si gnat ure"

- - bar
& Content-Type: text/plain; charset=iso-83859-1
& Cont ent - Transf er - Encodi ng: quot ed-pri ntabl e
&
& =AlHol a!
&
& Did you know that talking to yourself is a sign of senility?
&
& It’s generally a good idea to encode lines that begin with
& Fromr20because sone nail transport agents will insert a greater-
& than (>) sign, thus invalidating the signature.
&
& Al'so, in sonme cases it night be desirable to encode any =20
& trailing whitespace that occurs on lines in order to ensure =20
& that the nessage signature is not invalidated when passi ng =20
& a gateway that nodifies such whitespace (like BITNET). =20
&
& me
- - bar

Cont ent - Type: application/ pgp-si gnature

----- BEGA N PGP MESSAGE- - - - -
Version: 2.6.2

i QCVAWUBMIr RF2N9oVBghPDJAQE9UQQAL | 7LURVNdB]j r k4EQYBI b3h50QXI X/ LC/ /
j JV5bNvkZl GPl cEm 5i Fd9boEgvpi r Ht | REEQLOQRKYNoBAct FBZmh9GC3C041 W&
uMor bxc+nl s1TI KI A08r Vi 9i g/ 2Yh7LFr K5Ei n57U W2vgSxLhe/ zhdf ol T9Br n
HOxEa44b+El =

=ndaj

--bar--

The "&"'s in the previous exanple indicate the portion of the data
over which the signature was cal cul at ed

Upon recei pt of a signed nessage, an application MJST
(1) Convert line endings to the canoni cal <CR><LF> sequence before

the signature can be verified. This is necessary since the
| ocal MIA may have converted to a | ocal end of |ine convention
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(2) Pass both the signed data and its associ ated content headers
along with the QpenPGP signature to the signature verification
service.

6. Encrypted and Signed Data

Sonmetines it is desirable to both digitally sign and then encrypt a
message to be sent. This protocol allows for two nethods of
acconplishing this task.

6.1. RFC 1847 Encapsul ation

In[2], it is stated that the data is first signed as a

mul tipart/signature body, and then encrypted to formthe fina

mul tipart/encrypted body. This is nmost useful for standard M Me-
conpl i ant message forwardi ng.

Exanpl e:

Content-Type: nultipart/encrypted,
prot ocol ="appl i cation/ pgp-encrypted"; boundary=foo

--foo
Cont ent - Type: appli cation/ pgp-encrypted

Version: 1

--foo
Cont ent - Type: application/octet-stream

----- BEA N PGP MESSAGE- - - - -
Cont ent - Type: nul tipart/signed; m cal g=pgp-nd5
prot ocol ="appl i cati on/ pgp-si gnature"; boundary=bar

- - bar
Cont ent - Type: text/plain; charset=us-asci

This message was first signed, and then encrypted.

- - bar
Cont ent - Type: application/ pgp-si gnature

----- BEA N PGP MESSAGE- - - - -
Version: 2.6.2

i QCVAWUBMI r RF2N9oVBghPDJ AQE9UQQAL | 7LURVNdB]j r k4EqYBI b3h5QXI X/ LC/ /
j JV5bNvkZl GPl cEm 5i Fd9boEgvpi r Ht | REEqLQRk YNoBAct FBZmh9GC3C041 W&
uMor bxc+nl s1TI KI A08r Vi 9i g/ 2Yh7LFr K5Ei n57U W 2vgSxLhe/ zhdf ol T9Brn

Ro Ro Ro Ro Ro Ro Ro R0 RO Ro R0 RO RO RO Ro Ro Ro
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HOxEa44b+El =
=ndaj

Ro Ro Ro Ro

& --bar--
----- END PGP MESSACE-----

--foo--

(The text preceded by '& indicates that it is really encrypted, but
presented as text for clarity.)

6.2. Conbi ned net hod

The QpenPGP packet format [1] describes a nethod for signing and
encrypting data in a single QpenPGP nessage. This nethod is all owed
in order to reduce processing overhead and increase conpatibility
with non-M ME i npl enentations of OpenPGP. The resulting data is
formatted as a "nultipart/encrypted" object as described in Section
4.

Messages which are encrypted and signed in this conbined fashion are
REQUI RED to follow the sane canonicalization rules as
nmul ti part/signed objects.

It is explicitly allowed for an agent to decrypt a conbi ned nessage
and rewite it as a nultipart/signed object using the signature data
enbedded in the encrypted version

7. Distribution of QpenPGP public keys

Cont ent - Type: application/ pgp- keys
Requi red paraneters: none
Optional paraneters: none

A M ME body part of the content type "application/pgp-keys" contains
ASCl | -arnored transferable Public Key Packets as defined in [1],
section 10. 1.

8. Security Considerations
Si gnatures of a canonical text docunent as defined in [1] ignore
trailing white space in signed material. |Inplenentations which
choose to use signatures of canonical text docunments will not be able
to detect the addition of whitespace in transit.

See [3], [4] for nore information on the security considerations
concerni ng the underlying protocols.
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9. | ANA Consi derations

Thi s docunent defines three nmedia types: "application/pgp-encrypted"

"appl i cation/ pgp-si gnature"” and "application/pgp-keys". The

foll owi ng sections specify the | ANA registrations for these types.
9.1. Registration of the application/pgp-encrypted nedia type

M ME nedi a type nane: application

M ME subtype nane: pgp-encrypted

Requi red paraneters: none

Optional paraneters: none

Encodi ng consi derati ons:

Currently this nmedia type always consists of a single 7bit text
string.

Security considerations:

See Section 8 and RFC 2440 Section 13.
Interoperability considerations: none
Publ i shed specification:

Thi s docunent.

Addi tional information

Magi ¢ nunber(s): none

File extension(s): none

Maci ntosh File Type Code(s): none

Person & enmnil address to contact for further infornmation:

M chael El ki ns
Enail : ne@s. hnt. edu

I nt ended usage: common
Aut hor/ Change controller:

M chael El ki ns
Enmil : ne@s. hnt. edu
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9.2. Registration of the application/pgp-signhature nedia type
M ME nedi a type nane: application
M ME subtype nane: pgp-signature
Requi red paraneters: none
Optional paraneters: none
Encodi ng consi derati ons:
The content of this media type always consists of 7bit text.
Security considerations:
See Section 8 and RFC 2440 Section 13.
Interoperability considerations: none
Publ i shed specification:
RFC 2440 and this docunent.
Addi tional information
Magi ¢ nunber(s): none
File extension(s): asc, sig
Maci ntosh File Type Code(s): pgDS

Person & emnil address to contact for further infornmation:

M chael El ki ns
Emai |l : nme@s. hnt. edu

I nt ended usage: common
Aut hor / Change controller

M chael El ki ns
Enail : ne@s. hnt. edu

9.3. Registration of the application/pgp-keys nedia type
M ME nedia type nane: application
M ME subtype nane: pgp-keys

Requi red paraneters: none
Optional paraneters: none
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Encodi ng consi derati ons:

The content of this nmedia type always consists of 7bit text.
Security considerations:

See Section 8 and RFC 2440 Section 13.
Interoperability considerations: none
Publ i shed specification:

RFC 2440 and this docunent.

Addi tional information:

Magi ¢ nunber(s): none

File extension(s): asc

Maci ntosh File Type Code(s): none

Person & email address to contact for further infornation:

M chael El ki ns
Email : nme@s. hnt. edu

I nt ended usage: common
Aut hor / Change controller:

M chael El ki ns
Emai |l : nme@s. hnt. edu
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10.

11.

Not es

"PGP" and "Pretty Good Privacy" are registered trademarks of Network
Associ ates, Inc.
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