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Abstr act

Thi s docunent defines extensions to DHCP (Dynami ¢ Host Configuration
Protocol) to allow dynam ¢ reconfiguration of a single host triggered
by the DHCP server (e.g., a new | P address and/or |ocal configuration
paraneters). This is achieved by introducing a uni cast FORCERENEW
message which forces the client to the RENEWstate. The behavi our
for hosts using the DHCP | NFORM nessage to obtain configuration
information is al so described.

1. Introduction

The procedures as described within this docunent allow the dynamc
reconfiguration of individual hosts.

1.1 Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY" and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ RFC2119].

2. DHCP force renew

This section describes the FORCERENEW nessage extensi on.
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2.1 Term nol ogy

DHCP client : host to be reconfigured using DHCP

DHCP server : server which configured the DHCP client.
2.2 Force renew procedures

The DHCP server sends a uni cast FORCERENEW nessage to the client.
Upon recei pt of the unicast FORCERENEW nessage, the client will
change its state to the RENEWstate, and will then try to renewits

| ease according to normal DHCP procedures. |If the server wants to
assign a new | P address to the client, it will reply to the DHCP
REQUEST with a DHCP NAK. The client will then go back to the init
state and broadcast a DHCP DI SCOVER nmessage. The server can now
assign a new | P address to the client by replying with a DHCP OFFER

I f the FORCERENEW nessage is lost, the DHCP server will not receive a
DHCP REQUEST fromthe client and it should retransmt the FORCERENEW
message using an exponential backoff algorithm Depending on the
bandwi dt h of the network between server and client, the server should
choose a delay. This delay grows exponentially as retransm ssions
fail. The amount of retransm ssions should be |imted.

The procedures descri bed above assune the server to send a unicast
FORCERENEW nessage to the client. Receipt of a nulticast FORCERENEW
message by the client should be silently discarded.

It can be that a client has obtained a network address through sone
other neans (e.g., manual configuration) and has used a DHCP | NFORM
request to obtain other |ocal configuration paraneters. Such clients
shoul d respond to the receipt of a unicast FORCERENEW nessage with a
new DHCP | NFORM request so as to obtain a potential new set of |oca
configuration paraneters. Note that the usage of these procedures
are limted to the set of options that are eligible for configuration
by DHCP and shoul d not override manual |y configured paraneters.

Note further that usage of the FORCERENEW nessage to reconfigure a
client address or |local configuration paraneters can |lead to the
interruption of active sessions, and that as such these procedures
shoul d be used in controlled circunstances.
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2.3 Exanpl e usage
2.3.1 Enbedded DHCP clients

The autoconfiguration of hone gateways (nore generically Network

Term nation equi pnment) for public networking purposes can be achi eved
t hrough neans of DHCP, as described in [DSL_autoconf]. In order to
al | ow service changes or service interruption, the FORCERENEW nessage
can trigger the honme gateway to contact the DHCP server, prior to the
expiry of the | ease.

2.3.2 Hospitality service scenario

In self provisioned networks, e.g., hotel rooms, the hotel owned DHCP
server can hand out limted use | P addresses, that allows the
custoner to consune |ocal services or select external services froma
web browser interface. 1In order to allow external services through
other service providers, e.g., global internet services or enterprise
VPN services, the DHCP server can trigger the client to ask for a new
DHCP initialization session so as to obtain e.g., a globally routed

| P address.

2.3.3 Network renunbering

Under tightly controlled conditions, the FORCERENEW pr ocedures can be
used to brute force the renunbering of entire subnets, client per
client, under control of a DHCP server

2.4 Rational e

The approach as described in this docunment has a nunber of
advantages. It does not require new states to be added to the DHCP
client inplementation. This minimzes the anount of code to be
changed. It also allows | ease RENEWAL to be driven by the server,
whi ch can be used to optim ze network usage or DHCP server | oad.
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3. Extended DHCP state di agram
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4. Message | ayout
The FORCERENEW nessage nekes use of the nornal DHCP nessage | ayout
with the introduction of a new DHCP nessage type. DHCP option 53
(DHCP nessage type) is extended with a new val ue: DHCPFORCERENEW (9)
5. 1 ANA Consi der ati ons

The new val ue for DHCP option 53 (DHCP nessage type) to indicate a
DHCPFORCERENEW nessage is 9.

6. Security Considerations
As in sone network environments FORCERENEW can be used to snoop and
spoof traffic, the FORCERENEW nessage MJST be aut henticated using the

procedures as described in [DHCP- AUTH . FORCERENEW nessages failing
the aut hentication should be silently discarded by the client.
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6.1 Protocol vulnerabilities

The mechani sm described in this docunment is vulnerable to a denial of
service attack through flooding a client wth bogus FORCERENEW
messages. The cal cul ations involved in authenticating the bogus
FORECERENEW nessages nay overwhel mthe device on which the client is
runni ng.
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10. Full Copyright Statenent
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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