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Abst r act

This meno describes a strategy for resisting the MIlion Message
At t ack.
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1. Introduction

When data is encrypted using RSA it nust be padded out to the length
of the nmodulus -- typically 512 to 2048 bits. The nobst popul ar
technique for doing this is described in [PKCS-1-v1.5]. However, in
1998 Bl ei chenbacher descri bed an adapti ve chosen ci phertext attack on
SSL [MMW]. This attack, called the MIlion Message Attack, allowed
the recovery of a single PKCS-1 encrypted bl ock, provided that the
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attacker could convince the receiver to act as a particular kind of
oracle. (An oracle is a program which answers queries based on
i nformati on unavailable to the requester (in this case the private

key)). The MMA is al so possible against [CM5]. Mail |ist agents are
the nost likely CVM5 inplementations to be targets for the MVA, since
mail |ist agents are automated servers that automatically respond to

a | arge nunber of nessages. This docunent describes a strategy for
resi sting such attacks.

2. Overview of PKCS-1

The first stage in RSA encryption is to nap the nessage to be
encrypted (in CM5 a synmetric content-encryption key (CEK)) into an
i nteger the sanme length as (but nunerically |ess than) the RSA
nmodul us of the recipient’s public key (typically sonewhere between
512 and 2048 bits). PKCS-1 describes the nost common procedure for
this transformation.

We start with an "encryption bl ock" of the sane Iength as the

nmodul us. The rightnost bytes of the block are set to the nessage to
be encrypted. The first two bytes are a zero byte and a "bl ock type"
byte. For encryption the block type is 2. The remnuaining bytes are
used as padding. The padding is constructed by generating a series
of non-zero random bytes. The |ast padding byte is zero, which
al l ows the padding to be distinguished fromthe nessage.

oo e e e e oo o e e e oo ee oo +

| O] 2| Nonzero randombytes | 0 | Message |
B TSy Uy e e e e e e e - +

Once the block has been formatted, the sender nust then convert the
block into an integer. This is done by treating the block as an
integer in big-endian form Thus, the resulting nunber is less than
t he nmodul us (because the first byte is zero), but within a factor of
2716 (because the second byte is 2).

In CM5, the nessage is always a randonly generated synmetric
content-encryption key (CEK). Depending on the cipher being used it
nm ght be anywhere from8 to 32 bytes

There nust be at | east 8 bytes of non-zero padding. The padding
prevents an attacker fromverifying guesses about the encrypted
message. | nmagine that the attacker wi shes to determ ne whether or
not two RSA-encrypted keys are the same. Because there are at |east
25578 (about 2764) different padding values with high probability two
encryptions of the same CEK will be different. The padding al so
prevents the attacker fromverifying guessed CEKs by trial-encrypting
themwith the recipient’s RSA key since he nust try each potentia
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pad for every guess. Note that a | ower cost attack would be to
exhaustively search the CEK space by trial-decrypting the content and
exam ning the plaintext to see if it appears reasonable.

2.1. The MIlion Message Attack

The purpose of the MIIlion Message Attack (MVA) is to recover a
single plaintext (formatted bl ock) given the ciphertext (encrypted
bl ock). The attacker first captures the ciphertext in transit and
then uses the recipient as an oracle to recover the plaintext by
sendi ng transformed versions of the ciphertext and observing the
reci pient’s response.

Call the ciphertext C. The attacker then generates a series of
integers S and conputes C =C*(S"e) nmod n. Upon decryption, C
produces a corresponding plaintext M. Mst values of M w |l appear
to be garbage but some values of M (about one in 2716) will have the
correct first two bytes 00 02 and thus appear to be properly PKCS-1
formatted. The attack proceeds by finding a sequence of values S
such that the resulting M is properly PKCS-1 formatted. This

i nformati on can be used to discover M Operationally, this attack
usual Iy requires about 2720 nessages and responses. Details can be
found in [ MVA].

2.2. Applicability

Since the MVA requires so many nessages, it must be nmounted agai nst a
victimwho is willing to process a | arge nunber of messages. In
practice, no human is willing to read this many nessages and so the
MVA can only be nounted agai nst an autonmated victim

The MVA al so requires that the attacker be able to distinguish cases
where M was PKCS-1 formatted fromcases where it was not. In the
case of CM5 the attacker will be sending CM5 nessages with C
replacing the wapped CEK. Thus, there are five possibilities:

1. M is inproperly fornatted.

2. M is properly formatted but the CEK is prima facie bogus (wong
I ength, etc.)

3. M is properly formatted and the CEK appears OK. A signature or
MAC is present so integrity checking fails.

4, M is properly formatted and no integrity check is applied. In
this case there is sone possibility (approximtely 1/32) that the
CBC padding block will verify properly. (The actual probability
depends highly on the receiving inplenmentation. See "Note on
Bl ock C pher Paddi ng" below). The nmessage will appear K at the
CMV5 | evel but will be bogus at the application |evel
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5. M is properly formatted and the resulting CEK is correct. This
is extremely inprobable but not inpossible.

The MVA requires the attacker to be able to distinguish case 1 from
cases 2-4. (He can always distinguish case 5, of course). This

m ght happen if the victimreturned different errors for each case.
The attacker might also be able to distinguish these cases based on
timng -- decrypting the nessage and verifying the signature takes
sone time. |If the victimresponds uniformy to all four errors then
no attack is possible.

2.2.1. Note on Block G pher Padding

[ CvB] specifies a particular kind of block cipher padding in which
the final cipher block is padded with bytes containing the |Iength of
t he padding. For instance, a 5-byte bl ock woul d be padded with three
bytes of value 03, as in:

XX XX XX XX XX 03 03 03

[ CvB] does not specify how this padding is to be renoved but nerely
observes that it is unambiguous. An inplenmentation mght sinply get
the value of the final byte and truncate appropriately or m ght
verify that all the padding bytes are correct. |If the receiver
sinmply truncates then the probability that a random bl ock will appear
to be properly padded is roughly 1/32. |If the receiver checks al

t he paddi ng bytes, then the probability is 1/256 + (1/25672) + ..
(roughly 1/255).

2.3. Counterneasures
2.3.1. Careful Checking

Even wi t hout counternmeasures, sufficiently careful checking can go
quite a long way to mitigating the success of the MVMA. If the
receiving inplenentation also checks the length of the CEK and the
parity bits (if available) AND responds identically to all such
errors, the chances of a given M being properly formatted are
substantially decreased. This increases the nunber of probe nessages
required to recover M However, this sort of checking only increases
the wor kfactor and does not elimnate the attack entirely because
sonme nessages will still be properly formatted up to the point of
keyl ength. However, the conbination of all three kinds of checking
(paddi ng, length, parity bits) increases the nunber of nessages to
the point where the attack is inpractical

Rescorl a I nf or mat i onal [ Page 4]



RFC 3218 Preventing the MIlion Message Attack on CM5 January 2002

2.

2.

3.

3.

2. Random Filling

The sinplest countermeasure is to treat misformatted nessages as if
they were properly PKCS-1 formatted. Wen the victimdetects an

i nproperly formatted message, instead of returning an error he
substitutes a randomy generated nessage. In CMS, since the nessage
is always a w apped content-encryption key (CEK) the victimshould
sinply substitute a randomy generated CEK of appropriate Iength and
continue. Eventually this will result in a decryption or signature
verification error but this is exactly what woul d have happened if M
happened to be properly formatted but contained an incorrect CEK
Note that this approach al so prevents the attacker from

di stingui shing various failure cases via tining since all failures
return roughly the same tinming behavior. (The tine required to
generate the random padding is negligible in alnost all cases. |If an
i npl ementation has a very slow PRNG it can generate random paddi ng
for every nessage and sinply discard it if the CEK decrypts
correctly).

In a layered inplementation it’s quite possible that the PKCS-1 check
occurs at a point in the code where the length of the expected CEK is
not known. In that case the inplenentation nust ensure that bad
PKCS- 1 paddi ng and ok-1ooking PKCS-1 padding with an incorrect |ength
CEK behave the sane. An easy way to do this is to also random ze
CEKs that are of the wong length or otherwi se inproperly fornatted
when they are processed at the layer that knows the |ength.

Note: It is a mistake to use a fixed CEK because the attacker could
then produce a CM5 nessage encrypted with that CEK. This nessage
woul d decrypt properly (i.e. appear to be a conpletely valid CV5
application to the receiver), thus allowing the attacker to deternine
that the PKCS-1 formatting was incorrect. 1In fact, the new CEK
shoul d be cryptographically random thus preventing the attacker from
guessi ng the next "random' CEK to be used.

3. OAEP

Optimal Asynmmetric Encryption Padding (OAEP) [ OAEP, PKCS-1-v2] is
anot her techni que for padding a nessage into an RSA encryption bl ock.
| mpl enent ati ons using QAEP are not susceptible to the MVA. However,
QAEP is inconpatible with PKCS-1. Inplenentations of S/MME and CM5
nmust therefore continue to use PKCS-1 for the foreseeable future if
they wish to communicate with current w dely depl oyed

i mpl enentations. QOAEP is being specified for use with AES keys in
CM5 so this provides an upgrade path to QAEP.
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2.4. Security Considerations

This entire docunment describes howto avoid a certain class of
attacks when perform ng PKCS-1 decryption with RSA
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6. Full Copyright Statenent
Copyright (C) The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Rescorl a I nf or mat i onal [ Page 7]



