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Abstr act

This specification defines an extension to the multicast addressing
architecture of the IP Version 6 protocol. The extension presented
in this docunent allows for unicast-prefix-based allocation of

mul ti cast addresses. By delegating nulticast addresses at the same
tinme as unicast prefixes, network operators will be able to identify
their nulticast addresses without needing to run an inter-donmain

al l ocati on protocol.
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I ntroduction

Thi s docunent specifies an extension to the multicast portion of the
| Pv6 addressing architecture [ ADDRARCH . The current architecture
does not contain any built-in support for dynam c address allocation
This proposal introduces encoded information in the nulticast address
to allow for dynamic allocation of IPv6 nulticast addresses and | Pv6
source-specific multicast addresses.

Moti vati on

The current 1 Pv4 nulticast address allocation architecture [ RFC 2908]
is based on a multi-layered, multi-protocol system The goal of this
proposal is to reduce the nunber of protocols that need to be
depl oyed in order to get dynamic nulticast address allocation

The use of unicast prefix-based nulticast address allocation will, at
a mninum renove the need to run the Milticast Address Allocation
Protocol (AAP) [ AAP WORK] and the Milticast Address-Set O aim (MASC)
Prot ocol [RFC 2909].

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC 2119].

Mul ti cast Address Format

Section 2.7 of [ ADDRARCH| defines the followi ng operational format of
| Pv6 nul ticast addresses:

| 8 | 4| 4| 112
o a o e e e e e e e e e e e e e e e mmeemmmeaoaa +

| 11111111] fI gs| scop| group ID |
[ T +
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Thi s docunent introduces a new format that incorporates unicast
prefix information in the multicast address. The follow ng
illustrates the new fornat:

| 8 | 4] 4| 8 | 8 | 64 | 32
Fom e oo - B Fom e oo - S Fomm e - +
[ 11111111| fl gs| scop|reserved| plen | network prefix | group ID
E R B e L E R o e oo [ T +
BT I N
flgs is a set of 4 flags: [O|O| P T
+- - - -+

0 P =0 indicates a multicast address that is not assigned
based on the network prefix. This indicates a nulticast
address as defined in [ ADDRARCH|

o P=1indicates a nulticast address that is assigned based
on the network prefix.

o If P=1, T MIST be set to 1, otherwise the setting of the T
bit is defined in Section 2.7 of [ ADDRARCH|

The reserved field MJST be zero.

pl en indicates the actual nunber of bits in the network prefix field
that identify the subnet when P =1

network prefix identifies the network prefix of the unicast subnet
owning the nmulticast address. |If P =1, this field contains the

uni cast network prefix assigned to the donmain owning, or allocating,
the multicast address. Al non-significant bits of the network
prefix field SHOULD be zero.

It should be noted that the Interface ldentifier requirenents in
Section 2.5.1 of [ ADDRARCH] effectively restrict the length of the
uni cast prefix to 64 bits, hence the network prefix portion of the
mul ti cast address will be at nost 64 bits.

Goup IDis set based on the guidelines outlined in [IPV6 A D.
The scope of the unicast-prefix based nulticast address MJST NOT

exceed the scope of the unicast prefix enbedded in the nulticast
addr ess.
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5. Address Lifetine

The lifetime of a unicast prefix-based multicast address SHOULD NOT
exceed the Valid Lifetime field in the Prefix Information option
correspondi ng to the unicast prefix being used, contained in the
Nei ghbor Di scovery Router Advertisenent nmessage [ RFC 2461]. The
lifetime of the nulticast address is needed to support the Abstract
APl for Miulticast Address Allocation [ RFC 2771].

It should be noted that the unicast prefix's Valid Lifetine in the
Rout er Adverti senent nessage does not indicate that the prefix wll
becone invalid at the end of the lifetine. Rather, that value is
typically a constant until a renunbering event is schedul ed after
whi ch, the prefix does become invalid.

The use of unicast prefix-based nulticast addresses after the unicast
prefix has becone invalid may | ead to operational problenms. For
exanpl e, routers that perform policy checks conparing the nulticast
prefix agai nst the unicast prefix assigned to an AS may discard the
packet .

6. Source-Specific Milticast Addresses

The uni cast prefix-based I Pv6 nulticast address format supports
Source-specific multicast addresses, as defined by [ SSM ARCH . To
acconplish this, a node MJST:

o Set P =1.
0o Set plen = 0.
0 Set network prefix = 0.

These settings create an SSMrange of FF3x::/32 (where 'x' is any
valid scope value). The source address field in the | Pv6 header
identifies the owner of the nulticast address.

7. Exanples

The following are a few exanpl es of the structure of unicast prefix-
based mul ticast addresses.

- Gobal prefixes - A network with a unicast prefix of
3FFE: FFFF: 1: : /48 woul d al so have a unicast prefix-based
mul ticast prefix of FF3x:0030: 3FFE: FFFF: 0001::/96 (where 'X’
is any valid scope).

- SSM- Al IPv6 SSMnulticast addresses will have the fornmat
FF3x: :/96.
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8. Security Considerations

It is possible that the enbedded unicast prefix can aid in
identifying the allocation domain of a given nulticast address,

t hough an all ocati on dormai n choosing to avoid being traced has no
obstacles currently to creating addresses using a prefix not assigned
toit, or using a snaller scope enbedded prefix.

Usi ng source-specific multicast addresses can sonetines aid in the
prevention of denial-of-service attacks by arbitrary sources,

al t hough no guarantee is provided. A nore in-depth discussion of the
security considerations for SSM can be found in [ SSM ARCH .
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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