Net wor k Wor ki ng Group M Wasserman, Ed.
Request for Comments: 3314 Wnd R ver
Cat egory: | nformational Sept enber 2002

Recommendations for IPv6 in
Third Generation Partnership Project (3GPP) Standards

Status of this Meno

This meno provides infornmation for the Internet conmunity. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyright Notice
Copyright (C The Internet Society (2002). Al Rights Reserved.
Abst r act

Thi s docunent contains reconmendations fromthe |Internet Engi neering
Task Force (I ETF) I Pv6e Wrking Group to the Third Generation

Part nership Project (3GPP) conmunity regarding the use of IPv6 in the
3GPP standards. Specifically, this docunent recommends that the 3GPP
specify that multiple prefixes may be assigned to each primary PDP
context, require that a given prefix nmust not be assigned to nore
than one primary PDP context, and allow 3GPP nodes to use nultiple
identifiers within those prefixes, including randonly generated
identifiers.

The | Pv6 Working G oup supports the use of IPv6 within 3GPP and

of fers these reconmendations in a spirit of open cooperation between
the 1Pv6 Wrking Goup and the 3GPP community. Since the origina
publication of this docunent as an Internet-Draft, the 3GPP has
adopted the prinmary recommendati ons of this docunent.

Conventions Used In This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in BCP 14, RFC 2119
[ KEYWORD .
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1. Introduction

In Moy 2001, the IPv6 Working Group (W5 held an interimneeting in
Rednmond, WA to discuss the use of IPv6 within the 3GPP standards.

The first day of the neeting was a joint discussion with 3GPP, during
whi ch an architectural overview of 3GPP' s usage of |Pv6 was
presented, and there was nuch discussion regarding particul ar aspects
of IPv6 usage within 3GPP. At that neeting, a decision was nade to
forma design teamto wite a docunent offering advice fromthe |Pv6
WG to the 3GPP community, regarding their use of | Pv6. This docunent
is the result of that effort.

This docunent offers recommendations to the 3GPP community fromthe
| ETF | Pv6 Working Group. It is organized into three main sections:

1. An introduction (this section) that provides background
i nformati on regarding the IETF I Pv6 W5 and the 3GPP and
i ncludes a high-1evel overview of the technol ogi es discussed in
thi s docunent.

Wasser man I nf or mat i onal [ Page 2]



RFC 3314 Recommendations for I Pv6 in 3GPP Standards Septenber 2002

2. Recommendations fromthe IPv6 Wsto the 3GPP comunity. These
can be found in section 2.

3. Further work itens that should be considered by the | Pv6 WG
These itens are discussed in section 3.

It is the purpose of this docunent to provide advice fromthe | Pv6
Wrking Goup to the 3GPP comunity. W have linmited the contents of
this docunent to itenms that are directly related to the use of |Pv6
within 3GPP. This docunent defines no standards, and it is not a
definitive source of information regarding | Pv6 or 3GPP. W have not
chosen to explore 3GPP-rel ated i ssues with other |ETF protocols
(i.e., SIP, IPv4, etc.), as they are outside the scope of the |Pv6
Wor ki ng G oup.

The 1 Pv6 Wrking Goup fully supports the use of | Pv6 wthin 3GPP
and we encourage 3GPP i npl enenters and operators to participate in
the | ETF process. W are offering these suggestions in a spirit of
open cooperation between the | Pv6 Wrking Goup and the 3GPP
community, and we hope that our ongoing cooperation will help to
strengthen both sets of standards.

The 3GPP address allocation information in this docunment is based on
the 3GPP docunent TS 23.060 version 4.1.0 [OLD TS23060]. At the 3GPP
pl enary nmeeting TSG #15 in March 2002, the 3GPP adopted the two
primary reconmendati ons contained in this document, allocating a

uni que prefix to each primary PDP context when | Pv6 statel ess address
aut oconfiguration is used, and allowing the termnals to use nultiple
interface identifiers. These changes were retroactively applied from
3GPP rel ease 99 onwards, in TS23.060 versions 3.11.0, 4.4.0 and 5.1.0
[ NEW TS23060] .

1.1 What is the 3GPP?

The Third Ceneration Partnership Project (3GPP) is a gl oba
standardi zati on partnership founded in late 1998. |Its Oganizationa
Part ners have agreed to co-operate in the production of technica
specifications for a Third Generation Mbile System based on the
evol ved GSM core networks.

The 3GPP Organi zational Partners consist of several different
standardi zati on organi zations: ETSI from Europe, Standards Committee
T1 Tel econmuni cations (T1) in the USA, China Wrel ess

Tel econmuni cation Standard Group (CWS), Korean Tel econmmuni cati ons
Technol ogy Association (TTA), the Association of Radio Industries and
Busi nesses (ARIB), and the Tel ecommuni cati on Technol ogy
Committee(TTC) in Japan
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The work is coordinated by a Project Co-ordination Goup (PCG, and
structured into Technical Specification Goups (TSGs). There are
five TSGs: Core Network (TSG CN), Radi o Access Networks (TSG RAN),
Services and System Aspects (TSG SA), GSM EDGE Radi o Access Network
(CERAN), and the Terminals (TSG T). The TSGs are further divided
into Working Goups (W&s). The technical work is done in the working
groups, and | ater approved in the TSGs.

3CGPP wor ki ng nmet hods are different from | ETF worki ng methods. The
maj or difference is where the majority of the work is done. |In 3GPP
the work is done in face-to-face neetings, and the mailing list is
used mainly for distributing contributions, and for handling
docunents that were not handled in the neeting, due to lack of tine.
Deci sions are usually nade by consensus, though voting does exist.
However, it is rather rare to vote. 3GPP docunents are public and
can be accessed via the 3GPP web site [3GPP-URL].

1.2 What is the | ETF?

The Internet Engineering Task Force (I ETF) is a |arge, open

i nternational community of network designers, operators, vendors, and
researchers, concerned with the evolution of the Internet
architecture and the snooth operation of the Internet. The IETF is
al so the prinmary standards body devel opi ng I nternet protocols and
standards. It is open to any interested individual. Mre

i nformati on about the | ETF can be found at the I ETF web site [| ETF-
URL] .

The actual technical work of the IETF is done in working groups,
organi zed by topic into several areas (e.g., routing, transport,
security, etc.). The IPv6 Wirking Group is chartered within the
Internet area of the IETF. Mich of the work is handled via nailing
lists, and the | ETF hol ds neetings three tines per year

1.3 Term nol ogy
This section defines the 3GPP and | ETF term nol ogy used in this
document. The 3GPP terns and their meani ngs have been taken from
[ TR21905] .

1.3.1 3GPP Ter mi nol ogy

APN Access Point Nane. The APN is a |logical nane referring
to a GGSN and an external network.

Cs Circuit Swtched

GERAN GSM EDGE Radi o Access Network
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GGSN

GPRS

GI'P-U

Mr

PDP

PDP Cont ext

PS

SGSN

TE

UE

UMT'S

Usl M

UTRAN

| Pv6

NAS

NAT

NAT- PT

PPP

SIIT

Wasser nan

Recommendat i ons for

Gat eway GPRS Support Node. A router between the GPRS
network and an external network (i.e., the Internet).

CGener al Packet Radi o Services

CGeneral Tunneling Protocol - User Plane

Mobi | e Term nati on.
handset .

For exanple, a nobile phone

Packet Data Protocol

A PDP connection between the UE and the GGSN.
Packet Switched

Serving GPRS Support Node

Term nal Equi pnent. For exanpl e,
t hrough a 3GPP handset .

a |l aptop attached

User Equipnent (TE + MI' + USIM. An exanple would be
a mobil e handset with a USIMcard inserted and a
| apt op attached.

Uni versal Mbbil e Tel ecomruni cati ons System

Uni versal Subscriber Identity Mdule. Typically, a
card that is inserted into a nobil e phone handset.
Uni versal Terrestrial Radi o Access Network

| ETF Ter mi nol ogy

Internet Protocol version 6 [RFC 2460]
Net wor k Access Server
Net wor k Addr ess Transl at or

Net wor k Address Translation with Protocol Translation.

An | Pv6 transition nechani sm [ NAT-PT]
Poi nt -t o- Poi nt Protocol [PPP]

Stateless I P/1CVWP Transition Mechanism|[SIIT]
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1.4 Overview of the | Pv6 Addressing Architecture

The recomendations in this docunent are primarily related to | Pv6
address assignnent. To fully understand the recomended changes, it
i s necessary to understand the | Pv6 addressing architecture, and
current | Pv6 address assi gnnent nechani sns.

The |1 Pv6 addressing architecture represents a significant evolution
from | Pv4 addressing [ADDRARCH]. It is required that all |1Pv6 nodes
be able to assenble their own addresses frominterface identifiers
and prefix information. This nechanismis called | Pv6 Host

Aut oconfiguration [AUTOCONF], and it allows |Pv6 nodes to configure
t hensel ves wi thout the need for stateful configuration servers (i.e.
DHCPv6) or statically configured addresses.

Interface identifiers can be globally unique, such as nodified EU -64
addr esses [ ADDRARCH|, or non-uni que, such as randomy generated
identifiers. Hosts that have a globally unique identifier available
may al so choose to use randomy generated addresses for privacy

[ PRIVADDR] or for other reasons. |Pv6 hosts are free to generate new
identifiers at any time, and Duplicate Address Detection (DAD) is
used to protect against the use of duplicate identifiers on a single
l'ink [IPV6ND .

A constant |ink-local prefix can be conbined with any interface
identifier to build an address for conmmunication on a |locally
attached link. |Pv6 routers may advertise additional prefixes
(site-local and/or global prefixes)[IPV6ND]. Hosts can conbine
advertised prefixes with their own interface identifiers to create
addresses for site-local and gl obal conmunicati on.

| Pv6 introduces architectural support for scoped uni cast addressing
[ SCOPARCH]. A single interface will typically have nmultiple
addresses for comunication within different scopes: |ink-Iocal
site-1ocal and/or global [ADDRARCH]. Link-1ocal addresses allow for
| ocal conmunication, even when an |IPv6 router is not present. Sone
| Pv6 protocols (i.e., routing protocols) require the use of |ink-

| ocal addresses. Site-local addressing allows conmmrunication to be
administratively contained within a single site. Link-1ocal or
site-1ocal connections may al so survive changes to gl obal prefix
information (e.g., site renunbering).

I Pv6 explicitly associates each address with an interface.

Mul tiple-interface hosts may have interfaces on nore than one link or
in nore than one site. Links and sites are internally identified
using zone identifiers. Proper routing of non-global traffic and
proper address selection are ensured by the I Pv6 scoped addressing
architecture [ SCOPARCH] .
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| Pv6 introduces the concept of privacy addresses [PRI VADDR]. These
addresses are generated froman advertised gl obal prefix and a
random y generated identifier, and are used for anonynous access to
Internet services. Applications control the generation of privacy
addresses, and new addresses can be generated at any tine.

The 1 Pv6 site renunbering specification [SITEREN] relies upon the
fact that 1 Pv6 nodes will generate new addresses when new prefixes
are advertised on the link, and that they will deprecate addresses
that use deprecated prefixes.

In the future, additional |Pv6 specifications nmay rely upon the
ability of IPv6 nodes to use multiple prefixes and/or nultiple
identifiers to dynanmically create new addresses.

1.5 An I P-Centric View of the 3GPP System

The 3GPP specifications define a Third Generation Mbile System An
overvi ew of the packet switched (PS) donmain of the 3GPP Rel ease 99
systemis described in the followi ng sections. The authors hope that
this description is sufficient for the reader who is unfaniliar wth
the UMIS packet switched service, to understand how the UMIS system
wor ks, and how IPv6 is currently defined to be used within it.

1.5.1 Overvi ew of the UMIS Architecture

The UMIS architecture can be divided into two main domains -- the
packet swi tched (PS) domain, and the circuit switched (CS) domain.
In this docunent, we will concentrate on the PS domain, or GCeneral
Packet Radi o Services (GPRS).

| TE |
|
+R
|
------ w ----------- lu ----------- (€ I G
| M| --+--] UTRAN | --+--]| SGSN | --+--] GGSN [ --+--
(UE)

Figure 1: Sinplified GPRS Architecture
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T
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| | | \ Relay / |
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| PPP |- - -] PPP|------ |
| | | | RLC |- - - (to UTRAN
| o |- - |
e R
| Lia |- - -] Lla| Lib |- - - (to UTRAN
TE Mr
(1 apt op) (handset)

Figure 3: Laptop Attached to 3GPP Handset

The GPRS core network el ements, shown in Figures 1 and 2, are the

User Eq
GPRS Su
Contro

GGSN:

SGSN:

Wasser nan

ui pment (UE), Serving GPRS Support Node (SGSN), and Gat eway
pport Node (GGSN). The UTRAN conprises Radi o Access Network

lers (RNC) and the UTRAN base stations.

A specialized router that functions as the gateway between the
GPRS network and the external networks, e.g., Internet. It

al so gat hers charging informati on about the connections. In

many ways, the GGSNis simlar to a Network Access Server
(NAS) .

The SGSN s nmain functions include authentication,

aut hori zation, mobility managenent, and collection of billing
information. The SGSN is connected to the SS7 network and
through that, to the Hone Location Register (HLR), so that it
can performuser profile handling, authentication, and

aut hori zati on.
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GIP-U: A sinple tunnelling protocol running over UDP/IP and used to
route packets between RNC, SGSN and GGSN wi thin the sane, or
between different, UMIS backbone(s). A GIP-U tunnel is
identified at each end by a Tunnel Endpoint Ildentifier (TElD)

Only the nost significant el enments of the GPRS system are di scussed
in this docunent. More information about the GPRS system can be
found in [OLD TS23060] .

1.5.2 The PDP Cont ext

The nost inportant 3GPP concept in this context is a PDP Context. A
PDP Context is a connection between the UE and the GGSN, over which

the packets are transferred. There are two kinds of PDP Contexts --
primary, and secondary.

The primary PDP Context initially defines the link to the GGSN. For
instance, an | P address is assigned to each primary PDP Context. In
addition, one or nore secondary PDP Contexts can be added to a
primary PDP Context, sharing the sane | P address. These secondary
PDP Contexts can have different Quality of Service characteristics
than the primary PDP Cont ext.

Together, a prinmary PDP Context and zero or nore secondary PDP
Contexts define, in IETF terns, a link. GPRS |inks are point-to-
point. Once activated, all PDP contexts have equal status, neaning
that a primary PDP context can be deleted while keeping the link
between the UE and the GGSN, as long as there are other (secondary)
PDP contexts active for the sane |P address.

There are currently three PDP Types supported in GPRS -- | Pv4, |Pv6,
and PPP. This docunent will only discuss the | Pv6 PDP Type.

There are three basic actions that can be perfornmed on a PDP Context:

PDP Cont ext Activation, Mdification, and Deactivation. These

actions are described in the foll ow ng.

Activate PDP Cont ext
Opens a new PDP Context to a GGSN. If a new prinmary PDP
Context is activated, there is a new link created between a UE
and a GGSN. A UE can open nultiple prinmary PDP Contexts to one
or nore GGSNs.

Modi fy PDP Cont ext

Changes the characteristics of a PDP Context, for exanple QS
attributes
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Deacti vate PDP Cont ext

Deactivates a PDP Context. |If a prinmary PDP Context and al
secondary PDP contexts associated with it are deactivated, a
link between the UE and the GGSN i s renpved.

The APN is a nane which is logically linked to a GGSN. The APN nay
identify a service or an external network. The syntax of the APN
corresponds to a fully qualified donmain name. At PDP cont ext
activation, the SGSN perforns a DNS query to find out the GGSN(s)
serving the APN requested by the termnal. The DNS response contains
a list of GGSN addresses from which the SGSN sel ects one (in a
round-robin fashion).

| LINK 1 |

-======== PDP Context A ========- - -> | SP X

| ======= PDP Cont ext B =======\
o LINK 2 |- -

|

|

|

|

|

|

|

| > ISP Y
| \ ======= PDP Cont ext C =======/
|

|

|

|

|

|

|

|

|

LINK 3 |
-======== PDP Context D ========-

| | LI NK 4 |

|
|
|
|
| | - - ->1SP Z
|
- ====PPP====- - - - - ======== PDP Cont ext E ========- |

|

|

Figure 3: Correspondence of PDP Contexts to |IPv6 Links
1.5.3 | Pv6 Address Autoconfiguration in GPRS
GPRS supports static and dynanmi c address allocation. Two types of
dynani ¢ address allocation are supported -- statel ess, and stateful.

Stateful address configuration uses an external protocol to connect
to a server that gives the |IP address, e.g., DHCP.
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The stateless I Pv6 autoconfiguration works differently in GPRS than
in Ethernet networks. GPRS nodes have no unique identifier, whereas
Et hernet nodes can create an identifier fromtheir EU -48 address.
Because GPRS networks are simlar to dialup networks, the statel ess
address autoconfiguration in GPRS was based on PPPv6 [ PPPVE].

3GPP address autoconfiguration has the follow ng steps:

1. The Activate PDP Context nessage is sent to the SGSN ( PDP
Type=lI Pv6, PDP Address = 0, etc.).

2. The SGSN sends a Create PDP Context nessage to the GGSN with
t he above paraneters.

3. GGSN chooses an interface identifier for the PDP Context and
creates the link-1ocal address. It answers the SGSN with a
Create PDP Context response (PDP Address = |ink-1ocal address).

4. The SGSN sends an Activate PDP Context accept nessage to the UE
(PDP Address = link-local address).

5. The UE keeps the link-local address, and extracts the interface
identifier for later use. The UE may send a Router
Solicitation nessage to the GGSN (first hop router).

6. After the PDP Context Activation, the GGSN sends a Router
Adverti senment to the UE

7. The UE should be configured not to send a Neighbor Solicitation
message. However, if one is sent, the GGSN will silently
discard it.

8. The GGSN updates the SGSN with the whol e | Pv6 address.

Each connected handset or laptop will create a primary PDP context
for conmunication on the Internet. A handset nay create many prinmary
and/ or secondary PDP contexts throughout the life of its connection
with a GGSN

Wthin 3GPP, the GGSN assigns a single 64-bit identifier to each
primary PDP context. The GGSN al so advertises a single /64 prefix to
the handset, and these two itens are assenbled into a single |IPv6
address. Later, the GGSN nodifies the PDP context entry in the SGSN
to include the whole | Pv6 address, so that the SGSN can know t he
singl e address of each 3GPP node (e.g., for billing purposes). This
address is also used in the GGSN to identify the PDP context

associ ated with each packet. It is assuned that 3GPP nodes wll not
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generate any addresses, except for the single identifier/prefix
conbi nation assigned by the GGSN. DAD is not perfornmed, as the GGSN
wi Il not assign the sane address to nultiple nodes.

2 Recommendations to the 3GPP

In the spirit of productive cooperation, the I Pv6 Wrking G oup
reconmends that the 3GPP consider three changes regarding the use of
IPv6 within GPRS. Specifically, we recomend that the 3GPP:

1. Specify that multiple prefixes may be assigned to each prinmary
PDP cont ext,

2. Require that a given prefix must not be assigned to nore than
one primary PDP context, and

3. Allow 3GPP nodes to use nultiple identifiers within those
prefixes, including randomy generated identifiers.

Maki ng t hese changes woul d provi de several advantages for 3GPP
i mpl ementers and users:

Laptops that connect to 3GPP handsets will work w thout any
software changes. Their inplenentation of the standard | Pv6 over
PPP, address assignnment, and autoconfiguration nechanisns wll
work wi thout any nodification. This will elinminate the need for
vendors and operators to build and test special 3GPP drivers and
rel ated software. As currently specified, the 3GPP standards wil |
be inconpatible with | aptop inplenentations that generate their
own identifiers for privacy or other purposes.

| Pv6 software inplenmentations could be used in 3GPP handsets
wi t hout any nodifications to the I Pv6 protocol mechanisnms. This
will nake it easier to build and test 3GPP handsets.

Applications in 3GPP handsets will be able to take advant age of
different types of |IPv6 addresses (e.g., static addresses,
tenporary addresses for privacy, site-scoped addresses for site
only conmuni cation, etc.)

The GPRS systemwi || be better positioned to take advantage of new
| Pv6 features that are built around the current addressing
architecture.

2.1 Limtations of 3GPP Address Assi gnnent

The current 3GPP address assignment nmechani sm has the foll ow ng
limtations:
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The GGSN only advertises a single /64 prefix, rather than a set of
prefixes. This will prevent the participation of 3GPP nodes
(e.g., handsets or 3GPP-attached | aptops) in IPv6 site
renunbering, or in other nechanisns that expect |Pv6 hosts to
create addresses based on multiple advertised prefixes.

A 3GPP node is assigned a single identifier and is not allowed to
generate additional identifiers. This will prevent the use of
privacy addresses by 3GPP nodes. This also makes 3GPP nechani sns
not fully conpliant with the expected behavi or of |Pv6 nodes,
which will result in inconpatibility with popular |aptop |IPv6

stacks. For exanple, a laptop that uses privacy addresses for web

browser connections could not currently establish a web browser
connection over a 3GPP |ink.

These limtations could be avoi ded by enabling the standard | Pv6
address all ocati on nmechani sns in 3GPP nodes. The GGSN coul d
advertise one or nore prefixes for the local link in standard |IPv6
Rout er Advertisenents, and | Pv6 addresses could be assenbl ed, as
needed, by the I Pv6 stack on the handset or laptop. An interface
identifier could still be assigned by the GGSN, as is currently
specified in the 3GPP standards. However, the handset or |aptop
could generate additional identifiers, as needed for privacy or other
reasons.

2.2 Advertising Miultiple Prefixes

For compliance with current and future | Pv6 standards, the |IPv6 WG
recomends that the 3GPP allow nultiple prefixes to be advertised for
each primary PDP context. This would have several advantages
i ncl udi ng:

3GPP nodes could participate in site renunbering and future | Pv6
mechani sms that rely on the use of multiple global prefixes on a
single Iink.

Site-local prefixes could be advertised on 3GPP links, if desired,
allowi ng for site-constrained communi cati on that could survive
changes to global prefix information (e.g., site renunbering).

2.3 Assigning a Prefix to Only One Primary PDP Cont ext

The 1 Pv6 WG recomends that the 3GPP treat a prinary PDP context,
along with its secondary PDP contexts, as a single IPv6 |ink, and
that the GGSN view each prinmary PDP context as a single subnet.
Accordingly, a given global (or site-local) prefix should not be
assigned to nore than one PDP context.
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Because nultiple | Pv6 hosts may attach through a 3GPP handset, the

| Pv6 WG recommends that one or nore /64 prefixes should be assigned
to each primary PDP context. This will allow sufficient address
space for a 3GPP-attached node to allocate privacy addresses and/or
route to a multi-link subnet [MILTLINK], and will discourage the use
of NAT within 3GPP-attached devi ces.

2.3.1 Is a /64 per PDP Context Too Much?

If an operator assigns a /64 per PDP context, can we be assured that
there is enough address space for mllions of nobile devices? This
question can be answered in the positive using the Host Density (HD)
Ratio for address assignnent efficiency [HD]. This is a neasure of
t he nunber of addresses that can practically and easily be assigned
to hosts, taking into consideration the inefficiencies in usage
resulting fromthe various address assi gnnent processes. The HD
ratio was enpirically derived fromactual tel ephone nunber and data
net wor k address assi gnnent cases.

We can cal cul ate the nunber of easily assignable /64’s nmaking the
foll owi ng assunpti ons:

An HD ratio of 0.8 (representing the efficiency that can be
achieved with no particular difficulty).

Only addresses with the 3-bit prefix 001 (the Aggregatable d oba
Uni cast Addresses defined by RFC 2373) are used, resulting in 61
bits of assignabl e address space.

Usi ng these assunptions, a total of 490 trillion (490x10712) /64
prefixes can be assigned. This translates into around 80, 000 PDP
Cont exts per person on the earth today. Even assunming that a
majority of these I1Pv6 /64 prefixes will be used by non-3GPP
networks, there is still clearly a sufficient nunber of /64 prefixes.

Gven this, it can be safely concluded that the | Pv6 address space
will not be exhausted if /64 prefixes are allocated to prinmary PDP
cont exts.

For nore information regarding policies for |Pv6 address assi gnnent,
refer to the | AB/I ESG recommendati ons regardi ng address assi gnnent
[IABAA], and the APNIC, ARIN and RI PE address allocation policy

[ AAPQL] .

Wasser man I nf or mat i onal [ Page 15]



RFC 3314 Recommendations for I Pv6 in 3GPP Standards Septenber 2002

2.3.2 Prefix Information in the SGSN

Currently, the 3GPP standards allow only one prefix and one
identifier for each PDP context. So, the GGSN can send a single |IPv6
address to the SGSN, to be used for billing purposes, etc.

Instead of using the full IPv6 address to identify a PDP context, the
| Pv6 WG reconmmends that the SGSN be informed of each prefix that is
currently assigned to a PDP context. By assigning a prefix to only
one primary PDP context, the SGSN can associate a prefix list with
each PDP context.

2.4 Multiple lIdentifiers per PDP Context

The | Pv6 W5 al so reconmends that the 3GPP standards be nodified to
allow multiple identifiers, including randomy generated identifiers,
to be used within each assigned prefix. This would allow 3GPP nodes
to generate and use privacy addresses, and woul d be conpatible with
future I Pv6 standards that nay depend on the ability of I1Pv6 nodes to
generate new interface identifiers for conmunication

This is a vital change, necessary to allow standards-conpliant |Pv6
nodes to connect to the Internet through 3GPP handsets, w thout

nodi fication. It is expected that nost | Pv6 nodes, including the
nost popul ar | aptop stacks, will generate privacy addresses. The
current 3CGPP specifications will not be conpatible with those

i mpl emrent ati ons.

3 Additional IPv6 Wrk Itens

During our work on this docunent, we have di scovered several areas
that could benefit fromfurther informational or standards-track work
within the I Pv6 Wrking G oup.

The 1 Pv6 WG should work to define a point-to-point architecture and
specify how the standard | Pv6 address assi gnnent nechani sns are
applicable to I Pv6 over point-to-point links. W should also review
and clarify the I Pv6 over PPP specification [PPP] to match the
current | Pv6 addressing architecture [ ADDRARCH] .

The 1 Pv6 WG shoul d consider publishing an "I Pv6 over PDP Contexts"
(or simlar) docunent. This docunent would be useful for devel opers
witing drivers for I Pv6 stacks to work over 3GPP PDP Contexts.

The | Pv6 working group should undertake an effort to define the
m ni mal requirenents for all |1Pv6 nodes.
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4 Security Considerations
Thi s docunent contains reconmendati ons on the use of the | Pv6

protocol in 3GPP standards. It does not specify a protocol, and it
i ntroduces no new security considerations.
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Appendi x A:  Anal ysis of Findings

This section includes sone analysis that rmay be useful to
under st andi ng why the | Pv6 working group is naking the above
recommendations. It also includes some other options that were
expl ored, and the reasons why those options were | ess suitable than
the recomendati ons outlined above.

A. 1 Address Assignment Sol utions

In order to allow for the configuration and use of nmultiple |IPv6
addresses per prinmary PDP Context having different interface
identifiers, sone nodifications to the current 3GPP specifications
woul d be required

The solutions to achieve this were eval uated agai nst the foll ow ng
factors:

Scarcity and high cost of wreless spectrum

- Conplexity of inplenentation and state naintenance
Stability of the relevant | ETF standards

- Inpact on current 3GPP standards

Two solutions to allow autoconfiguration of nmultiple addresses on the
same prinmary PDP Context were considered

1. Assign one or nore entire prefixes (/64s) to a PDP Context upon
PDP Context activation and all ow the autoconfiguration of
mul ti pl e addresses.

a) The assignnment nmay be perforned by having the GGSN adverti se
one or nore /64 prefixes to the nobile device.

b) The assignnment may be perforned by buil ding "prefix
del egation"” functionality into the PDP Context nessages or
by using layer 3 nechanisns such as [PREFDEL]. In this way,
the prefix is not assigned to the |link between the GGSN and
the nmobile device (as in l1la), but it is assigned to the
nmobi |l e device itself. Note that [PREFDEL] cannot be
consi dered stable and has not, at this stage, been adopted
by the IPv6 W5 as a W5 docunent

2. Share the same prefix between nultiple PDP Contexts connected
to the sanme GGSN (and APN). G ven that nobile devices may
generate multiple addresses using nore than one interface
identifier, this would require DAD for the newl y generated
addresses over the air interface, and a proxy DAD, function
whi ch woul d increase the conplexity and the anount of state to
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be kept in the GGSN. Also, the GGSN woul d need to deternine
when the tenporary addresses are no longer in use, which would
be difficult. One possible solution could be using periodic
uni cast nei ghbor solicitations for the tenporary addresses

[ 1 PVBND] .

Considering all the factors when evaluating the sol utions, the
reconmendation is to use Solution l1a. This solution requires the
| east nodification to the current 3GPP standards and maintains al
t he advant ages of the other solutions.

Effectively, this would nean that each APN in a GGSN woul d have a
certain nunber of /64 prefixes that can be handed out at PDP cont ext
Activation, through Router Advertisenments. Therefore, instead of
using the full IPv6 address to identify a primary PDP context, the

| Pv6 W5 recommends that the GGSN use the entire prefix (together with
ot her 3GPP specific information) and that the SGSN be infornmed of the
prefixes that are assigned to a PDP context. By assigning a given
prefix to only one primary PDP context, the GGSN and SGSN can
associate a prefix list with each PDP context, as needed.

Note that the recomended sol ution does not inply or assune that the
mobil e device is a router. The MI is expected to use the /64 for
itself and nmay al so use this prefix for devices attached to it.
However, this is not necessary if each device behind the Ml is
connected to a separate primary PDP Context and therefore can use a
/64, which is not shared with other devices. The MI is al so expected
to handl e DAD locally for devices attached to it (e.g., |aptops)

wi t hout forwardi ng Nei ghbor Solicitations over the air to the GGSN
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