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Abstr act

Thi s docunent defines a protocol for the backhauling of Signaling
System 7 Message Transfer Part 2 (SS7 MIP2) User signalling nessages
over | P using the Stream Control Transmission Protocol (SCTP). This
protocol would be used between a Signalling Gateway (SG and Media
Gateway Controller (MXC). It is assunmed that the SG receives SS7
signalling over a standard SS7 interface using the SS7 Message
Transfer Part (MIP) to provide transport. The Signalling Gateway
woul d act as a Signalling Link Term nal.
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1. Introduction

Thi s docunent defines a protocol for the backhauling of SS7 [1] MIP2
User [2] [3] [4] (i.e. MIP3) signalling nessages over |P using the
Stream Control Transni ssion Protocol (SCTP) [8]. This protocol would
be used between a Signalling Gateway (SG and Media Gat eway
Controller (MXC).
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1.1 Scope

There is a need for Switched Grcuit Network (SCN) signalling
protocol delivery froma Signalling Gateway (SG to a Media Gateway
Controller (M) [9]. The delivery mechani sm addresses the foll ow ng
obj ecti ves:

Support for MIP Level 2 / MIP Level 3 interface boundary
Support for commruni cati on between Layer Managenent nodul es on SG
and MzC

* Support for managenent of SCTP active associ ations between the SG
and MGC

The SGwill ternminate up to MIP Level 2 and the MGC will terminate
MIP Level 3 and above. 1In other words, the SGwll transport MIP
Level 3 nessages over an |P network to a MGC.

1.2 Term nol ogy

Application Server (AS) - Alogical entity serving a specific
application instance. An exanple of an Application Server is a MC
handl i ng the MIP Level 3 and call processing for SS7 |links term nated
by the Signalling Gateways. Practically speaking, an AS is nodel ed
at the SG as an ordered list of one or nore related Application
Server Processes (e.g., primary, secondary, tertiary, ...).

Application Server Process (ASP) - A process instance of an
Application Server. Exanples of Application Server Processes are
active or standby M3C instances.

Associ ation - An association refers to a SCTP associ ation. The
association will provide the transport for the delivery of protocol
data units for one or nore interfaces.

Backhaul - Refers to the transport of signalling fromthe point of

interface for the associated data stream (i.e., SG function in the

M3U) back to the point of call processing (i.e., the MCU), if this
is not local [9].

Fail-over - The capability to reroute signalling traffic as required
to an alternate Application Server Process within an Application
Server in the event of failure or unavailability of a currently used
Application Server Process. Fail-back MAY apply upon the return to
service of a previously unavailable Application Server Process.

Host - The conputing platformthat the ASP process is running on
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Interface - For the purposes of this docunment, an interface is a SS7
signal ling Iink.

Interface Identifier - The Interface Identifier identifies the
physical interface at the SG for which the signalling nessages are
sent/received. The format of the Interface ldentifier parameter can
be text or integer, the values of which are assigned according to
networ k operator policy. The values used are of local significance
only, coordi nated between the SG and ASP

Layer Managenent - Layer Managenent is a nodal function in an SG or
ASP that handl es the inputs and outputs between the M2UA | ayer and a
| ocal managenent entity.

Link Key - The link key is a locally unique (between ASP and SG
value that identifies a registration request for a particul ar
Signalling Data Link and Signalling Term nal pair.

MIP - The Message Transfer Part of the SS7 protocol
MIP2 - MIP Level 2, the signalling data link |ayer of SS7
MIP3 - MIP Level 3, the signalling network |ayer of SS7

MIP2- User - A protocol that uses the services of MIP Level 2 (i.e.
MTP3) .

Net work Byte Order: Mbst significant byte first, a.k.a Big Endian.

Signalling Data Link - An SDL refers to a specific comunications
facility that connects two Signalling Link Term nal s.

Signalling Gateway (SG - An SGis a signalling agent at the edge of
the I P network. An SG appears to the SS7 as one or nore Signalling
Link Terminals that are connected to one or nore Signalling Data
Links in the SS7 network. An SG contains a set of one or nore unique
Signalling Gateway Processes, on which one or nore is nornmally
actively processing traffic. Were an SG contains nore than one SGP
the SGis a logical entity.

Signalling Gateway Process (SGP) - A process instance that uses MUA
to comunicate to and froma Signalling Link Termnal. It serves as
an active, backup or |oad-sharing process of a Signalling Gateway.

Signalling Link Terminal (SLT) - Refers to the nmeans of performning

all of the functions defined at MIP | evel 2 regardless of their
i npl ementation [2,3].
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Stream - A streamrefers to an SCTP stream a unidirectional |ogica
channel established fromone SCTP endpoint to another associated SCTP
endpoi nt, within which all user nessages are delivered in-sequence
except for those subnmitted to the unordered delivery service

1.3 MUA Overvi ew

The framework architecture that has been defined for SCN signalling
transport over IP [9] uses two conponents: a signalling conmon
transport protocol and an adaptation nodule to support the services
expected by a particular SCN signalling protocol fromits underlying
protocol |ayer.

Wthin this framework architecture, this docunent defines a SCN
adaptation nodule that is suitable for the transport of SS7 MIP2 User
messages. The only SS7 MIP2 User is MIP3. The MUA uses the
services of the Stream Control Transm ssion Protocol [8] as the
underlying reliable signalling comobn transport protocol

In a Signalling Gateway, it is expected that the SS7 MIP2- User
signalling is transnmitted and received fromthe PSTN over a standard
SS7 network interface, using the SS7 Message Transfer Part Level 1
and Level 2 [2,3,4] to provide reliable transport of the MIP3-User
signalling nmessages to and froman SS7 Signalling End Point (SEP) or
Signalling Transfer Point (STP). The SG then provides an

i nterworking of transport functions with the IP transport, in order
to transfer the MIP2-User signalling nessages to and from an
Application Server Process where the peer MIP2-User protocol |ayer
exi sts.

Morneault, et. al. St andards Track [ Page 5]



RFC 3331 SS7 MIP2 User Adaptation Layer Sept enber 2002

1.3.1 Exanple - SGto MXC

In a Signalling Gateway, it is expected that the SS7 signalling is
recei ved over a standard SS7 network term nation, using the SS7
Message Transfer Part (MIP) to provide transport of SS7 signalling
messages to and froman SS7 Signalling End Point (SEP) or SS7
Signalling Transfer Point (STP). |In other words, the SG acts as a
Signalling Link Terminal (SLT) [2,3]. The SG then provides an

i nterworking of transport functions with IP Signalling Transport, in
order to transport the MIP3 signalling nmessages to the M3C where the
peer MIP3 protocol |ayer exists, as shown bel ow

*kkk k% 887 *kkk k% |P *kkkk k%
*SEP *----------- ¥ SG Fe-mmm i * MEC *
*k kK k* *k kK k* *k kK kk*k
R R
| STUP| | STUP|
+----+ +----+
| MTP + | MTP |
| L3 | (NIF) [ L3 |
+--- -t R R +--- -t
| MTP | | MTP | M2UA| | MRUA|
| | | +----+ +----+
| L2 | | L2 | SCTP| | SCTP|
| L1 | |[L1  +----+ Fo-o -+
| | | [P [P
F--- -+ f S + F--- -+
NI F - Nodal Interworking Function

SEP - SS7 Signalling Endpoint
I nternet Protocol
Stream Control Transni ssion Protocol (Reference [8])
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Figure 1 MUA in the SGto M3C Application
Note: STPs MAY be present in the SS7 path between the SEP and the SG

It is recommended that the M2UA use the services of the Stream
Control Transmi ssion Protocol (SCTP) [8] as the underlying reliable
common signalling transport protocol. The use of SCTP provides the
foll owi ng features:

- explicit packet-oriented delivery (not streamoriented)

- sequenced delivery of user nessages within nultiple streans, with
an option for order-of-arrival delivery of individual user
nessages,

- optional nultiplexing of user nmessages into SCTP dat agrans,
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- network-level fault tolerance through the support of nulti-honing
at either or both ends of an association,

- resistance to fl ooding and nasquerade attacks, and

- data segnmentation to conformto discovered path MIU size

There are scenarios w thout redundancy requirenments and scenarios in
whi ch redundancy is supported below the transport layer. In these
cases, the SCTP functions above MAY NOT be a requirenent and TCP can
be used as the underlying conmon transport protocol

1.3.2 ASP Fail-over Mdel and Term nol ogy

The M2UA | ayer supports ASP fail-over functions in order to support a
high availability of call and transaction processing capability. Al
MIP2- User messages incoming to a SGP fromthe SS7 network are
assigned to the unique Application Server, based on the Interface
Identifier of the nessage.

The M2UA | ayer supports a n+k redundancy nodel (active-standby, |oad
sharing, broadcast) where n is the mini mum nunber of redundant ASPs
required to handle traffic and k ASPs are available to take over for
a failed or unavailable ASP. Note that 1+1 active/standby redundancy
is a subset of this nodel. A sinplex 1+0 nodel is also supported as
a subset, with no ASP redundancy.

1.3.3 dient/Server Nbdel

It is reconmmended that the SGP and ASP be able to support both client
and server operation. The peer endpoints using MUA SHOULD be
configured so that one always takes on the role of client and the
other the role of server for initiating SCTP associations. The
default orientation would be for the SG to take on the role of
server while the ASP is the client. |In this case, ASPs SHOULD
initiate the SCTP association to the SGP

The SCTP and TCP Regi stered User Port Nunber Assignnent for MUA is
2904.

1.4 Services Provided by the MUA Adaptati on Layer
The SS7 MIP3/ MTP2( MTP2- User) interface is retained at the term nation
point in the IP network, so that the M2UA protocol l|ayer is required

to provide the equivalent set of services to its users as provided by
the MIP Level 2 to MIP Level 3.
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1.4.1 Support for MIP Level 2 / MIP Level 3 interface boundary

M2UA supports a MIP Level 2 / MIP Level 3 interface boundary that
enabl es a seanl ess, or as seanl ess as possible, operation of the
MIP2- User peers in the SS7 and I P domains. An exanple of the
primtives that need to be supported can be found in [10].

1.4.2 Support for communication between Layer Managenent nodul es on SG
and McC

The M2UA | ayer needs to provide sone nessages that will facilitate
communi cati on between Layer Managenent nodul es on the SG and M3C. To
facilitate reporting of errors that arise because of the backhauling
MIP Level 3 scenario, the following prinitive is defined:

M ERROR

The M ERROR nessage is used to indicate an error with a recei ved M2UA
message (e.g., an interface identifier value is not known to the SG.

1.4.3 Support for nmanagenent of active associations between SG and MsC

The M2UA | ayer on the SG keeps the state of the configured ASPs. A
set of primtives between M2UA | ayer and the Layer Managenent are

defined bel ow to hel p the Layer Managenent nanage the association(s)
between the SG and the M3C. The MUA | ayer can be instructed by the
Layer Managenent to establish a SCTP association to a peer M2UA node.
This procedure can be achi eved using the M SCTP ESTABLI SH prim tive.

M SCTP_ESTABLI SH

The M SCTP_ESTABLISH primitive is used to request, indicate and
confirmthe establishment of a SCTP association to a peer MUA node.

M SCTP_RELEASE

The M SCTP_RELEASE prinmitives are used to request, indicate, and
confirmthe rel ease of a SCTP association to a peer M2UA node.

The M2UA | ayer MAY al so need to informthe status of the SCTP
association(s) to the Layer Managenent. This can be achi eved using
the following primtive.

M SCTP_STATUS

The M SCTP_STATUS primtive is used to request and indicate the
status of underlying SCTP association(s).
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The Layer Managenent MAY need to informthe M2UA | ayer of an AS/ ASP
status (i.e., failure, active, etc.), so that nessages can be
exchanged between M2UA | ayer peers to stop traffic to the local MUA
user. This can be achieved using the following primtive.

M ASP_STATUS

The ASP status is stored inside the M2UA |layer on both the SG and MC
sides. The M ASP_STATUS primtive can be used by Layer Managenent to
request the status of the Application Server Process fromthe MUA
layer. This primtive can also be used to indicate the status of the
Application Server Process.

M ASP_MODI FY

The M ASP_MODI FY primitive can be used by Layer Managenent to nodify
the status of the Application Server Process. In other words, the
Layer Managenent on the ASP side uses this primtive to initiate the
ASPM pr ocedur es.

M AS_STATUS

The M AS_STATUS prinmitive can be used by Layer Managenent to request
the status of the Application Server. This prinmtive can also be
used to indicate the status of the Application Server.

1.5 Functions Provided by the M2UA Layer
1.5.1 Mapping

The M2UA | ayer MUST namintain a map of an Interface ID to a physical
interface on the Signalling Gateway. A physical interface would be a
V.35 line, Tl Iline/time slot, E1 line/tine slot, etc. The MUA | ayer
MUST al so maintain a map of the Interface Ildentifier to SCTP
association and to the related streamw thin the associ ation.

The SGP maps an Interface Identifier to an SCTP associ ati on/ stream
only when an ASP sends an ASP Active nessage for a particul ar
Interface ldentifier. It mnmust be noted, however, that this nmapping
is dynam c and coul d change at any time due to a change of ASP state.
Thi s mappi ng could even tenporarily be invalid, for exanple during
fail-over of one ASP to another. Therefore, the SGP MJST maintain
the states of AS/ASP and reference them during the routing of any
messages to an AS/ ASP.

Note that only one SGP SHOULD provide Signalling Link Term nal

services to an SS7 link. Therefore, within an SG an Application
Server SHOULD be active for only one SGP at any given point in tine.
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An exanpl e of the logical view of the relationship between an SS7
link, Interface lIdentifier, AS and ASP in an SGP is shown bel ow

) +
/ R e [--+
/ / v o
/ / +--- -+ act +----- + S RS S S I
SS7 linkl-------- > 11D |-+ +-->] ASP |-->| Assoc | %
/ +o--- 4+ +----+ L + E - + oo - - - -
/ +-> AS |--+ Streans
/ +---- 4 +--- -+ stb+----- +
SS7 link2-------- >1ID |-+ | ASP |
S p— S +
where 11D = Interface Identifier

A SGP MAY support nore than one AS. An AS MAY support nore than one
Interface ldentifier.

1.5.2 Support for the managenment of SCTP associ ati ons between the SGPs
and ASPs

The M2UA | ayer at the SG mmintains the availability state of all
configured ASPs, in order to manage the SCTP associations and the
traffic between the SG and ASPs. As well, the active/inactive state
of renote ASP(s) are al so naintained. The Active ASP(s) are the
one(s) currently receiving traffic fromthe SG

The M2UA | ayer MAY be instructed by |ocal managenent to establish an
SCTP association to a peer MUA node. This can be achi eved using the
M SCTP_ESTABLI SH primitive to request, indicate and confirmthe
establ i shment of an SCTP association with a peer M2UA node.

The M2UA | ayer MAY al so need to informlocal nanagenment of the status
of the underlying SCTP associ ations using the M SCTP_STATUS request
and the indication primtive. For exanple, the M2UA MAY informl ocal
managenent of the reason for the rel ease of an SCTP associ ati on,
determined either locally within the M2UA | ayer or by a prinitive
fromthe SCTP.

Al so the MUA [ayer may need to informthe | ocal nmanagenent of the

change in status of an ASP or AS. This may be achi eved using the M
ASP STATUS request or M AS STATUS request primtives.
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1.5.3 Status of ASPs

The MR2UA | ayer on the SG MJST maintain the state of the ASPs it is
supporting. The state of an ASP changes because of the reception of
peer -t o-peer nmessages (ASPM nessages as described in Section 3.3.2)
or the reception of indications fromthe | ocal SCTP association. The
ASP state transition procedures are described in Section 4.3. 1.

At a SGP, an Application Server list MAY contain active and inactive
ASPs to support ASP fail-over procedures. Wen, for exanple, both a
primary and a backup ASP are avail abl e, the M2UA peer protocol is
required to control which ASP is currently active. The ordered |ist
of ASPs within a |ogical Application Server is kept updated in the
SGP to reflect the active Application Server Process.

Al so the M2UA [ ayer MAY need to informthe | ocal managenent of the
change in status of an ASP or AS. This can be achieved using the M
ASP_STATUS or M AS_STATUS primtives.

1.5.4 SCTP Specifics
1.5.4.1 SCTP Stream Managenent

SCTP al l ows a user specified nunber of streans to be opened during
initialization of the association. It is the responsibility of the
M2UA | ayer to ensure proper managenent of these streans. Because of
the unidirectional nature of streams, a MUA | ayer is not aware of
the streaminformation fromits peer MUA |layer. For this reason,
the Interface ldentifier is in the MUA nessage header.

The use of SCTP streans within MUA is recommended in order to

nm ninize transm ssion and buffering delay, thereby, inproving the
overall performance and reliability of the signalling elements. A
separate SCTP stream can be used for each SS7 link. O, an

i npl ement ati on may choose to split the SS7 |link across severa
streans based on SLS. This nethod may be of particular interest for
hi gh speed SS7 |inks (MIP3b) since high speed |inks have a 24-bit
sequence nunmber and the stream sequence nunber is 16-bits.

SCTP Stream ' 0’ SHOULD NOT be used for MIP2 User Adaptation (MAUP)

messages (see Section 3) since stream’0 SHOULD only be used for ASP
Managenment (ASPM nessages (see Section 4.3.3).
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1.5.5 Seanl ess SS7 Network Managenent | nterworking

The M2UA | ayer on the SGP SHOULD pass an indication of unavailability
of the M2UA-User (MIP3) to the | ocal Layer Managenent, if the
currently active ASP noves fromthe ACTIVE state. The actions taken
by M2UA on the SGP with regards to MIP Level 2 should be in
accordance with the appropriate MIP specifications.

1.5.6 Flow Control / Congestion

It is possible for the MUA |l ayer to be infornmed of the IP network
congestion onset and abatenent by neans of an inplenentation
dependent function (i.e. an indication fromthe SCTP). The handling
of this congestion indication by MUA is inplenentation dependent.
However, the actions taken by the SG should be in accordance with the
appropriate MIP specification and should enable SS7 functionality
(e.g. flow control) to be correctly maintained.

1.5.7 Audit of SS7 Link State

After a fail-over of one ASP to another ASP, it may be necessary for
the M2UA on the ASP to audit the current SS7 link state to ensure
consi stency. The M2UA on the SGP woul d respond to the audit request
with information regarding the current state of the SS7 link (i.e.

i n-service, out-of-service, congestion state, LPO RPO state).

1.6 Definition of the MUA Boundari es
1.6.1 Definition of the MLUA / MIP Level 3 boundary

DATA

ESTABLI SH

RELEASE

STATE

DATA RETRI EVAL

DATA RETRI EVAL COWPLETE

1.6.2 Definition of the MUA / MIP Level 2 boundary

DATA

ESTABLI SH

RELEASE

STATE

DATA RETRI EVAL

DATA RETRI EVAL COWPLETE
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1.6.3 Definition of the Lower Layer Boundary between M2UA and SCTP

The upper layer and | ayer managenment primitives provided by SCTP are
provided in Reference [8] Section 10.

1.6.4 Definition of Layer Managenent / MUA Boundary

M SCTP_ESTABLI SH r equest
Direction: LM-> MUA
Purpose: LM requests ASP to establish an SCTP association with an

M SCTP_ESTABLI SH confirm

Direction: MUA -> LM

Pur pose: ASP confirms to LMthat it has established an
SCTP associ ation with an SGP.

M SCTP_ESTABLI SH i ndi cati on

Direction: MUA -> LM

Purpose: SGP informs LM that an ASP has established an SCTP
associ ati on.

M SCTP_RELEASE r equest
Direction: LM-> MUA
Pur pose: LM requests ASP to rel ease an SCTP association with SGP.

M SCTP_RELEASE confirm

Direction: MUA -> LM

Pur pose: ASP confirms to LMthat it has rel eased SCTP associ ati on
with SGP.

M SCTP_RELEASE i ndi cati on
Direction: MUA -> LM
Purpose: SGP inforns LMthat ASP has rel eased an SCTP associ ati on.

M SCTP_RESTART i ndi cation

Direction: MUA -> LM

Purpose: MUA informs LMthat a SCTP Restart indication has
been received.

M SCTP_STATUS r equest
Direction: LM-> MUA
Pur pose: LM requests MUA to report status of SCTP associ ation.

M SCTP_STATUS i ndi cati on

Direction: MUA -> LM
Pur pose: M2UA reports status of SCTP associ ation.
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M ASP_STATUS r equest
Direction: LM-> MUA
Purpose: LM requests SGP to report status of renote ASP.

M ASP_STATUS i ndi cati on
Direction: MUA -> LM
Pur pose: SGP reports status of renote ASP.

M AS_STATUS r equest
Direction: LM-> MUA
Purpose: LMrequests SGto report status of AS

M AS_STATUS i ndi cati on
Direction: MUA -> LM
Pur pose: SG reports status of AS.

M NOTI FY i ndi cati on

Direction: MUA -> LM

Pur pose: ASP reports that it has received a NOTI FY nessage
fromits peer.

M ERROR i ndi cati on

Direction: MUA -> LM

Pur pose: ASP or SGP reports that it has received an ERROR
message fromits peer.

M ASP_UP r equest

Direction: LM-> MUA

Purpose: LM requests ASP to start its operation and send an ASP UP
message to the SGP.

M ASP_UP confirm

Direction: MUA -> LM

Pur pose: ASP reports that it has received an ASP UP Acknow edgnent
message fromthe SGP.

M ASP_DOWN r equest

Direction: LM-> MUA

Purpose: LMrequests ASP to stop its operation and send an ASP DOMN
message to the SGP.

M ASP_DOW confirm

Direction: MUA -> LM

Purpose: ASP reports that is has received an ASP DOMN Acknow edgnent
nmessage fromthe SGP.
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M ASP_ACTI VE r equest
Direction: LM-> MUA
Purpose: LM requests ASP to send an ASP ACTI VE nessage to the SGP.

M ASP_ACTI VE confirm

Direction: MUA -> LM

Pur pose: ASP reports that is has received an ASP ACTI VE
Acknowl edgnent nessage fromthe SGP.

M ASP_I NACTI VE r equest
Direction: LM-> MUA
Pur pose: LM requests ASP to send an ASP | NACTI VE nessage to the SGP.

M ASP_| NACTI VE confirm

Direction: MUA -> LM

Pur pose: ASP reports that is has received an ASP | NACTI VE
Acknowl edgnent nessage fromthe SGP.

M LI NK_KEY_REG Request

Direction: LM-> MUA

Pur pose: LM requests ASP to register Link Key with SG by sendi ng REG
REQ nmessage.

M LI NK_KEY_REG Confirm

Di rection: MUA -> LM

Purpose: ASP reports to LMthat it has successfully received a REG
RSP nessage from SG

M LI NK_KEY_REG I ndi cati on

Direction: MUA -> LM

Purpose: SGreports to LMthat it has successfully processed an
i ncom ng REG REQ nessage from ASP.

M LI NK_KEY_DEREG Request

Direction: LM-> MUA

Purpose: LMrequests ASP to de-register Link Key with SG by sendi ng
DEREG REQ message.

M LI NK_KEY_DEREG Confirm

Direction: MUA -> LM

Purpose: ASP reports to LMthat it has successfully received a
DEREG RSP nessage from SG

M LI NK_KEY_DEREG | ndi cati on

Direction: MUA -> LM

Purpose: SGreports to LMthat it has successfully processed an
i ncom ng DEREG REQ nessage from ASP.
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2.0 Conventions

The keywords MJUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMVENDED, NOT RECOMVENDED, MAY, and OPTI ONAL, when
they appear in this docunent, are to be interpreted as described in
[ RFC2119] .

3.0 Protocol Elenents

This section describes the format of various nessages used in this
pr ot ocol

3.1 Common Message Header

The protocol nessages for MIP2-User Adaptation require a nessage
structure that contains a version, nessage class, nessage type
message | ength, and nessage contents. This nessage header is common
anong all signalling protocol adaptation |ayers:

0 1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S

| Ver si on | Spar e | Message O ass | Message Type

B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Message Length |
B T T i e e S e e e R e ale i S T S e e S e i o e sl i S T

Figure 2 Comon Message Header

All fields in an MUA nessage MJIST be transnitted in the network byte
order, unless otherw se stated.

3.1.1 Version

The version field contains the version of the M2UA adaptation |ayer.
The supported versions are:

1 Rel ease 1.0
3.1.2 Spare

The Spare field is 8-bits. It SHOULD be set to all "0's by the
sender and ignored by the receiver.

Morneault, et. al. St andards Track [ Page 16]



RFC 3331

SS7 MIP2 User Adaptation Layer Sept enber 2002

3.1.3 Message O ass

The followi ng List contains the valid Message Cl asses:

Message Class: 8 bits (unsigned integer)

gabhwNEF,O

© oo~NO®

10

Managenment (MGMI) Message [ UA/ MR2UA/ MBUA/ SUA]

Transfer Messages [ MBUA]

SS7 Signalling Network Managenment (SSNM) Messages [ MBUA/ SUA]
ASP St ate Mai ntenance (ASPSM) Messages [ UA/ MR2UA/ MBUA/ SUA]
ASP Traffic Maintenance (ASPTM Messages [ UA M2UA MBUA/ SUA]
Q 921/Q 931 Boundary Primtives Transport (QPTM

Messages [ UA]

MIP2 User Adaptation (MAUP) Messages [ M2UA]

Connecti onl ess Messages [ SUA]

Connection-Ori ented Messages [ SUA]

Routi ng Key Managenent (RKM Messages (MBUA)

Interface Identifier Managenent (IIM Messages (MUA)

11 to 127 Reserved by the | ETF
128 to 255 Reserved for | ETF-Defined Message O ass extensions

3.1.4 Message Type

The followi ng List contains the Message Types for the valid Message

C asses:

MIP2 User Adaptation (MAUP) Messages

©CoOo~NOOUMWNEFLO

10
11
12
13
14
15

Reserved

Dat a

Est abl i sh Request

Establ i sh Confirm

Rel ease Request

Rel ease Confirm

Rel ease I ndication

St at e Request

State Confirm

State Indication

Data Retrieval Request
Data Retrieval Confirm
Data Retrieval Indication
Data Retrieval Conplete Indication
Congestion Indication
Dat a Acknow edge

16 to 127 Reserved by the I ETF
128 to 255 Reserved for | ETF-Defi ned MAUP ext ensi ons

Mor neaul t
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Application Server Process State Miintenance (ASPSM) nessages

Reserved
ASP Up (UP)
ASP Down ( DOMN)
Heart beat ( BEAT)
ASP Up Ack (UP ACK)
ASP Down Ack (DOWN ACK)
Hear t beat Ack (BEAT ACK)
7 to 127 Reserved by the | ETF
128 to 255 Reserved for | ETF-Defi ned ASPSM ext ensi ons

ok wWNEFO

Application Server Process Traffic Mintenance (ASPTM nessages

Reserved
ASP Active (ACTI VE)
ASP | nactive (1 NACTI VE)
ASP Active Ack (ACTIVE ACK)
ASP | nactive Ack (I NACTIVE ACK)
5 to 127 Reserved by the | ETF
128 to 255 Reserved for | ETF-Defined ASPTM ext ensi ons

AWNPFLO

Management (MGMI) Messages

0 Error (ERR)
1 Notify (NTFY)
2 to 127 Reserved by the | ETF
128 to 255 Reserved for | ETF-Defi ned MGMI ext ensi ons

Interface Identifier Managenment (IIM Messages

Reserved
Regi strati on Request (REG REQ
Regi strati on Response (REG RSP)
Der egi strati on Request (DEREG REQ
Der egi strati on Response (DEREG RSP)
5 to 127 Reserved by the | ETF
128 to 255 Reserved for | ETF-Defined Il M extensions

AWNPEFLO

3.1.5 Message Length

The Message Length defines the length of the nessage in octets,

i ncluding the header. The Message Length MJST i ncl ude paraneter
paddi ng bytes, if any. The Message Length MJUST NOT be | onger than a
MIP3 nessage [2,3,4,5] plus the Iength of the common and M2UA nessage
headers.
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3.1.6 Variabl e-Length Paraneter Fornat

M2UA nessages consist of a Common Header followed by zero or nore
vari abl e-1 ength paraneters, as defined by the nessage type. The
vari abl e-1 ength parameters contained in a nessage are defined in a
Tag- Lengt h- Val ue fornmat as shown bel ow.

0 1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S

| Par anet er Tag | Par anet er Length
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

\ \

/ Par anet er Val ue /

\ \

B s T s s e T o e S T ks et s oot ST S S S o S S 3
Mandat ory paranmeters MUST be placed before optional paraneters in a
nessage

Paraneter Tag: 16 bits (unsigned integer)
The Type field is a 16 bit identifier of the type of paraneter. It
takes a value of 0 to 65534. The common paraneters used by the

adaptation layers are in the range of 0x00 to Oxff. The MUA
specific paraneters have Tags in the range 0x300 to Ox3ff.
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The conmon paraneter tags (used by all User Adaptation |ayers) that
M2UA uses are defined bel ow

Par anet er Val ue

Mor neaul t

(0x00)
(0x01)
(0x02)
(0x03)
(0x04)
(0x05)
(0x06)
(0x07)
(0x08)
(0x09)
(0x0a)
(0x0b)
(0x0c)
(0x0d)
(0x0e)
(0x0f)
(0x10)
(0x11)
(0x12)
(0x13)

18- 255

et.

al .

Par anet er Nane

Reserved

Interface Identifier (Integer)
Unused

Interface Identifier (Text)
Info String

Unused

Unused

Di agnostic Infornation
Interface Identifier (Integer Range)
Heart beat Data

Unused

Traffic Mbde Type

Error Code

Status Type/ |l nfornation
Unused

Unused

Unused

ASP Identifier

Unused

Correlation Id

Reserved
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The M2UA specific paranmeter Tags defined are as foll ows:

Par anet er Val ue Par anet er Name
768 (0x0300) Protocol Data 1
769 (0x0301) Protocol Data 2 (TTC
770 (0x0302) St at e Request
771 (0x0303) State Event
772 (0x0304) Congestion Status
773 (0x0305) Di scard Status
774 (0x0306) Action
775 (0x0307) Sequence Numnber
776 (0x0308) Retrieval Result
777 (0x0309) Li nk Key
778 (0x030a) Local - LK-1dentifier
779 (0x030b) Signalling Data Term nal (SDT) ldentifier
780 (0x030c) Signalling Data Link (SDL) Identifier
781 (0x030d) Regi stration Result
782 (0x030e) Regi stration Status
783 (0x030f) De- Regi stration Result
784 (0x0310) De- Regi stration Status

Paraneter Length: 16 bits (unsigned integer)

The Paraneter Length field contains the size of the parameter in
bytes, including the Paraneter Tag, Paraneter Length, and Paraneter
Val ue fields. Thus, a paranmeter with a zero-length Paraneter Value
field woul d have a Length field of 4. The Paraneter Length does not
i ncl ude any paddi ng bytes.

Par anet er Val ue: vari abl e-1 engt h.

The Paraneter Value field contains the actual information to be
transferred in the paraneter.

The total length of a paranmeter (including Tag, Paraneter Length and
Value fields) MIUST be a nultiple of 4 bytes. |f the Iength of the
paraneter is not a multiple of 4 bytes, the sender pads the Paraneter
at the end (i.e., after the Parameter Value field) with all zero
bytes. The length of the padding is NOT included in the paraneter
length field. A sender MJUST NOT pad with nmore than 3 bytes. The
recei ver MJUST ignore the paddi ng bytes.
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3.2 MUA Message Header

In addition to the conmon nessage header, there will be a MUA
speci fic nessage header. The MUA specific nmessage header will

i medi ately foll ow the conmmon nessage header, but will only be used
wi th MAUP nessages.

Thi s nessage header will contain the Interface ldentifier. The
Interface Identifier identifies the physical interface at the SG for
whi ch the signalling nessages are sent/received. The format of the
Interface Identifier paraneter can be text or integer, the val ues of
whi ch are assigned according to network operator policy. The values
used are of local significance only, coordi nated between the SG and
ASP.

The integer formatted Interface Identifier MJST be supported. The
text formatted Interface ldentifier MAY optionally be supported.

0 1 2 3
01234567890123456789012345678901
T i i S i i S S e b s
| Tag (0x1) | Lengt h=8 |
B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S

| Interface Identifier (integer)
I S T it S T S A NN SR A

Figure 3 MUA Message Header (Integer-based Interface Identifier)

The Tag value for the Integer-based Interface ldentifier is Ox1. The
length is always set to a value of 8.

0 1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S
Tag (0x3) | Length |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

— ~

Interface Identifier (text)

~

\
/
\
+

B T et S S S i S T ai A S S Y S SIS
Figure 4 MUA Message Header (Text-based Interface Identifier)

The Tag value for the Text-based Interface Identifier is 0x3. The
encoding of the lIdentifier is ANSI X3.4-1986 [7]. The maxi mum string
I ength of the text-based Interface ldentifier is 255 octets. The tag
length is equal to the string length of the Interface Identifier nane
plus four bytes for the Tag and Length fields.
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3.3 M2UA Messages
The follow ng section defines the nmessages and paraneter contents.
The M2UA nessages will use the common nmessage header (Figure 2) and
the M2UA nessage header (Figure 3 and Figure 4).

3.3.1 MIP2 User Adaptation Messages

3.3.1.1 Data

The Data nessage contains an SS7 MIP2-User Protocol Data Unit (PDU).
The Data nessage contains the foll ow ng paraneter:

Prot ocol Data (mandatory)
Correlation Id (optional)

The format for the Data Message paraneters is as follows:

0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR
Tag (0x300) | Length |
B i i i S S R ih s s I S S o O S S

Pr ot ocol Data

—~

Bl o T e e e e S s i e o S S O e S =
Tag (0x13) | Length = 8 |

B i i i S S R ih s s I S S o O S S
Correlation Id |

B s e e S i e s i i i T e e s

+— +— + ~— ~ 4 —

The Protocol Data field contains the MIP2-User application nmessage in
network byte order starting with the Signalling Information Cctet
(SIO. The Correlation Id paraneter uniquely identifies the MU
carried in the Protocol Data within an AS. This Correlation Id
paraneter is assigned by the sending M2UA. The purpose of the
Correlation Id is to permit the newy active ASP to synchronize its
processing of the traffic in each ordered streamw th other ASPs in

t he broadcast group.
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The format for a Data Message with TTC PDU paraneters is as foll ows:

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
Tag (0x301) | Length |
i T e e S e e i e S R e S S R e e ik i o S I S S

TTC Protocol Data

—~

B i i i S S R ih s s I S S o O S S
Tag (0x13) | Length = 8 |

i T e e S e e i e S R e S S R e e ik i o S I S S
Correlation Id |

B i T S e S i e el R e S R R it Ik e TR S R e S

+—+— + ~—~4+—

The Protocol Data field contains the MIP2-User application nessage in
network byte order starting with the Length Indicator (LI) octet.

The Japanese TTC variant uses the spare bits of the LI octet for
priority.

The I ength of the Protocol Data and TTC Protocol Data MJST NOT exceed
the I ength of a MIP2-User application nessage [2,3,5].

3.3.1.2 Data Acknow edge Message

The Data Acknow edge nessage contains the Correlation Id of the Data
message that the sending MUA is acknow edgi ng as successfully
processed to the peer MUA

The Data Acknow edge nessage contains the follow ng paraneter:
Correlation Id Mandat ory
The followi ng format MJST be used for the Data Ack Message:

0 1 2 3

01234567890123456789012345678901
i T o T e e e et o S s S R R SR
| Tag (0x13) | Length = 8 |
B T e o i S I i i S S N iy St S I S S
| Correlation |d |
e e i i e T S i S e e e R

The Correlation Id paraneter of the Data nessage and the Data Ack
nmessage provide a nechanism for those SG inplenentations capabl e of
t aki ng advantage of them to obtain an acknow edgnent that the MsU
has been transferred to the M2UA peer before acknow edgi ng the MSU to
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the SS7 peer, renoving the risk of |osing nessages due to association
failure or SCTP congesti on.

The Data Ack message MUST be sent if a Correlation Id paraneter is
received fromthe peer. Oherwi se, the Data Ack nessage MJUST NOT be
sent.

If the Data Acknow edge is not sent for Correlation Id(s) or is sent
with Invalid Correlation Id(s), the SS7 link will eventually fail due
to lack of MIP Level 2 acknow edgnents of the SS7 peer’s MSUs.

3.3.1.3 Establish (Request, Confirmation)

The Establish Request nessage is used to establish the SS7 Iink or to
i ndi cate that the channel has been established. The M3C controls the
state of the SS7 link. Wen the M3C desires the SS7 link to be in-
service, it will send the Establish Request nmessage. Note that the
SGP MAY al ready have the SS7 link established at its layer. |If so,
upon recei pt of an Establish Request, the SGP takes no action except
to send an Establish Confirm

When the M3C sends an M2UA Establish Request nessage, the M3C MAY
start a timer. This timer would be stopped upon recei pt of an M2UA
Establish Confirm |If the timer expires, the M3 would resend the
M2UA Est abli sh Request nessage and restart the tiner. In other
words, the M3C MAY continue to request the establishnment of the data
link on a periodic basis until the desired state is achieved or sone
other action is taken (notify the Managenent Layer).

The node (Normal or Energency) for bringing the SS7 link in service
is defaulted to Nornmal. The State Request (described in Section
3.3.1.5 below) can be used to change the node to Energency.

3.3.1.4 Release (Request, Indication, Confirmation)

This Rel ease Request nessage is used to rel ease the channel. The
Rel ease Confirm and | ndicati on nessages are used to indicate that the
channel has been rel eased.

3.3.1.5 State Request

The State Request nessage can be sent froma M3C to cause an action
on a particular SS7 link supported by the Signalling Gateway Process.
The SGP sends a State Confirmto the MC if the action has been
successfully conpleted. The State Confirmreflects that state val ue
received in the State Request nessage.
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The State Request nessage contains the followi ng paraneter:
State (nandatory)

0 1 2 3
01234567890123456789012345678901
T R o e S S A e
| Tag (0x302) | Length = 8 |
T S T S S e i S S LTk e
| State |
B T e o i S I i i S S N iy St S I S S

The valid values for State are shown in the follow ng table.

Def i ne Val ue Description

STATUS_LPO SET 0x0 Request | ocal processor outage

STATUS_LPO CLEAR Ox1 Request | ocal processor outage
recovered

STATUS _EMER _SET 0x2 Request energency alignnent

STATUS EMER CLEAR 0x3 Request nornmal alignment (cancel
ener gency)

STATUS FLUSH BUFFERS 0ox4 Flush or clear receive, transmt
and retransmt queues

STATUS_CONTI NUE 0x5 Conti nue or Resune

STATUS _CLEAR RTB 0x6 Clear the retransnmit queue

STATUS_AUDI T 0x7 Audit state of link

STATUS_CONG_CLEAR 0x8 Congestion cl eared

STATUS_CONG_ACCEPT 0x9 Congesti on accept

STATUS _CONG_DI SCARD Oxa Congestion discard

3.3.1.6 State Confirm

The State Confirm nmessage will be sent by the SGP in response to a
State Request fromthe M3C. The State Confirmreflects that state
val ue received in the State Request nessage.

The State Confirm nmessage contains the follow ng paraneter:
State (nandatory)

0 1 2 3
01234567890123456789012345678901
T R o e S S A e
| Tag (0x302) | Length = 8 |
T S T S S e i S S LTk
| State |
B T e o i S I i i S S N iy St S I S S
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The valid values for State are shown in the following table. The
value of the State field SHOULD reflect the value received in the
St at e Request nessage.

Def i ne Val ue Descri ption

STATUS LPO SET 0x0 Request | ocal processor outage

STATUS LPO CLEAR Ox1 Request | ocal processor outage
recovered

STATUS_EMER SET 0x2 Request energency alignnent

STATUS _EMER CLEAR 0x3 Request normal alignment (cancel
ener gency)

STATUS FLUSH BUFFERS 0x4 Flush or clear receive, transnt
and retransmt queues

STATUS_CONTI NUE 0x5 Conti nue or Resune

STATUS_CLEAR RTB 0x6 Clear the retransmit queue

STATUS AUDI T ox7 Audit state of link

STATUS _CONG_CLEAR 0x8 Congestion cl eared

STATUS_CONG_ACCEPT 0x9 Congesti on accept

STATUS_CONG_DI SCARD Oxa Congestion discard

3.3.1.7 State Indication

The MIP2 State Indication nmessage can be sent froma SGP to an ASP to
indicate a condition on a SS7 |ink.

The State Indication nessage contains the foll ow ng paraneter:
Event (mandatory)

0 1 2 3
01234567890123456789012345678901
B Lt r s i i i o o T s ks S R S
| Tag (0x303) | Length = 8 |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Event |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S

The valid values for Event are shown in the follow ng table.

Def i ne Val ue Description
EVENT_RPO_ENTER Ox1 Renot e entered processor outage
EVENT_RPO EXI T 0x2 Renpote exited processor outage
EVENT_LPO ENTER 0x3 Li nk entered processor outage
EVENT_LPO EXIT 0x4 Li nk exited processor outage
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3.3.1.8 Congestion Indication

The Congestion |ndication message can be sent froma Signalling

CGat eway Process to an ASP to indicate the congestion status and

di scard status of a SS7 link. Wen the MSU buffer fill increases
above an Onset threshold or decreases bel ow an Abatenent threshold or
crosses a Discard threshold in either direction, the SG SHALL send a
congestion indication nessage when it supports SS7 MIP2 variants that
support multiple congestion |evels.

The SGP SHALL send the nessage only when there is actually a change
in either the discard level or the congestion |evel to report,
meaning it is different fromthe previously sent nessage. In
addition, the SGP SHALL use an inplementati on dependent algorithmto
limt the frequency of congestion indication nessages.

An inmplenentation may optionally send Congestion |Indication nessages
on a "high priority" streamin order to potentially reduce del ay.

The Congestion | ndication nmessage contains the follow ng paraneters:

Congestion Status (nmandatory)
Di scard Status (optional)

0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR
| Tag (0x304) | Length = 8 |
B T e o i S I i i S S N iy St S I S S
| Congestion Status |
T e e i i e e S S I SR N S
| Tag (0x305) | Length = 8 |
i T e e o T i S e S e e e e h o o R
| Di scard Status |
B T e o i S I i i S S N iy St S I S S

The valid values for Congestion Status and Discard Status are shown
in the follow ng table.

Def i ne Val ue Description
LEVEL_NONE 0x0 No congesti on
LEVEL_ 1 Ox1 Congestion Level 1
LEVEL 2 0x2 Congestion Level 2
LEVEL_3 0x3 Congestion Level 3
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For SS7 networks that do not support nultiple |levels of congestion
only the LEVEL_NONE and LEVEL_3 values will be used. For SS7
networ ks that support multiple | evels of congestion, it is possible
for all values to be used. Refer to [2], [3] and [12] for nore
details on the Congestion and Discard Status of SS7 signalling links.

3.3.1.9 Retrieval Request

The MIP2 Retrieval Request nessage is used during the MIP Level 3
changeover procedure to request the BSN, to retrieve PDUs fromthe
transmit and retransmt queues or to flush PDUs fromthe retransmit
queue. Exanples of the use of Retrieval Request for SS7 Link
Changeover are provided in Section 5.3.6.

The Retrieval Request nessage contains the follow ng paraneters:

Action (mandatory)
Sequence Nunber (optional)

0 1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S

| Tag (0x306) | Length = 8

B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Action |
B Lt r s i i i o o T s ks S R S
| Tag (0x307) | Length = 8

B T T T o o S S S e i S S Tk e e Y S
| Sequence Numnber

B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

The valid values for Action are shown in the follow ng table.

Def i ne Val ue Description
ACTI ON_RTRV_BSN Ox1 Retrieve the backward sequence nunber
ACTI ON_RTRV_MSGS 0x2 Retrieve the PDUs fromthe transmt

and retransmt queues

In the Retrieval Request nessage, the Sequence Number field SHOULD
NOT be present if the Action field is ACTION RTRV_BSN. The Sequence
Number field contains the Forward Sequence Nunber (FSN) of the far
end if the Action is ACTI ON RTRV_MSGS
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3.3.1.10 Retrieval Confirm

The MIP2 Retrieval Confirm nessage is sent by the Signalling Gateway
in response to a Retrieval Request nmessage. Exanples of the use of
the Retrieval Confirmfor SS7 Link Changeover are provided in Section
5.3.6.

The Retrieval Confirm nmessage contains the follow ng paraneters

Action (mandatory)
Resul t (nmandatory)
Sequence Nunber (optional)

0 1 2 3

01234567890123456789012345678901
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Tag (0x306) | Length = 8 |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Action |
B Lt r s i i i o o T s ks S R S
| Tag (0x308) | Length = 8 |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Resul t |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Tag (0x307) | Length = 8 |
B Lt r s i i i o o T s ks S R S
| Sequence Number |
B s T s s e T o e S T ks et s oot ST S S S o S S 3

The valid values for Action are the same as in Retrieval Request.

The val ues for Result are shown bel ow

Def i ne Val ue Description
RESULT_SUCCESS 0x0 Acti on successful
RESULT_FAI LURE 0x1 Action failed

Wien the Signalling Gateway Process sends a Retrieval Confirmto a
Retrieval Request, it echos the Action field. |If the Action was
ACTI ON_RTRV_BSN and the SGP successfully retrieved the BSN, the SGP
will put the Backward Sequence Number (BSN) in the Sequence Nunber

field and will indicate a success in the Result field. 1f the BSN
could not be retrieved, the Sequence Nunber field will not be
included and the Result field will indicate failure.
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For a Retrieval Confirmw th Action of ACTION RTRV_MSGS, the val ue of
the Result field will indicate success or failure. A failure nmeans
that the buffers could not be retrieved. The Sequence Nunber field
is not used with ACTI ON_RTRV_MSGS.

3.3.1.11 Retrieval Indication

The Retrieval Indication nmessage is sent by the Signalling Gateway
with a PDU fromthe transnmit or retransmt queue. The Retrieval

I ndi cati on nmessage does not contain the Action or Sequence Nunber
fields, just a MIP3 Protocol Data Unit (PDU) fromthe transmt or
retransmt queue. Exanples of the use of the Retrieval Indication
for SS7 Link Changeover are provided in Section 5.3.6.

0 1 2 3

01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| Tag (0x300) | Length |
B e i S T e i T e S R S e e e s i i T S

/ \
\ Prot ocol Data /
/ \
B T e o i S I i i S S N iy St S I S S
For TTC Data nessages, the follow ng paranmeter will be used to
indicate a TTC PDU which starts at LI.

0 1 2 3

01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Tag (0x301) | Length |
B Lt r s i i i o o T s ks S R S

/ \

\ TTC Protocol Data /

/ \

B T S S e s e i s S i S S S S S S T S SR S S S i S S S
The MR2UA inpl enentati on MAY consider the use of the bundling feature
of SCTP for Retrieval Indication nessages.

3.3.1.12 Retrieval Conplete Indication
The MIP2 Retrieval Conplete Indication nessage is exactly the same as
the MIP2 Retrieval Indication nmessage except that it also indicates

that retrieval is conplete. |In addition, it MAY contain a PDU (which
MUST be the last PDU) fromthe transmt or retransnmit queue.
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3.3.2 Application Server Process M ntenance (ASPM Messages
The ASPM nessages will only use the common nessage header.
3.3.2.1 ASP Up (ASPUP)

The ASP Up (ASPUP) nessage is used to indicate to a renote M2UA peer
that the Adaptation layer is ready to receive traffic or naintenance
nessages.

The ASPUP nessage contains the foll ow ng paraneters

ASP ldentifier (optional)
Info String (optional)

Note: The ASP ldentifier MJST be used where the SGP cannot
identify the ASP by pre-configured address/port nunber
information (e.g., where an ASP is resident on a Host using
dynani ¢ address/port nunber assignment).

The format for ASPUP Message paranmeters is as follows:

0 1 2 3

01234567890123456789012345678901
i i S S e i it Ui S S S S S S ik Sk e e
| Tag (0x11) | Length = 8 |
I I S L i i i S i it I S i Sk M e
| ASP ldentifier* |
B ey St S S s i I I R R S o S S S S S S S S S s S
| Tag (0x4) | Lengt h |
S i i i S S it St U SN SR S S S S e T

/ \

\ I NFO String* /

/ \

B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S
The optional ASP ldentifier paraneter would contain a unique val ue
that is locally significant anong the ASPs that support an AS. The
SCGP shoul d save the ASP ldentifier to be used, if necessary, with the
Notify message (see Section 3.3.3.2).

The optional INFO String paraneter can carry any neani ngful UTF-8 [ 6]
character string along with the nessage. Length of the INFO String
paraneter is fromO to 255 octets. No procedures are presently
identified for its use but the INFO String MAY be used for debuggi ng
pur poses.
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3.3.2.2 ASP Up Ack

The ASP Up Ack nessage is used to acknow edge an ASP Up nessage
received froma renote MUA peer.

The ASPUP Ack nessage contains the foll ow ng paraneters:
INFO String (optional)
The format for ASPUP Ack Message paraneters is as foll ows:

0 1 2 3

01234567890123456789012345678901
N o
| Tag (0x4) | Length |
B T o S e i oL I S e e T s T S it i S

/ \
\ I NFO String* /
/ \
T T R o o i e S  E  E e e s o i N SR
The format and description of the optional Info String paraneter is
the sane as for the ASP UP nessage (See Section 3.3.2.1).

3.3.2.3 ASP Down (ASPDN)

The ASP Down (ASPDN) nessage is used to indicate to a renote MUA
peer that the adaptation layer is not ready to receive traffic or
mai nt enance nmessages.

The ASPDN nessage contains the follow ng paraneters
INFO String (optional)
The format for the ASPDN nmessage paraneters is as foll ows:

0 1 2 3

01234567890123456789012345678901
e e e e e e e e e e b e e b e e e e e e e e e e e e e e e e e e
| Tag (0x4) | Lengt h |
Fo e e e o e e o e o e o e o e e e e o o e o o e o o e o e o o 4o+

/ \
\ I NFO String* /
/ \
R R R R e e s o S e R S S S S S S e e e e e

The format and description of the optional Info String paraneter is

the sane as for the ASP Up nessage (See Section 3.3.2.1).
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3.3.2.4 ASP Down Ack

The ASP Down Ack message is used to acknow edge an ASP Down nessage
received froma renote MUA peer.

The ASP Down Ack nmessage contains the follow ng paraneters:
INFO String (optional)
The format for the ASPDN Ack nessage paraneters is as follows:

0 1 2 3

01234567890123456789012345678901
N o
| Tag (0x4) | Length |
B T o S e i oL I S e e T s T S it i S
/ \
\ I NFO String* /
/ \
N o

The format and description of the optional Info String paraneter is
the sane as for the ASP UP nessage (See Section 3.3.2.1).

3.3.2.5 Heartbeat (BEAT)

The Heartbeat nessage is optionally used to ensure that the MUA
peers are still available to each other.

The BEAT nessage contains the foll ow ng paraneter:
Heart beat Data Opt i onal
The format for the BEAT nessage is as follows:
0 1 2 3

01234567890123456789012345678901
T I T S D i it S S S S S R S o S S A S

| Tag = 0x0009 | Length |
B T T T o o S S S e i S S Tk e e Y S
/ Heart beat Data /
\ \

B s S S i i i ks a ks st S S S S S S
The sendi ng node defines the Heartbeat Data field contents. It nay

i nclude a Heartbeat Sequence Nunber and/or tinme stanp, or other
i npl ementation specific details.
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The receiver of a Heartbeat nessage does not process this field as it
is only of significance to the sender. The receiver echoes the
content of the Heartbeat Data in a BEAT ACK nmessage.

3.3.2.6 Heartbeat Ack (BEAT ACK)
The Heartbeat ACK nessage is sent in response to a BEAT nessage. A
peer MJUST send a BEAT ACK in response to a BEAT nessage. It includes
all the paraneters of the received Heartbeat nmessage, w thout any
change.
The BEAT ACK nessage contains the follow ng paraneter:
Heart beat Data Opt i onal
The format for the BEAT ACK nessage is as foll ows:
0 1 2 3

01234567890123456789012345678901
T I T S D i it S S S S S R S o S S A S

| Tag = 0x0009 | Length |
B T T T o o S S S e i S S Tk e e Y S
/ Heart beat Data /
\ \

T T S T i s L i S S S S S S S e T s

The sendi ng node defines the Heartbeat Data field contents. It nay
i nclude a Heartbeat Sequence Nunber and/or tinme stanp, or other
i npl ementation specific details.

The receiver of a Heartbeat nessage does not process this field as it
is only of significance to the sender. The receiver echoes the
content of the Heartbeat Data in a BEAT ACK nmessage.

3.3.2.7 ASP Active (ASPAQ)

The ASPAC nessage is sent by an ASP to indicate to an SGP that it is
Active and ready to be used.

The ASPAC nessage contains the follow ng paraneters:

Traffic Mbde Type (optional)

Interface Identifier (optional)
- Conbi nati on of integer and integer ranges, OR
- string (text formatted)

I NFO String (optional)
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The format for the ASPAC nessage using integer formatted Interface

+-

+-

+-

+
/
\
/
+-
|
+
|
+
|
+-
|
+
|
+

dentifiers is as foll ows:

0 1 2 3

01234567890123456789012345678901

B i i S S e S T S e i sl st RIS R S

Tag (0xb) | Length = 8

B L e e i i o o S i I
Traffic Mbde Type

+- - - -

+- - +- 4+
Tag (0Ox1=i nteger) | Length

I il i S e S e i S S e s ot T TEIE R S R R o S SR o

Interface ldentifiers*

T T S S T AT 2 S i S S S S S S

H
m—— b — i — i

T i S T Sl S T o i S S S S N

Tag (0x8=i nteger range) | Length

T e s S i e e et e o e e

Interface Identifier Start1*

i i e i T i i S S S s S i ek T

Interface ldentifier Stopl*

T i S T Sl S T o i S S e e

Interface ldentifier Start2*

B e s i S i i S R e e s

Interface Identifier Stop2*

i i i i i i S s SR S S i e

i S S S T i i S S i i S S S S R T T

Interface ldentifier StartN*

T I T S S T i T o S S S S A S e s

Interface Identifier StopN*

T S i S e T T S S i T i S S S SIS &

+\/\+—+/\/\

Mor n

Addi tional Interface Identifiers
of Tag Type Ox1 or 0x8

T S o i S T S i R S S
Tag (0x4) | Length
B T i il sk s o S S S Y S i S S S i S S

I NFO String*

B S i s i i i S S ik it NI S S
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The format for the ASPAC nessage using text formatted (string)
Interface Identifiers is as foll ows:

0 1 2 3
01234567890123456789012345678901
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Tag (0xb) | Length |
B Lt r s i i i o o T s ks S R S
| Traffic Mbde Type |
B T T T o o S S S e i S S Tk e e Y S
| Tag (0x3=string) | Length |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

Interface ldentifier*
B i T i T i S S I s T sl i S S N S

Addi tional Interface Identifiers
of Tag Type O0x3

T S o i S T S i R S S
Tag (0x4) | Length
B T i il sk s o S S S Y S i S S S i S S

\
/
\
+
\
/
\
/
+
|
+
\
I NFO String* /
\
+

+ ~N ~ 4 — 4 —m~—~ 4 ~ -~

I S S T o S S M T S e o

The Traffic Mdde Type paraneter identifies the traffic node of
operation of the ASP within an AS. The valid values for Type are
shown in the follow ng table:

Val ue Description
Ox1 Overri de
0x2 Load- share
0x3 Br oadcast

Wthin a particular AS, only one Traffic Mbde Type can be used. The
Override value indicates that the ASP is operating in Override node,
where the ASP takes over all traffic in an Application Server (i.e.,
pri mary/ backup operation), over-riding any currently active ASPs in
the AS. In Load-share node, the ASP will share in the traffic
distribution with any other currently active ASPs. |n Broadcast
node, all of the Active ASPs receive all nessage traffic in the
Appli cation Server.
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The optional Interface lIdentifiers paraneter contains a |ist of
Interface Identifier integers (Type Ox1 or Type 0x8) or text strings
(Type 0x3)indexing the Application Server traffic that the sending

ASP is configured/registered to receive. |If integer formatted
Interface Identifiers are being used, the ASP can al so send ranges of
Interface Identifiers (Type 0x8). Interface ldentifier types I|Integer

(0x1) and Integer Range (0x8) are allowed in the sane nessage. Text
formatted Interface ldentifiers (0x3) cannot be used with either
Integer (0x1) or Integer Range (0x8) types.

If no Interface lIdentifiers are included, the nmessage is for al
provisioned Interface Identifiers within the AS(s) in which the ASP
is provisioned. |If only a subset of Interface lIdentifiers for an AS
are included, the ASP is noted as Active for all the Interface

I dentifiers provisioned for that AS

Note: If the optional Interface ldentifier paraneter is present, the
integer formatted Interface Identifier MIUST be supported, while
the text formatted Interface Identifier MAY be supported.

An SGP that receives an ASPAC with an incorrect or unsupported
Traffic Mode Type for a particular Interface Identifier will respond
with an Error Message (Cause: Unsupported Traffic Handling Mbde).

The format and description of the optional Info String paraneter is
the sane as for the ASP UP nessage (See Section 3.3.2.1).

3.3.2.8 ASP Active Ack

The ASP Active (ASPAC) Ack nessage is used to acknow edge an ASP
Active nessage received froma renote M2UA peer.

The ASPAC Ack nessage contains the foll ow ng paraneters:

Traffic Mbde Type (optional)

Interface Identifier (optional)
- Conbi nation of integer and integer ranges, OR
- string (text formatted)

INFO String (optional)
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The format for the ASPAC Ack nessage with Integer-fornmatted Interface

+-

+-

+-

+
/
\
/
+-
|
+
|
+
|
+-
|
+
|
+
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dentifiers is as foll ows:

0 1 2 3

01234567890123456789012345678901

B i i S S e S T S e i sl st RIS R S

Tag (0xb) | Length = 8

B L e e i i o o S i I
Traffic Mbde Type

+- - - -

+- - +- 4+
Tag (0Ox1=i nteger) | Length

I il i S e S e i S S e s ot T TEIE R S R R o S SR o

Interface ldentifiers*

T T S S e I AT 2 S I i S S S S S S

H
m—— b — i — i

T i S T Sl S T o i S S S S N

Tag (0x8=i nteger range) | Length

T e s S i e e et e o e e

Interface Identifier Start1*

i i e i T i i S S S s S i ek T

Interface ldentifier Stopl*

T i S T Sl S T o i S S e e

Interface ldentifier Start2*

B e s i S i i S R e e s

Interface Identifier Stop2*

i i i i i i S s SR S S i e

i S S S T i i S S i i S S S S R T T

Interface ldentifier StartN*

T I T S S T i T o S S S S A S e s

Interface Identifier StopN*

T S i S e T T S S i T i S S S SIS &

+\/\+—+/\/\

Mor n

Addi tional Interface Identifiers
of Tag Type Ox1 or 0x8

T S o i S T S i R S S
Tag (0x4) | Length
B T i il sk s o S S S Y S i S S S i S S

I NFO String*

B S i s i i i S S ik it NI S S
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The format for the ASP Active Ack nessage using text formatted
(string) Interface ldentifiers is as follows:

0 1 2 3
01234567890123456789012345678901
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Tag (0xb) | Length |
B Lt r s i i i o o T s ks S R S
| Traffic Mbde Type |
B T T T o o S S S e i S S Tk e e Y S
| Tag (0x3=string) | Length |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

Interface ldentifier*
B i T i T i S S I s T sl i S S N S

Addi tional Interface Identifiers
of Tag Type O0x3

T S o i S T S i R S S
Tag (0x4) | Length
B T i il sk s o S S S Y S i S S S i S S

\
/
\
+
\
/
\
/
+
|
+
\
I NFO String* /
\
+

+ ~N ~ 4 — 4 —m~—~ 4 ~ -~

I S S T o S S M T S e o

The format and description of the optional Info String paraneter is
the sane as for the ASP Up nessage (See Section 3.3.2.1).

The format of the optional Interface Identifier parameter is the sane
as for the ASP Active nessage (See Section 3.3.2.7).

The format and description of the optional Info String paraneter is
the sane as for the ASP Up nessage (See Section 3.3.2.1).

3.3.2.9 ASP Inactive (ASPIA)

The ASP Inactive (ASPIA) nmessage is sent by an ASP to indicate to an
SGP that it is no longer an active ASP to be used fromw thin a |ist
of ASPs. The SGP will respond with an ASPI A Ack nessage and either

di scard inconing nessages or buffer for a tinmed period and then

di scard.
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The ASPI A nessage contains the follow ng paraneters:
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Interface Identifiers (optional)

Combi nation of integer and integer ranges,
string (text formatted)

I NFO String (optional)

Sept enber 2002

The format for the ASP | nactive nmessage paraneters using |nteger
formatted Interface Identifiers is as foll ows:

0

1 2

3

01234567890123456789012345678901

+—+—+—+—+— + ==+ +

Interface ldentifiers*

Interface ldentifier Startl*
Interface Identifier Stopl*
Interface ldentifier Start2*

Interface Identifier Stop2*

i i S S il S S DR S S S S
Tag (0x1=i nteger) | Length
B S T s i S T i S S e ok

—~

i T e e S e e i e S R e S S R e e ik i o S I S S
Tag (0x8=i nteger range) | Length
B i T S e S i e el R e S R R it Ik e TR S R e S

T S S 2 i S S T T i S S S

T T S S T s

T T S T s

T S S e T i S S T T i S S e

T I T S S Tk it S S S S Sk L T T SR A s

Interface ldentifier StartN*

B S i S S S S S T2 s S S S o S S S S

Interface Identifier StopN*

B T S T i T S Tt S e S S S

+ N~ — 4+~

Mor neaul t

et.

Additional Interface ldentifiers
of Tag Type Ox1 or 0x8

Tag (0x4) | Length

I NFO String*

al . St andards Track

\
/
\
/
T T S T S
B T S S T I S T e S s s St
/
\
+

B T S e T i S i I S SRR S
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The format for the ASP | nactive nessage using text formatted (string)
Interface Identifiers is as foll ows:

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
Tag (0x3=string) | Length |
B i T e S i i i i T S S e e S i o i I T N S

|

+-

/ \
\ Interface ldentifier* /
/ \
B ok T S S S e it S R R et et TEIE SRR SR S S S S S s i e o =
/ \
\ Addi tional Interface Identifiers /
/ of Tag Type O0x3 \
\ /
B T e o i S I i i S S N iy St S I S S
| Tag (0x4) | Length
e A O S g S S
/ \
\ I NFO String* /
/ \
B T e o i S I i i S S N iy St S I S S

The format of the optional Interface Identifier paraneter is the same
as for the ASP Active nessage (See Section 3.3.2.7).

The format and description of the optional Info String paraneter is
the sane as for the ASP Up nessage (See Section 3.3.2.1).

The optional Interface ldentifiers paraneter contains a |ist of
Interface ldentifier integers indexing the Application Server traffic
that the sending ASP is configured/registered to receive, but does
not want to receive at this tine.

3.3.2.10 ASP I nactive Ack

The ASP Inactive (ASPIA) Ack nessage is used to acknow edge an ASP
I nactive nmessage received froma renote MUA peer.

The ASPI A Ack nessage contains the foll ow ng paraneters:
Interface Identifiers (optional)
- Conbi nati on of integer and integer ranges, OR

- string (text formatted)
I NFO String (optional)
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The format for the ASPI A Ack nessage is as foll ows:

0 1 2 3
01234567890123456789012345678901
B i i i S S R ih s s I S S o O S S
Tag (0x1=i nteger) | Length |
i T e e S e e i e S R e S S R e e ik i o S I S S

Interface ldentifiers*

—~

B i i i S S R ih s s I S S o O S S
Tag (0x8=i nteger range) | Length |

i T e e S e e i e S R e S S R e e ik i o S I S S
Interface ldentifier Start1* |

B i T S e S i e el R e S R R it Ik e TR S R e S
Interface Identifier Stopl* |

B i i i S S R ih s s I S S o O S S
Interface ldentifier Start?2* |

i T e e S e e i e S R e S S R e e ik i o S I S S
Interface ldentifier Stop2* |

B i T S e S i e el R e S R R it Ik e TR S R e S

FT T T AT AT S S

T T i e i i e T e b s S S SN S
| Interface ldentifier StartN* |
i T i i o e e e e e e et i S S S R R SR
| Interface Identifier StopN*

B T e o i S I i i S S N iy St S I S S

Addi tional Interface Identifiers
of Tag Type Ox1 or 0x8
Tag (0x4) | Length

B T S s i i S o e S S

\
/
\
/
B T e S e I aT oi o S e e e T T o ST o
+
\
I NFO String* /

+

+ ~ ~f—  —~

T S S S ks S S S S S i S S S S S S L
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The format for the ASP | nactive Ack nessage using text fornatted
(string) Interface ldentifiers is as follows:

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Tag (0x3=string) | Length |
T T T S e T T S s S S S S A Rl SUR
/ \
\ Interface ldentifier* /
/ \
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
/ \
\ Additional Interface Identifiers /
/ of Tag Type O0x3 \
\ /
B T e o i S I i i S S N iy St S I S S
| Tag (0x4) | Length |
T S T S T S S S e s o S
/ \
\ I NFO String* /
/ \
B T e o i S I i i S S N iy St S I S S

The format of the optional Interface Identifier paraneter is the same
as for the ASP Active nessage (See Section 3.3.2.7).

The format and description of the optional Info String paraneter is
the sane as for the ASP Up nessage (See Section 3.3.2.1).

3.3.3 Layer Managenent (M3MI) Messages

3.3.3.1 FError (ERR
The Error (ERR) nessage is used to notify a peer of an error event
associated with an i ncom ng nessage. For exanple, the nessage type
m ght be unexpected given the current state, or a paraneter val ue
m ght be invalid.

An Error nmessage MJST not be generated in response to other Error
nessages.

The ERR nessage contains the follow ng paraneters:
Error Code (rmandatory)

Interface Identifier (optional)
Di agnostic Information (optional)
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The format for the ERR nessage is as foll ows:

0

1 2

Sept enber 2002

3

01234567890123456789012345678901
e s I S S S S S S i o

+
Tag (0xc) | Length =
+

e I o e S

e I i i i S i i I S ik Sir NI N

+

- +-

+\/\+—+\/\+—

Tag

L e S S e S S S ity St NP

Error Code

(O0x1, 0x3, or 0x8) | Length

Interface Identifier(s)*

B S i s i i i S S ik it NI S S

Tag (0x7) | Length

B S i i S i S

Di agnostic | nformation*

B S i s i i i S S ik it NI S S

P S
8
B SR

+
|
+
|
+
|
+
\
/
\
+
|
+
\
/
\
+

The Error Code paraneter indicates the reason for the Error Message.
The Error paraneter val ue can be one of the follow ng val ues:

Invalid Version Ox1
Invalid Interface Identifier 0x2
Unsupported Message d ass 0x3
Unsupported Message Type 0x4
Unsupported Traffic Handl i ng Mode 0x5
Unexpect ed Message 0x6
Prot ocol Error 0x7
Unsupported Interface ldentifier Type O0x8
Invalid Stream ldentifier 0x9
Not Used in M2UA Oxa
Not Used in M2UA Oxb
Not Used in MUA Oxc
Ref used - Managenent Bl ocking Oxd
ASP ldentifier Required Oxe
Invalid ASP ldentifier Oxf
ASP Active for Interface ldentifier(s) 0x10
I nvalid Paraneter Val ue Ox11
Paraneter Field Error 0x12
Unexpect ed Par anet er 0x13
Not Used in MUA 0x14
Not Used in M2UA 0x15
M ssi ng Paraneter 0x16
Morneault, et. al. St andards Track
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The "Invalid Version" error would be sent if a nmessage was received
with an invalid or unsupported version. The Error message would
contain the supported version in the Common header. The Error
message could optionally provide the supported version in the

Di agnostic Information area.

The "Invalid Interface lIdentifier" error would be sent by a SGP if an
ASP sends a nmessage (i.e. an ASP Active nmessage) with an invalid (not
configured) Interface Identifier value. One of the optiona

Interface Identifier paraneters (Integer-based, text-based or integer
range) MUST be used with this error code to identify the invalid
Interface Identifier(s) received

The "Unsupported Traffic Handling Mdde" error would be sent by a SGP
if an ASP sends an ASP Active with an unsupported Traffic Handling
Mode. An exanple would be a case in which the SGP did not support

| oad-sharing. One of the optional Interface lIdentifier parameters
(I nteger-based, text-based or integer range) MAY be used with this
error code to identify the Interface ldentifier(s).

The "Unexpected Message" error would be sent by an ASP if it received
a MAUP nessage froman SGP while it was in the Inactive state.

The "Protocol Error" error would be sent for any protocol anonaly
(i.e. a bogus nessage).

The "Invalid Streamldentifier" error would be sent if a nmessage was
recei ved on an unexpected SCTP stream (i.e. a MGVl nmessage was
received on a stream other than "0").

The "Unsupported Interface ldentifier Type" error would be sent by a
SCGP if an ASP sends a Text formatted Interface Identifier and the SGP
only supports Integer fornmatted Interface ldentifiers. Wen the ASP
receives this error, it will need to resend its nessage with an
Integer formatted Interface ldentifier

The "Unsupported Message C ass" error would be sent if a nessage with
an unexpected or unsupported Message C ass is received.

The "Refused - Managenent Bl ocking" error is sent when an ASP Up or
ASP Active nessage is received and the request is refused for
managenent reasons (e.g., nanagenent | ock-out").

The "ASP ldentifier Required" is sent by a SGP in response to an
ASPUP nessage whi ch does not contain an ASP ldentifier paranmeter when
the SGP requires one. The ASP SHOULD resend the ASPUP nessage with
an ASP ldentifier.
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The "Invalid ASP ldentifier" is sent by a SG° in response to an ASPUP
nmessage with an invalid (i.e. non-unique) ASP Identifier

The "ASP Currently Active for Interface ldentifier(s)" error is sent
by a SGP when a Deregistration request is received froman ASP that
is active for Interface ldentifier(s) specified in the Deregistration
request. One of the optional Interface lIdentifier paranmeters

(I nteger-based, text-based or integer range) MAY be used with this
error code to identify the Interface Identifier(s).

The "Invalid Parameter Value " error is sent if a nessage is received
with an invalid paraneter value (e.g., a State Request with an an
undefined State).

The "Paraneter Field Error" would be sent if a nessage with a
paraneter has a wong length field.

The "Unexpected Paraneter” error would be sent if a nessage contains
an invalid paraneter.

The "M ssing Paraneter" error would be sent if a nmandatory paraneter
was not included in a nessage.

The optional Diagnostic information can be any information gernmane to
the error condition, to assist in the identification of the error
condition. 1In the case of an Invalid Version Error Code the

Di agnostic information includes the supported Version paraneter. In
the ot her cases, the Diagnostic information SHOULD be the first 40
bytes of the offendi ng nessage.

3.3.3.2 Notify (NTFY)

The Notify message is used to provide an autononous indication of
M2UA events to an M2UA peer.

The NTFY nessage contains the follow ng paraneters:

Status Type (nandatory)

Status Information (mandatory)
ASP ldentifier (optional)
Interface Identifiers (optional)
I NFO String (optional)

The format for the Notify nmessage with Integer-formatted Interface
Identifiers is as foll ows:
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0

1 2

3

01234567890123456789012345678901
T I T S S Tk it S S S S Sk L T T SR A s

Tag (0xd) | Length = 8

B S T T I S S S S I S S S S B S S S e

Status Type | Status Infornmation

R o I S I ST it T S S S A £ T T SR S

Tag (0x11) | Length

T I T S I T it i S S S S S G T U S R S A s

ASP ldentifier*

B S i S S S S S T2 s S S S o S S S S

+-
/
\
/
+-
|
+-
|
+-
|
+-
|
+-
|
+-

Tag (0x1=i nteger) | Length

T e T

Interface ldentifiers*

—~

B T T S S A St S S i S e T S

Tag (0x8=i nteger range) | Length

T e T

Interface ldentifier Startl*

T S s i S S e S T S S e

Interface Identifier Stopl*

B T T S S T e i S S S S

Interface ldentifier Start2*

T e T

Interface ldentifier Stop2*

T S s i S S e S e S S e

T T S T i s L i S S S S S S S e T s

+-

+-

Interface ldentifier StartN

T T e i e e e e e R E e
Interface Identifier StopN*

B s S S e S S i S S Tt T ol e

Addi tional Interface Identifiers
of Tag Type Ox1 or 0x8

B b i T e S e e b i T I TR i TR SR S e e i i e
Tag (0x4) | Length
T e i el S T e S T S S i it St S SRR R N SR R

I NFO String*

I T T T A S ik Sui S S S
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The format for the Notify nmessage with Text-formatted Interface
Identifiers is as foll ows:

0 1 2 3

01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Tag (0xd) | Length = 8 |
B Lt r s i i i o o T s ks S R S
| Status Type | Status I nfornmation |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Tag (0x11) | Length |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| ASP ldentifier* |
B Lt r s i i i o o T s ks S R S
| Tag (0x3=string) | Length |
B s T s s e T o e S T ks et s oot ST S S S o S S 3

Interface ldentifier*
i T S e il e s et I S S e e ks st TR S R e

Additional Interface ldentifiers
of Tag Type O0x3

s s e e S S e e e o o ik i SN SRS S
Tag (0x4) | Length
R T Tk s et e i s S e

\
/
\
+
\
/
\
/
+
|
+
\
I NFO String* /
\
+

e~~~ — 4 T~~~ -~

T s S S e

The Status Type paraneter identifies the type of the Notify nessage.
The following are the valid Status Type val ues:

Val ue Descri ption
Ox1 Application Server state change (AS_State_ Change)
0x2 O her
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The Status Information paraneter contains nore detailed infornation
for the notification, based on the value of the Status Type. |If the
Status Type is AS _State_Change the following Status Information

val ues are used:

Val ue Descri ption

1 reserved

2 Application Server Inactive (AS Inactive)
3 Application Server Active (AS_Active)

4 Application Server Pending (AS_Pendi ng)

These notifications are sent froman SG to an ASP upon a change in
status of a particular Application Server. The value reflects the

new state of the Application Server. The Interface ldentifiers of

the AS MAY be placed in the nmessage if desired.

If the Status Type is Oher, then the follow ng Status Infornmation
val ues are defined:

Val ue Description
1 I nsufficient ASP resources active in AS
2 Alternate ASP Active
3 ASP Failure

In the Insufficient ASP Resources case, the SGP is indicating to an
ASP- | NACTI VE ASP(s) in the AS that another ASP is required in order
to handle the I oad of the AS (Load-sharing node). For the Alternate
ASP Active case, the fornerly Active ASP is informed when an
alternate ASP transitions to the ASP Active state in Override node
The ASP Identifier (if available) of the Alternate ASP MUST be pl aced
in the nessage. For the ASP Failure case, the SGP is indicating to
ASP(s) in the AS that one of the ASPs has transitioned to ASP- DOMN
The ASP Identifier (if available) of the failed ASP MIST be placed in
t he nmessage.

For each of the Status Information values in Status Type Qher, the
Interface Identifiers of the affected AS MAY be placed in the nessage
i f desired.

The format of the optional Interface Identifier paraneter is the same
as for the ASP Active nessage (See Section 3.3.2.7).

The format and description of the optional Info String paraneter is
the sane as for the ASP Up nessage (See Section 3.3.2.1).
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3.3.4 Interface Identifier Managenent (I1M Messages

The Interface ldentifier Managenent nessages are optional. They are
used to support the automatic allocation of Signalling Term nals or
Signalling Data Links [2][3].

3.3.4.1 Registration Request (REG REQ

The REG REQ nmessage is sent by an ASP to indicate to a renote M2UA
peer that it wishes to register one or nore given Link Keys with the
renote peer. Typically, an ASP would send this nmessage to an SGP,
and expect to receive a REGRSP in return with an associ at ed
Interface lIdentifier val ue.

The REG REQ nessage contains the follow ng paraneter:
Li nk Key (mandat orvy)

The format for the REG REQ nessage is as foll ows

0 1 2 3

01234567890123456789012345678901

B T e o i S I i i S S N iy St S I S S
Tag = 0x0309 | Length |

B s S S i i i i I T S S S S S S S S S i N

Li nk Key 1

T S S S s e S S T S S S e S S i

Bl o T T e e e S i i o SR SRR R o
x0309 | Length
B S e s i o e S S ik i i

+ O+

Li nk Key n

+ m~N b — 4 m~— 4 —~ = 4 —

\
/
\
+
\
/
\
+
|
+
\
/
\
+

i T S e i et s S R e S e s el S T S R S S S e i o
Li nk Key: fixed length

The Link Key parameter is mandatory. The sender of this nessage
expects that the receiver of this nessage will create a Link Key

entry and assign a unique Interface ldentifier value to it, if the
Li nk Key entry does not yet exist.
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The Link Key parameter may be present nultiple tinmes in the sane
nmessage. This is used to allow the registration of multiple Link
Keys in a single nessage.

The format of the Link Key paraneter is as follows:

0 1 2 3

01234567890123456789012345678901
i T o T e e e et o S s S R R SR
| Local - LK-1dentifier |
B T e o i S I i i S S N iy St S I S S
| Signalling Data Termi nal Identifier |
T e e i i e et s S S SN SR
| Signalling Data Link lIdentifier |
i T i e o e e R et o S S S R R SR

Local -LK-ldentifier: 32-bit integer

The mandatory Local -LK-ldentifier field is used to uniquely
(between ASP and SGP) identify the registration request. The
Identifier value is assigned by the ASP, and is used to correlate
the response in a REG RSP nessage with the original registration
request. The ldentifier value MJIST remain unique until the REG
RSP i s received.

The format of the Local -LK-Identifier field is as foll ows:

0 1 2 3

01234567890123456789012345678901
B i i i i T S T s a ks aits S S S S S S S
| Tag = 0x030a | Length = 8 |
e T e i R e S e i i S R e b s
| Local - LK-Identifier value |
B T o S e i oL I S e e T s T S it i S
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Signalling Data Terminal Identifier

The Signalling Data Terminal |dentifier parameter is nandatory.
It identifies the Signalling Data Termi nal associated with the SS7
link for which the ASP is registering. The format is as follows:

0 1 2 3
01234567890123456789012345678901
T I T S S Tk it S S S S Sk L T T SR A s

| Tag = 0x030b | Length = 8 |
B T e o i S I i i S S N iy St S I S S
| Reserved | SDT ldentifier |

B T S e T i T S e T It S S S S S S

The SDT Identifier is a 32-bit unsigned val ue which rmay only be
significant to 12 or 14 bits depending on the SS7 variant which is
supported by the MIP Level 3 at the ASP. Insignificant SDT
Identifier bits are coded O.

Signalling Data Link ldentifier

The Signalling Data Link ldentifier paraneter is mandatory. It
identifies the Signalling Data Link Identifier associated with the
SS7 link for which the ASP is registering. The format is as
fol | ows:

0 1 2 3
01234567890123456789012345678901
B S S T o S S S S s S S S S S S S

| Tag = 0x030c | Length = 8 |
B e i S T e i T e S R S e e e s i i T S
| Reserved | SDL Identifier |

T I T S S I T it S S S S S T i S S L T s

The SDL Identifier is a 32-bit unsigned val ue which may only be
significant to 12 or 14 bits depending on the SS7 variant which
is supported by the MIP Level 3 at the ASP. Insignificant SDLI
bits are coded 0.

3.3.4.2 Registration Response (REG RSP)

The REG RSP nessage is used as a response to the REG REQ nessage
froma renote M2UA peer. |t contains indications of success/failure
for registration requests and returns a unique Interface Identifier
val ue for successful registration requests, to be used in subsequent
M2UA Traffic Managenent protocol .
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The REG RSP nessage contains the foll ow ng paraneter:
Regi stration Results (mandat ory)
The format for the REG RSP nessage is as follows:
0 1 2 3
01234567890123456789012345678901

i T o T e e e et o S s S R R SR
Tag = 0x030d | Length
+- +-

L—- e s i T B i i T o T S e e ts sl I T I TR SR S TR 2
\ \
/ Regi stration Result 1 /
\ \
R R R R e e s o S e R S S S S S S e e e e e
\ \
/ /
\ \
B s S S i i i ks a ks st S S S S S S
| Tag = 0x030d | Length

R R R R e e s o S e R S S S S S S e e e e e
\ \
/ Regi stration Result n /
\ \
B s S S i i i ks a ks st S S S S S S

Regi stration Results: fixed length

The Registration Results paraneter contains one or nore results,
each containing the registration status for a single Link Key in
the REG REQ nessage. The nunber of results in a single REG RSP
nmessage MAY match the nunber of Link Key paraneters found in the
correspondi ng REG REQ nessage. The format of each result is as
fol | ows:

0 1 2 3

01234567890123456789012345678901
B Lt r s i i i o o T s ks S R S
| Local - LK-Identifier |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Regi stration Status |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Interface Identifier |
B Lt r s i i i o o T s ks S R S
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Local -LK-ldentifier: 32-bit integer

The Local -LK-ldentifier contains the sane value as found in the
mat chi ng Li nk Key paranmeter found in the REG REQ nessage. The
format of the Local -LK-ldentifier is shown in Section 3.3.4.1

Regi stration Status: 32-bit integer

The Registration Result Status field indicates the success or the
reason for failure of a registration request.

Its values may be one of the foll ow ng:

Successful ly Registered

Error - Unknown

Error - Invalid SDLI

Error - Invalid SDT

Error - Invalid Link Key

Error - Perm ssion Denied

Error - Overlapping (Non-unique) Link Key
Error - Link Key not Provisioned

Error - Insufficient Resources

O~NOOUITA_WNPEFLO

The format of the Registration Status field is as foll ows:

0 1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S

| Tag = 0x030e | Length = 8

B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Regi stration Status

B Lt r s i i i o o T s ks S R S

Interface Identifier: 32-bit integer

The Interface Identifier field contains the Interface ldentifier
for the associated Link Key if the registration is successful. It
is set to "0" if the registration was not successful. The fornat
of integer-based and text-based Interface Identifier paraneters
are shown in Section 3.2.

3.3.4.3 De-Registration Request (DEREG REQ

The DEREG REQ nessage is sent by an ASP to indicate to a renote MUA
peer that it wishes to de-register a given Interface lIdentifier
Typically, an ASP would send this nessage to an SGP, and expects to
receive a DEREG RSP in return reflecting the Interface ldentifier and
containing a de-registration status.
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The DEREG REQ nessage contains the foll ow ng paraneter:
Interface ldentifier (mandatory)
The format for the DEREG REQ nessage is as foll ows:
0 1 2 3
01234567890123456789012345678901
s S S S i e i i I i I T S T S S S S S S Nt S SN S
Tag 0x1 or O0Ox3 | Length

T S S o i S S S S e Ts b o o S S S S

Interface ldentifier 1

1
+
1
+
1
+
1
+
1

S T T S S i Tk U SRR S o

s s e e S S e e e o o ik i SN SRS S
Tag = 0x1 or 0x3 | Length
Rl T T e e e et i i s S e

Interface ldentifier n

\
/
\
+
\
/
\
+
+
\
/
\
+

e i S e S o i e S S S S O R e e ol S e e
Interface Identifier

The Interface ldentifier paraneter contains a Interface ldentifier
i ndexi ng the Application Server traffic that the sending ASP is
currently registered to receive fromthe SGP but now wi shes to
de-register. The format of integer-based and text-based Interface
Identifier parameters are shown in Section 3. 2.

3.3.4.4 De-Registration Response (DEREG RSP)

The DEREG RSP nessage is used as a response to the DEREG REQ nessage
froma renote M2UA peer.

The DEREG RSP nessage contains the foll ow ng paraneter:

De- Regi stration Results (mandat ory)
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The format for the DEREG RSP nessage is as foll ows:

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
Tag = 0x030f | Length |
i T e e S e e i e S R e S S R e e ik i o S I S S

De- Regi stration Result 1

T S S S s e S S T S S S e S S i

Bl o T T e e e S i i o SR SRR R o
x030f | Length
B S e s i o e S S ik i i

+ O+

\
/
\
+
\
/
\
+
|
+
\
De- Regi stration Result n /
\
+

+ m~N b — 4 m~— 4 —~ = 4 —

i T e e e e i et ot S S S S S R RN TR RN S e ol S S S e sl S
De-Registration Results: fixed length

The De-Registration Results paraneter contains one or nore
results, each containing the de-registration status for a single
Interface Identifier in the DEREG REQ nessage. The nunber of
results in a single DEREG RSP nessage MAY match the nunber of
Interface Identifier paranmeters found in the correspondi ng DEREG
REQ nessage. The fornat of each result is as follows:

0 1 2 3

01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S
| Interface Identifier |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| De- Regi stration Status |
B Lt r s i i i o o T s ks S R S

Interface Identifier: 32-bit integer
The Interface lIdentifier field contains the Interface ldentifier
val ue of the matching Link Key to de-register, as found in the

DEREG REQ The format of integer-based and text-based Interface
Identifier parameters are shown in Section 3. 2.
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De- Regi stration Status: 32-bit integer

The De-Registration Result Status field indicates the success or
the reason for failure of the de-registration.

Its values may be one of the foll ow ng:

Successfully De-registered

Error - Unknown

Error - Invalid Interface lIdentifier
Error - Permn ssion Denied

Error - Not Registered

AWNPFLO

The format of the De-Registration Status field is as foll ows:

0 1 2 3

01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Tag = 0x0310 | Length = 8 |
B Lt r s i i i o o T s ks S R S
| De- Regi stration Status |
B s T s s e T o e S T ks et s oot ST S S S o S S 3

4.0 Procedures

The M2UA | ayer needs to respond to various primtives it receives
fromother layers as well as nessages it receives fromthe peer-to-
peer nmessages. This section describes various procedures involved in
response to these events.

4.1 Procedures to Support the M2UA-User Layer

These procedures achi eve the MUA | ayer "Transport of MIP Level 2 /
MIP Level 3 boundary" service.

4.1.1 MIP Level 2 / MIP Level 3 Boundary Procedures

On receiving a primtive fromthe |ocal upper layer, the MUA | ayer
will send the correspondi ng MAUP nessage (see Section 3) to its peer.
The M2UA [ ayer MJST fill in various fields of the comobn and specific
headers correctly. In addition the nessage SHOULD be sent on the
SCTP streamthat corresponds to the SS7 |ink.

4.1.2 MAUP Message Procedures
On receiving MAUP nessages froma peer M2UA | ayer, the M2UA |l ayer on

an SG or M3C needs to invoke the corresponding layer primtives to
the | ocal MIP Level 2 or MIP Level 3 |ayer.
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4.2 Receipt of Primtives fromthe Layer Managenent

On receiving prinitives fromthe | ocal Layer Management, the MUA
layer will take the requested action and provi de an appropriate
response primtive to Layer Managenent.

An M SCTP_ESTABLI SH request prinmitive fromLayer Managenent at an ASP
will initiate the establishment of an SCTP association. The MUA
layer will attenpt to establish an SCTP association with the renote
MPUA peer by sending an SCTP- ASSOCI ATE prinitive to the | ocal SCTP

| ayer.

When an SCTP associ ati on has been successfully established, the SCTP
will send an SCTP- COMMUNI CATI ON UP notification prinmitive to the
local M2UA layer. At the SGP that initiated the request, the MUA
layer will send an M SCTP_ESTABLI SH confirmprimtive to Layer
Managenment when the association setup is conplete. At the peer MUA
| ayer, an M SCTP_ESTABLI SH indication primtive is sent to Layer
Managenment upon successful conpletion of an incom ng SCTP associ ation
set up.

An M SCTP_RELEASE request primtive from Layer Managenent initiates

t he shutdown of an SCTP associ ation. The MUA | ayer acconplishes a
graceful shutdown of the SCTP association by sendi ng an SCTP- SHUTDOWN
primtive to the SCTP | ayer.

Wien the graceful shutdown of the SCTP associ ati on has been
acconpl i shed, the SCTP | ayer returns an SCTP- SHUTDOAN COVPLETE
notification primtive to the local MUA |ayer. At the MUA Layer
that initiated the request, the MUA |ayer will send an M
SCTP_RELEASE confirmprimtive to Layer Managenent when the

associ ati on shutdown is conplete. At the peer MUA Layer, an M
SCTP_RELEASE indication prinmtive is sent to Layer Managenment upon
abort or successful shutdown of an SCTP associ ation.

An M SCTP_STATUS request prinitive supports a Layer Managenent query
of the local status of a particular SCTP association. The MUA | ayer
sinmply maps the M SCTP_STATUS request prinmitive to an SCTP- STATUS
primtive to the SCTP | ayer. \When the SCTP responds, the MUA | ayer
maps the association status information to an M SCTP_STATUS confirm
primtive. No peer protocol is invoked.

Simlar LMto-MUA-to-SCTP and/or SCTP-to-M2UA-to-LMprinitive

mappi ngs can be described for the various other SCTP Upper Layer
primtives in RFC 2960 [8] such as IN TIALIZE, SET PRI MARY, CHANGE
HEARTBEAT, REQUEST HEARTBEAT, GET SRTT REPORT, SET FAI LURE THRESHOLD,
SET PROTOCOL PARAMETERS, DESTROY SCTP | NSTANCE, SEND FAI LURE, AND
NETWORK STATUS CHANGE. Alternatively, these SCTP Upper Layer
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primtives (and Status as well) can be considered for nodeling
purposes as a Layer Managenent interaction directly with the SCTP
Layer.

M NOTI FY i ndi cation and M ERROR indication primtives indicate to
Layer Managenent the notification or error infornmation contained in a
recei ved MRUA Notify or Error nessage respectively. These

i ndi cations can al so be generated based on | ocal MUA events.

An M ASP_STATUS request prinitive supports a Layer Managenent query
of the status of a particular local or rembte ASP. The MUA | ayer

responds with the status in an M ASP_STATUS confirmprimtive. No

M2UA peer protocol is invoked.

An M AS_STATUS request supports a Layer Managenent query of the
status of a particular AS. The MUA responds with an M AS _STATUS
confirmprimtive. No MUA peer protocol is invoked.

M ASP_UP request, M ASP_DOM request, M ASP_ACTI VE request and M
ASP_I NACTI VE request primitives allow Layer Managenent at an ASP to
initiate state changes. Upon successful conpletion, a corresponding
confirmprimtive is provided by the MUA | ayer to Layer Managenent.
If an invocation is unsuccessful, an Error indication primtive is
provided in the prinmtive. These requests result in outgoing ASP Up,
ASP Down, ASP Active and ASP Inactive nessages to the renote MUA
peer at an SGCGP.

4.2.1 Receipt of MUA Peer Managenent Messages

Upon successful state changes resulting fromreception of ASP Up, ASP
Down, ASP Active and ASP | nactive nessages froma peer MUA, the MUA
| ayer SHOULD i nvoke correspondi ng MASP_UP, M ASP_DOWN, M ASP_ACTI VE
and M ASP_| NACTI VE, M AS_ACTI VE, M AS_|I NACTI VE, and M AS_DOMWN
indication primtives to the |ocal Layer Managenent.

M NOTI FY i ndi cation and M ERROR indication prinitives indicate to
Layer Managenent the notification or error information contained in a
received MUA Notify or Error message. These indications can also be
gener ated based on | ocal MUA events.

Al'l MGMI messages, except BEAT and BEAT Ack, SHOULD be sent with
sequenced delivery to ensure ordering. Al MaVMI nessages, with the
exception of ASPTM BEAT and BEAT Ack nessages, SHOULD be sent on
SCTP stream'0’. Al ASPTM nessages SHOULD be sent on the stream
which normally carries the data traffic to which the nessage applies.
BEAT and BEAT Ack nessages MAY be sent using out-of-order delivery,
and MAY be sent on any stream
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4.3 AS and ASP State Miintenance

The M2UA | ayer on the SGP maintains the state of each renote ASP, in
each Application Server that the ASP is configured to receive
traffic, as input to the M2UA nessage distribution function.

4.3.1 ASP States

The state of each renote ASP, in each AS that it is configured to
operate, is maintained in the MUA | ayer in the SG°. The state of a
particular ASP in a particular AS changes due to events. The events
i ncl ude:

Recepti on of nessages fromthe peer MUA | ayer at the ASP;
Reception of some nessages fromthe peer M2UA | ayer at other ASPs
inthe AS (e.g., ASP Active nessage indicating "Override");
Reception of indications fromthe SCTP | ayer; or

Local Managenent intervention.

The ASP state transition diagramis shown in Figure 5. The possible
states of an ASP are:

ASP- DOMWN:  The renote M2UA peer at the ASP is unavail abl e and/or the
rel ated SCTP association is down. Initially all ASPs will be in this
state. An ASP in this state SHOULD NOT be sent any M2UA nessages,
with the exception of Heartbeat, ASP Down Ack and Error messages.

ASP- 1 NACTI VE: The renote M2UA peer at the ASP is available (and the
rel ated SCTP association is up) but application traffic is stopped.
In this state the ASP MAY be sent any non- MAUP M2UA nessages.

ASP- ACTI VE: The renote MUA peer at the ASP is avail abl e and

application traffic is active (for a particular Interface lIdentifier
or set of Interface ldentifiers).
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Figure 5: ASP State Transition Di agram
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SCTP CDI: The SCTP CDI denotes the |ocal SCTP | ayer’s Conmunication
Down Indication to the Upper Layer Protocol (MUA) on an SGP. The

| ocal SCTP layer will send this indication when it detects the |oss
of connectivity to the ASP's peer SCTP layer. SCTP CDI is understood
as either a SHUTDOWN COMPLETE notificati on or COVMUNI CATI ON_LOST
notification fromthe SCTP | ayer.

SCTP RI: The local SCTP layer’s Restart indication to the upper |ayer
protocol (M2UA) on an SG  The local SCTP will send this indication
when it detects a restart fromthe ASP' s peer SCTP | ayer.

4.3.2 AS States

The state of the ASis nmaintained in the MUA | ayer on the SGP. The
state of an AS changes due to events. These events incl ude:

ASP state transitions
* Recovery tiner triggers
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The possible states of an AS are:

AS- DOMN: The Application Server is unavailable. This state inplies
that all related ASPs are in the ASP-DOWN state for this AS.
Initially the AS will be in this state. An Application Server MJST
be in the ASSDOM state before it can be renoved froma
configuration.

AS-1 NACTI VE: The Application Server is available but no application
traffic is active (i.e., one or nore related ASPs are in the ASP-

I NACTI VE state, but none in the ASP-ACTI VE state). The recovery
tinmer T(r) is not running or has expired.

AS- ACTI VE: The Application Server is available and application
traffic is active. This state inplies that at |least one ASP is in
t he ASP- ACTI VE st ate.

AS- PENDI NG An active ASP has transitioned to ASP-1NACTI VE or ASP-
DOM and it was the last remaining active ASP in the AS. A recovery
timer T(r) SHOULD be started and all incomnming signalling nessages
SHOULD be queued by the SGP. |If an ASP beconmes ASP-ACTI VE before
T(r) expires, the ASis noved to the AS-ACTIVE state and all the
queued nmessages will be sent to the ASP.

If T(r) expires before an ASP becones ASP-ACTIVE, the SGP stops
gueui ng nessages and discards all previously queued nessages. The AS
will nove to the AS-INACTIVE state if at least one ASP is in the
ASP- | NACTI VE state, otherwise it will nove to the AS- DOMWN state.

Fi gure 6 shows an exanple AS state machine for the case where the

AS/ ASP data is pre-configured. For other cases where the AS/ ASP
configuration data is created dynanmically, there would be differences
in the state machine, especially at the creation of the AS

For exanple, where the AS/ ASP configuration data is not created until
Regi stration of the first ASP, the AS-INACTIVE state is entered
directly upon the first successful REG REQ from an ASP. Anot her
exanple is where the AS/ASP configuration data is not created until
the first ASP successfully enters the ASP-ACTIVE state. In this case
the AS-ACTIVE state is entered directly.
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Figure 6: AS State Transition D agram
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4.3.3 M2UA Managenent Procedures for Primitives

Before the establishment of an SCTP associ ation the ASP state at both
the SGP and ASP is assuned to be in the state ASP- DO

Once the SCTP association is established (see Section 4.2.1) and
assunming that the local MUA-User is ready, the |ocal MUA ASP

Mai nt enance (ASPM function will initiate the relevant procedures,
usi ng the ASP Up/ ASP Down/ ASP Active/ ASP I nactive nmessages to convey
the ASP state to the SGP (see Section 4.3.4).

If the MRUA | ayer subsequently receives an SCTP- COWUN CATI ON_DOMN or
SCTP- RESTART indication prinitive fromthe underlying SCTP | ayer, it
will informthe Layer Managenment by invoking the M SCTP_STATUS
indication primtive. The state of the ASP will be nmoved to ASP-
DOVA.
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In the case of SCTP- COMUNI CATI ON DOMAN, the SCTP client MAY try to
re-establish the SCTP association. This MAY be done by the MUA

| ayer automatically, or Layer Managenent MAY re-establish using the
M SCTP_ESTABLI SH request primtive.

In the case of an SCTP- RESTART indication at an ASP, the ASP is now
considered by its M2UA peer to be in the ASP-DOM state. The ASP, if
it is to recover, nust begin any recovery with the ASP-Up procedure.

4.3.4 ASPM Procedures for Peer-to-Peer Messages
4.3.4.1 ASP Up Procedures

After an ASP has successfully established an SCTP association to an
SCGP, the SGP waits for the ASP to send an ASP Up nessage, indicating
that the ASP M2UA peer is available. The ASP is always the initiator
of the ASP Up nessage. This action MAY be initiated at the ASP by an
M ASP_UP request primtive from Layer Managenent or MAY be initiated
autonmatically by an M2UA nanagenent function.

Wien an ASP Up nmessage is received at an SGP and internally the
renote ASP is in the ASP-DOM state and not considered | ocked-out for
| ocal managenent reasons, the SGP marks the renpte ASP in the state
ASP- 1 NACTI VE and i nforns Layer Managenent with an M ASP_Up indication
primtive. |If the SGP is aware, via current configuration data,

whi ch Application Servers the ASP is configured to operate in, the
SGP updates the ASP state to ASP-INACTIVE in each AS that it is a
menber .

Alternatively, the SGP may nove the ASP into a pool of Inactive ASPs
avail able for future configuration within Application Server(s),
determined in a subsequent Registration Request or ASP Active
procedure. |If the ASP Up nessage contains an ASP ldentifier, the SGP
shoul d save the ASP ldentifier for that ASP. The SGP MJST send an
ASP Up Ack nessage in response to a received ASP Up nessage even if
the ASP is already narked as ASP-1NACTIVE at the SGP.

If for any local reason (e.g., nmanagenent |ock-out) the SGP cannot
respond with an ASP Up Ack nessage, the SGP responds to an ASP Up
message with an Error nmessage with Reason "Refused - Managenent

Bl ocki ng".

At the ASP, the ASP Up Ack nessage received is not acknow edged.
Layer Managenent is infornmed with an MASP_UP confirmprinitive.

When the ASP sends an ASP Up nessage it starts tinmer T(ack). |If the

ASP does not receive a response to an ASP Up nessage within T(ack),
the ASP MAY restart T(ack) and resend ASP Up nessages until it
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receives an ASP Up Ack nessage. T(ack) is provisionable, with a
default of 2 seconds. Alternatively, retransm ssion of ASP Up
nmessages MAY be put under control of Layer Managenment. In this
nmet hod, expiry of T(ack) results in an MASP_UP confirmprimtive
carrying a negative indication

The ASP MUST wait for the ASP Up Ack nessage before sendi ng any ot her
M2UA nessages (e.g., ASP Active or REG REQ. |If the SGP receives any
ot her M2UA nessages before an ASP Up nessage is received (other than
ASP Down - see Section 4.3.4.2), the SGP MAY di scard t hem

If an ASP Up nessage is received and internally the renote ASP is in
the ASP- ACTI VE state, an ASP Up Ack nessage is returned, as well as
an Error nessage ("Unexpected Message), and the renpte ASP state is
changed to ASP-INACTIVE in all relevant Application Servers

If an ASP Up nessage is received and internally the renote ASP is
already in the ASP-INACTI VE state, an ASP Up Ack nessage is returned
and no further action is taken

4.3.4.1.1 MUA Version Control

If an ASP Up nessage with an unsupported version is received, the
receiving end responds with an Error nessage, indicating the version
the receiving node supports and notifies Layer Managenent.

This is useful when protocol version upgrades are being performed in
a network. A node upgraded to a newer version SHOULD support the

ol der versions used on other nodes it is conmunicating with. Because
ASPs initiate the ASP Up procedure it is assuned that the Error
message would nornmally cone fromthe SGP

4.3.4.2 ASP Down Procedures

The ASP will send an ASP Down message to an SGP when the ASP wi shes
to be renoved fromservice in all Application Servers that it is a
menber and no | onger receive any MAUP or ASPTM nessages. This action
MAY be initiated at the ASP by an M ASP_DOMN request primtive from
Layer Managenent or MAY be initiated automatically by an M2UA
managenent function.

Whet her the ASP is pernmanently renoved fromany AS is a function of
configurati on nmanagenent. In the case where the ASP previously used
the Registration procedures (see Section 4.4) to register within
Application Servers but has not unregistered fromall of themprior
to sending the ASP Down nessage, the SGP MJST consider the ASP as
unregi stered in all Application Servers that it is still a nenber
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The SGP nmarks the ASP as ASP-DOMN, inforns Layer Managenent with an
M ASP_Down indication prinitive, and returns an ASP Down Ack nessage
to the ASP.

The SGP MUST send an ASP Down Ack nmessage in response to a received
ASP Down nessage fromthe ASP even if the ASP is already narked as
ASP- DOMN at the SGP.

At the ASP, the ASP Down Ack nessage received is not acknow edged.
Layer Managenent is informed with an M ASP_DOM confirmprimtive.

If the ASP receives an ASP Down Ack wi thout having sent an ASP Down
message, the ASP SHOULD now consider itself as in the ASP-DOM state.
If the ASP was previously in the ASP-ACTIVE or ASP_| NACTI VE state,
the ASP SHOULD then initiate procedures to return itself toits
previous state.

When the ASP sends an ASP Down nessage it starts timer T(ack). |If
the ASP does not receive a response to an ASP Down nessage wthin
T(ack), the ASP MAY restart T(ack) and resend ASP Down nessages until
it receives an ASP Down Ack nessage. T(ack) is provisionable, with a
default of 2 seconds. Alternatively, retransm ssion of ASP Down
messages MAY be put under control of Layer Managenent. |In this

met hod, expiry of T(ack) results in an MASP_DOM confirmprimtive
carrying a negative indication.

4.3.4.3 ASP Active Procedures

Anytime after the ASP has received an ASP Up Ack nessage fromthe
SGP, the ASP MAY send an ASP Active nmessage to the SGP indicating
that the ASP is ready to start processing traffic. This action MAY
be initiated at the ASP by an M ASP_ACTI VE request primtive from
Layer Managenent or MAY be initiated automatically by a MUA
managenment function. In the case where an ASP wi shes to process the
traffic for nmore than one Application Server across a common SCTP
associ ation, the ASP Active nmessage(s) SHOULD contain a list of one
or nore Interface ldentifiers to indicate for which Application

Servers the ASP Active nessage applies. It is not necessary for the
ASP to include any Interface Identifiers of interest in a single ASP
Active nmessage, thus requesting to becone active in all Interface

Identifiers at the sane tine. Miltiple ASP Active nessages MAY be
used to activate within the Application Servers independently, or in
sets. In the case where an ASP Active nessage does not contain a
Interface Identifier paraneter, the receiver nust know, via
configuration data, of which Application Server(s) the ASP is a
nmenber .

For the Application Servers that the ASP can successfully activate,
the SGP responds with one or nore ASP Active Ack nessages, including
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the associated Interface ldentifier(s) and reflecting any Traffic
Mode Type value present in the related ASP Active nessage. The
Interface Identifier paranmeter MJST be included in the ASP Active Ack
message(s) if the received ASP Active nessage contained any Interface
Identifiers. Depending on any Traffic Mbde Type request in the ASP
Active nessage or local configuration data if there is no request,
the SGP noves the ASP to the correct ASP traffic state within the
associ ated Application Server(s). Layer Managenent is infornmed with
an MASP_Active indication. |f the SGP receives any Data nessages
before an ASP Active nmessage is received, the SGP MAY di scard t hem
By sending an ASP Active Ack nessage, the SGP is now ready to receive
and send traffic for the related Interface Identifier(s). The ASP
SHOULD NOT send MAUP nessages for the related Interface Identifier(s)
before receiving an ASP Active Ack nessage, or it will risk nessage

| oss.

Multiple ASP Active Ack nmessages MAY be used in response to an ASP
Active nessage containing multiple Interface Identifiers, allow ng
the SGP to independently acknow edge the ASP Active nessage for
different (sets of) Interface Identifiers. The SGP MJST send an
Error message ("Invalid Interface Identifier") for each Interface
Identifier value that cannot be successfully activated.

In the case where an "out-of-the-blue" ASP Active nessage is received
(i.e., the ASP has not registered with the SG or the SG has no static
configuration data for the ASP), the nessage MAY be silently

di scar ded.

The SGP MUST send an ASP Active Ack nessage in response to a received
ASP Active nessage fromthe ASP, if the ASP is already marked in the
ASP- ACTI VE state at the SGP.

At the ASP, the ASP Active Ack nessage received is not acknow edged.
Layer Managenent is informed with an M ASP_ACTI VE confirmprimtive.
It is possible for the ASP to receive Data nessage(s) before the ASP
Active Ack nessage as the ASP Active Ack and Data nessages from an SG
may be sent on different SCTP streams. Message |loss is possible as
the ASP does not consider itself in the ASP-ACTIVE state until
reception of the ASP Active Ack nessage.

When the ASP sends an ASP Active nessage it starts timer T(ack). |If
the ASP does not receive a response to an ASP Active nessage within
T(ack), the ASP MAY restart T(ack) and resend ASP Active nessage(s)
until it receives an ASP Active Ack nessage. T(ack) is
provisionable, with a default of 2 seconds. Alternatively,

retransm ssion of ASP Active nmessages MAY be put under the control of
Layer Managenent. 1In this method, expiry of T(ack) results in an M
ASP_ACTI VE confirmprintive carrying a negative indication.
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There are three nodes of Application Server traffic handling in the
SGP M2UA | ayer: Override, Load share and Broadcast. When incl uded
the Traffic Mbde Type paranmeter in the ASP Active message indicates
the traffic handling node to be used in a particular Application
Server. |If the SGP deternmines that the node indicated in an ASP
Active nessage is unsupported or inconpatible with the node currently
configured for the AS, the SGP responds with an Error nessage
("Unsupported / Invalid Traffic Handling Mode"). |If the traffic
handl i ng nmode of the Application Server is not already known via
configuration data, the traffic handling node indicated in the first
ASP Active nessage causing the transition of the Application Server
state to AS-ACTIVE MAY be used to set the node

In the case of an Override node AS, reception of an ASP Active
nmessage at an SGP causes the (re)direction of all traffic for the AS
to the ASP that sent the ASP Active nmessage. Any previously active
ASP in the AS is now considered to be in the state ASP-1NACTIVE and
SHOULD no | onger receive traffic fromthe SG within the AS. The SGP
then MUST send a Notify nessage ("Alternate ASP Active") to the
previously active ASP in the AS, and SHOULD stop traffic to/fromthat
ASP. The ASP receiving this Notify MJST consider itself nowin the
ASP- 1 NACTI VE state, if it is not already aware of this via inter-ASP
conmmuni cation with the Overriding ASP

In the case of a Load-share node AS, reception of an ASP Active
nmessage at an SGP causes the direction of traffic to the ASP sending
the ASP Active nmessage, in addition to all the other ASPs that are
currently active in the AS. The algorithmat the SGP for | oad-
sharing traffic within an ASto all the active ASPs is inplenentation
dependent. The algorithmcould, for exanple be round-robin or based
on information in the Data nessage (e.g., such as the SLS in the
Routi ng Label).

An SGP, upon reception of an ASP Active nessage for the first ASP in
a Load share AS, MAY choose not to direct traffic to a newy active
ASP until it determines that there are sufficient resources to handle
the expected load (e.g., until there are "n" ASPs in state ASP-ACTI VE
in the AS)

Al'l ASPs within a | oad-sharing node AS nust be able to process any
Dat a nessage received for the AS, to accommpdate any potential fail-
over or bal ancing of the offered | oad.

In the case of a Broadcast node AS, reception of an ASP Active
nmessage at an SGP causes the direction of traffic to the ASP sending
the ASP Active nessage, in addition to all the other ASPs that are
currently active in the AS. The algorithmat the SGP for
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broadcasting traffic within an ASto all the active ASPs is a sinple
broadcast al gorithm where every nessage is sent to each of the
active ASPs.

An SGP, upon reception of an ASP Active nessage for the first ASP in
a Broadcast AS, MAY choose not to direct traffic to a newy active

ASP until it determines that there are sufficient resources to handle
the expected load (e.g., until there are "n" ASPs in state ASP-ACTI VE
in the AS)

Whenever an ASP in a Broadcast node AS beconmes ASP-ACTI VE, the SGP
MUST tag the first DATA nessage broadcast in each SCTP streamwith a
uni que Correlation |Id paranmeter. The purpose of this Correlation Id
is to permit the newy active ASP to synchronize its processing of
traffic in each ordered streamwith the other ASPs in the broadcast
gr oup.

4,.3.4.4 ASP | nactive Procedures

When an ASP wi shes to withdraw fromreceiving traffic within an AS
the ASP sends an ASP |Inactive nessage to the SGP. This action MAY be
initiated at the ASP by an M ASP_I NACTI VE request primtive from
Layer Managenent or MAY be initiated automatically by an M2UA
managenent function. |In the case where an ASP is processing the
traffic for nore than one Application Server across a conmmon SCTP
association, the ASP | nactive nessage contains one or nore Interface
Identifiers to indicate for which Application Servers the ASP

I nacti ve nmessage applies. In the case where an ASP Inactive nmessage
does not contain a Interface ldentifier parameter, the receiver nust
know, via configuration data, of which Application Servers the ASP is
a nenber and nove the ASP to the ASP-INACTIVE state in all
Application Servers. 1In the case of an Override node AS, where

anot her ASP has al ready taken over the traffic within the AS with an
ASP Active ("Override") nessage, the ASP that sends the ASP I nactive
message i s already considered by the SGP to be in the state ASP-

I NACTIVE. An ASP Inactive Ack nessage is sent to the ASP, after
ensuring that all traffic is stopped to the ASP

In the case of a Load-share node AS, the SGP noves the ASP to the
ASP- 1 NACTI VE state and the AS traffic is re-allocated across the
remai ning ASPs in the state ASP-ACTI VE, as per the |oad-sharing
algorithmcurrently used within the AS. A Notify nessage
("I'nsufficient ASP resources active in AS') MAY be sent to al
inactive ASPs, if required. An ASP Inactive Ack nessage is sent to
the ASP after all traffic is halted and Layer Managenent is inforned
with an M ASP_I NACTI VE indication primtive.

Morneault, et. al. St andards Track [ Page 70]



RFC 3331 SS7 MIP2 User Adaptation Layer Sept enber 2002

In the case of a Broadcast node AS, the SGP noves the ASP to the
ASP- 1 NACTI VE state and the AS traffic is broadcast only to the

remai ning ASPs in the state ASP-ACTIVE. A Notify nessage
("I'nsufficient ASP resources active in AS') MAY be sent to al
inactive ASPs, if required. An ASP Inactive Ack nessage is sent to
the ASP after all traffic is halted and Layer Managenent is inforned
with an M ASP_I NACTI VE indication primtive.

Mul tiple ASP Inactive Ack nessages MAY be used in response to an ASP
I nacti ve nmessage containing multiple Interface Identifiers, allow ng
the SGP to independently acknow edge for different (sets of)
Interface Identifiers. The SGP sends an Error nessage ("Invalid
Interface Identifier") for each invalid or not configured Interface
Identifier value in a received ASP | nhactive nessage.

The SGP MUST send an ASP | nactive Ack message in response to a
recei ved ASP | nactive nessage fromthe ASP and the ASP is already
mar ked as ASP-I| NACTI VE at the SGP

At the ASP, the ASP | nactive Ack nessage received is not

acknow edged. Layer Managenent is informed with an M ASP_| NACTI VE
confirmprimtive. |If the ASP receives an ASP | nactive Ack w t hout
havi ng sent an ASP | nactive nessage, the ASP SHOULD now consi der
itself as in the ASP-1NACTIVE state. |If the ASP was previously in
the ASP-ACTI VE state, the ASP SHOULD then initiate procedures to
return itself to its previous state.

When the ASP sends an ASP Inactive nmessage it starts tiner

T(ack). |If the ASP does not receive a response to an ASP Inactive
message within T(ack), the ASP MAY restart T(ack) and resend ASP
I nactive nessages until it receives an ASP | nactive Ack nessage.

T(ack) is provisionable, with a default of 2 seconds. Alternatively,
retransm ssion of ASP |Inactive nessages MAY be put under the contro
of Layer Managenent. In this nethod, expiry of T(ack) results in a
M ASP_l nactive confirmprimtive carrying a negative indication

If no other ASPs in the Application Server are in the state ASP-
ACTIVE, the SGP MUST send a Notify nessage ("AS-Pending") to all of
the ASPs in the AS which are in the state ASP-1NACTIVE. The SGP
SHOULD start buffering the incom ng nessages for T(r)seconds, after
whi ch messages MAY be discarded. T(r) is configurable by the network

operator. |If the SGP receives an ASP Active nessage froman ASP in
the AS before expiry of T(r), the buffered traffic is directed to
that ASP and the timer is canceled. |If T(r) expires, the AS is noved

to the AS-1NACTI VE st at e.
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4.3.4.5 Notify Procedures

A Notify nessage reflecting a change in the AS state MJST be sent to
all ASPs in the AS, except those in the ASP-DOM state, with
appropriate Status Information and any ASP ldentifier of the failed
ASP. At the ASP, Layer Managenent is infornmed with an M NOTIFY
indication primtive. The Notify nmessage MJST be sent whether the AS
state change was a result of an ASP failure or reception of an ASP
State Management (ASPSM / ASP Traffic Managenent (ASPTM nessage.

In the second case, the Notify nessage MJIST be sent after any rel ated
acknow edgment nessages (e.g., ASP Up Ack, ASP Down Ack, ASP Active
Ack, or ASP Ilnactive Ack).

In the case where a Notify ("AS-PENDING') nessage is sent by an SGP

t hat now has no ASPs active to service the traffic, or where a Notify
("Insufficient ASP resources active in AS') nessage MJST be sent in
the Load share or Broadcast node, the Notify nessage does not
explicitly conpel the ASP(s) receiving the nessage to becone active
The ASPs renmain in control of what (and when) traffic action is

t aken.

In the case where a Notify message does not contain a Interface
Identifier parameter, the receiver mnmust know, via configuration data,
of which Application Servers the ASP is a nenber and take the
appropriate action in each AS.

4.3.4.6 Heartbeat Procedures

The optional Heartbeat procedures MAY be used when operating over
transport layers that do not have their own heartbeat nechani smfor
detecting | oss of the transport association (i.e., other than SCTP)

Ei ther M2UA peer may optionally send Heartbeat nessages periodically,
subject to a provisionable timer T(beat). Upon receiving a Heartbeat
message, the M2UA peer MUST respond with a Heartbeat Ack nessage.

If no Heartbeat Ack nmessage (or any ot her M2UA nessage) is received
fromthe MUA peer within 2*T(beat), the renote MUA peer is

consi dered unavail abl e. Transni ssion of Heartbeat nessages is
stopped and the signalling process SHOULD attenpt to re-establish
communi cation if it is configured as the client for the di sconnected
M2UA peer.

The Heartbeat nessage nmay optionally contain an opaque Heartbeat Data
paraneter that MJST be echoed back unchanged in the rel ated Heart beat
Ack message. The sender, upon exam ning the contents of the returned
Heart beat Ack message, MAY choose to consider the renote MUA peer as
unavai l able. The contents/format of the Heartbeat Data paraneter is
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i mpl enent ati on- dependent and only of local interest to the origina
sender. The contents nmay be used, for exanple, to support a

Heart beat sequence algorithm (to detect mnissing Heartbeats), and/or
time stanp nechani sm (to eval uate del ays).

Not e: Heartbeat related events are not shown in Figure 5 "ASP state
transition diagrant.

4.4 Link Key Managenment Procedures

The Interface ldentifier Managenent procedures are optional. They
can be used to support automatic allocation of Signalling Term nals
or Signalling Data Links [2][3].

4.4.1 Registration

An ASP MAY dynamically register with an SGP as an ASP within an
Application Server for individual Interface lIdentifier(s) using the
REG REQ nessage. A Link Key paranmeter in the REG REQ specifies the
paraneters associated with the Link Key.

The SGP exam nes the contents of the received Link Key paraneters
(SDLI and SDTI) and conpares themw th the currently provisioned
Interface Identifiers. |If the received Link Key matches an exi sting
SGP Link Key entry, and the ASP is not currently included in the Iist

of ASPs for the related Application Server, the SGP MAY authorize the

ASP to be added to the AS. O, if the Link Key does not currently
exi st and the received Link Key data is valid and uni que, an SGP
supporting dynam c configuration MAY aut horize the creation of a new
Interface Identifier and related Application Server and add the ASP
to the new AS. In either case, the SGP returns a Registration
Response nessage to the ASP, containing the same Local -LK-Ildentifier
as provided in the initial request, a Registration Result
"Successfully Registered" and the Interface ldentifier. A unique
met hod of Interface Identifier valid assignnent at the SG SGP is

i npl enent ati on dependent but MJST be guaranteed to be uni que for each
Application server or Link Key served by SGP

If the SGP deternines that the received Link Key data is invalid, or
contains invalid paraneter values, the SGP returns a Regi stration
Response nessage to the ASP, containing a Registration Result "Error
- Invalid Link Key", "Error - Invalid SDTI", "Error - Invalid SDLI"
as appropriate.
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If the SGP deternines that the Link Key paraneter overlaps with an
existing Link Key entry, the SGP returns a Registrati on Response
nmessage to the ASP, with a Registration Status of "Error -

Overl appi ng (Non-Uni que) Link Key". An incom ng signalling nessage
received at an SGP cannot match agai nst nore than one Link Key.

If the SGP does not authorize the registration request, the SGP
returns a REG RSP nmessage to the ASP containing the Registration
Result "Error - Perm ssion Denied"

If an SGP determ nes that a received Link Key does not currently
exi st and the SGP does not support dynanmic configuration, the SGP
returns a Registration Response nessage to the ASP, containing a
Regi stration Result "Error - Link Key not Provisioned"

If an SGP determ nes that a received Link Key does not currently
exi st and the SGP supports dynam c reconfiguration but does not have
the capacity to add new Link Key and Application Server entries, the
SGP returns a Registrati on Response nessage to the ASP, containing a
Regi stration Result "Error - Insufficient Resources"

An ASP MAY register multiple Link Keys at once by including a nunber
of Link Key paraneters in a single REG REQ nessage. The SGP MAY
respond to each registration request in a single REG RSP nessage,

i ndi cating the success or failure result for each Link Key in a
separate Registration Result paraneter. Alternatively, the SGP MAY
respond with nmultiple REG RSP nessages, each with one or nore

Regi stration Result paranmeters. The ASP uses the Local -LK-ldentifier
paraneter to correlate the requests with the responses.

4.4.2 Deregistration

An ASP MAY dynanically de-register with an SGP as an ASP within an
Application Server for individual Interface lIdentifier(s) using the
DEREG REQ nessage. A Interface ldentifier paraneter in the DEREG REQ
specifies which Interface lIdentifier to de-register

The SGP exani nes the contents of the received Interface Identifier
paraneter and validates that the ASP is currently registered in the
Application Server(s) related to the included Interface
Identifier(s). |If validated, the ASP is de-registered as an ASP in
the rel ated Application Server

The deregistration procedure does not necessarily inply the deletion

of Link Key and Application Server configuration data at the SGP
O her ASPs may continue to be associated with the Application Server,
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in which case the Link Key data CANNOT be deleted. If a
Deregistration results in no nore ASPs in an Application Server, an
SGP MAY del ete the Link Key data.

The SGP acknow edges the de-registration required by returning a
DEREG RSP to the requesting ASP. The result of the de-registration
is found in the Deregistration Result paranmeter, indicating success
or failure with cause.

An ASP MAY de-register multiple Interface Identifiers at once by

i ncluding a nunber of Interface ldentifiers in a single DEREG REQ
message. The SGP MUST respond to each deregistration request in a
singl e DEREG RSP nessage, indicating the success or failure result
for each Interface Identifier in a separate Deregistration Result
par aneter.

5.0 Exanples of MIP2 User Adaptation (MUA) Procedures

5.1 Establishnent of associations between SGP and M3C exanpl es

5.1.1 Single ASP in an Application Server (1+0 sparing)
This scenario shows the exanpl e MLUA nessage flows for the
establishnent of traffic between an SGP and an ASP, where only one

ASP is configured within an AS (no backup). It is assuned that the
SCTP association is already set-up

SGP ASP1
|
[ <--------- ASP Up---------- |
[-------- ASP Up Ack------- >|
| |
| <------- ASP Active-------- |
[------ ASP Active Ack----- >
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5.1.2 Single ASP in an Application Server (1+0 sparing) with Dynanic
Regi stration

This scenario is the same as the one shown in Section 5.1.1 except
with a dynam c registration (automatic allocation) of an Interface
Identifier(s).

SGP ASP1

|

| <--------- ASP Up---------- |
[-------- ASP Up Ack------- >|
| |
[ <-------- REG REQ---------- |
[------ REG REQ RESP------- >
| |
| <------- ASP Active-------- |
|------ ASP Active Ack----- >

|
[------ NTFY( AS- ACTI VE) - - - - >
5.1.3 Two ASPs in Application Server (1+1 sparing)

This scenario shows the exanpl e MLUA nessage flows for the
establishment of traffic between an SGP and two ASPs in the sane
Application Server, where ASPl is configured to be active and ASP2 to
be standby in the event of communication failure or the withdrawal
fromservice of ASP1. ASP2 MAY act as a hot, warm or cold standby
dependi ng on the extent to which ASP1 and ASP2 share call/transaction
state or can communi cate call state under failure/wthdrawal events.

SGP ASP1 ASP2
| | |
| <-------- ASP Up---------- |
[------- ASP Up Ack------- >|
| |
R L E P ASP Up----------------
R ASP Up Ack------------- >
| |
| _ |
| <------- ASP Active------- |
|----- ASP Active Ack----- >
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5.2 ASP Traffic Fail-over Exanples
5.2.1 (1+1 Sparing, w thdrawal of ASP, backup Override)

Following on fromthe exanple in Section 5.1.2, and ASP w t hdr aws
from service:

SGP ASP1 ASP2

| <----- ASP | nactive------- | |
| ----ASP | nactive Ack---->| |
I I I
| - --- NTFY(AS- PENDI NG) - - - - >| |
I
I

[------mmm - NTFY(AS- PENDI NG) - - - - ------------- >
I I

[ <--mmmmmm e ASP Active---------- |
I e R ASP Active Ack-------- >|

|----- NTEY( AS- ACTI VE) - - - - >| |
T T TR —— NTEY( AS- ACTI VE) - - = === == c oo mmmm e >|

In this case, the SG°P notifies ASP2 that the AS has noved to the AS-
PENDI NG state. ASP2 sends ASP Active to bring the AS back to the
AS- ACTI VE state. |If ASP2 did not send the ASP Active nessage before
T(r) expired, the SG° woul d send a NOTIFY (AS- DOWN) .

Note: If the SGP detects |oss of the M2UA peer (through a detection
of SCTP failure), the initial SGP-ASP1 ASP Inactive nmessage
exchange woul d not occur.

SGP ASP1 ASP2
I I I
(detects SCTP failure)
[---------mmmmem - NTFY(AS- PENDI NG) - - --------------- >|
I | I
R R T T ASP Active---------- |
[-- - mm - ASP Active Ack-------- >|
I I I
[-------mmmmmee - NTFY(AS-ACTIVE) - ----------------- >|
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5.2.2 (1+1 Sparing, backup Override)

Following on fromthe exanple in Section 5.1.2, and ASP2 wi shes to
override ASP1l and take over the traffic:

I e ASP Active---------- |
I ASP Active Ack-------- >|
| ----NTFY(A't ASP-Act)--->| |

In this case, the SG notifies ASP1 that an alternative ASP has
overridden it.

5.3 SGP to MC, MIP Level 2 to MIP Level 3 Boundary Procedures

When the M2UA | ayer on the ASP has a MAUP nessage to send to the SGP,
it will do the foll ow ng:

- Deternmine the correct SGP
- Find the SCTP association to the chosen SGP

- Determine the correct streamin the SCTP associ ati on based on
the SS7 |ink

- Fill in the MAUP nessage, fill in M2UA Message Header, fill in
Conmon Header

- Send the MAUP nessage to the renote M2UA peer in the SGP, over
the SCTP associ ation

When the M2UA [ ayer on the SGP has a MAUP nessage to send to the ASP,
it will do the foll ow ng:

- Determine the AS for the Interface ldentifier
- Determne the Active ASP (SCTP association) within the AS

- Determne the correct streamin the SCTP associ ati on based on
the SS7 |ink

- Fill in the MAUP nessage, fill in M2UA Message Header, fill in
Conmon Header

-  Send the MAUP nessage to the renote M2UA peer in the ASP, over
the SCTP associ ation
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5.3.1 SS7 Link Alignnent

The MGC can request that a SS7 |link be brought into alignnent using
the normal or energency procedure [2][3]. An exanple of the nessage
flowto bring a SS7 link in-service using the normal alignnent
procedure is shown bel ow.

MTP2 M2UA M2UA MIP3
SGP SGP ASP ASP
<----Start Req---|<---Establish Req----|<----Start Req------
---In Serv Ind-->|----Establish Cfm-->|----1n Serv Ind---->

An exanpl e of the message flow to bring a SS7 link in-service using
t he emergency alignnent procedure.

MIP2 M2UA M2UA MI'P3
SGP SGP ASP ASP
<----Ener Reqg----|<--State Req (STATUS EMER SET)----|<----Ener Req---
————— Emer Cfm-->|---State Cf'm (STATUS EMER SET)--->|----Emer Cfm--->
<---Start Req----|<------- Establish Regq------------- | <---Start Reqg----
---In Serv Ind-->-------- Establish Ofm----------- > ---1n Serv |nd-->

5.3.2 SS7 Link Rel ease

The MZC can request that a SS7 link be taken out-of-service. |t uses
t he Rel ease Request nessage as shown bel ow.

MIP2 MR2UA MR2UA MTP3
SGP SGP ASP ASP
<----- Stop Reqg----- | <---Rel ease Req------ | <----- Stop Reg------
--Qut of Serv Ind->|----Release Cfm---->|--Qut of Serv Ind-->
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The SGP can autononously indicate that a SS7 |ink has gone out - of -
service as shown bel ow.

MIP2 MR2UA M2UA MTP3
SGP SGP ASP ASP
--Qut of Serv->|----Release Ind----- > --Qut of Serv-->

5.3.3 Set and C ear Local Processor CQutage

The M3C can set a Local Processor Qutage condition. It uses the
State Request nessage as shown bel ow.

MTP2 M2UA M2UA MTP3
SGP SGP ASP ASP
<----LPO Reqg----|<---State Req (STATUS LPO SET)----|<----LPO Reqg---
----- LPO Cfm-->|----State Cf'm (STATUS_LPO SET)--->|----LPOCIm--->
The M3C can clear a Local Processor Qutage condition. It uses the

State Request nessage as shown bel ow

MTP2 M2UA M2UA MTP3
SGP SGP ASP ASP
<---LPO Reqg---|<---State Req (STATUS LPO CLEAR)----|<----LPO Req---
----LPOCIm->|----State Cfm (STATUS LPO CLEAR)--->|----LPOCIm--->

5.3.4 Notification of Renbte Processor CQutage

The SGP can indicate that Renote has entered or exited the Processor
Qut age condition for a SS7 link. It uses the State |Indication
message as shown bel ow.

MTP2 MRUA M2UA MTP3
SGP SGP ASP ASP
----RPO INnd---->|----State Ind (EVENT_RPO ENTER)-->|----- RPO I nd- - - - >
-RPO Rcvr Ind-->|----State Ind (EVENT_RPO EXIT)--->|--RPO Rcvr | nd-->
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5.3.5 Notification of SS7 Link Congestion

The SGP can indicate that a SS7 Iink has becone congested. It uses
t he Congestion |Indication nessage as shown bel ow

MTP2 M2UA M2UA MTP3
SGP SGP ASP ASP
----Cong Ind---->]-------- Cong I nd (STATUS)------- >l ----Cong Ind---->
-Cong Cease Ind->|-------- Cong I nd (STATUS)------- >| - Cong Cease |nd->

5.3.6 SS7 Link Changeover

An exanpl e of the nessage flow for an error free changeover is shown
below. In this exanple, there were three nmessages in the
retransm ssi on queue that needed to be retrieved.

MIP2 M2UA M2UA MIP3
SGP SGP ASP ASP

<-Rtrv BSN Reg-|<--Rtrv Req (ACTI ON_RTRV_BSN)--|<--Rtrv BSN Reg---
(seqg_num = 0)

-Rtrv BSN Cfm>|---Rtrv Cfm (ACTION RTRV_BSN)->|---Rtrv BSN Cfm - >
(seq_num = BSN)

<-Rtrv Msg Reg-|<-Rtrv Req (ACTION_RTRV_MSGS)--|<--Rtrv Msg Req---
(seg_num = FSN)

-Rtrv Msg fm>|--Rtrv C'm (ACTI ON_RTRV_MSGS) ->| ---Rtrv Msg Cfm ->
(seq_num = 0)

-Rtrv Msg Ind->|--------- Retrieval Ind ------- > ---Rtrv Msg Ind-->
-Rtrv Msg Ind->|--------- Retrieval Ind ------- > ---Rtrv Msg Ind-->
-Rtrv Msg Ind->|--------- Retrieval Ind ------- > ---Rtrv Msg Ind-->
-Rtrv Conmpl Ind->----Retrieval Conpl Ind ---->|-Rtrv Conpl I|nd-->

Not e: The nunber of Retrieval I|Indication is dependent on the
nunber of nessages in the retransmt queue that have been
requested. Only one Retrieval Conplete Indication SHOULD be
sent.
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An exanpl e of a nessage flowwith an error retrieving the BSN is
shown bel ow.

MIP2 M2 UA M2 UA MI'P3
SGP SGP ASP ASP

<-Rtrv BSN Reg-|<--Rtrv Req (ACTION RTRV_BSN)--|<--Rtrv BSN Req---

-BSN Not Rtrv->|---Rtrv Cfm (ACTI ON_RTRV_BSN)->|---BSN Not Rtrv-->
(seq_num = -1)

An exanpl e of a nessage flowwith an error retrieving the nessages is
shown bel ow.

<-Rtrv BSN Reg-|<--Rtrv Req (ACTI ON_RTRV_BSN)--|<--Rtrv BSN Reg---

-Rtrv BSN Cfm>|---Rtrv Cm (ACTION_RTRV_BSN)->| ---Rtrv BSN Cfm - >
(seg_num = BSN)

<-Rtrv Msg Reg-|<-Rtrv Req (ACTION_RTRV_MSGS)--|<--Rtrv Msg Req---
(seqg_num = FSN)

-Rtrv Msg OFm>|--Rtrv &'m (ACTI ON_RTRV_MSGS) ->| ---Rtrv Msg Cfm ->
(seq_num = -1)

An exanpl e of a nessage flow for a request to drop nessages (clear
retransm ssion buffers) is shown bel ow

MTP2 M2UA M2UA MTP3
SGP SGP ASP ASP
-Cr RTB Reg----|<-StateReq (STATUS_CLEAR RTB)--|<--Cr RIB Req-----

-Cr RTB Reqg--->|-StateCfm (STATUS CLEAR RTB)-->|---Cr RTB Reqg---->
5.3.7 Flush and Conti nue

The foll owi ng nessage fl ow shows a request to flush buffers.

MIP2 MR2UA MR2UA MTP3
SGP SGP ASP ASP
<--Flush Req----|<-State Req (STATUS FLUSH BUFS)--|<---Flush Reg--

---Flush Cfm-->|--State Cf'm (STATUS_FLUSH BUFS) ->|---Flush Cfm->
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The followi ng nessage fl ow shows a request to continue.

MTP2 M2UA M2UA MTP3
SGP SGP ASP ASP
<---Cont Reqg----|<--State Req (STATUS_CONTINUE)---|<---Cont Req---
----Cont Cfm-->|---State Cfm (STATUS CONTI NUE) -->|----Cont Cfm->

5.3.8 Auditing of SS7 Iink state
It may be necessary for the ASP to audit the current state of a SS7
link. The flows bel ow show an exanpl e of the request and all the
potential responses.

Bel ow i s an exanple in which the SS7 Iink is out-of-service.

MIP2 M2 UA M2 UA MGMT
SGP SGP ASP ASP

| <----State Req (STATUS AUDIT)----|<----Audit-------

MI'P3
ASP

----------- Rel ease Ind---------->-CQut of Serv |nd->

MGMT
ASP

[----- State Cfm (STATUS AUDIT)--->|----Audit Cfm-->
Below is an exanple in which the SS7 link is in-service.

MIP2 M2 UA M2 UA MGMT
SGP SGP ASP ASP

| <----State Req (STATUS AUDIT)----|<----Audit-------

MI'P3
ASP

----------- Establish Cfm------->---1n Serv |nd-->

MGMT!
ASP

----- State Cfm (STATUS AUDIT)--->|----Audit Cfm-->
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Below is an exanple in which the SS7 Iink is in-service, but
congest ed.

MIP2 M2 UA M2 UA MGMT
SGP SGP ASP ASP

| <----State Req (STATUS AUDIT)----|<----Audit-------

[----- State Cfm (STATUS AUDIT)--->|----Audit Cfm-->

Below is an exanple in which the SS7 Iink is in-service, but in
Renot e Processor Qutage.

MIP2 M2 UA M2 UA MGMT
SGP SGP ASP ASP

| <----State Req (STATUS AUDIT)----|<---Audit Reg----

MI'P3
ASP

[----------- Establish Ind-------- >---1n Serv Ind-->
|---State Ind (EVENT_RPO ENTER)-->|----RPO Enter--->

MGMT
ASP

----- State Cfm (STATUS AUDIT)--->|----Audit Cfm-->
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6.0 Tiner Val ues

The recommended default values for MUA tiners are:

T(r) 2 seconds
T(ack) 2 seconds
T(beat) Hear t beat Ti mer 30 seconds

7.0 Security Considerations

M2UA is designed to carry signalling nessages for tel ephony services.
As such, M2UA MUST involve the security needs of several parties: the
end users of the services; the network providers and the applications
i nvol ved. Additional requirenments MAY conme from |l ocal regulation
Wi | e havi ng sonme overl appi ng security needs, any security solution
SHOULD fulfill all of the different parties’ needs.

7.1 Threats

There is no quick fix, one-size-fits-all solution for security. As a
transport protocol, MUA has the follow ng security objectives:

Avail ability of reliable and tinmely user data transport.
Integrity of user data transport.
* Confidentiality of user data.

M2UA runs on top of SCTP. SCTP [8] provides certain transport
rel ated security features, such as:

Bl i nd Denial of Service Attacks

FI oodi ng

Masquer ade

| npr oper Monopol i zation of Services

* Ok F F

When M2UA is running in a professionally managed corporate or service
provider network, it is reasonable to expect that this network

i ncludes an appropriate security policy franmework. The "Site
Security Handbook" [13] SHOULD be consulted for guidance.

When the network in which MUA runs in involves nore than one party,
it MAY NOT be reasonable to expect that all parties have inpl enented
security in a sufficient manner. |In such a case, it is recomended
that | PSEC is used to ensure confidentiality of user payl oad.

Consult [14] for nmore information on configuring | PSEC servi ces.
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7.2 Protecting Confidentiality

Particularly for nobile users, the requirenent for confidentiality
MAY i ncl ude the masking of |IP addresses and ports. In this case
application level encryption is not sufficient; |PSEC ESP SHOULD be
used i nstead. Regardl ess of which |level perforns the encryption, the
| PSEC | SAKMP servi ce SHOULD be used for key managenent.

8.0 | ANA Consi derati ons
8.1 SCTP Payl oad Protocol ldentifier

A request will be made to | ANA to assign an M2UA value for the
Payl oad Protocol Ildentifier in SCTP Payl oad Data chunk. The
followi ng SCTP Payl oad Protocol Identifier has been registered:

M2 UA "2

The SCTP Payl oad Protocol ldentifier is included in each SCTP Data
chunk, to indicate which protocol the SCTP is carrying. This Payl oad
Protocol ldentifier is not directly used by SCTP but MAY be used by
certain network entities to identify the type of information being
carried in a Data chunk

The User Adaptation peer MAY use the Payload Protocol ldentifier as a
way of determi ning additional information about the data being
presented to it by SCTP.

8.2 MUA Protocol Extensions

This protocol nay al so be extended through 1ANA in three ways:

-- through definition of additional nessage cl asses,

-- through definition of additional nmessage types, and

-- through definition of additional nmessage paraneters.
The definition and use of new nmessage cl asses, types and paraneters
is an integral part of SIGIRAN adaptation |layers. Thus, these
extensions are assigned by | ANA through an | ETF Consensus action as
defined in [ RFC2434] .

The proposed extension nust in no way adversely affect the genera
wor ki ng of the protocol

Morneault, et. al. St andards Track [ Page 86]



RFC 3331 SS7 MIP2 User Adaptation Layer Sept enber 2002

8.2.1 | ETF Defined Message O asses

The docunentation for a new nessage class MJST include the follow ng
i nformati on:

(a) Along and short nane for the nessage cl ass.
(b) A detailed description of the purpose of the nessage cl ass.

8.2.2 | ETF Defined Message Types

Docunent ati on of the nessage type MJST contain the foll ow ng
i nformation:

(a) Along and short nane for the new nessage type.

(b) A detailed description of the structure of the nessage.

(c) A detailed definition and description of intended use of each
field within the nmessage.

(d) A detailed procedural description of the use of the new nessage
type within the operation of the protocol.

(e) A detailed description of error conditions when receiving this
nmessage type.

When an i npl ementation receives a nessage type which it does not
support, it MJST respond with an Error (ERR) nessage with an Error
Code of Unsupported Message Type.

8.2.3 | ETF-defined TLV Paraneter Extension

Docunent ati on of the nessage paraneter MJST contain the foll ow ng
i nformati on:

(a) Nane of the paraneter type.

(b) Detailed description of the structure of the paraneter field.
This structure MJST conformto the general type-Iength-val ue
format described in Section 3.1.5.

(c) Detailed definition of each conponent of the paraneter val ue.

(d) Detailed description of the intended use of this paraneter type,
and an indication of whether and under what circunstances
mul tiple instances of this paraneter type may be found within the
sane nmessage type
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Appendi x A: Signalling Network Architecture

A Signalling Gateway will support the transport of MIP2-User
signalling traffic received fromthe SS7 network to one or nore
distributed ASPs (e.g., Ms). dearly, the MUA protoco
description cannot in itself neet any performance and reliability
requi renents for such transport. A physical network architecture is
required, with data on the availability and transfer perfornmance of
t he physical nodes involved in any particul ar exchange of

i nformati on. However, the MUA protocol is flexible enough to all ow
its operation and managenent in a variety of physical configurations
that will enable Network Operators to neet their performance and
reliability requirenents.

To nmeet the stringent SS7 signalling reliability and performance
requirenents for carrier grade networks, these Network Operators
shoul d ensure that there is no single point of failure provisioned in
the end-to-end network architecture between an SS7 node and an | P
ASP.

Dependi ng of course on the reliability of the SG° and ASP functiona
el ements, this can typically be net by spreading SS7 links in a SS7
linkset [1] across SGPs or SGs, the provision of redundant QoS-
bounded I P network paths for SCTP Associ ati ons between SCTP End

Poi nts, and redundant Hosts. The distribution of ASPs within the
avai l abl e Hosts is also inportant. For a particular Application
Server, the related ASPs MAY be distributed over at |east two Hosts.
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An exanpl e of logical network architecture relevant to carrier-grade
operation in the I P network domain is shown in Figure 7 bel ow

Rk b o b R b o b
* R ko * * R ko * |_bst1
Sl * *sePL*_x_______ *_* ASPL * %
* *kkkkkkk*k * | | * *kkkkkkk*k *
* * | | * *
* i * | | kkkkhkkkhkkhkkkhkhkkkhkk
Rk b o b | |
*kkkk kikhkkikkkkkk* | |
* *kkkkkkk*k * |
S@ * * s@P2 *__*________ |
* *kkkkkkhk*k * |
* * |
* * |
*kkkk kikikkikkkkkk* | *kkkk kikhkkikkkkkk*

* *kkkkkk*%k * |_bst2
*_ % ASP2 * x

* *kkkkkkk*k *

SCTP Associ ati ons * *

Rk b o b A

Figure 7: Logical Mdel Exanple

To avoid a single point of failure, it is recommended that a m ni nrum
of two ASPs be configured in an AS list, resident in separate hosts
and, therefore, available over different SCTP associations. For
exanple, in the network shown in Figure 7, all messages for the
Interface ldentifiers could be sent to ASP1 in Hostl or ASP2 in
Host2. The AS list at SGP1 might [ook |ike the follow ng:

Interface Identifiers - Application Server #1
ASP1/Host1l - State Active
ASP2/ Host2 - State I nactive

In this 1+1 redundancy case, ASPl in Hostl would be sent any incom ng
message for the Interface ldentifiers registered. ASP2 in Host2
woul d nornal ly be brought to the active state upon failure of
ASP1/Host1l. In this exanple, both ASPs are |Inactive or Active,
nmeani ng that the related SCTP association and far-end MUA peer is
ready.
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For carrier grade networks, Operators should ensure that under
failure or isolation of a particular ASP, stable calls or
transactions are not lost. This inplies that ASPs need, in some
cases, to share the call/-transaction state or be able to pass the
call/transaction state between each other. Also, in the case of ASPs
performng call processing, coordination MAY be required with the
related Media Gateway to transfer the M3C control for a particul ar
trunk term nation. However, this sharing or comunication is outside
the scope of this docunent.
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