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Abstr act

This docunent clarifies and updates the standards status of RFCs that
define direct and reverse map of |IPv6 addresses in DNS. This
docunent noves the A6 and Bit | abel specifications to experinental
status.

1. Introduction

The | ETF had begun the process of standardizing two different address
formats for 1 Pv6 addresses AAAA [ RFC1886] and A6 [ RFC2874] and both
are at proposed standard. This had |led to confusion and conflicts on
whi ch one to deploy. It is inportant for deploynent that any
confusion in this area be cleared up, as there is a feeling in the

community that having nore than one choice will lead to delays in the
depl oynent of IPv6. The goal of this document is to clarify the
situation.

This docunent al so di scusses issues relating to the usage of Binary
Label s [RFC 2673] to support the reverse mapping of |Pv6 addresses.

Thi s docunent is based on extensive technical discussion on various
rel evant working groups nmailing lists and a joint DNSEXT and NGTRANS
nmeeting at the 51st | ETF in August 2001. This docunent attenpts to
capture the sense of the discussions and reflect themin this
document to represent the consensus of the comunity.
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The main argunents and the issues are covered in a separate docunent
[ RFC3364] that reflects the current understanding of the issues.
Thi s docunent summarizes the outcone of these discussions.

The issue of the root of reverse |Pv6 address map is outside the
scope of this docunent and is covered in a different docunent
[ RFC3152] .

1.1 Standards Action Taken

Thi s docunent changes the status of RFCs 2673 and 2874 from Proposed
Standard to Experi nmental

2. | Pv6 Addresses: AAAA RR vs A6 RR

Wor ki ng group consensus as perceived by the chairs of the DNSEXT and
NGTRANS wor ki ng groups is that:

a) AAAA records are preferable at the nonent for production
depl oynent of |Pv6, and

b) that A6 records have interesting properties that need to be better
under st ood before depl oynment.

c) It is not known if the benefits of A6 outweigh the costs and
risks.

2.1 Rationale

There are several potential issues with A6 RRs that stemdirectly
fromthe feature that nakes themdifferent from AAAA RRs: the ability
to build up addresses via chaining.

Resol ving a chain of A6 RRs involves resolving a series of what are
nearl y-i ndependent queries. Each of these sub-queries takes some
non-zero anount of time, unless the answer happens to be in the
resol ver’'s local cache already. Qher things being equal, we expect
that the time it takes to resolve an N-link chain of A6 RRs will be
roughly proportional to N. What data we have suggests that users are
already inpatient with the length of tinme it takes to resolve A RRs
in the IPv4 Internet, which suggests that users are not likely to be
patient with significantly longer delays in the IPv6 Internet, but
term nating queries prematurely is both a waste of resources and
anot her source of user frustration. Thus, we are forced to concl ude
that indiscrimnate use of long A6 chains is likely to lead to

i ncreased user frustration.
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The probability of failure during the process of resolving an N-Iink
A6 chain al so appears to be roughly proportional to N, since each of
the queries involved in resolving an A6 chain has roughly the sane
probability of failure as a single AAAA query.

Last, several of the nobst interesting potential applications for A6
RRs involve situations where the prefix nane field in the A6 RR
points to a target that is not only outside the DNS zone contai ni ng
the A6 RR, but is administered by a different organization entirely.
Whil e pointers out of zone are not a problem per se, experience both
with glue RRs and with PTR RRs in the | N-ADDR. ARPA tree suggests that
poi nters to other organi zations are often not naintained properly,
per haps because they're | ess susceptible to automati on than pointers
within a single organization would be.

2.2 Recommended Standard Action

Based on the perceived consensus, this docunent recomends that RFC
1886 stay on standards track and be advanced, while noving RFC 2874
to Experinmental status.

3. Bitlabels in the Reverse DNS Tree

RFC 2673 defines a new DNS | abel type. This was the first new type
defined since RFC 1035 [ RFC1035]. Since the devel opnent of 2673 it
has been | earned that deploynent of a new type is difficult since DNS
servers that do not support bitlabels reject queries containing bit

| abel s as being mal formed. The community has al so indicated that
this new | abel type is not needed for mapping reverse addresses.

3.1 Rationale
The hexadeci mal text representation of |Pv6 addresses appears to be
capabl e of expressing all of the del egation schenes that we expect to
be used in the DNS reverse tree.

3.2 Recommended Standard Action
RFC 2673 standard status is to be changed from Proposed to

Experimental . Future standardi zation of these docunments is to be
done by the DNSEXT working group or its successor
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4.

7.

DNAME in | Pv6 Reverse Tree

The issues for DNAME in the reverse mapping tree appears to be
closely tied to the need to use fragnented A6 in the main tree: if
one is necessary, so is the other, and if one isn’'t necessary, the
other isn't either. Therefore, in noving RFC 2874 to experinental
the intent of this document is that use of DNAVE RRs in the reverse
tree be deprecat ed.
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Security Considerations
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| eads to a nodel for use of DNSSEC in | Pv6 networks which parallels
current |Pv4 practice
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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