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Abstr act

Peopl e often refer to things in the real world by a common nane or
phrase, e.g., a trade name, conpany nanme, or a book title. These
nanes are sonetinmes easier for people to renmenber and type than URLs
Furt hernore, because of the limted syntax of URLs, conpani es and
individuals are finding that the ones that mi ght be nobst reasonabl e
for their resources are being used el sewhere and so are unavail abl e.
For the purposes of this docunent, a "conmon nanme" is a word or a
phrase, w thout inposed syntactic structure, that nmay be associ ated
with a resource

This effort is about the creation of a protocol for client
applications to communi cate with conmmon nanme resol ution services, as
exenplified in both the browser enhancenment and search site

paradi gns. Al though the protocol’s primary function is resolution

it is also intended to address issues of internationalization and

| ocalization. Nane resolution services are not generic search
services and thus do not need to provide conpl ex Bool ean query,

rel evance ranking or sinilar capabilities. The protocol is a sinple,
nm ni mal interoperable core. Mechanisns for extension are provided,
so that additional capabilities can be added.

Popp, et. al. St andards Track [ Page 1]



RFC 3367

Common Nane Resol ution Protocol (CNRP)

Tabl e of Contents

Popp,

HOONNNDODU A RN AR AR AR RARARARRARARWNWOWWONNNNE

WN P

OO wWNE

N -

NRNNNNNRNRNNNNNNNNE R R

A WNPE

et.

PUURARRRRRWNNE R

I ntroduction .

| nportant Notes

Ter m nol ogy .

DID is Defrnrtrve .

Uni f or m Resource |ldenti f| ers .

I nteraction Model e e e e
Services, Servers, Datasets and Referrals
Requests and Responses .

Transport | ndependence .

Character encoding .

Queries

Hnts . .

oj ect I\/bdel

Properties .

Core properties .

Abstract and custom propertr es .

Base properties

Conmmon nane string encodl ng and equr vaI ence ruI es

hj ect s

Query

Logi cal operations within a Query

Resul ts

Resour ceDescri pt or

Service .

Dat asets .

Servers

St at us Messages

Status of CNRP, Not the Transport

Codes and Description .

St at us Codes . .o

Ref erral .
Loop Detection and Dat aset Handl i ng in Servers .
Di scoverability: ServiceQuery and Schema .
XML DTD for CNRP .
Exarr'pl es .

Service Descri ptl on Request .
Sending A Query and Getting A Response .
Transport .

HTTP Transport

SMIP Transport e e

Regi stration: application/cnrp+xn
Security Considerations

| ANA Consi derati ons

Ref erences .

al . St andards Track

August 2002

oo ~N~NOoOOoOUTOonohbMbw

[ Page 2]



RFC 3367 Common Nane Resol ution Protocol (CNRP) August 2002
A Appendi x A: Well Known Property and Type Regi stration
Tenpl at es e e e e 35
A1l Properties . 35
A2 Types . . . . 35
B. Status Codes . . . . . . . . 37
B.1 Level 1 (Informative) Codes 37
B. 2 Level 2 (Success) Codes . . . . 38
B.3 Level 3 (Partial Success) Codes 38
B. 4 Level 4 (Transient Failure) Codes . 40
B.5 Level 5 (Permanent Fail ures) Codes . 40
Aut hors’ Addresses . . 41
Ful | Copyright Statenent 42

I nt roducti on

Services are arising that offer a mapping fromcomon nanes to
Internet resources (e.g., as identified by a URI). These services
often resol ve compn name categories such as conpany nanes, trade
nanes, or comon keywords. Thus, such a resolution service nmay
operate in one or a snall nunber of categories or dommins, or nay
expect the client to limt the resolution scope to a linited nunber
of categories or domains. For exanple, the phrase "Internet

Engi neering Task Force" is a conmon nane in the "organization"
category, as is "Mby Dick" in the book category.

Two classes of clients of such services are being built, browser

i mprovenents and web accessible front-end services. Browser
enhancenents nodify the "open" or "address" field of a browser so
that a common nane can be entered instead of a URL. Internet search
sites integrate common nane resol ution services as a conpl enent to
search. In both cases, these nay be clients of back-end resolution
services. |In the browser case, the browser nust talk to a service
that will resolve the conmon name. The search sites are accessed via
a browser. 1In sone cases, the search site may al so be the back-end
resol ution service, but in others, the search site is a front-end to
a collection of back-end services.

This effort is about the creation of a protocol for client
applications to communi cate with conmon nanme resol ution services, as
exenplified in both the browser enhancenment and search site

paradi gns. Nane resolution services are not generic search services
and thus do not need to provide conpl ex Bool ean query, rel evance
ranking or simlar capabilities. The protocol is a sinple, mninal

i nteroperable core. Mechanisns for extension are provided, so that
addi tional capabilities can be added.
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2.

Several other issues, while of inportance to the depl oynent of common
nane resol ution services, are outside of the resolution protoco
itself and are not in the initial scope of the proposed effort.

These include discovery and sel ection of resolution service
providers, admi nistration of resolution services, nanme registration
nane ownership, and nethods for creating, identifying or insuring

uni que conmon nanes.

For the purposes of this docunent, a "conmon nanme" is a word or a
phrase, w thout inposed syntactic structure, that nmay be associ ated
with a resource. These conmon nanes will be used primarily by
hunmans, as opposed to machi ne agents. A comobn nanme "resol ution
servi ce" handl es these associ ati ons between conmon nanes and data
(resources, information about resources, pointers to |ocations,
etc.). A single comopn nane may be associated with different data
records, and nore than one resolution service is expected to exist.
Any conmon name may be used in any resol ution service

Conmmon nanes are not URIs (Uniform Resource ldentifiers) in that they
| ack the syntactic structure inposed by URI's; furthernore, unlike
URNs, there is no requirenment of uni queness or persistence of the
associ ati on between a common name and a resource. (Note: comon
nanes nmay be expressed in a URI, the syntax for which is described in
RFC 3368 [9].)

Thi s docunent will define a protocol for the paraneterized resolution

necessary to make conmon nanes useful. "Resolution" is defined as
the retrieval of data associated (a priori) with descriptors that
mat ch the input request. "Paraneterized' neans the ability to have a

mul ti-property descriptor. Descriptors are not required to provide
uni que identification, therefore O or nore records may be returned to
neet a specific input query.

| nportant Notes

2.1 Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [7].

2.2 DIDis Definitive

The descriptive portions of this docunent contain pieces of XM that
are *illustrative exanples only*. Section 5 of this docunent
contains the XML DID for CNRP, which is definitive. |If any

di screpanci es are found, the DID w ns.
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2.3 Uni form Resource ldentifiers

3.

Al'l URI's used within the CNRP protocol MIST adhere to the

"absol uteURI’ production found in the ABNF of [3]. CNRP does not
define the semantics of a Base and therefore is not capable of
expressing the ' URl - Ref erence’ production

I nteracti on Model

3.1 Services, Servers, Datasets and Referral s

CNRP assunes a particular interaction nodel where a generalized
"service" provides commopn nane resolution at one or nore actua

"servers". |If the data contained in all its servers is identica
(mirrors), the service need not identify any particul ar subset of
data. |If, however, the service provides different collections of

data through different servers (e.g., subsets, specialized
collections, etc.), it SHOULD indi cate what subsets of its data that
each server offers. This is done by using URI's to uniquely

di sanbi guate one dataset fromanother. |If the service offers a copy
of a collection of data on agreement with a foreign service, the
foreign service SHOULD provide a dataset URI to allow the collection
to be identified as related to its own offerings.

CNRP supports the concept of referrals. This is where a server can
know t hat anot her Service exists, within the sane Service or

el sewhere, that can provide further answers to a particular query but
decides to forward that fact onto the client instead of chaining the
query for the client. A referral is sent along with the rest of the
results froma server (if any). Referrals to a service SHOULD
indicate the particular dataseturi that triggered the referral, if it
is known. See Section 4.2.5 for details on referrals and | oop

det ecti on.

3.2 Requests and Responses

The protocol consists of a sinple request/response nechanism A
client sends one of a few types of requests to a server which
responds with the results of that request. Al requests and
responses are encoded with XM. [8] using the DID found in Section 5.
There are two types of requests. One is a general query for a
common-nane. The other is a request for an object that describes the
service and its capabilities. There is only one type of response
which is a set of results. Results can contain actual result itens,
referral s and/or status nessages.
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3.3 Transport |ndependence

CNRP is completely encapsulated within its XM_ definition, and is
therefore transport-independent in its specification. However,
clients need to have a clearly defined means of bootstrapping a
connection with a server.

It is possible to define special-purpose applications that use CNRP
but whi ch never need the HTTP boot strappi ng nethod outlined bel ow,
those applications MIST define howto find the appropriate
server/port/protocol. CNRP servers dedicated to those applications
may provide service only on the ports/transport protocols defined by
the application.

Al'l other (generic) CNRP clients and servers MJST support the HTTP
(Section 7.1) transport on the default CNRP port of 1096.

Note that a particul ar service may choose to change to a different
transport or port via statenents within a CNRP service description
request, but with initial contacts between a client and a server
bei ng over HTTP on port 1096. For a short explanation of how CNRP
enpl oys HTTP, see Section 7.1 of this docunent. |If other transports
are used, they MJST be handl ed over a port other than the default
CNRP port.

3.4 Character Encoding
To guarantee interoperability, the follow ng provisions apply:
0 XM queries and responses MJST be encoded as UTF-8.

Note: As in any XML docunent, nuneric character references nmay be
used.

o The encoding of characters in the CNRP URl is based on UTF-8; for
details, please see [9].

Any interfaces electing to present/accept protocol elenments in other

representations are responsi ble for accurate transcoding for use in
CNRP protocol elenents, per the above provisions.
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3.5 Queries
Queries are sent by the client to the server. There are two types of
queri es.
1. A ‘special’ initial query that establishes the schema for a

particul ar CNRP dat abase and conmuni cates that to the client.
The CNRP client will send this query, and in turn receive an XM
docunent defining the query properties that the database
supports. (In CNRP, XM. [8] is used to define and express al
objects.) This query is called the ’"servicequery’ in the DID
In the case where a client does not know anythi ng about the
Service, the client MAY assunme that it can at |east issue the
request via HTTP.

2. A ‘standard’ query, which is the subm ssion of the CNRP search
string to the database. The query will conformto the schema
that MAY have been previously retrieved fromthe service

There will be a set of query properties, listed below, treated as
hints by the server. Note: a CNRP database will accept any correctly
encoded CNRP query property; the extent to which a query result is
responsive to those properties is a service differentiator. The base
properties that are always supported are comobn nane, | anguage,
geography, category, and range (start and length of the result set).
CNRP al | ows dat abase service providers to create unique data types
and expose themto any CNRP client via the CNRP schema XML docunents.

3.6 Hints
A hint is an assertion by the user about hinself, herself or itself
and the context in which he/she/it is operating. There is no data
type ‘hint’; a hint is expressed within the structure of the query
itself and is limted or enabled by the richness of the defined query
nanespace. In effect, a query and any property within it is a hint.
For exanple, the "l anguage" property can be given as a hint in a
query; this nay be used to order search results. |f one wants
results first in US English foll owed by European French and finally
Sout h Ameri can Spani sh, the follow ng can be included in the query:
<property nane="| anguage" type="rfcl766">en-US</property>
<property nane="| anguage" type="rfcl766">fr-FR</property>

<property nane="| anguage" type="rfcl766">sp- MX</ property>
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4.

Note that the property statenments say nothing about whether the

| anguage is prinmary, secondary, etc. In this exanple, the ordering
of the statenent controls that--the first statement, being first,
means that US English is the primary |anguage. The second statenent
specifies the second region/l anguage, and so on. *But this is only
an exanple.* The extent to which hints are supported (or not) is a
service differentiator.

The fact that a hint exists does not nean that a CNRP dat abase nust
respond to it. This best-effort approach is sinmlar to rel evance
ranking in a search engine (high precision, lowrecall); hints are
simlar to a search engine's selection criteria. CNRP services will
attenpt to return the results "closest" to the selection criteria.
This is quite different froma SQ. database approach where a SQ
query returns the entire results set and each result in the set nust
match all the requirements expressed by the qualifier (the SQ WHERE
cl ause) .

bj ect Model

4.1 Properties

In CNRP, objects are property lists. A property is a naned
attribute. A property also has a well-defined type. Sone properties
can be part of the query or the results list or both. For
sinplicity, CNRP is limting property values to string val ues.

4.1.1 Core Properties

CNRP i ntroduces a set of core properties. Core properties are the
m ni mal set of properties that all CNRP services MJST support in
order to reach CNRP conpliance. Hence, the core properties define
the level of interoperability between all CNRP services. The core
properties are:

1. CommonNane: the common nanme associated with a resource.

2. I D an opaque string that serves as a unique identifier for a
result froma Service (typically a database ID). The ID is not
gl obal Il y uni que, nor necessarily persistent (e.g., between
queries at a given Service).

3. resourceURl: An 'absoluteURlI’ as defined in the coll ected ABNF
found in RFC 2396 [3].

4. description: A free text description of the resource.
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4.1.2 Abstract and Custom Properties

In addition to core properties, CNRP introduces the notion of
abstract properties. The abstract property el ement provides schema
extensibility beyond the core properties. The notion of abstract
property is extrenely inportant in CNRP since it enables a wi der
range of CNRP based services than those based on the core properties.

To create concrete custom properties, a CNRP service nust define a
property name and a property type. Therefore, there are really two
ways to create a customproperty. The first way is to create a new
property nane and define at |east one type for it. Another way is to
extend an existing property by defining a new type. The "geography"
property discussed in the next section is an exanple of a nulti-type
property. Note that a type is only applicable to the property it is
defined for. |If a new property is defined, a new type MIST be
defined even though the value set for that type may be identical to
an existing type for an existing property. |In other words, types are
scoped to a given property. Custom properties MJST be registered
with | ANA. Details about the registration process for new properties
can be found in Section 10.

For exanple, let us assune that a CNRP service specialized on online
books would like to introduce the |ISBN property of type "nunmber".
This property woul d encapsul ate the | SBN nunber of the book online
and woul d have he follow ng XM representation:

<property nane="isbn" type="nunber">92347231</ property>
4.1.3 Base Properties

Illustrating the use of abstract property to extend the core schens,
CNRP al so defines a set of custom properties called base properties.
In order to keep the requirenents extrenely sinple, these properties
are not mandatory to inplenent to reach CNRP conpliance. Although,
these properties are not required, it is expected that nmany services,
especially large ones, will inplenent them An equally inportant
goal for introducing additional properties is to provide a results
filtering mechanism This is a requirenment for |arge namespaces that
contain several mllion nanes.
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The base properties and their types are defined in Appendi x A but
listed here for clarity:

(0]

Popp,

Language:

The | anguage associated with a resource. The default type of this
property is 'RFC1766" and the vocabulary is drawmn fromthe |ist of
| anguages in RFC 1766 [4]. |If RFC 1766 is updated, then the
values listed in the updated version are also valid for this type.

Ceogr aphy:

The geographi cal region or location associated with a resource.
Sonme of the possible types are listed below. See Appendix A for a
complete list of types specified by this docunent.

* 'freeformi: a free formexpression for a geographical |ocation
(e.g., "palo alto in california").

* '] S0B166-1': geographical region expressed using a standard
country code as defined by |SO3166-1 (e.g., "US").

* '] S08166-2': val ue = a geographical region expressed using a
standard region and country codes as defined by | SO3166-2
(e.g., "US-CA").

* 'lat-long : the latitude and | ongitude of a geographica
| ocati on.
Cat egory:

The category associated with a resource. There are |arge nunbers
of possible types for this property. Two possible ones are:

1. ’'freefornm: a free formexpression for a category (e.g.
"movi es").

2. "NAICS : The North American |Industry Code System

Range:

The range is a results set control property. The range property
is used to specify the starting point and the length of a results
set (e.g., | want 5 records starting at the 10th record). It
shoul d only ever have one type but, in the interest of
extensibility and consistency, others can be created if there is a
need. The default type is 'start-length’ which takes the form of
two integers separated by a dash. The first integer is the
starting number and the second is the nunber of values to include.

et. al. St andards Track [ Page 10]
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o Dataseturi: An absoluteURl (as defined in [3] that identifies a
defined set of Conmon Nanmes and associ ated dat a.

Note: For many properties the default "type" is "freefornf. The free
formtype value is inmportant because it allows very sinple user
interface where the user can enter a value in a text field. It is up
to the service to interpret the value correctly and take advantage of
it to increase the relevance of results (using specialized
dictionaries for instance).

4.1.4 Conmmon Nane String Encodi ng and Equi val ence Rul es

CNRP specifies that common nanme strings should be encoded usi ng UTF-
8. CNRP does not specify any string equival ence rules for natching a
common nane in the query against a comon nanme of a Resource. String
equi val ence rul es are | anguage and servi ce dependent. They are
specific to rel evance ranking al gorithnms, hence treated as CNRP
services. Consequently, string equivalence rules are not part of the
CNRP protocol specification. For exanple, the query nenber:

<commpbnnane>bmw/ conmbnnane>

shoul d be read as a selection criterion for a resource with a conmon
nane LIKE (simlar to) the string "bnmw' where the exact definition of
the LIKE operator is intuitive, yet specific to the queried CNRP
service.

It is also inportant to note that XM. treats whitespace as a specia
case in many situations. |In some cases, it collapses whitespace into
a single space. Both client and server Inplenentors are warned to
reference the XM. standard for the various ranifications of using

whi t espace in queries and/or results.

4.2 ojects

4.2.1 Query
The Query object encapsul ates all the query conponents such as
ConmonNane, | D, and any properties. A Query cannot be enpty. A
Query nust contain either one and only one comon name, or one and

only one ID. A Query can also contain the custom properties defined
by a specific CNRP service.
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For exanple, a query for the first 5 resources whose conmon nane is
like "bmv' woul d be expressed as:

<query>

<comonnane>bmw</ comobnnane>

<property nane="range" type="start-|ength">1-5</property>
</ query>

4.2.1.1 Logical Operations Wthin a Query

The Query syntax is extremely sinple. CNRP does not extensively
support Bool ean | ogi c operator such as OR, AND or NOI. However
there exist two inplicit |ogical operations that can be expressed
through the Query object and its properties. First, a query with
nmul tiple property-value pairs inplicitly expresses an AND operation
on the query ternms. For instance, the CNRP query to request all the
resources whose common nane is |ike "bnmw', AND whose | anguage is
"Gernan" can be expressed as:

<query>
<conmonname>bmw/ conmonnamne>
<property nane="| anguage" type="rfcl766">
de- DE
</ property>
</ query>

Not e however, that because the server is only trying to best match
the Query criteria, there is no guarantee that all or any of the
resources in the results match both requirenents.

In addition, CNRP allows the client to express a |logical OR by
specifying multiple values for the same property within the Query.
For exanple, the |ogical expression

property = valuel OR property = value2 OR property = val ueN
W1l be expressed as:
<property>val uel</ property>
<pr operty>val ue2</ property>
<pr operty>val ueN</ property>
So if there are different properties expressed, CNRP ANDs them if

there are multiples instances of the same property expressed, CNRP
ORs t hem
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It is inmportant to underline that this formis only applicable to
properties (with the exception of the CormonNane itself which, even
though it is a property, is the entire point of the query). 1In
particul ar, |ogical OR operations on the comobn nanme are not
supported. Note that the ordering or the property-value pairs in the
query inplies a precedence. As a consequence, CNRP al so introduces
one special string value: "*". Not surprisingly, "*" neans al

adm ssi bl e values for the typed property. For exanple, the follow ng
query requests all the resources whose conmon nane is |ike BMWand
whose | anguage is preferably in German or French or any other

| anguage.

<query>
<conmonname>bmw/ conmonname>
<property nane="| anguage" type="rfcl766">de- DE</ property>
<property nane="| anguage" type="rfcl766">fr-FR</property>
<property nane="| anguage" type="rfcl766">*</property>

</ query>

4.2.2 Results

The results object is a container for CNRP results. The type of
objects contained in Results can be: ResourceDescriptor, Error
Referral and Schenma. Results froma CNRP service are ordered by
decreasing rel evance. Wen the results set contains results from
mul tiple CNRP services, the results can no |onger be ordered (since

rel evance ranking is specific to a given service). In that case,
however, note that results originating fromthe sanme service remain
ordered.

4.2.2.1 ResourceDescriptor

The ResourceDescriptor object describes an Internet resource (e.g., a
Web page, a person, any object identified by a URI). Therefore, the
Resour ceDescri ptor MJST al ways include the resourceUR property. The
Resour ceDescriptor can also contain the conmonnanme, URI, ID (the ID
of this entry in the service's database), description, |anguage,

geogr aphy, and category of the resource. A ResourceDescriptor can

al so be augnmented using custom properties and can reference a service
object to indicate its origin (using the serviceRef elenment). As
with referrals, a resourcedescriptor block can also contain an ID
attribute that is used by a status nessage to refer to a particular
resourcedescriptor. Be careful not to confuse this IDwth the id
tag itself which refers to the database id of the actual database
entry.
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<resul t s>
<service id="i0">
<servi ceuri>http://cnrp. bar.conl </ serviceuri>
</ service>
<resour cedescriptor id="i1l">
<conmonname>bmw/ conmonnane>
<i d>f 00. com 234364</i d>
<resourceuri>http://ww. bnw. de/ </ resour ceuri >
<serviceref ref="i0" />
<descri pti on>BMN Mot or cycl es, | nternational </ description>
<property nanme="| anguage" type="rfcl766">de- DE</ property>
</ resour cedescri ptor>
<referral >
<serviceref ref="i0" />
</referral >
</resul ts>

4.2.3 Service

The Service object provides an encapsul ati on of an instance of a CNRP
service. A service is uniquely identified through the serviceuri tag
whi ch MJUST be included in the Service object. A Service object MAY
include a a brief textual description of the service. It MAY include
dat asets, servers and custom properties

<servi ce>
<servi ceuri>http://cnrp.foo.conx/serviceuri>
<description>foo.comis a CNRP service specialized on cocktai
reci pes</description>
</ service>

The service object MAY al so be extended by including existing
properties to further describe the service. For instance, a service
that focuses on French conpani es could be expressed as:

<servi ce>
<servi ceuri>http://cnrp.foo.conx/serviceuri>
<property nane="cat egory" type="freefornt>conpani es</property>
<property nane="geography" type="1S03166-1">FR</ property>

</ service>

4,2.3.1 Datasets

The dat aset object represents a set of CN-to-URl nappings. For
exanpl e, the database of AOL keywords and their URIs constitute a

dat aset. The dataset object allows a CNRP inplenentation to uniquely
identify the database(s) of mappings that it resolves. |In that
respect, the notion of dataset allows a separation between resol ution
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and data, providing the nmechanismfor a CNRP service to resolve
common- names on behal f of another CNRP service or even multiple
services. Conversely, the sanme dataset can be served by two distinct
CNRP services. Since a CNRP service can resolve nanes w thin one or
nore datasets, the service object can contain one or nore dataset
objects (zero if the dataset is not fornally declared).

Wthin the service object, a dataset is uniquely defined using the
dat aseturi property. Oher properties, such as |anguage and
description, can describe the dataset further. Like the service
obj ect, the dataset object has an ID attribute associated with it
that is unique within a particular XM. nessage. Like the service
object’s ID attribute, this IDis used by resourcedescriptors and
referrals to specify which service and/ or dataset they cane from or
are referring to.

Any service can be said to have a ’default dataset’ which is the

dat aset that considered to have been used if a server sinply responds
to aclient’s query that didn't contain a dataset. The ’'default
dataset’ can also be said to be the only dataset that is used by
Services that don't support datasets at all. This concept is usefu
for clients that intend on doing rigorous |oop detection by way of
keeping a list of visited service/dataset nodes.

This exanple illustrates how the service object would | ook as it
defines two datasets:

<service id="i0">
<servi ceuri>http://acmecorp. conx/serviceuri>
<dat aset id="i1l1l">
<property nane="dat aseturi">
urn:oid:1.2.3.4.666.5.4.3.1
</ property>
<property nanme="| anguage" >en- us</ property>
<property nane="| anguage" >en- gb</ property>
</ dat aset >
<dat aset id="i2">
<property nane="dat aseturi">
urn:oid:1.2.3.4.666.10.9.8.7.6
</ property>
<property nane="| anguage" >fr </ property>
</ dat aset >
</ service>

The dataseturi property can also be used within the query as a hint

to the service for the dataset within which the commonnane shoul d be
resol ved:
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<query>

<commonnane>t oys r us</conmmonnane>

<property name="dataseturi">urn:oid:1.2.3.4.666.5.4.3.1</property>
</ query>

It is inportant to note that resolution rules (i.e., string
equi val ence, relevance ranking, etc.) are likely to be dataset
specific. This is true even if the resolution is provided by the
sane service

Anot her use of the dataseturi property is in a referral. In that
case, the datasetref tag is used to pinpoint a specific dataset
within the service

<referral >
<serviceref ref="i0" /><datasetref ref="i1" />
</referral >

Wil e the concept of datasets is inportant for services wishing to
make their data available via other services, it is inportant to
renenber that the declaration and use of datasets is conpletely
optional. Conpliance with the CNRP protocol does not require a
service object to define or reference any dataset object. The only
requirenent for conpliance is that a client and/or server know the
format of the particular XML tags and deal with them syntactically.
If it chooses to ignore them then this is well within its rights.

4,2.3.2 Servers

The service object also encapsulates a list of server objects. The
server object is used to describe a CNRP server or set of servers. A
server is identified through its serveruri. The URl used to identify
a server is not a CNRP URI [9], but instead, is a URl of the schene
used as the CNRP transport mechanism 1.e., for a CNRP server that
wi | I comunicate via the HTTP protocol to the host foo.comon port
6543, the serveruri would be http://foo.com6543. |f sone other
information is required in order for the correct transport to be
used, then that information can be communicated via other properties.
Note that a Service MJIST have at |east one Server that responds on
the default CNRP port in order for a client to get the initia

Service object.

A server can serve one or nore datasets declared by its service. The
served dat abases are specified using the dataseturi property. As for
ot her objects, a server can be further described using descriptive
properties such as geography and description. The follow ng XM
compl etes the service definition fromthe previous exanpl e by
defining two CNRP servers. One server is located in the US and the
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other is located in France. The US server is specialized and only
serves the French dataset.

<servers>
<server>
<serveruri>cnrp://router.us.w dgetco. com 4321</serveruri >
<property nane="geography" type="1S03166-1">US</ property>
</ server>
<server >
<serveruri>cnrp://router.fr.acneco.com 4321</serveruri>
<property nane="geography" type="1S03166-1">FR</ property>
</ server>
</ servers>

As we will see in a followi ng section, the Service object can contain
Schema obj ects. These Schema objects fully describe the query and
response interfaces inplenented by a CNRP service. 1In that regard,
the Service object is essential to discoverability. It constitutes
the main entry point for a CNRP client to dynanmically discover the
capabilities of a resolution service. For that purpose, the Service
obj ect can be returned as part of the response to any resol ution
query. Furthernore, the Service object is the dedicated response to
the specialized servicequery (see Section 4.2.6).

Anot her use of Service is for other objects to indicate their CNRP
service of origin. System nessages, referrals and

resour cedescriptors can include a reference to their Service object.
For exanple, imagine a CNRP service that acts as a proxy for multiple
CNRP services. For exanple, it is a requirenment that CNRP all ows
aggregation of results fromdifferent sources. Consider one such
CNRP service that acts as a proxy for nultiple CNRP services. In
this nmode, the proxy service contacts each CNRP sub-service in
parallel or serially. Then, the proxy conbines the individual result
sets into a unique response returned to the CNRP client. Since the
aggregate result set contains resourcedescriptors fromdifferent
services, the proxy adds a servicereference tag within each

i ndividual result to indicate their service of origin. In the event
one of the referred services resolves nanes within nultiple datasets,
it is possible for these objects to refer to a specific dataset
within the service by using the datasetref tag. This exanple is of a
hybrid result set with resourcedescriptors referencing their service
and dataset of origin:
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<?xm version="1.0"?>
<I DOCTYPE cnrp PUBLIC "-//1ETF/ /DTD CNRP 1.0//EN'
"http://ietf.org/dtd/cnrp-1.0.dtd">
<cnr p>
<resul t s>
<service id="i0">
<servi ceuri >http://acmecorp. conx/ serviceuri >
<dat aset id="i1l">
<property nane="dat aseturi">
urn:oid:1.2.3.4.666.5.4.3.1
</ property>
</ dat aset >
<dat aset id="i2">
<property nane="dat aseturi">
urn:oid:1.2. 3.4.666.10.9.8.7.6
</ property>
</ dat aset >
</ service>
<service id="i3">
<servi ceuri>http://serverfarm acmecorp. conx/serviceuri >
</ service>
<service id="i4">
<serviceuri>http://servers. acnmecor p. co. uk</ servi ceuri >
<dat aset id="i5">
<property nane="dat aseturi">
urn:oid:1.2.3.4.666.5.4.3.1
</ property>
</ dat aset >
</ service>
<r esour cedescri pt or >
<conmonnane>Fi donet </ conmonnane>
<i d>1333459455</i d>
<resourceuri>http://ww. fidonet. ca</resourceuri>
<serviceref ref="i0" /><datasetref ref="i1" />
<description>This is ye ol de Canadi an
Fi donet </ descri pti on>
</ resour cedescri ptor>
<r esour cedescri pt or >
<comonnane>Fi donet </ commonnanme>
<i d>1333459455</i d>
<resourceuri>http://host: port/bl a</resourceuri>
<serviceref ref="i3" />
<description>An ol d Fi donet node</description>
</ resour cedescri ptor>
<referral >
<serviceref ref="i0" /><datasetref ref="i2" />
</referral >
</results>
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</ cnrp>
4.2.4 Status Messages
4.2.4.1 Status of CNRP, Not the Transport

The status nessages defined here are only applicable to operations
defined by CNRP itself. |If sone feature or operation is defined by
the transport (security via HTTP, mail failure via SMIP, etc.), then
any status messages about that operation MJUST be sent in accordance
with that transport’s reporting nmechani smand not via CNRP.

4.2.4.2 Codes and Description

A Status object indicates a nessage to the client in the results set.
The obj ect encapsul ates two values: a status code and a description.
The description can contain a textual description of the status being
conmmuni cated. I n nmany cases, additional diagnostic infornmation can
al so be included. No attenpt is nade to standardi ze the description
of a given status code since the only programmtic el enent that
matters is the actual code

A status nmessage can al so specify which other CNRP elenent it refers
to by including a reference to the ID of the el enent in question

For exanple, if a Service block has an ID of "i2" and a status
nessage refers to that block, then it can put that IDin its ref
attribute.

<status code="x.y.z" ref="i2">
The CNRP foo0.com dat abase is tenporarily unreachabl e
</ st at us>

4.2.4.3 Status Codes

The organi zation of status codes is taken from RFC 1893 [10] which
structures its codes in the formof x.yyy.zzz. Taken from RFC 1893
is the ABNF for the codes:

status-code = cl ass det ai
CI ass = n 2II / n 3II / n 4II / n 5II

subject = 1*3digit

detail = 1*3digit

subj ect
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The top |l evel codes denote |evels of severity of the status:
o 1.X. X Informationa

* The informati on conveyed by the code has no bearing or
i ndi cation of the success or failure of any request. It is
strictly for informational purposes only.

0 2.X X Success

* The request was processed and results were returned. |n nost
cases, this status class won't be sent since actual results
t hensel ves denote success. |In other cases, results were
returned but sone information needs to be returned to the
client.

0 3.X X Partial Success

* The request was processed and results were returned. |In this
case though, some values sent with the request were either
invalid or ignored but in a way that the server still considers

the response to be a successful one and not indicative of any
true error condition.

0 4.X. X Transient Failure

* The request was valid as sent, but sone tenporary event
prevents the successful conpletion of the request and/or
sending of the results. Sending in the future nmay be possible.

o0 5.X X Permanent Failure

* A permanent failure is one which is not likely to be resolved
by re-sending the request in its current form Some change to
the request or the destination nust be made for successfu
request.

The second | evel codes denote the subject of the status nessages.
This value applies to each of the five classifications. The subject
sub-code, if recognized, nust be reported even if the additiona
detail provided by the detail sub-code is not recognized. The
enuner at ed val ues for the subject sub-code are:
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0 X 0.X Oher or Undefined Status

* No specific information is avail abl e about what subject class
this message bel ongs to.

0 X 1.X Query Rel ated

* Any status related to sone specific way in which the query was
encoded or its values with the exception of properties.

0 X 2.X Service Rel ated

* Any status related to the service in which this server is
cooperating in providing.

Appendi x B contains a list of all predefined status codes
4.2.5 Referra

A Referral object in the results set is a place holder for un-fetched
results froma different service and possibly dataset. Referrals
typically occur when a CNRP server knows of another service capable
of providing relevant results for the query and wants to notify the
client about this possibility. The client can decide whether it
wants to follow the referral and resolve the extra results by
contacting the referred-to service using the informati on contai ned
within the Referral object (a Service object and possible
properties). The Referral is a sinple nmechanismto enable

hi erarchical resolution as well as to join nultiple resolution
services together.
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<resul t s>
<service id="i0">
<servi ceuri>http://cnrp. bar.conl </ serviceuri>
<dat aset id="il1l">
<property nane="dat aseturi">
urn:oid:1.3.6.1.4.1.782.1
</ property>
</ dat aset >
<dat aset id="i2">
<property nane="dat aseturi">
urn:oid:1.3.6.1.4.1.782.2
</ property>
</ dat aset >
</ service>
<r esour cedescri pt or >
<conmonnanme>bmw/ comonnarne>
<i d>f oo. com 234364</i d>
<resourceuri>http://ww. bnw. de/ </ resourceuri >
<serviceref ref="i0" /><datasetref ref="i1" />
<descri pti on>BMN Mot orcycl es, | nternational </ description>
<property nane="| anguage" type="iso0646">de- DE</ property>
</ resour cedescri ptor>
<referral >
<serviceref ref="i0" /><datasetref ref="i2" />
</referral >
</resul ts>

Li ke other CNRP objects, a referral can be further described using
custom properties. Like a resourcedescriptor, a referral can have an
ID attribute that is used by a status nessage to talk about a
particular referral bl ock.

4.2.5.1 Loop Detection and Dataset Handling in Servers
Referrals in CNRP can be handled in three ways:
o application specific,
o as hints only,
o rigorous |oop detection
In the first two cases, the behavior of the client, when it receives
areferral, is not defined in this meno. The client can chase the
referral in such a way as to treat it as a hint only. In this case
dat asets nmay or may not be handl ed. Loop detection can be nothing

nmore than, "Have | talked to this hostnane before?" or "Stop after
the 3rd referral”. These two cases are nost likely to apply to
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sinmpl e or constrained inplenentations where the clients and servers
have sone a priori know edge of their capabilities. Wthout such
know edge there is too nuch ambiguity vis-a-vis services and datasets
for clients to do reliable | oop detection

The | ast case is where the client expects to talk to nultiple servers
that may know not hi ng about each other. This case expresses the
basi ¢ semantics of what a server should tell a client if it

under stands datasets or referrals. Since a referral specifies the
exact dataset to which it is referring, a node in the list of visited
nodes is made up of a serviceuri and a dataseturi. Both of these

val ues need to be considered during |loop detection. 1In the case
where a service does not support datasets, the visited node is nade
up of the service and the 'default dataset’.

The major thing to renenber when doing | oop detection across servers
is that sone servers may not understand datasets at all, while others
specifically rely on them To help determ ne how | oop detection
nodes shoul d be marked, three specific status nessages have been
def i ned:

The 3.1.3 (Datasets not supported) status nessage is used to denote
that the server does not support datasets at all. It is sent in
response to a query containing datasets. The client should consider
that the server ignored the datasets and the client should consider
this node to have been visited for all possible datasets (including
the 'default’ dataset).

The 3.1.4 (First dataset only supported) status nmessage is used by a
server to indicate the situation where a client has included severa
dataseturis in its query and the server can only support one at a
time. In this case, the server is explicitly stating that it used
the first dataseturi only. The client should consider that only the
first dataseturi specified was processed correctly. The client
shoul d consider that the remaining datasets in the query were ignored
completely. They would need to be sent individually as referrals if
the client really cares about those results. Only the first
serviceuri/dataseturi pair should be marked as visited.

The 3.1.5 (This dataset not supported) status nmessage is used to
indicate that a specific dataseturi sent in a query by a client is
not supported by the server. This serviceuri/dataseturi pair should

be considered as visited by the client. |If this nessage is sent in
reply to a query specifying nultiple datasets, the client should
behave the same as if it received the 3.1.3 nessage from above. It

shoul d be considered bad formfor a server to send this status
message back in response to a query with nultiple datasets because it
i s anbi guous.
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While there is no exact algorithmfor |oop detection that clients are
encouraged to support, these status nessages can be used by the
server to be clear about what Services and Datasets it considers to
have been queried. It is up to the client to decide what to do with
these nessages and how closely it attenpts to do | oop detection

4.2.6 Discoverability: ServiceQuery and Schena

A subcl ass of Query, the ServiceQuery object supports the dynamic

di scovery of a specific CNRP service’'s characteristics. Note that
CNRP conpl i ance does not require that a service fully inplenents

di scoverability. In particular, returning the Service object with
its serviceuri constitutes a mninmal yet sufficient conpliant

i mpl ementation. Neverthel ess, we expect that advanced CNRP services
will choose to return a full description of their supported

i nterfaces.

The conpl ete response to a servicequery returns the Service object
described in section 5.3.2 with the foll owi ng schenma information:

1. The base and custom properties used by the CNRP service (Property
schenma),

2. The properties used to describe the Service object (Service
schena),

3. The properties that belong to the query interface (Query schens),

4. The properties that belong to a resource within the results
(Resource schenm).

These | eads to the foll owi ng new object definitions:

0 propertyschema -- A property schema describes all the custom
properties that are part of the service

0 propertydeclaration -- A property declaration describes a base or
custom property used by the CNRP service. A property declaration
has a name and a type (the name and the type of the property that
it refers to). Note that as part of the property schema, one MJST
decl are both existing and newy defined properties.

o propertyreference -- A property reference is a reference to a
property declaration so that a given schena (a service, query or
resource schema) can declare the property within its interface.
Note that a property reference specify whether the use of the
property is required or optional only.
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0 serviceschema -- The service schena defines the properties used to
descri be the service.

0 queryschema -- A query schenma describes the structure of a query
handl ed by the CNRP service. The properties referred within the
query schema are part of the query interface of the resolution
servi ce.

0 resourcedescriptorschema -- A ResourceDescriptor schema describes
the resource returned as a result by the CNRP service.

For exanple, a CNRP query to discover a service's capabilities wll
be in the form

<cnr p> <servi cequery/> </cnrp>

And for a CNRP service for cocktail recipes in French, the
correspondi ng response woul d be:

<servi ce>
<servi ceuri>http://cnrp.recipe. conk/serviceuri>
<pr opertyschema>
<propertydeclaration id="i1l">
<pr opert ynane>l anguage</ pr opert yname>
<propertytype>rfcl766</propertytype>
</ propertydecl arati on>
<propertydeclaration id="i2">
<pr opert yname>cockt ai | r eci pe</ pr opert yname>
<pr opertytype>freefornx/propertytype>
</ propertydecl arati on>
</ propertyschena>
<quer yschema>
<propertyreference required="yes" ref="i1"/>
</ quer yschema>
<r esour cedescri pt or schema>
<propertyreference required="yes" ref="i1"/>
<propertyreference required="yes" ref="i2"/>
</ resour cedescri pt or schema>
</ service>

This response stipulates that the service accepts the property

| anguage as part of the query interface and returns

resour cedescriptors that contain both the | anguage and cocktai |l Reci pe
properties.
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5. XML DTD for CNRP

<l-- The docunent tag -->
<I ELEMENT cnrp (query|results|servicequery)>

<l-- Used to request a Service object -->
<! ELEMENT servi cequery EMPTY>

<l-- A query can either request a schena, a specific record by -->
<l-- id, or a coormobn-nanme with a set of properties (or -->
<l-- assertions) about the entity doing the query. -->

<! ELEMENT query (id| (conmmonnane, property*))>
<! ELEMENT id (#PCDATA) >

<! ELEMENT commonnane (#PCDATA) >

<I-- NOTE: CNRP defines several well known properties -->
<I-- and types. See Appendix A for details. -->
<! ELEMENT property (#PCDATA) >

<l-- The nane of the property -->

<I ATTLI ST property nane CDATA #REQUI RED>
<l-- The type of the property -->
<I ATTLI ST property type CDATA "freeforni>

<! ELEMENT results (status?
( service+
( status | resourcedescriptor | referral )*
)*

) >

<! ELEMENT r esour cedescri ptor (comonnane,id, resourceuri
servi ceref, datasetref?,
descri ption,
property*)>

<I ATTLI ST resourcedescriptor id |ID # MPLI ED>

<l-- The entire point of all this... -->
<! ELEMENT resourceuri (#PCDATA) >
<! ELEMENT descri ption (#PCDATA) >

<I ELEMENT referral (serviceref, datasetref?)>
<I ATTLI ST referral id |ID #l MPLI ED>

<! ELEMENT st at us (#PCDATA) >
<I ATTLI ST status code CDATA #REQUI RED>
<! ATTLI ST status ref | DREF #| MPLI ED>

<l-- serviceRef is used to point to one of a set of provided -->
<l-- service objects. This is so that a resource can point to -->
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<I-- which service it came from W could include the entire -->
<l-- service object but then we would be repeating | arge -->
<l'-- anounts of information. -->
<! ELEMENT servi ceref EMPTY>
<! ATTLI ST serviceref ref |DREF #l MPLI ED>
<! ELEMENT service (serviceuri, dataset?*,
servers?
description?,
property*, propertyschema?, queryschenma?, r esour cedescri pt or schema?,
servi ceschema?) >
<l-- The tinme to live of the schema in seconds since it was -->
<l-- retrieved -->
<I ATTLI ST service ttl CDATA "0">
<! ATTLI ST service id | D #l MPLI ED>
<! ELEMENT servi ceuri (#PCDATA)>
<! ELEMENT servers (server+)>
<! ELEMENT server (serveruri, property*)>
<! ELEMENT serveruri (#PCDATA) >
<! ELEMENT dat aset (property*)>
<! ATTLI ST dataset id |ID #l MPLI ED>
<! ELEMENT dat asetref EMPTY>
<! ATTLI ST dat asetref ref |DREF #l MPLI ED>
<! ELEMENT propertyschema (propertydecl aration*)>
<I ELEMENT propertydecl arati on (propertyname, propertytype*)>
<I ATTLI ST propertydeclaration id |ID #l MPLI ED>
<! ELEMENT propertynanme (#PCDATA) >
<! ELEMENT propertytype (#PCDATA) >
<l-- This specifies if the type is neant to be the default -->
<I-- type. This is usually reserved for "freefornt. -->
<! ATTLI ST propertytype default (no|yes) "no">
<l-- The properties you can use in a query -->
<! ELEMENT queryschema (propertyreference*)>
<l-- The properties you can expect to see in an Resource -->
<! ELEMENT r esour cedescri ptorschema (propertyreference*)>
<l-- The properties you can expect to find in a Service -->
<l-- definition -->
<I ELEMENT servi ceschema (propertyreference*)>
<! ELEMENT propertyreference EMPTY>
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<l-- This specifies if a property is required as part of -->
<l-- the query. -->

<I ATTLI ST propertyreference ref | DREF #REQU RED>

<I ATTLI ST propertyreference required (no|lyes) "no">

6. Exanples
6.1 Service Description Request
This is what the client sends when it is requesting a servers schenma.

<?xm version="1.0"?>
<! DOCTYPE cnrp PUBLIC "-//IETF/ /DTD CNRP 1.0//EN'
"http://ietf.org/dtd/cnrp-1.0.dtd">
<cnr p>
<servi cequery />
</ cnrp>

This is the result. Notice howthe Service tag is used to allow the
service to describe itself inits ow terns.

<?xm version="1.0"?>
<! DOCTYPE cnrp PUBLIC "-//IETF// DTD CNRP 1.0/ /EN'
"http://ietf.org/dtd/cnrp-1.0.dtd">
<cnr p>
<resul t s>
<service ttl="43200">
<servi ceuri >urn: f oo: bar </ servi ceuri >
<servers>
<server>
<serveruri>http://hostl. acnecorp.com 4321/ foo?</serveruri >
</ server>
<server>
<serveruri>sntp://host2. acmecor p. com 4321/ f oo?</ serveruri >
</ server>
</ servers>
<description>This is the Acne CNRP Servi ce</description>
<l-- This property neans that Acne specializes in
tradenanme services -->
<property nane="cat egory" type="naics">544554</ property>
<property nane="Banner AdServer" type="uri">
http://adserver. acnecorp. com
</ property>
<pr opertyschenma>
<propertydeclaration id="i1l">
<pr oper t ynane>wor kgr oupl D</ pr oper t yname>
<propertytype defaul t="yes">freefornx/propertytype>
<propertytype defaul t ="no">domai nnane</ propertytype>
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</ propertydecl arati on>
<propertydeclaration id="i2">
<propertynane>Banner AdSer ver </ pr opert yname>
<propertytype defaul t="yes">URI </ propertytype>
</ propertydecl arati on>
</ propertyschena>
<quer yschenma>
<propertyreference ref="i1" required="yes" />
</ quer yschema>
<r esour cedescri pt or schema>
<propertyreference ref="i1" required="yes" />
</ resour cedescri pt or schema>
<servi ceschema>
<propertyreference ref="i2" required="yes" />
</ servi ceschema>
</ service>
</resul ts>
</ cnrp>

6.2 Sending A Query and Cetting A Response
This is the query that is sent fromthe client to the server:

<?xm version="1.0"?>
<! DOCTYPE cnrp PUBLIC "-//IETF/ /DTD CNRP 1. 0//EN'
"http://ietf.org/dtd/cnrp-1.0.dtd">
<cnr p>
<query>
<comonnane>Fi do</ conmonname>
<property nane="geography" type="is03166-2">
CA- QC</ property>
<property nane="geography" type="is03166-1">CA</ property>
<property nane="| anguage" type="rfcl766">fr- CA</ property>
</ query>
</ cnrp>

This is the result set. It is sent back in response to the query.
This result set includes a referral and a non-fatal error.

<?xm version="1.0"?>
<! DOCTYPE cnrp PUBLIC "-//IETF// DTD CNRP 1.0/ /EN'
"http://ietf.org/dtd/cnrp-1.0.dtd">
<cnr p>
<resul t s>
<service id="i0">
<servi ceuri>http://acmecorp. conx/serviceuri>
</ service>
<service id="il">
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<servi ceuri >http://serverfarm acnmecor p. conk/ servi ceuri >
</ service>
<service id="i2">
<servi ceuri>http://servers. acmecor p. co. uk</ servi ceuri >
</ service>
<r esour cedescri pt or >
<conmonnane>Fi donet </ conmonnanme>
<i d>1333459455</i d>
<resourceuri>http://ww. fidonet. ca</resourceuri>
<serviceref ref="i0" />
<description>This is ye ol de Canadi an Fi donet </ description>
</ resour cedescri ptor>
<r esour cedescri pt or >
<conmonnane>Fi donet </ conmonnanme>
<i d>1333459455</ i d>
<resourceuri>http://host: port/bl a</resourceuri>
<serviceref ref="i1" />
<descri ption>An ol d Fi donet node</description>
</ resourcedescri ptor>
<referral ><serviceref ref="i2" /></referral >
<status code="3.1.1">
The | anguage property 'fr-CA was ignored
</ st at us>
</results>
</ cnrp>

7. Transport

Two CNRP transport protocols are specified. HITP is used due to its
popul arity and ease of integration with other web applications. SMIP
is also used as a way to illustrate a protocol that has a nuch
different range of [|atency than nost protocols.

In the cases where transports use M ME Media Types (HITP and SMIP
bei ng exanpl es of such), the CNRP payl oad MJST use the
"application/cnrp+txm’ nedia type. See Section 8 for the
registration tenplate for this nedia type. One inportant note about
this media type is that, since CNRP al ways uses UTF-8, there is no
charset attribute.

7.1 HTTP Transport

The HTTP transport is fairly sinple. The client connects to an HITP
based CNRP server and issues a request using the POST nethod to the
"/" path with the Content-type and Accept header set to
"application/cnrptxm". The content of the POST body is the CNRP XM
docunent that is being sent. Al HITP 1.1 features are all owed
during the request.
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The results are sent back to the client with a Content-Type of
"application/cnrp+xm". The body of the result is the CNRP XM
docunent being sent to the client.

7.2 SMIP Transport

The SMIP transport is very simlar to the HITP transport. Since
there is no nmethod to specify, the CNRP XM. docunent is sinply sent
to a particular SMIP endpoint with its Content-Type set to

"application/cnrptxm". The server responds by sending a response to
the originator of the request with the results in the body and the
Content-Type set to "application/cnrp+txm ™. The Service MJST specify

at least one SMIP target (enmil address) to contact.
8. Registration: application/cnrp+xm

This is the registration tenplate for ’"application/cnrp+xm’ per [6].

M ME nedia type nane: application

M ME subtype nanme: cnrp+xm

Requi red paraneters: none

Optional paraneters: none

Encodi ng consi derations: This nedia type consists of 8bit text which
may necessitate the use of an appropriate content transfer
encodi ng on sone transports. Since these considerations are the
same as XM in general, RFC3023's [6] discussion of XM. and M ME

i s applicable.

Security considerations: none specific to this nedia type. See
Section 9 for general CNRP considerations.

Interoperability considerations: n/a
Publ i shed specification: This nedia type is a proper subset of the
the XML 1.0 specification [8] except for the linitations placed on

tags and encodi ngs by this docunent.

Applications which use this nedia type: any CNRP client/server
wi shing to send or receive CNRP requests or responses

Addi ti onal I nformation: none

Contact for further information: c¢.f., the "Author’s Address" section
of this nmenpo
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10.

I ntended usage: limted use
Aut hor/ Change controller: the | ESG
Security Considerations

Three security threats exist for CNRP or applications that depend on
it: Man in the Mddle attacks, nalicious agents posing as a service
by spoofing a Service object, and denial of service attacks caused by
adding a new |l evel of indirection for resolution of a resource.

The proposed solution for man in the mddle attacks is to utilize
transport |evel authentication and encryption, where available. In
the case where the transport can’'t provide the |evel of required
aut hentication, individual entries or the entire response can be

si gned/ encrypted using XM si gnature nethods bei ng devel oped by the
XMLDSI G Wor ki ng G oup.

In the case of where a service attenpts to pose as anot her by
spoofing the serviceuri in the Service object, the Service object
shoul d be signed. A client can then verify the Service object’s
veracity by verifying the signature. How the client obtains that
aut horitative public key is out of scope since it depends on the
service di scovery problem

Whil e this docunent cannot propose a solution for Denial O Service
(DOS) attacks, it can illustrate that, |ike many other cases, any
time a new level of indirection is created, an opportunity for a DOS
attack is created. Service providers are encouraged to be aware of
this and to act accordingly to nmtigate the effects of a DOS attack

| ANA Consi der ati ons

The maj or consideration for the IANAis that the |ANA will be

regi stering well known properties, property types and status
messages. It will not register values. Since this docunment does not
di scuss CNRP service discovery, the IANA will not be registering the
exi stence of servers or Server objects.

There are three types of entities the I ANA can register: properties,
property types, and status nessages. |If a property or type is not
registered with the | ANA, then they nust start with "x-". Status
messages can be created for |ocal consunption and not registered.
There is no requirenent that new status nessages are nandatory to

i mpl enment unl ess this docunent is updated. Status nessage
registrations are nore for informational purposes.
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The required information for the registration of a new property is
the property’'s name, its default type, and a general description. A
new type requires the type's nane, what properties it is valid for
and a description. A new status nessage requires the X Y.ZZZ code
and a brief description of the state bei ng comruni cat ed.

Al'l properties, types and status nessages are registered on a First
Cone First Served basis with no review by the I ANA or any group of
experts. The consensus opinion of the CNRP Working Group is that
review of property registrations should occur once there is
operational experience with the protocol and an actual need for the
review. |f, at sonme future date, this policy needs to change, this
docunent will be updated.

The property and type registration tenplates found in Appendi x A

shoul d be registered by the I1ANA at publication time of this
docunent .

The 1ANA is also directed to register the Media Type specified in
Section 8.
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Appendi x A. Well Known Property and Type Regi stration Tenpl ates
A.1 Properties

Property Name: geography
Default Type: is03166-1
Description: A geographic |ocation

Property Nanme: | anguage
Default Type: rfcl766
Description: A | anguage specification

Property Nane: category

Default Type: freeform

Description: A node in sonme systemof semantic relationships that is
considered relevant to the comon- nane.

Property Nane: range

Default Type: range

Description: A range given in the format "x,y" where x is the
starting point and y is the length. This property is used by the
client to tell the server that is is requesting a subrange of the
results.

Property Nanme: dataseturi

Default Type: uri

Description: A URl used to di sanbi guate between two Datasets of fered
by the same Service

A 2 Types
Type: freeform
Property: category

Description: The value is to be interpreted by the server the best
way it knows how. This value has no defined structure.
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Type: freeform

Property: geography

Description: The value is to be interpreted by the server the best
way it knows how. This value has no defined structure.

Type: freeform

Property: |anguage

Description: The value is to be interpreted by the server the best
way it knows how. This value has no defined structure.

Type: is503166-2

Property: geography

Description: The conbination of country and sub-regi on codes found in
| SO 3166-2 [11].

Type: is03166-1
Property: Geography
Description: Country Codes found in | SO 3166-1 [11].

Type: postal code

Property: Geography

Description: A postal code that is valid for sone region. A good
exanple is the Zip code systemused in the US

Type: lat-1ong
Property: Geography
Descri pti on:

Val ues for latitude and | ongitude shall be expressed as decima
fractions of degrees. \Wole degrees of latitude shall be
represented by a two-digit deci nal nunber ranging fromO through
90. Whiol e degrees of |ongitude shall be represented by a deci nal
nunmber ranging fromO through 180. When a decinal fraction of a
degree is specified, it shall be separated fromthe whol e nunber
of degrees by a decimal point. Decimal fractions of a degree may
be expressed to the precision desired.

Latitudes north of the equator shall be specified by a plus sign
(+), or by the absence of a minus sign (-), preceding the
designating degrees. Latitudes south of the Equator shall be
designated by a minus sign (-) preceding the two digits
designating degrees. A point on the Equator shall be assigned to
the Northern Hem sphere.

Longi tudes east of the prine neridian shall be specified by a plus
sign (+), or by the Longitudes west of the neridian shall be
designated by mnus sign (-) preceding the digits designating
degrees. A point on the prinme neridian shall be assigned to the
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Eastern Hemi sphere. A point on the 180th neridian shall be
assigned to the Western Heni sphere. One exception to this |ast
convention is permitted. For the special condition of describing
a band of latitude around the earth, the East Boundi ng Coordi nate
data el enment shall be assigned the value +180 (180) degrees.

Any spatial address with a latitude of +90 (90) or -90 degrees
will specify the position at the North or South Pol e
respectively. The conponent for |ongitude nmay have any | ega
val ue.

Wth the exception of the special condition described above, this
formis specified in Departnent of Conmmerce, 1986, Representation
of geographic point locations for information interchange (Federa
I nformation Processing Standard 70-1): Washi ngton, Departnent of
Commerce, National Institute of Standards and Technol ogy.

DEGREES = *PLUSMNUS DIG TS *.’ DG TS
PLUSM NUS = + | -

DGTS =DGT*DGT

DGT =0] 1| 2| 3| 45| 6] 7| 8] 09

Type: rfcl766
Property: Language
Description: |anguage codes as defined by RFC 1766 [ 4]

Type: naics
Property: Category
Description: North American |Industry Code System [ 1]

Type: uri
Property: dataseturi
Description: A URl adhering to the 'absoluteURl’' production of the
Col l ected ABNF found in [3]
Appendi x B. Status Codes

B.1 Level 1 (Informative) Codes

1.0.0 -- Undefined Information
This code is used for any non-categorizable and infornative
message. |If, for exanple, the server wanted to tell the client

that the systenms adninistrator’s cat has blue hair, then this code
woul d be the appropriate place for this information
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1.1.0 -- Query related infornation
This code is used for any informative information concerning the
query that client sent. For exanple, "The query you sent was
rather interesting!".

1.2.0 -- An informative nessage pertaining to the Service
Thi s message concerns the Service in the general sense.

B.2 Level 2 (Success) Codes

2.0.0 -- Sonething undefined succeeded
There was success but the situation that this nessage concerns is
undefi ned.

2.1.0 -- Query succeeded
The query succeeded. This nessage MJUST be returned when there
were no results that matched the query. |.e., the query was
successfully handl ed and the correct set of results contai ned no
resources or referrals. The lack of results is not an error but a
successful statement about the comon- nane.

Not e: The apparent | ack of 2.X X level codes is caused by success
usual Iy being indicated not by a status nessage but by the server
returning only the objects that the client requested.

B.3 Level 3 (Partial Success) Codes

3.0.0 -- Sonething undefined was only partially successfu
Some request by the client was only partially successful. The
exact situation or cause of that partial failure is not defined.

3.1.0 -- The query was only partially successful

3.1.1 -- The query contained invalid or unsupported properties
The query contained invalid or unsupported property names, types
or values. The invalid properties were ignored and the query
processed.

3.1.2 -- The XM. was well fornmed but invalid
The XML sent by the client was well formed but invalid. The
server was smart enough to figure out what the client was talking
about and return some results.
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3.1.3 Server does not support datasets
This status should be generated by servers that do not handl e
dat asets. A server can send this status nessage at any tinme, but
it especially useful for when a server receives a query froma
client that contains a dataseturi. 1In this case and if the client
is doing rigorous |oop detection, the client should consider this
entire service to have been visited.

3.1.4 The first dataset in the list of datasets you gave in the
query was the only one used.

This status nmessage is used by a server to indicate the situation
where a client has included several dataseturis in its query and
the server can only support one at a tinme. |In this case the
server is explicitly stating that it used the first dataseturi
only. The client should consider that only the first dataseturi
speci fied was processed correctly. The client should consider
that the remaining datasets in the query were ignored conpletely.

They woul d need to be sent individually as referrals if the client
really cares about those results. Only the first
serviceuri/dataseturi pair should be marked as visited if |oop
detection is being handl ed.

3.1.5 This dataset not support ed.
This message is used to indicate that a specific dataseturi sent
in a query by a client is not supported by the server. This
serviceuri/dataseturi pair should be considered as visited by the

client. |If this nessage is sent in reply to a query specifying
multi ple datasets, the client should behave the same as if it
received the 3.1.3 nessage fromabove. |t should be considered

bad formfor a server to send this status nmessage back in response
to a query with nultiple datasets because it is anbi guous.

3.2.0 -- The server caused a partially successful event
Due to sonme internal server error, the results returned were
i nconpl ete.

3.2.1 -- Sone referral server was unavail abl e

This status nmessage is used to denote that one or nore of the
referral services that are normally queried was unavail abl e.
Results were generated, but they may not be representative of a
conpl ete answer.
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B.4 Level 4 (Transient Failure) Codes
4.0.0 -- Sonething undefined caused a persistent transient failure.

4.1.0 -- There was an error in the query that made it unable to be
i nterpreted.

4.2.0 -- The query was to conpl ex
The query as specified was too conplex for this Service to handl e.

4.2.1 -- The Service was too busy
Due to resource constraints, the entire service is too busy to
handl e requests. This neans that any of the Servers cooperating
in providing this Service would have al so returned this sane
nessage

4.2.2 -- The Server is in maintenance
This server is now in nmaintenance node. Try another server from
this service or try again at a later tine.

4.2.3 -- The Server had an internal error
There was an internal error that caused the server to fai
compl etely.

B.5 Level 5 (Pernmanent Failures) Codes.
5.0.0 -- Sonething undefined caused a permanent failure.
5.1.0 -- The query permanently fail ed.
5.2.0 -- The service had a pernmanent failure.

5.2.1 -- This Service is no |onger avail abl e.
This Service has decided to no |l onger make itself avail able.

5.2.2 -- The Server had a pernmanent failure.
This server has pernanently failed. Try another server fromthis
service.
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ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
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