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Abstr act

Thi s docunent specifies the processing rules for Dynam ¢ Host
Configuration Protocol (DHCPv4) options that appear multiple times in
the sane nmessage. Miltiple instances of the sane option are
gener at ed when an option exceeds 255 octets in size (the nmaxi num size
of a single option) or when an option needs to be split apart in
order to take advantage of DHCP option overloading. Wen nultiple

i nstances of the sanme option appear in the options, file and/or snane
fields in a DHCP packet, the contents of these options are

concat enated together to forma single option prior to processing.

1. Introduction

Thi s docunent updates RFC 2131 [3] by clarifying the rules for option
concatenation specified in section 4.1. It is expected that the
reader will be famliar with this portion of RFC 2131. The text in
section 4.1 that reads "Options may appear only once, unless
otherwi se specified in the options docunent." should be considered
as del et ed.

The DHCP protocol [3] specifies objects called "options" that are
encoded in the DHCPv4 packet to pass information between DHCP
protocol agents. These options are encoded as a one-byte type code,
a one-byte length, and a buffer consisting of the nunber of bytes
specified in the length, fromzero to 255
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However, in sonme cases it may be useful to send options that are

| onger than 255 bytes. RFC 2131 [3] specifies that when nore than
one option with a given type code appears in the DHCP packet, al
such options shoul d be concatenated together. |t does not, however,
specify the order in which this concatenation should occur

We specify here the ordering that MJUST be used by DHCP protoco
agents when sending options with nore than 255 bytes. This nethod
al so MUST be used for splitting options that are shorter than 255
bytes, if for some reason the encodi ng agent needs to do so. DHCP
prot ocol agents MJST use this method whenever they receive a DHCP
packet containing nore than one occurrence of a certain type of
option.

2. Term nol ogy

DHCP
Thr oughout this docunent, the acronym "DHCP" is used to refer to
the Dynami ¢ Host Configuration Protocol as specified in RFC 2131
[3] and RFC 2132 [4].

DHCPv 4
We have used the term "DHCPv4" in the abstract for this docunent
to distinguish between the DHCP protocol for I1Pv4 as defined in
RFC 2131 and RFC 2132 and the DHCP protocol for |IPv6, which, at
the tine that this docunent was witten, was still under
devel opnent .

DHCP protocol agents
This refers to any device on the network that sends or receives
DHCP packets - any DHCP client, server or relay agent. The nature
of these devices is not inportant to this specification

Encodi ng agent
The DHCP protocol agent that is conposing a DHCP packet to send.

Decodi ng agent
The DHCP protocol agent that is processing a DHCP packet it has
recei ved.

Opti ons
DHCP options are collections of data with type codes that indicate
how t he options should be used. Options can specify information
that is required for the DHCP protocol, IP stack configuration
paraneters for the client, information allowing the client to
rendezvous with DHCP servers, and so on

Lemon & Cheshire St andards Track [ Page 2]



RFC 3396 Encodi ng Long Options in DHCPv4 Novenber 2002

Option overl oad
The DHCP packet format is based on the BOOTP packet format defined
in RFC 951 [1]. \When used by DHCP protocol agents, BOOTP packets
have three fields that can contain options. These are the
optional paraneters field, the snane field, and the filenane
field. The DHCP options specification [4] defines the DHCP
Overl oad option, which specifies which of these three fields is
actually being used in any given DHCP nessage to store DHCP
options.

3. Requi rements Language

In this docunent, the key words "MAY", "MJST, "MJST NOT", "OPTI ONAL",
" RECOMMVENDED', "SHOULD', and "SHOULD NOT", are to be interpreted as
described in BCP 14, RFC 2119 [2].

4. Applicability

This specification applies when a DHCP agent is encoding a packet
cont ai ni ng options, where sone of those options nust be broken into
parts. This need can occur for two reasons. First, it can occur
because the value of an option that needs to be sent is |onger than
255 bytes. In this case, the encoding agent MJST follow the

al gorithm specified here. It can also occur because there is not
sufficient space in the current output buffer to store the option

but there is space for part of the option, and there is space in

anot her output buffer for the rest. |In this case, the encodi ng agent
MUST either use this algorithmor not send the option at all

This specification also applies in any case where a DHCP protoco
agent has received a DHCP packet that contains nore than one instance
of an option of a given type. 1In this case, the agent MJST

concat enate these separate instances of the sane option in the way
that we specify here.

This option updates the Dynanic Host Configuration Protocol [3] and
DHCP Options and BOOTP vendor extensions [4] docunents. However,
because many currently-depl oyed DHCP protocol agents do not i npl enent
option concatenation, DHCP protocol agents should be careful not to
transmit split options unless either it will not matter if the
reci pi ent cannot correctly reassenble the options, or it is certain
that the recipient inplenents concatenation

Let us divide all DHCP options into two categories - those that, by
definition, require inplementation of the nechanisns defined in this

docunent, and those that do not. W will refer to the former as
concat enati on-requiring options, and the latter as non-
concatenation-requiring options. |In order for an option to be a
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concat enati on-requiring option, the protocol specification that
defines that option nust require inplenentation of option splitting
and option concatenation as described in this docunent, by
specifically referencing this docunent.

A DHCP protocol agent SHOULD NOT split an option as described in this
docunent unless it has no choice, or it knows that its peer can
properly handle split options. A peer is assuned to properly handle
split options if it has provided or requested at |east one
concatenation-requiring option. Alternatively, the adm nistrator of
the agent generating the option can specifically configure the agent
to assune that the recipient can correctly concatenate options split
as described in this docunent.

Some inplementors may find it easiest to only split concatenation-
requiring options, and never split non-concatenation-requiring
options. This is permssible. However, an inplenentation which
supports any concatenati on-requiring option MJST be capabl e of
concatenating received options for both concatenation-requiring and
non- concat enati on-requiring options.

No restrictions apply to option concatenati on when a DHCP agent

recei ves a DHCP message. Any DHCP protocol agent that inplenments the
mechani sns described in this docunent can assune that when it
receives two options of the same type, it should concatenate them

5. The Aggregate Option Buffer

DHCP options can be stored in the DHCP packet in three separate
portions of the packet. These are the optional paraneters field, the
snanme field, and the file field, as described in RFC 2131 [3]. This
conplicates the description of the option splitting nechani sm because
there are three separate fields into which split options nmay be

pl aced.

To further conplicate matters, an option that doesn't fit into one
field can’'t overlap the boundary into another field - the encodi ng
agent nust instead break the option into two parts and store one part
in each buffer.

To sinplify this discussion, we will talk about an aggregate option
buffer, which will be the aggregate of the three buffers. This is a
| ogi cal aggregation - the buffers MJST appear in the locations in the
DHCP packet described in RFC 2131 [3].

The aggregate option buffer is made up of the optional paraneters
field, the file field, and the sname field, in that order
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WARNI NG: This is not the physical ordering of these fields in the
DHCP packet .

Options MUST NOT be stored in the aggregate option buffer in such a
way that they cross either boundary between the three fields in the
aggregate buffer.

The encoding agent is free to choose to use either or both the snane
field and file field. |If the encoding agent does not choose to use
either or both of these two fields, then they MJUST NOT be consi dered
part of the aggregate option buffer in that case.

6. Encodi ng Agent Behavi or

Encodi ng agents decide to split options based on the reasons we have
described in the preceding section entitled "applicability".

Options can be split on any octet boundary. No split portion of an
option that has been split can contain nore than 255 octets. The
split portions of the option MJST be stored in the aggregate option
buffer in sequential order - the first split portion MJST be stored
first in the aggregate option buffer, then the second portion, and so
on. The encodi ng agent MJST NOT attenpt to specify any semantic

i nformati on based on how the option is split.

Not e that because the aggregate option buffer does not represent the
physi cal ordering of the DHCP packet, if an option were split into
three parts and each part went into one of the possible option
fields, the first part would go into the optional parameters field,
the second part would go into the file field, and the third part
would go into the snane field. This naintains consistency with
section 4.1 of RFC 2131 [3].

Each split portion of an option MJST be stored in the aggregate
option buffer as if it were a normal variable-length option as
described in RFC 2132 [4]. The length fields of each split portion
of the option MJST add up to the total length of the option data.

For any given option being split, the option code field in each split
portion MJST be the sane.

7. Decodi ng Agent Behavi or
When a decodi ng agent is scanning an inconi ng DHCP packet’s option
buffer and finds two or nore options with the same option code, it

MUST consider themto be split portions of an option as described in
the precedi ng section
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In the case that a decoding agent finds a split option, it MJST treat
the contents of that option as a single option, and the contents MJST
be reassenbled in the order that was described above under encoding
agent behavi or.

The decodi ng agent should ensure that when the option’s value is
used, any alignnent issues that are particular to the nachine
architecture on which the decoding agent is running are accounted for
- there is no requirenent that the encoding agent align the options
in any particular way.

There is no senantic neaning to where an option is split - the
encodi ng agent is free to split the option at any point, and the
decodi ng agent MJST reassenble the split option parts into a single
obj ect, and MUST NOT treat each split portion of the option as a
separate object.

8. Exanple

Consi der an option, Bootfile nanme (option code 67), with a value of
"/ diskless/foo". Normally, this would be encoded as a single option
as foll ows:

g
| 67| 23| / | d| i | s| k| I | e] s| s | /| f] o] o
o e

If an encodi ng agent needed to split the option in order to fit it
into the option buffer, it could encode it as two separate options,
as follows, and store it in the aggregate option buffer in the

foll owi ng sequence:

S S T S SUpE SR
67| 71 /[ d]i]s]| k] Il]e]
S
T S S S
| 671 6] s | s | /| f] o] o
e e S

9. Security Considerations

Thi s docunent raises no new security issues. Potential exposures to
attack in the DHCP protocol are discussed in section 7 of the DHCP
protocol specification [3] and in Authentication for DHCP Messages

[5].
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10.

10.

10.

11.

Note that the authentication option itself can be split; in such
cases i nplenentations nust be careful when setting the authentication
field to zero (prior to generation or verification of the MAC) as it
may be split across nultiple options.
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13. Full Copyright Statenent
Copyright (C) The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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