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Abstr act

This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes managed objects for extending the alarm
t hreshol di ng capabilities found in the Renote Monitoring (RMON) MB
(RFC 2819), to provide simlar threshold nonitoring of objects based
on the Counter64 data type.
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1. The Internet-Standard Managenent Franework

For a detailed overview of the docunents that describe the current
I nt ernet - Standard Managenent Franmework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed obj ects are accessed via a virtual information store, terned
t he Managenent Infornmation Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNVP).
hjects in the MB are defined using the nmechani sns defined in the
Structure of Managenent Information (SM). This meno specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [ RFC2579] and STD 58, RFC 2580

[ RFC2580] .

2. Terns

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119.

[ RFC2119]

3. Overview

There is a need for a standardi zed way of providing the sane type of
al arm t hreshol ding capabilities for Counter64 objects, as already
exists for Counter32 objects. The RMON-1 al arnifabl e obj ects and
RMON-1 notification types are specific to 32-bit objects, and cannot
be used to properly nonitor Counter64-based objects. Extensions to
these existing constructs which explicitly support Counter64-based
obj ects are needed. These extensions are conpletely independent of
the existing RMON-1 al arm nechani sns.

The usage of Counter64 objects is increasing. One of the causes for
this increase is the increasing speeds of network interfaces; RFC
2863 [ RFC2863] says:

As the speed of network nedia increase, the mininumtine in which
a 32 bit counter will wap decreases. For exanple, a 10Mds stream
of back-to-back, full-size packets causes iflnCctets to wap in
just over 57 minutes; at 100Mbs, the mininumwap time is 5.7

m nutes, and at 1CGbs, the minimumis 34 seconds. Requiring that
interfaces be polled frequently enough not to mss a counter wap
is increasingly problemtic.
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and therefore requires:

For interfaces that operate at 20,000,000 (20 million) bits per
second or less, 32-bit byte and packet counters MJST be supported.
For interfaces that operate faster than 20, 000,000 bits/second,
and sl ower than 650, 000, 000 bits/second, 32-bit packet counters
MUST be supported and 64-bit octet counters MJST be supported.

For interfaces that operate at 650, 000,000 bits/second or faster
64-bit packet counters AND 64-bit octet counters MJIST be

support ed.

O the variables on which thresholds are set using RMON-1's

al arnTabl e, two of the nost popular are: iflnCctets and ifQutCctets.
Thus, the increasing usage of the 64-bit versions: ifHC nCctets and
i fHCQut Cctets nmeans that there is an increasing requirenent to use
RMON-1's threshol ding capability for ifHCI nOctets and ifHCQut Cct et s.

The RMON-1 Alarm Group is inplenented not only by all RMON probes,
but also by the SNVP agents in nany other types of devices for the
pur pose of nonitoring any of their (non-RMON) integer-valued MB
objects. The fact that it has been so wi dely inplenented indicates
its obvious value. Wthout this extension, that obvious value is
becom ng i nconpl ete because of its lack of support for 64-bit
integers. This extension is the easiest, sinplest, and nost

conpati ble way for an inplenentation to overcone that |ack of
support.

3.1. Relationship to the Renbte Mnitoring M Bs

This MB is intended to be inplenented in Renote Monitoring (RMON)
probes, which nmay al so support the RMON-1 M B [ RFC2819]. Such probes
may be stand-al one devices, or nay be co-located with other
net wor ki ng devices (e.g., ethernet swi tches and repeaters).

The functionality of the H gh Capacity Alarm G oup is a superset of
RVMON-1's Alarm Group. Thus, one day in the distant future, it is a
possibility that RMONN1's Alarm Group will be deprecated in favor of
this MB s H gh Capacity Alarm G oup. However, that day will not
conme before this docunent, or one of its successors, reaches the same
standardi zati on state as RVON 1.
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4, M B Structure

Figure 1: HC ALARM M B Functional Structure
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4.1. MB Goup Overview
The HC- ALARM M B contains three M B groups:

- hcAl ar nCont r ol Cbj ects group
Controls the configuration of alarns for high capacity MB
obj ect instances.

- hcAl arnCapabilities group
Descri bes the high capacity alarm capabilities provided by the
agent .

- hcAlarmNotifications group

Provide new rising and falling threshold notifications for high
capacity objects.
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4.1.1. High Capacity Alarm Control G oup

Decenber 2002

This group contains one table, which is used by a nanagenent station

to configure high capacity alarmentries.

To configure alarm

t hreshol di ng for Counter64 or CounterBasedGauge64 objects, a
managenent application nust configure the hcAlarniTable in a nmanner
simlar to how RMON-1's al arnifabl e i s configured.

Because the | anguage in sone of the DESCRI PTI ON cl auses of objects in

the alarnTable is specific to the alarnifable itself,

their defined

semantics do not allowthemto be used for this MB also. Therefore,
the follow ng objects are essentially cloned fromthe alarnTable to

t he hcAl ar mTabl e:

al ar nirabl e

al ar m ndex

al arm nt erval

al arnvari abl e

al ar nSanpl eType

al ar nSt art upAl arm

al ar nRi si ngEvent | ndex
al arnfal | i ngEvent | ndex
al ar mowner

al ar nt at us

hcAl ar niTabl e

hcAl ar m ndex

hcAl ar m nt er val

hcAl ar nivari abl e

hcAl ar nSanpl eType

hcAl ar nSt ar t upAl arm

hcAl ar nRi si ngEvent | ndex
hcAl ar nfal | i ngEvent | ndex
hcAl ar mOmner

hcAl ar nt at us

In addition, the follow ng hcAl armlabl e objects are used as high
capacity values instead of the corresponding 32-bit version in the

al ar nirabl e.
al ar nirabl e

al ar nval ue

al ar nRi si ngThr eshol d

al arnFal 1 i ngThreshol d

hcAl ar niTabl e

hcAl ar mAbsVal ue
hcAl ar n\val ueSt at us

hcAl ar nRi si ngThr eshAbsVal uelLo
hcAl ar nRi si ngThr eshAbsVal ueHi
hcAl ar nRi si ngThr eshol dval St at us
hcAl arnfFal | i ngThr eshAbsVal uelLo
hcAl arnfal | i ngThr eshAbsVal ueHi
hcAl ar nfal | i ngThr eshol dVal St at us

Nevert hel ess, the hcAl arnifabl e does have a few differences fromthe

al ar nirabl e:

- Counter64 based objects are threshol ded properly
- an entry is not destroyed if the instance identified by the
hcAl armivari abl e is not available during a polling interval.
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- the RowStatus textual convention is used instead of EntryStatus
for the hcAl arnStatus object.

- the non-volatile storage of an HC alarmentry is explicitly
controlled with a StorageType paraneter.

- a counter is provided to indicate the nunber of times the
hcAl ar niar i abl e object value could not be retrieved by the
agent.

4.1.2. High Capacity Alarm Capabilities

This group contains a single scalar object, called
hcAl arnCapabilities. It describes the basic high capacity alarm
features supported by the agent.

4.1.3. High Capacity Alarm Notifications

This group contains two notifications, hcR singA arm and

hcFal lingAlarm These are generated for high capacity alarns in the
same nmanner and used to convey essentially the sane infornmation as
RVON-1"s risingA armand fallingAlarmnotifications do for

al ar niTabl e- speci fied al arns.

5. Definitions
HC- ALARMM B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
I nt eger 32, Counter32, Unsigned32
FROM SNWPv2- SM
MODULE- COMPLI ANCE, OBJECT- GROUP,
NOTI FI CATI ON- GROUP
FROM SNWVPv2- CONF
RowSt at us, Vari abl ePoi nter, StorageType,
TEXTUAL- CONVENTI ON
FROM SNWPv2- TC
Count er BasedGauge64
FROM HCNUM TC
rmon, Owner String, rnonEvent G oup
FROM RMON- M B;

hcAl armM B MODULE- | DENTI TY
LAST- UPDATED "200212160000Z"
ORGANI ZATI ON "I ETF RMONM B Wor ki ng G- oup”
CONTACT- | NFO
" Andy Bi er man
Ci sco Systens, Inc.
Tel: +1 408 527-3711
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E-mai |l : abi erman@i sco. com
Postal: 170 West Tasman Drive
San Jose, CA USA 95134

Keith McC oghrie
Cisco Systenms, Inc.
Tel: +1 408 526-5260
E-mai |l : kzm@i sco.com
Postal: 170 West Tasman Drive
San Jose, CA USA 95134

Send comments to <rnonm b@etf.org>
Mailing |ist subscription info:
http://ww.ietf.org/mailman/listinfo/rmonmb "
DESCRI PTI ON
"This nodul e defines Renpte Monitoring M B extensions for
H gh Capacity Al arns.

Copyright (C) The Internet Society (2002). This version
of this MB nodule is part of RFC 3434; see the RFC
itself for full legal notices."

REVI SI ON "200212160000Z"
DESCRI PTI ON
"Initial version of the High Capacity Alarm M B nodul e.
This version published as RFC 3434."
o= { rmon 29 }

hcAl ar mObj ect s OBJECT | DENTI FI ER ::
hcAl armNoti fi cati ons OBJECT | DENTI FI ER ::
hcAl ar nConf or mance OBJECT | DENTI FI ER : :

{ hcAlarmMB 1 }
{ hcAlarmMB 2 }
{ hcAlarmMB 3 }

hcAl ar mCont r ol Cbj ects OBJECT I DENTIFIER ::= { hcAl arntbjects 1 }
hcAl ar mCapabi l iti esCbj ects OBJECT | DENTI FI ER
2= { hcAlarmbjects 2 }

-- Textual Conventions

HcVal ueSt at us :: = TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON
"This data type indicates the validity and sign of the data
i n associ ated object instances which represent the absolute
val ue of a high capacity nuneric quantity. Such an object
may be represented with one or nore object instances. An
obj ect of type HcVal ueStatus MJUST be defined within the sane
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structure as the object(s) representing the high capacity
absol ut e val ue.

If the associated object instance(s) representing the high
capacity absolute value could not be accessed during the
sanpling interval, and is therefore invalid, then the
associ ated HcVal ueStatus object will contain the val ue

" val ueNot Avai | abl e(1) .

If the associated object instance(s) representing the high
capacity absolute value are valid and actual value of the
sanple is greater than or equal to zero, then the associ ated
HcVal ueSt at us object will contain the val ue

"val uePositive(2)'.

If the associated object instance(s) representing the high
capacity absolute value are valid and the actual value of
the sanple is less than zero, then the associ ated
HcVal ueSt at us object will contain the val ue
"val ueNegative(3)'. The associated absol ute val ue should be
multiplied by -1 to obtain the true sanple value."
SYNTAX | NTEGER {

val ueNot Avai | abl e(1),

val uePositive(2),

val ueNegat i ve(3)

-- High Capacity Al arm Tabl e

hcAl ar niTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF HcAl arnEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Alist of entries for the configuration of high capacity
al arns. "

::={ hcAlarnmControl bjects 1 }

hcAl armeEntry OBJECT- TYPE

SYNTAX HcAl arnEntry
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"A conceptual row in the hcAl arnifable. Entries are usually
created in this table by nanagenment application action, but
may al so be created by agent action as well."
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| NDEX { hcAl arnl ndex }
::={ hcAlarnTable 1}

arnEntry ::= SEQUENCE ({

hcAl ar m ndex

hcAl arm nt er val

hcAl armvari abl e

hcAl ar nSanpl eType

hcAl ar mbsVal ue

hcAl ar nival ueSt at us

hcAl ar n5t art upAl arm

hcAl ar nRi si ngThr eshAbsVal uelLo
hcAl ar nRi si ngThr eshAbsVal ueHi

hcAl ar nRi si ngThr eshol dVal St at us

hcAl arnfal | i ngThr eshAbsVal uelLo
hcAl ar nfal | i ngThr eshAbsVal ueHi

hcAl ar nfal | i ngThr eshol dVal St at us

hcAl ar nRi si ngEvent | ndex
hcAl ar nfal | i ngEvent | ndex
hcAl ar mival ueFai | edAt t enpt s
hcAl ar mOaner

hcAl ar nSt or ageType

hcAl ar nf5t at us

ar nl ndex OBJECT- TYPE

SYNTAX I nteger32 (1..65535)
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

H gh Capacity Alarm M B

Decenber

I nt eger 32,

I nt eger 32,

Var i abl ePoi nter,
| NTEGER,

Count er BasedGauge64,
HcVal ueSt at us,

| NTEGER,

Unsi gned32,

Unsi gned32,

HcVal ueSt at us,
Unsi gned32,

Unsi gned32,

HcVal ueSt at us,

I nt eger 32,

I nt eger 32,

Count er 32,

Owner Stri ng,

St or ageType,
RowSt at us }

2002

"An arbitrary integer index value used to uniquely identify
this high capacity alarmentry."

c:={ hcAlarnEntry 1}

arm nterval OBJECT- TYPE

SYNTAX I nteger32 (1..2147483647)
UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The interval

compared with the rising and falling thresholds.
care should be taken in the case of

setting this variabl e,

del taval ue sanpling - the interval

When

shoul d be set short

enough that the sanpled variable is very unlikely to

i ncrease or decrease by nore than 2763 -

sanmpling interval.

St andards Track

i n seconds over which the data is sanpled and

1 during a single
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This object may not be nodified if the associated
hcAl arnft at us object is equal to active(l)."
c:={ hcAlarnkEntry 2}

hcAl arnvari abl e OBJECT- TYPE

SYNTAX Var i abl ePoi nt er
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The object identifier of the particular variable to be
sampled. Only variables that resolve to an ASN. 1 primtive
type of INTEGER (I NTEGER, | nteger32, Counter32, Counter64,
Gauge, or TineTicks) nmay be sanpl ed.

Because SNMP access control is articulated entirely in termns
of the contents of MB views, no access control nechanism
exi sts that can restrict the value of this object to
identify only those objects that exist in a particular MB
view. Because there is thus no acceptabl e neans of
restricting the read access that could be obtained through
the al arm nmechani sm the probe nmust only grant wite access
to this object in those views that have read access to al

obj ects on the probe.

This object may not be nodified if the associated
hcAl arnt at us object is equal to active(l)."
::={ hcAlarnkEntry 3}

hcAl ar nSanpl eType OBJECT- TYPE
SYNTAX | NTEGER {
absol ut eVal ue(1),
del t aVal ue(2)

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The net hod of sanpling the selected variable and
calculating the value to be conpared against the thresholds.
If the value of this object is absoluteVvalue(l), the value
of the selected variable will be conpared directly with the
thresholds at the end of the sanpling interval. |If the
value of this object is deltaVvalue(2), the value of the
selected variable at the last sanple will be subtracted from
the current value, and the difference conpared with the
t hr eshol ds.

If the associ ated hcAl arnVari abl e i nstance coul d not be
obtai ned at the previous sanple interval, then a delta
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sanpl e is not possible, and the value of the associated
hcAl ar mival ueSt at us object for this interval will be
val ueNot Avai | abl e(1).

This object may not be nodified if the associated
hcAl ar nSt at us object is equal to active(1)."
::={ hcAlarnkEntry 4 }

ar mbsVal ue OBJECT- TYPE

SYNTAX Count er BasedGauge64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The absolute value (i.e., unsigned value) of the
hcAl armvari abl e statistic during the |last sanpling period.
The val ue during the current sanpling period is not nade
avail able until the period is conpleted.

To obtain the true value for this sanpling interval, the
associ ated i nstance of hcAl arnial ueSt at us nust be checked,
and the value of this object adjusted as necessary.

If the MB instance could not be accessed during the
sanpling interval, then this object will have a val ue of
zero and the associated instance of hcAl arnVal ueStatus will
be set to 'val ueNotAvail able(1)’."

::={ hcAlarnkEntry 5 }

ar nval ueSt at us OBJECT- TYPE

SYNTAX HcVal ueSt at us

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object indicates the validity and sign of the data for
t he hcAl ar mMbsVal ue object, as described in the
HcVal ueSt at us textual convention."

::={ hcAlarnkEntry 6 }

ar nSt art upAl ar m OBJECT- TYPE

SYNTAX | NTEGER {
risingAlarn(l),
fallingA arn(2),
risingOFallingAl arn(3)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The alarmthat may be sent when this entry is first set to
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active. |If the first sanple after this entry becones active
is greater than or equal to the rising threshold and this
object is equal to risingA arnm(l) or

risingOrFallingAlarm(3), then a single rising alarmw |l be
generated. If the first sanple after this entry becones
valid is less than or equal to the falling threshold and
this object is equal to fallingA arn(2) or
risingOrFallingAlarnm(3), then a single falling alarmw Il be
gener at ed.

This object may not be nodified if the associated
hcAl ar nSt at us object is equal to active(1)."
::={ hcAlarnkEntry 7 }

hcAl ar nRi si ngThr eshAbsVal ueLo OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The lower 32 bits of the absolute value for threshold for
the sanpled statistic. The actual threshold value is
determ ned by the associated instances of the

hcAl ar nRi si ngThr eshAbsVal ueH and

hcAl ar nRi si ngThr eshol dval St at us obj ects, as foll ows:

ABS(t hreshol d) = hcAl arnRi si ngThreshAbsVal ueLo +
(hcAl arnRi si ngThr eshAbsVal ueH * 27"32)

The absol ute value of the threshold is adjusted as required,
as described in the HcVal ueStatus textual convention. These
three object instances are conceptually conbined to
represent the rising threshold for this entry.

When the current sanpled value is greater than or equal to
this threshold, and the value at the |ast sanpling interva
was |less than this threshold, a single event will be
generated. A single event will also be generated if the
first sanple after this entry becones valid is greater than
or equal to this threshold and the associated

hcAl arntart upAlarmis equal to risingAl arm(1l) or
risingOFallingAl arm3).

After a rising event is generated, another such event wll
not be generated until the sanpled value falls below this
threshol d and reaches the threshold identified by the

hcAl ar nfal | i ngThr eshAbsVal uelo,

hcAl ar nfal | i ngThr eshAbsVal ueH , and

hcAl ar nfal | i ngThr eshol dVval St at us obj ect s.
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This object may not be nodified if the associated

hcAl arnft at us object is equal to active(l)."
::={ hcAlarnkEntry 8 }

hcAl ar nRi si ngThr eshAbsVal ueH OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The upper 32 bits of the absolute value for threshold for
the sanpled statistic. The actual threshold value is

determi ned by the associ ated instances of the
hcAl ar nRi si ngThr eshAbsVal ueLo and

hcAl ar nRi si ngThr eshol dval St at us obj ects, as foll ows:

ABS(t hreshol d) = hcAl arnRi si ngThr eshAbsVal ueLo +

(hcAl arnRi si ngThr eshAbsVal ueH * 27"32)

The absol ute value of the threshold is adjusted as required,
as described in the HcVal ueStatus textual convention. These

three object instances are conceptually conbined to

represent the rising threshold for this entry.

When the current sanpled value is greater than or equal to
this threshold, and the value at the |ast sanpling interval

was | ess than this threshold, a single event wll

be

generated. A single event will also be generated if the
first sanple after this entry becones valid is greater than

or equal to this threshold and the associ ated
hcAl arntartupAlarmis equal to risingAl arn(l) or
risingOrFallingAl arn(3).

After a rising event is generated, another such event wll
not be generated until the sanmpled value falls belowthis
t hreshol d and reaches the threshold identified by the

hcAl ar nfal | i ngThr eshAbsVal uelo,
hcAl arnfal | i ngThr eshAbsVal ueHi, and
hcAl arnfal | i ngThr eshol dval St at us obj ect s.

This object may not be nodified if the associated
hcAl ar nSt at us object is equal to active(1)."
::={ hcAlarnkEntry 9 }

hcAl ar nRi si ngThr eshol dVval St at us OBJECT- TYPE

SYNTAX HcVal ueSt at us
MAX- ACCESS read-create
STATUS current
Bi erman & McC oghrie St andards Track
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DESCRI PTI ON
"This object indicates the sign of the data for the rising
threshol d, as defined by the hcAl arnRi si ngThr esAbsVal ueLo
and hcAl arnRi si ngThr esAbsVal ueH objects, as described in
t he HcVal ueSt at us textual convention

The enuneration 'val ueNot Avail able(1)’ is not allowed, and
t he associ ated hcAl arnfst at us obj ect cannot be equal to
"active(l)' if this object is set to this val ue.

This object may not be nodified if the associated
hcAl ar nSt at us object is equal to active(1)."
::={ hcAlarnentry 10 }

hcAl ar nfal | i ngThr eshAbsVal ueLo OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The lower 32 bits of the absolute value for threshold for
the sanpled statistic. The actual threshold value is
determ ned by the associated instances of the

hcAl ar nfal | i ngThr eshAbsVal ueH and

hcAl ar nfal | i ngThr eshol dVal St at us obj ects, as foll ows:

ABS(t hreshol d) = hcAl arnfal | i ngThr eshAbsVal ueLo +
(hcAl arnfal | i ngThr eshAbsVal ueH * 2/~732)

The absol ute value of the threshold is adjusted as required,
as described in the HcVal ueStatus textual convention. These
three object instances are conceptually conbined to
represent the falling threshold for this entry.

When the current sanpled value is less than or equal to this
threshol d, and the value at the | ast sanpling interval was
greater than this threshold, a single event will be
generated. A single event will also be generated if the
first sanple after this entry becones valid is |less than or
equal to this threshold and the associ ated

hcAl arntart upAlarmis equal to fallingAl arm(2) or
risingOFallingAl arm3).

After a falling event is generated, another such event will
not be generated until the sanpled value rises above this
threshol d and reaches the threshold identified by the

hcAl ar nRi si ngThr eshAbsVal uelo,

hcAl ar nRi si ngThr eshAbsVal ueHi, and

hcAl ar nRi si ngThr eshol dval St at us obj ects
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This object may not be nodified if the associated
hcAl arnft at us object is equal to active(l)."
c:={ hcAlarnEntry 11 }

hcAl ar nfal | i ngThr eshAbsVal ueH OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The upper 32 bits of the absolute value for threshold for
the sanpled statistic. The actual threshold value is
determ ned by the associated instances of the

hcAl ar nfal | i ngThr eshAbsVal ueLo and

hcAl ar nfal | i ngThr eshol dVal St at us obj ects, as foll ows:

ABS(t hreshol d) = hcAl arnfal | i ngThr eshAbsVal ueLo +
(hcAl arntal | i ngThr eshAbsVal ueH * 27~"32)

The absol ute value of the threshold is adjusted as required,
as described in the Hcval ueStatus textual convention. These
three object instances are conceptually conbined to
represent the falling threshold for this entry.

When the current sanpled value is less than or equal to this
threshol d, and the value at the |ast sanpling interval was
greater than this threshold, a single event will be
generated. A single event will also be generated if the
first sanple after this entry becones valid is |l ess than or
equal to this threshold and the associ ated

hcAl arnStartupAlarmis equal to fallingAlarn(2) or
risingOFallingA arnm3).

After a falling event is generated, another such event will
not be generated until the sanpled value rises above this
threshol d and reaches the threshold identified by the

hcAl ar nRi si ngThr eshAbsVal uelo,

hcAl ar nRi si ngThr eshAbsVal ueHi , and

hcAl ar mRi si ngThr eshol dVval St at us obj ect s.

This object may not be nodified if the associated
hcAl ar nS5t at us object is equal to active(l1)."
::={ hcAlarnentry 12 }

hcAl ar nfal | i ngThr eshol dVval St at us OBJECT- TYPE

SYNTAX HcVal ueSt at us
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON
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"This object indicates the sign of the data for the falling
threshol d, as defined by the hcAl arnfal | i ngThr eshAbsVal uelLo
and hcAl arnfal | i ngThr eshAbsVal ueH objects, as described in
t he HcVal ueSt at us textual convention

The enuneration 'val ueNot Avail able(1)’ is not allowed, and
t he associ ated hcAl arnfst at us obj ect cannot be equal to
"active(l)' if this object is set to this val ue.

This object may not be nodified if the associated
hcAl ar nS5t at us object is equal to active(l)."
::={ hcAlarnentry 13 }

hcAl ar nRi si ngEvent | ndex OBJECT- TYPE

SYNTAX I nteger 32 (0..65535)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The index of the eventEntry that is used when a rising
threshold is crossed. The eventEntry identified by a
particular value of this index is the sanme as identified by

the sane value of the eventlndex object. |If there is no
corresponding entry in the eventTable, then no association
exists. In particular, if this value is zero, no associ ated

event will be generated, as zero is not a valid event index.
This object may not be nodified if the associ ated
hcAl ar nS5t at us object is equal to active(l1)."

::={ hcAlarnkEntry 14 }

hcAl ar nfal | i ngEvent | ndex OBJECT- TYPE

SYNTAX I nteger32 (0..65535)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The i ndex of the eventEntry that is used when a falling
threshold is crossed. The eventEntry identified by a
particular value of this index is the sane as identified by

the sanme value of the eventlndex object. |If there is no
corresponding entry in the eventTable, then no association
exists. In particular, if this value is zero, no associ at ed

event will be generated, as zero is not a valid event index.
This object may not be nodified if the associated
hcAl arnf5t at us object is equal to active(l)."

::={ hcAlarnentry 15 }

hcAl ar nial ueFai | edAtt enpts OBJECT- TYPE
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SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of tines the associ ated hcAl arnvari abl e i nstance
was polled on behalf of this hcAlarnEntry, (while in the
active state) and the val ue was not available. This counter
may experience a discontinuity if the agent restarts,
i ndi cated by the value of sysUpTine."

::={ hcAlarnkEntry 16 }

hcAl ar mOmer OBJECT- TYPE

SYNTAX Owner String

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"The entity that configured this entry and is therefore
using the resources assigned to it."

::={ hcAlarnentry 17 }

hcAl ar n5t or ageType OBJECT- TYPE

SYNTAX St or ageType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The type of non-volatile storage configured for this entry.
If this object is equal to 'permanent(4)’, then the
associ at ed hcAl arnRi si ngEvent | ndex and
hcAl ar nfal | i ngEvent | ndex objects nust be witable.”

::={ hcAlarnentry 18 }

hcAl ar n5t at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this row.

An entry MJST NOT exist in the active state unless all
objects in the entry have an appropriate value, as descri bed
in the description clause for each witable object.

The hcAl arnt at us obj ect may be nodified if the associated
instance of this object is equal to active(l),
not I nService(2), or notReady(3). Al other witable objects
may be nodified if the associated instance of this object is
equal to notlnService(2) or notReady(3)."

::={ hcAlarneEntry 19 }
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-- Capabilities

hcAl ar mCapabi l i ti es OBJECT- TYPE
SYNTAX BI TS {
hcAl ar nCr eati on(0),
hcAl ar mM\vSt or age(1)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"An indication of the high capacity alarmcapabilities
supported by this agent.

If the "hcAlarnCreation’ BIT is set, then this agent allows
NMS applications to create entries in the hcAl arnilrabl e.

If the "hcAlarmN\vStorage’ BIT is set, then this agent allows
entries in the hcAl arnTable which will be recreated after a
systemrestart, as controlled by the hcAl arnfst orageType
obj ect. "

::={ hcAlarnCapabilitiesCbhjects 1 }

-- Notifications

hcAl armNot i f Prefi x OBJECT | DENTI FI ER
::={ hcAlarmNotifications 0 }

hcRi si ngAl ar m NOTI FI CATI ON- TYPE
OBJECTS { hcAl arnVari abl e,
hcAl ar nSanpl eType,
hcAl ar mAbsVal ue,
hcAl ar mval ueSt at us,
hcAl ar nRi si ngThr eshAbsVal uelo,
hcAl ar nRi si ngThr eshAbsVal ueHi ,
hcAl ar nRi si ngThr eshol dval St at us,
hcAl ar nRi si ngEvent | ndex }
STATUS current
DESCRI PTI ON
"The SNWP notification that is generated when a high
capacity alarmentry crosses its rising threshold and
generates an event that is configured for sending SNW
traps.

The hcAlarnEntry object instances identified in the OBJECTS

Bi erman & McC oghrie St andards Track [ Page 18]



RFC 3434 H gh Capacity Alarm M B Decenber 2002

clause are fromthe entry that causes this notification to
be generated."”
i={ hcAlarmNotifPrefix 1}

hcFal I i ngAl ar m NOTI FI CATI ON- TYPE
OBJECTS { hcAl arnVvari abl e,
hcAl ar nSanpl eType,
hcAl ar mbsVal ue,
hcAl ar mval ueSt at us,
hcAl ar nfal | i ngThr eshAbsVal uelo,
hcAl ar nfal | i ngThr eshAbsVal ueHi ,
hcAl ar nfFal | i ngThr eshol dVval St at us,
hcAl ar nfal | i ngEvent | ndex }
STATUS current
DESCRI PTI ON
"The SNWP notification that is generated when a high
capacity alarmentry crosses its falling threshold and
generates an event that is configured for sending SNW
traps.

The hcAl arnEntry object instances identified in the OBJECTS
clause are fromthe entry that causes this notification to
be generated.”

::={ hcAlarmNotifPrefix 2 }

-- Conformance Section

hcAl ar nConpl i ances OBJECT | DENTI FI ER ::
hcAl ar nGr oups OBJECT | DENTI FI ER ::

{ hcAl arnConformance 1 }
{ hcAl arnConf or mance 2 }

hcAl ar mConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Describes the requirenents for confornance to the High
Capacity Alarm M B."
MODULE -- this nodul e
MANDATORY- GROUPS {
hcAl ar mCont r ol G oup,
hcAl ar nCapabi liti esG oup,
hcAl armNot i fi cati onsG oup

MODULE RMON-M B
MANDATORY- GROUPS { rnmonEvent G oup }

::={ hcAl arnConpliances 1 }
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-- (Object Goups

hcAl ar mCont r ol G oup OBJECT- GROUP
OBJECTS {

hcAl ar m nt erval ,
hcAl armvari abl e,
hcAl ar nSanpl eType,
hcAl ar mbsVal ue,
hcAl ar mval ueSt at us,
hcAl ar nt ar t upAl ar m
hcAl ar nRi si ngThr eshAbsVal uelo,
hcAl ar nRi si ngThr eshAbsVal ueH ,
hcAl ar nRi si ngThr eshol dval St at us,
hcAl arnfFal | i ngThr eshAbsVal uelo,
hcAl ar nFal | i ngThr eshAbsVal ueHi ,
hcAl ar nfal | i ngThr eshol dVal St at us,
hcAl ar nRi si ngEvent | ndex,
hcAl ar nfFal | i ngEvent | ndex,
hcAl ar nival ueFai | edAtt enpt s,
hcAl ar mOmer ,
hcAl ar n5t or ageType,
hcAl ar n5t at us

}

STATUS current

DESCRI PTI ON
"A collection of objects used to configure entries for high
capacity alarmthreshold nmonitoring purposes.”

::={ hcAlarnGoups 1}

hcAl ar nCapabi l i ti esGoup OBJECT- GROUP
OBJECTS {
hcAl ar mCapabilities

}

STATUS current

DESCRI PTI ON
"A collection of objects used to indicate an agent’s high
capacity alarmthreshold nonitoring capabilities.”

o= { hcAlarnroups 2 }

hcAl ar mNot i fi cati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
hcRi si ngAl arm
hcFal I i ngAl arm

}

STATUS current

DESCRI PTI ON
"A collection of notifications to deliver information
related to a high capacity rising or falling threshold event
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to a managenent application.”
::={ hcAlarnGoups 3}

END

6.

Intell ectual Property

The I ETF takes no position regarding the validity or scope of any
intellectual property or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF's procedures with respect to rights in standards-track and
standards-rel ated docunentati on can be found in BCP-11. Copies of
clains of rights nade avail able for publication and any assurances of
licenses to be nade available, or the result of an attenpt made to
obtain a general |icense or permission for the use of such
proprietary rights by inplenentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that nay be required to practice
this standard. Please address the information to the | ETF Executive
Di rector.
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Security Considerations

There are a nunber of nanagenent objects defined in this MB that
have a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environnments. The support for SET operations in a non-secure
environment w t hout proper protection can have a negative effect on
net wor k operati ons.

There are a nunber of nanaged objects in this MB that may contain
sensitive informati on. These are:

hcAl ar mAbsVal ue
hcAl ar n\al ueSt at us
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These obj ects are used together, and may expose the val ues of
particular MB instances, as identified by associated instances of
the hcAl arnvari abl e obj ect.

hcAl ar nivari abl e

This object identifies the object instance that the associ ated
hcAlarmeEntry will periodically sanple. Because SNWP access contro
is articulated entirely in terms of the contents of MB views, no
access control mechani smexists that can restrict the value of this
object to identify only those objects that exist in a particular MB
view. Thus, because there is no acceptable neans of restricting the
read access that could be obtained through the alarm mechanism the
probe nmust only grant wite access to this object in those views that
have read access to all objects on the probe.

SNWPv1 by itself is not a secure environment. Even if the network
itself is secure (for exanple by using IPSec), there is no control as
to who on the secure network is allowed to access and GET/ SET

(read/ change/create/ del ete) the objects in this MB.

It is recomended that the inplenmentors consider the security
features as provided by the SNWPv3 framework. Specifically, the use
of the User-based Security Mddel STD 62, RFC 3414 [RFC3414] and the
Vi ew based Access Control Mdel STD 62, RFC 3415 [ RFC3415] is
reconmended.

It is then a custoner/user responsibility to ensure that the SNW
entity giving access to an instance of this MB, is properly
configured to give access to only the objects, and to those
principals (users) that have legitimate rights to i ndeed GET or SET
(change/ create/ del ete) them
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12. Full Copyright Statenent
Copyright (C) The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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