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Abst r act

Thi s docunment defines a new Dynam c Host Configuration Protoco

(DHCP) option which is passed fromthe DHCP Server to the DHCP Cient
to configure a list of static routes in the client. The network
destinations in these routes are classless - each routing table entry
i ncl udes a subnet mask

I nt roducti on

This option obsoletes the Static Route option (option 33) defined in
RFC 2132 [4].

The I P protocol [1l] uses routers to transnmit packets from hosts
connected to one I P subnet to hosts connected to a different IP
subnet. Wen an I P host (the source host) wi shes to transmt a
packet to another IP host (the destination), it consults its routing
table to deternine the | P address of the router that should be used
to forward the packet to the destination host.

The routing table on an I P host can be maintained in a variety of

ways - using a routing information protocol such as RIP [8], |ICW
router discovery [6,9] or using the DHCP Router option, defined in
RFC 2132 [4].
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In a network that already provi des DHCP service, using DHCP to update
the routing table on a DHCP client has several virtues. It is
efficient, since it nmakes use of nessages that woul d have been sent
anyway. It is convenient - the DHCP server configuration is already
bei ng mai ntai ned, so maintaining routing information, at |east on a
relatively stable network, requires little extra work. |f DHCP
service is already in use, no additional infrastructure need be

depl oyed.

The DHCP protocol as defined in RFC 2131 [3] and the options defined
in RFC 2132 [4] only provide a nmechanismfor installing a default
route or installing a table of classful routes. Cassful routes are
routes whose subnet nmask is inplicit in the subnet nunber - see
section 3.2 of STD 5, RFC 791 [1] for details on classful routing.

O assful routing is no longer in conmon use, so the DHCP Static Route
option is no longer useful. Currently, classless routing [7, 10] is
t he nost commonl y-depl oyed formof routing on the Internet. In
classless routing, |P addresses consist of a network nunber (the
conbi nati on of the network number and subnet number described in RFC
950 [7]) and a host nunber

In classful IP, the network nunber and host nunber are derived from
the I P address using a bitmask whose value is deternmined by the first

few bits of the IP address. In classless IP, the network nunmber and
host nunber are derived fromthe |IP address using a separate
quantity, the subnet mask. 1In order to determ ne the network to

whi ch a given route applies, an I P host must know both the network
number AND the subnet mask for that network.

The Static Routes option (option 33) does not provide a subnet nask
for each route - it is assumed that the subnet mask is inplicit in
what ever network nunber is specified in each route entry. The

Cl assless Static Routes option does provide a subnet mask for each
entry, so that the subnet nmask can be other than what would be
determ ned using the algorithmspecified in STD5, RFC 791 [1] and
STD 5, RFC 950 [7].

Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY" and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [2].
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This docunent al so uses the follow ng terns:
"DHCP client"

DHCP client or "client" is an Internet host using DHCP to
obtain configuration paraneters such as a network address.

"DHCP server"

A DHCP server or "server" is an Internet host that returns
configuration paraneters to DHCP clients.

"1ink"

Any set of network attachment points that will all receive a

I ink-1ayer broadcast sent on any one of the attachment points.
This termis used in DHCP because in sonme cases nore than one

| P subnet may be configured on a link. DHCP uses a |ocal-
network (all-ones) broadcast, which is not subnet-specific, and
will therefore reach all nodes connected to the link

regardl ess of the I P subnet or subnets on which they are

confi gured.

A"link" is sonetines referred to as a broadcast donai n or
physi cal network segnent.

O assl ess Route Option Fornat
The code for this option is 121, and its mininumlength is 5 bytes.
This option can contain one or nore static routes, each of which
consists of a destination descriptor and the | P address of the router
that should be used to reach that destination

Code Len Destination 1 Router 1

L B B T S e
| 122 | n| d1 | ... | dN| r1 | r2 | r3 | r4

+--m - - Fom e e e e B e I e SRS
Destination 2 Router 2

Fomm oo m - - - B T S

| di | ... | dN| r1 | r2 | r3 | r4

[ S S B e

In the above exanple, two static routes are specified.
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Destination descriptors describe the |IP subnet number and subnet nask
of a particular destination using a conpact encoding. This encoding
consi sts of one octet describing the width of the subnet mask
followed by all the significant octets of the subnet nunber.

The width of the subnet nask describes the nunber of one bits in the
mask, so for exanple a subnet with a subnet nunber of 10.0.127.0 and
a netmask of 255.255.255.0 would have a subnet nmask w dth of 24.

The significant portion of the subnet nunber is sinply all of the
octets of the subnet number where the corresponding octet in the
subnet mask is non-zero. The nunber of significant octets is the
wi dth of the subnet nmask divided by eight, rounding up, as shown in
the follow ng table:

W dth of subnet mask Number of significant octets
0

1- 8

9-16

17-24

25-32

ArWNRFLO

The follow ng table contains sone exanpl es of how various subnet
nunmber / mask conbi nati ons can be encoded

Subnet number Subnet mask Desti nati on descri ptor
0 0 0

10.0.0.0 255.0.0.0 8.10

10.0.0.0 255. 255. 255. 0 24.10.0.0

10.17.0.0 255.255.0.0 16. 10. 17

10.27.129.0 255. 255.255.0 24.10. 27. 129

10.229.0. 128 255.255.255.128 25.10.229.0.128
10. 198. 122. 47 255. 255. 255. 255 32.10. 198. 122. 47

Local Subnet Routes

In sone cases nore than one | P subnet may be configured on a |link

In such cases, a host whose |P address is in one |P subnet in the
link could conmunicate directly with a host whose IP address is in a
different I P subnet on the sane link. |In cases where a client is
bei ng assigned an I P address on an | P subnet on such a link, for each
| P subnet in the Iink other than the I P subnet on which the client
has been assigned the DHCP server MAY be configured to specify a
router | P address of 0.0.0.0.
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For exanpl e, consider the case where there are three | P subnets
configured on a link: 10.0.0/24, 192.168.0/24, 10.0.21/24. |f the
client is assigned an | P address of 10.0.21.17, then the server could
include a route with a destination of 10.0.0/24 and a router address
of 0.0.0.0, and also a route with a destination of 192.168.0/24 and a
router address of 0.0.0.0.

A DHCP client whose underlying TCP/IP stack does not provide this
capability MJUST ignore routes in the Cassless Static Routes option
whose router |IP address is 0.0.0.0. Please note that the behavi or
described here only applies to the O assless Static Routes option
not to the Static Routes option nor the Router option

DHCP d i ent Behavi or

DHCP clients that do not support this option MJST ignore it if it is
received froma DHCP server. DHCP clients that support this option
MUST install the routes specified in the option, except as specified
in the Local Subnet Routes section. DHCP clients that support this
option MJUST NOT install the routes specified in the Static Routes
option (option code 33) if both a Static Routes option and the

Ol assless Static Routes option are provided.

DHCP clients that support this option and that send a DHCP Paraneter
Request List option MJST request both this option and the Router
option [4] in the DHCP Paraneter Request List.

DHCP clients that support this option and send a paraneter request
list MAY al so request the Static Routes option, for conpatibility
with ol der servers that don't support C assless Static Routes. The
Cl assl ess Static Routes option code MJST appear in the paraneter
request list prior to both the Router option code and the Static
Routes option code, if present.

If the DHCP server returns both a C assless Static Routes option and
a Router option, the DHCP client MJST ignore the Router option

Simlarly, if the DHCP server returns both a Cassless Static Routes
option and a Static Routes option, the DHCP client MJST ignore the
Static Routes option

After deriving a subnet nunmber and subnet mask from each destination
descriptor, the DHCP client MJST zero any bits in the subnet nunber
where the corresponding bit in the mask is zero. In other words, the
subnet nunber installed in the routing table is the |ogical AND of

t he subnet number and subnet nmask given in the Cassless Static

Rout es option. For exanple, if the server sends a route with a
destination of 129.210.177.132 (hexadeci mal 81D4B184) and a subnet
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mask of 255.255.255.128 (hexadeci mal FFFFFF80), the client will
install a route with a destination of 129.210.177.128 (hexadeci nal
81D4B180) .

Requirements to Avoid Sizing Constraints

Because a full routing table can be quite |arge, the standard 576
octet maxi mum si ze for a DHCP nessage nay be too short to contain
sonme legitimte C assless Static Route options. Because of this,
clients inplenmenting the Classless Static Route option SHOULD send a
Maxi mum DHCP Message Size [4] option if the DHCP client’s TCP/IP
stack is capable of receiving larger IP datagrans. |n this case, the
client SHOULD set the value of this option to at |east the MU of the
interface that the client is configuring. The client MAY set the

val ue of this option higher, up to the size of the |l argest UDP packet
it is prepared to accept. (Note that the value specified in the
Maxi mum DHCP Message Size option is the total maxi num packet size,

i ncluding | P and UDP headers.)

DHCP clients requesting this option, and DHCP servers sending this
option, MJST inplement DHCP option concatenation [5]. |In the
term nol ogy of RFC 3396 [5], the Cassless Static Route Option is a
concat enati on-requi ri ng option

DHCP Server Admi nistrator Responsibilities

Many clients may not inplenment the Cl assless Static Routes option
DHCP server admi nistrators should therefore configure their DHCP
servers to send both a Router option and a Classless Static Routes
option, and should specify the default router(s) both in the Router
option and in the Cassless Static Routes option

When a DHCP client requests the C assless Static Routes option and

al so requests either or both of the Router option and the Static

Rout es option, and the DHCP server is sending Cassless Static Routes
options to that client, the server SHOULD NOT include the Router or
Static Routes options.

Security Considerations

Potenti al exposures to attack in the DHCP protocol are discussed in
section 7 of the DHCP protocol specification [3] and in
Aut henti cation for DHCP Messages [11].

The Cl assless Static Routes option can be used to m sdirect network
traffic by providing incorrect | P addresses for routers. This can be
either a Denial of Service attack, where the router |IP address given
is sinply invalid, or can be used to set up a man-in-the-niddle
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attack by providing the |P address of a potential snooper. This is
not a new problem- the existing Router and Static Routes options
defined in RFC 2132 [4] exhibit the sane vulnerability.

| ANA Consi derations

This DHCP option has been allocated the option code 121 in the |ist
of DHCP option codes that the | ANA naintains.
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Intellectual Property Statenent

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |license under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. [Information on the
| ETF' s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copi es of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt nmade to
obtain a general |icense or permission for the use of such
proprietary rights by inplenentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which nmay cover technol ogy that nay be required to practice
this standard. Please address the infornation to the | ETF Executive
Director.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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