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Abstr act

This docunent limts the Donain Nane System (DNS) KEY Resource Record
(RR) to only keys used by the Domai n Nane System Security Extensions
(DNSSEC). The original KEY RR used sub-typing to store both DNSSEC
keys and arbitrary application keys. Storing both DNSSEC and
application keys with the sane record type is a mstake. This
docunent renoves application keys fromthe KEY record by redefining
the Protocol Cctet field in the KEY RR Data. As a result of renoving
application keys, all but one of the flags in the KEY record becone
unnecessary and are redefined. Three existing application key sub-
types are changed to reserved, but the format of the KEY record is
not changed. This docunent updates RFC 2535.

1. Introduction

This docunent limts the scope of the KEY Resource Record (RR). The
KEY RR was defined in [3] and used resource record sub-typing to hold
arbitrary public keys such as Emmil, |PSEC, DNSSEC, and TLS keys.
This docunent elimnates the existing Email, | PSEC, and TLS sub-types
and prohibits the introduction of new sub-types. DNSSEC will be the
only allowable sub-type for the KEY RR (hence sub-typing is
essentially elimnated) and all but one of the KEY RR flags are al so
el i m nat ed.
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Section 2 presents the notivation for restricting the KEY record and
Section 3 defines the revised KEY RR  Sections 4 and 5 sunmari ze the
changes from RFC 2535 and di scuss backwards conpatibility. It is
important to note that this docunment restricts the use of the KEY RR
and sinplifies the flags, but does not change the definition or use
of DNSSEC keys.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

2. Motivation for Restricting the KEY RR

The KEY RR RDATA [3] consists of Flags, a Protocol Cctet, an
Algorithmtype, and a Public Key. The Protocol Cctet identifies the
KEY RR sub-type. DNSSEC public keys are stored in the KEY RR using a
Protocol Octet value of 3. Email, IPSEC, and TLS keys were al so
stored in the KEY RR and used Protocol Cctet values of 1,2, and 4
(respectively). Protocol COctet values 5-254 were avail able for
assignnent by | ANA and val ues were requested (but not assigned) for
applications such as SSH

Any use of sub-typing has inherent limtations. A resolver can not
specify the desired sub-type in a DNS query and nost DNS operations
apply only to resource records sets. For exanple, a resolver can not
directly request the DNSSEC subtype KEY RRs. Instead, the resolver
has to request all KEY RRs associated with a DNS nane and then search
the set for the desired DNSSEC sub-type. DNSSEC signatures al so
apply to the set of all KEY RRs associated with the DNS nane,

regardl ess of sub-type.

In the case of the KEY RR, the inherent sub-type linitations are
exacerbated since the sub-type is used to distinguish between DNSSEC
keys and application keys. DNSSEC keys and application keys differ
invirtually every respect and Section 2.1 discusses these
differences in nore detail. Conbining these very different types of
keys into a single sub-typed resource record adds unnecessary

conpl exity and increases the potential for inplenentation and

depl oynent errors. Limted experinmental deploynment has shown that
application keys stored in KEY RRs are probl emati c.

Thi s docunent addresses these issues by renoving all application keys
fromthe KEY RR  Note that the scope of this docunent is strictly
limted to the KEY RR and this docunment does not endorse or restrict
the storage of application keys in other, yet undefined, resource
records.
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2.1 Differences Between DNSSEC and Application Keys

DNSSEC keys are an essential part of the DNSSEC protocol and are used
by both nane servers and resolvers in order to perform DNS tasks. A
DNS zone key, used to sign and authenticate RR sets, is the nost
common exanpl e of a DNSSEC key. SIG0) [4] and TKEY [3] also use
DNSSEC keys.

Application keys such as Email keys, |PSEC keys, and TLS keys are
sinmply another type of data. These keys have no special nmeaning to a
name server or resolver.

The followi ng tabl e sunmari zes sone of the differences between DNSSEC
keys and application keys:

1. They serve different purposes.
2. They are nmanaged by different adm nistrators.
3. They are authenticated according to different rules.

4. Naneservers use different rules when including themin
responses.

5. Resolvers process themin different ways
6. Faults/key conpromni ses have different consequences.

1. The purpose of a DNSSEC key is to sign resource records
associated with a DNS zone (or generate DNS transaction signatures in
the case of SIG0)/TKEY). But the purpose of an application key is
specific to the application. Application keys, such as PG/ email,

| PSEC, TLS, and SSH keys, are not a mandatory part of any zone and

t he purpose and proper use of application keys is outside the scope
of DNS.

2. DNSSEC keys are nanaged by DNS admini strators, but application
keys are managed by application adm nistrators. The DNS zone

adm nistrator determnes the key lifetinme, handl es any suspected key
conprom ses, and nanages any DNSSEC key changes. Likew se, the
application adm nistrator is responsible for the sane functions for
the application keys related to the application. For exanple, a user
typically manages her own PGP key and a server nanages its own TLS
key. Application key managenent tasks are outside the scope of DNS
admi ni stration.
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3. DNSSEC zone keys are used to authenticate application keys, but
by definition, application keys are not allowed to authenticate DNS
zone keys. A DNS zone key is either configured as a trusted key or
aut henti cated by constructing a chain of trust in the DNS hierarchy.
To participate in the chain of trust, a DNS zone needs to exchange
zone key information with its parent zone [3]. Application keys are
not configured as trusted keys in the DNS and are never part of any
DNS chain of trust. Application key data is not needed by the parent
and does not need to be exchanged with the parent zone for secure DNS
resolution to work. A resolver considers an application key RRset as
aut henticated DNS information if it has a valid signature fromthe

| ocal DNS zone keys, but applications could inpose additiona

security requirenments before the application key is accepted as
authentic for use with the application.

4. 1t may be useful for naneservers to include DNS zone keys in the
addi tional section of a response, but application keys are typically
not useful unless they have been specifically requested. For

exanple, it could be useful to include the exanpl e.com zone key al ong
with a response that contains the www exanpl e.comA record and SIG
record. A secure resolver will need the exanple.com zone key in
order to check the SIG and authenticate the www. exanpl e.com A record
It is typically not useful to include the I PSEC, email, and TLS keys
along with the A record. Note that by placing application keys in
the KEY record, a resolver would need the I PSEC, enmil, TLS, and

ot her key associated with exanple.comif the resolver intends to

aut henti cate the exanpl e.com zone key (since signatures only apply to
the entire KEY RR set). Depending on the number of protocols

i nvol ved, the KEY RR set could grow unwi eldy for resolvers, and DNS
adm ni strators to nmanage.

5. DNS zone keys require special handling by resolvers, but
application keys are treated the sane as any other type of DNS data.
The DNSSEC keys are of no value to end applications, unless the
applications plan to do their own DNS authentication. By definition
secure resolvers are not allowed to use application keys as part of
the aut hentication process. Application keys have no uni que neani ng
to resolvers and are only useful to the application requesting the
key. Note that if sub-types are used to identify the application
key, then either the interface to the resolver needs to specify the
sub-type or the application needs to be able to accept all KEY RRs
and pick out the desired sub-type.

6. A fault or conpronise of a DNS zone key can lead to invalid or
forged DNS data, but a fault or conpronise of an application key
shoul d have no inpact on other DNS data. |Incorrectly adding or
changing a DNS zone key can invalidate all of the DNS data in the
zone and in all of its subzones. By using a conpronised key, an
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attacker can forge data fromthe effected zone and for any of its
sub-zones. A fault or conpromise of an application key has
implications for that application, but it should not have an inpact
on the DNS. Note that application key faults and key conpromni ses can
have an inpact on the entire DNS if the application key and DNS zone
keys are both stored in the KEY RR

In summary, DNSSEC keys and application keys differ in nost every
respect. DNSSEC keys are an essential part of the DNS infrastructure
and require special handling by DNS adnini strators and DNS resol vers.
Application keys are sinply another type of data and have no specia
meani ng to DNS admi nistrators or resolvers. These two different
types of data do not belong in the sane resource record.

3. Definition of the KEY RR

The KEY RR uses type 25 and is used as resource record for storing
DNSSEC keys. The RDATA for a KEY RR consists of flags, a protocol
octet, the algorithmnunber octet, and the public key itself. The
format is as follows:

1111111111222222222233
01234567890123456789012345678901
i T o T e e e et o S s S R R SR
| flags | pr ot ocol | algorithm |
B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S

| /
/ public key /
/ /
R R R R e e s o S e R S S S S S S e e e e e

KEY RR For mat

In the flags field, all bits except bit 7 are reserved and MJST be
zero. |If Bit 7 (Zone bit) is set to 1, then the KEY is a DNS Zone
key. If Bit 7 is set to O, the KEY is not a zone key. SIEO0)/TKEY
are exanpl es of DNSSEC keys that are not zone keys.

The protocol field MUST be set to 3.

The al gorithm and public key fields are not changed.
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4. Changes from RFC 2535 KEY RR
The KEY RDATA format is not changed.
Al'l flags except for the zone key flag are elim nated:

The A/C bits (bits 0 and 1) are elinmnated. They MJST be set to 0
and MUST be ignored by the receiver.

The extended flags bit (bit 3) is elimnated. It MJST be set to 0
and MUST be ignored by the receiver.

The host/user bit (bit 6) is elimnated. It MJST be set to 0 and
MUST be ignored by the receiver.

The zone bit (bit 7) remai ns unchanged.

The signatory field (bits 12-15) are elinmnated by [5]. They MJST
be set to 0 and MJST be ignored by the receiver.

Bits 2,4,5,8,9, 10,11 renmai n unchanged. They are reserved, MJST be
set to zero and MJST be ignored by the receiver.

Assi gnnent of any future KEY RR Flag val ues requires a standards
action.

Al'l Protocol Cctet values except DNSSEC (3) are elimnated:

Value 1 (Ermail) is renanmed to RESERVED.

Value 2 (I PSEC) is renaned to RESERVED.

Val ue 3 (DNSSEC) is unchanged.

Value 4 (TLS) is renaned to RESERVED.

Val ue 5-254 renai ns unchanged (reserved).

Val ue 255 (ANY) is renaned to RESERVED.
The authoritative data for a zone MJST NOT include any KEY records
with a protocol octet other than 3. The registry maintai ned by | ANA
for protocol values is closed for new assi gnments.
Name servers and resol vers SHOULD accept KEY RR sets that contain KEY
RRs with a value other than 3. |If out of date DNS zones contain

deprecated KEY RRs with a protocol octet value other than 3, then
sinply dropping the deprecated KEY RRs fromthe KEY RR set woul d
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i nval i date any associated SI G record(s) and could create caching
consi stency problens. Note that KEY RRs with a protocol octet value
other than 3 MJUST NOT be used to authenticate DNS dat a.

The al gorithm and public key fields are not changed.
5. Backward Conpatibility

DNSSEC zone KEY RRs are not changed and renai n backwards conpati bl e.
A properly formatted RFC 2535 zone KEY woul d have all flag bits,
other than the Zone Bit (Bit 7), set to 0 and would have the Protoco
Cctet set to 3. This remains true under the restricted KEY.

DNSSEC non-zone KEY RRs (SI G(0)/TKEY keys) are backwards conpati bl e,
but the distinction between host and user keys (flag bit 6) is |ost.

No backwards conpatibility is provided for application keys. Any
Email, | PSEC, or TLS keys are now deprecated. Storing application
keys in the KEY RR created problens such as keys at the apex and

| arge RR sets and sone change in the definition and/or usage of the
KEY RR woul d have been required even if the approach described here
wer e not adopt ed.

Overall, existing naneservers and resolvers will continue to
correctly process KEY RRs with a sub-type of DNSSEC keys.

6. Storing Application Keys in the DNS

The scope of this docunent is strictly limted to the KEY record.
This docunent prohibits storing application keys in the KEY record,
but it does not endorse or restrict the storing application keys in
other record types. Oher docunments can descri be how DNS handl es
application keys.

7. | ANA Consi derations

RFC 2535 created an | ANA registry for DNS KEY RR Protocol Cctet
values. Values 1, 2, 3, 4, and 255 were assigned by RFC 2535 and
val ues 5-254 were made avail able for assignment by IANA.  This
docunent nakes two sets of changes to this registry.

First, this docunent re-assigns DNS KEY RR Protocol Cctet values 1

2, 4, and 255 to "reserved". DNS Key RR Protocol Cctet Value 3
remai ns unchanged as " DNSSEC"'.
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Second, new val ues are no |longer available for assignnent by | ANA and
this docunent closes the 1ANA registry for DNS KEY RR Protocol Cctet
Val ues. Assignment of any future KEY RR Protocol Cctet val ues
requires a standards action.

8. Security Considerations

This docunent elimnates potential security problens that could arise
due to the coupling of DNS zone keys and application keys. Prior to
t he change described in this docunment, a correctly authenticated KEY
set could include both application keys and DNSSEC keys. This
docunent restricts the KEY RRto DNS security usage only. This is an
attenpt to sinplify the security nodel and nake it |ess user-error
prone. |If one of the application keys is conpronised, it could be
used as a false zone key to create false DNS signatures (SIG
records). Resolvers that do not carefully check the KEY sub-type
could believe these fal se signatures and incorrectly authenticate DNS
data. Wth this change, application keys cannot appear in an

aut henticated KEY set and this vulnerability is elimnated.

The format and correct usage of DNSSEC keys is not changed by this
docunent and no new security considerations are introduced.
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11. Full Copyright Statenent
Copyright (C) The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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