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Abst r act

Until now, there has been no standard nethod for domain nanmes to use
characters outside the ASCII repertoire. This docunent defines

i nternationalized domain nanmes (I DNs) and a nechani sm call ed
Internationalizing Donain Names in Applications (IDNA) for handling
themin a standard fashion. |IDNs use characters drawn froma |arge
repertoire (Unicode), but IDNA allows the non-ASCI|I characters to be
represented using only the ASCI| characters already allowed in so-
call ed host nanes today. This backward-conpatible representation is
required in existing protocols |ike DNS, so that IDNs can be

i ntroduced with no changes to the existing infrastructure. |IDNA is
only meant for processing domain nanes, not free text.
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1. Introduction

| DNA works by allowing applications to use certain ASCI|I nane | abels
(beginning with a special prefix) to represent non-ASCI | nane | abels.
Lower -1 ayer protocols need not be aware of this; therefore | DNA does
not depend on changes to any infrastructure. In particular, |DNA
does not depend on any changes to DNS servers, resolvers, or protoco
el ements, because the ASCI|I nane service provided by the existing DNS
is entirely sufficient for | DNA

Thi s docunent does not require any applications to conformto | DNA
but applications can elect to use IDNA in order to support IDN while
mai ntai ning interoperability with existing infrastructure. 1f an
application wants to use non-ASClI| characters in domai n nanmes, |DNA
is the only currently-defined option. Adding |IDNA support to an

exi sting application entails changes to the application only, and

| eaves room for flexibility in the user interface.

A great deal of the discussion of IDN solutions has focused on
transition issues and how IDN will work in a world where not all of
t he conponents have been updated. Proposals that were not chosen by
the I DN Worki ng Group woul d depend on user applications, resolvers,
and DNS servers being updated in order for a user to use an

i nternationalized domain name. Rather than rely on w despread
updating of all conponents, |DNA depends on updates to user
applications only; no changes are needed to the DNS protocol or any
DNS servers or the resolvers on user’s conputers
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1.1 Probl em St at enent

The |1 DNA specification solves the problem of extending the repertoire
of characters that can be used in donmain nanes to include the Unicode
repertoire (with sonme restrictions).

| DNA does not extend the service offered by DNS to the applications.
I nstead, the applications (and, by inplication, the users) continue
to see an exact-match | ookup service. Either there is a single
exactly-matching name or there is no match. This nodel has served
the existing applications well, but it requires, with or wthout

i nternationalized domai n nanes, that users know the exact spelling of
the donain nanes that the users type into applications such as web
browsers and mail user agents. The introduction of the Iarger
repertoire of characters potentially nmakes the set of m sspellings

| arger, especially given that in some cases the sanme appearance, for
exanpl e on a business card, mght visually match several Unicode code
poi nts or several sequences of code points.

| DNA all ows the graceful introduction of IDNs not only by avoiding
upgrades to existing infrastructure (such as DNS servers and mai
transport agents), but also by allow ng sone rudi mentary use of |DNs
in applications by using the ASCII representation of the non-ASCl
nane | abels. Wiile such nanes are very user-unfriendly to read and
type, and hence are not suitable for user input, they allow (for

i nstance) replying to email and clicking on URLs even though the
domai n nane di splayed is inconprehensible to the user. In order to
all ow user-friendly input and output of the IDNs, the applications
need to be nodified to conformto this specification

| DNA uses the Unicode character repertoire, which avoids the
significant delays that would be inherent in waiting for a different
and specific character set be defined for |IDN purposes by some other
st andar ds devel opi ng organi zati on.

1.2 Limtations of |DNA

The | DNA protocol does not solve all linguistic issues with users
inputting nanes in different scripts. Many inportant |anguage-based
and script-based nmappings are not covered in IDNA and need to be
handl ed outside the protocol. For exanple, nanes that are entered in
a mx of traditional and sinplified Chinese characters will not be
mapped to a single canonical nane. Another exanple is Scandi navi an
nanes that are entered with WO00OF6 (LATIN SMALL LETTER O W TH

DI AERESIS) will not be mapped to U+00F8 (LATIN SVALL LETTER O W TH
STROKE)
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An exanpl e of an inportant issue that is not considered in detail in
IDNA is how to provide a high probability that a user who is entering
a donmai n name based on visual information (such as from a business
card or billboard) or aural information (such as froma tel ephone or
radi o) would correctly enter the IDN. Simlar issues exist for ASCI
domai n nanes, for exanple the possible visual confusion between the
letter 'O and the digit zero, but the introduction of the |arger
repertoire of characters creates nore opportunities of sinilar

| ooki ng and simlar sounding nanes. Note that this is a conplex

i ssue relating to | anguages, input methods on conputers, and so on
Furt hernmore, the kind of matching and searchi ng necessary for a high
probability of success would not fit the role of the DNS and its
exact matching function

1.3 Brief overview for application devel opers

Applications can use IDNA to support internationalized domain names
anywhere that ASCI| donain nanmes are al ready supported, including DNS
master files and resolver interfaces. (Applications can also define
protocols and interfaces that support IDNs directly using non-ASCl
representations. |DNA does not prescribe any particul ar
representation for new protocols, but it still defines which nanes
are valid and how they are conpared.)

The I DNA protocol is contained conpletely within applications. It is
not a client-server or peer-to-peer protocol: everything is done

i nside the application itself. Wen used with a DNS resol ver

library, IDNA is inserted as a "shim' between the application and the
resolver library. Wen used for witing names into a DNS zone, |DNA
is used just before the nanme is conmitted to the zone.

There are two operations described in section 4 of this docunent:

- The ToASCI| operation is used before sending an IDN to sonet hing
that expects ASCII nanes (such as a resolver) or witing an | DN
into a place that expects ASCI|I nanmes (such as a DNS master file).

- The ToUni code operation is used when displayi ng names to users,
for exanple names obtained froma DNS zone

It is inmportant to note that the ToASCI| operation can fail. [If it

fails when processing a domai n name, that donmin nanme cannot be used
as an internationalized donain nane and the application has to have

sone nmethod of dealing with this failure

| DNA requires that inplenmentations process input strings with

Nameprep [ NAMEPREP], which is a profile of Stringprep [ STRI NGPREP],
and then with Punycode [ PUNYCCDE]. I nplenentations of | DNA MJST
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fully inplenent Nameprep and Punycode; neither Naneprep nor Punycode
are optional

2. Term nol ogy

The key words "MJST", "SHALL", "REQUI RED', "SHOULD', " RECOMVENDED',
and "MAY" in this docunent are to be interpreted as described in BCP
14, RFC 2119 [ RFC2119].

A code point is an integer value associated with a character in a
coded character set.

Uni code [UNICODE] is a coded character set containing tens of

t housands of characters. A single Unicode code point is denoted by
"W" followed by four to six hexadecimal digits, while a range of
Uni code code points is denoted by two hexadeci mal nunbers separated

by "..", with no prefixes.

ASCI | neans US-ASCII [USASCI 1], a coded character set containing 128
characters associated with code points in the range 0..7F. Unicode
is an extension of ASCIl: it includes all the ASCI| characters and
associ ates themwi th the sane code points

The term "LDH code points" is defined in this docunent to nean the
code points associated with ASCII letters, digits, and the hyphen-
m nus; that is, U+002D, 30..39, 41..5A, and 61..7A. "LDH' is an
abbreviation for "letters, digits, hyphen".

[ STD13] tal ks about "domai n nanes” and "host names", but many people
use the terns interchangeably. Further, because [STD13] was not
terribly clear, many people who are sure they know t he exact
definitions of each of these terns disagree on the definitions. In
this docunent the term"domain nane" is used in general. This
docunent explicitly cites [STD3] whenever referring to the host nane
syntax restrictions defined therein.

A label is an individual part of a domain nane. Labels are usually
shown separated by dots; for exanple, the domain nane

"ww. exanpl e. cont' is conposed of three |abels: "ww', "exanple", and
"com'. (The zero-length root |abel described in [STD13], which can
be explicit as in "ww.exanple.com"” or inplicit as in

"www. exanpl e.cont, is not considered a label in this specification.)
| DNA extends the set of usable characters in labels that are text.
For the rest of this docunent, the term"label" is shorthand for
"text label", and "every |abel" neans "every text |abel".
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An "internationalized label" is a |abel to which the ToASCl

operation (see section 4) can be applied without failing (with the
UseSTD3ASCI | Rul es flag unset). This inplies that every ASCI| |abe
that satisfies the [STD13] length restriction is an internationalized
| abel . Therefore the term"internationalized |abel” is a
general i zation, enbracing both old ASCI| |abels and new non- ASCl

| abel s. Although nobst Unicode characters can appear in
internationalized | abels, ToASCI|I will fail for sonme input strings,
and such strings are not valid internationalized | abels.

An "internationalized domain nane” (IDN) is a domain nane in which
every label is an internationalized label. This inplies that every
ASCI| domain nane is an IDN (which inplies that it is possible for a
name to be an IDN without it containing any non-ASCI| characters).
Thi s docunent does not attenpt to define an "internationalized host
nane". Just as has been the case with ASCI|I nanes, sone DNS zone
adm ni strators may inpose restrictions, beyond those inposed by DNS
or IDNA, on the characters or strings that nay be regi stered as

| abels in their zones. Such restrictions have no inpact on the
syntax or senantics of DNS protocol nessages; a query for a name that
mat ches no records will yield the sane response regardl ess of the
reason why it is not in the zone. dients issuing queries or
interpreting responses cannot be assunmed to have any know edge of
zone-specific restrictions or conventions.

In I DNA, equival ence of labels is defined in terns of the ToASCl
operation, which constructs an ASCII formfor a given |abel, whether
or not the label was already an ASCI| |abel. Labels are defined to
be equivalent if and only if their ASCII forns produced by ToASCl

mat ch using a case-insensitive ASCI|I conparison. ASCII |abels

al ready have a notion of equival ence: upper case and | ower case are
consi dered equivalent. The |IDNA notion of equivalence is an
extension of that older notion. Equivalent |labels in IDNA are
treated as alternate forns of the sane |abel, just as "foo" and "Foo"
are treated as alternate fornms of the sane | abel

To allow internationalized | abels to be handl ed by existing
applications, |IDNA uses an "ACE | abel" (ACE stands for ASCl

Conmpati ble Encoding). An ACE label is an internationalized |abe
that can be rendered in ASCIl1 and is equivalent to an
internationalized | abel that cannot be rendered in ASCII. G ven any
internationalized | abel that cannot be rendered in ASCII, the ToASCl
operation will convert it to an equival ent ACE | abel (whereas an
ASCI| label will be left unaltered by ToASCII). ACE |abels are
unsuitable for display to users. The ToUni code operation wll
convert any label to an equival ent non-ACE | abel. In fact, an ACE

| abel is formally defined to be any | abel that the ToUni code
operation would alter (whereas non-ACE |l abels are |eft unaltered by
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3.

ToUni code). Every ACE | abel begins with the ACE prefix specified in
section 5. The ToASCI|I and ToUni code operations are specified in
section 4.

The "ACE prefix"” is defined in this docunent to be a string of ASCI
characters that appears at the beginning of every ACE label. It is
specified in section 5.

A "domain name slot" is defined in this document to be a protoco

el ement or a function argunment or a return value (and so on)
explicitly designated for carrying a donmain nane. Exanples of domain
nane slots include: the QNAME field of a DNS query; the nane argunent
of the gethostbynane() library function; the part of an enmmil address
following the at-sign (@ in the From field of an email nessage
header; and the host portion of the URI in the src attribute of an
HTML <IM5> tag. Ceneral text that just happens to contain a domain
nane is not a domain nane slot; for exanple, a domain nanme appearing
in the plain text body of an email nmessage is not occupying a donain
name sl ot.

An "| DN awar e domain nanme slot" is defined in this docunent to be a
domai n nane slot explicitly designated for carrying an

i nternationalized domain nane as defined in this docunent. The
designation nay be static (for exanple, in the specification of the
protocol or interface) or dynamic (for exanple, as a result of
negotiation in an interactive session).

An "1 DN-unaware domain name slot" is defined in this docunment to be
any domain nane slot that is not an | DN-aware domai n nane slot.
Qobviously, this includes any donmai n nane sl ot whose specification
predat es | DNA.

Requi rements and applicability

3.1 Requirenents

| DNA confornmance neans adherence to the follow ng four requirenents:

1) Whenever dots are used as | abel separators, the follow ng
characters MJST be recogni zed as dots: W+002E (full stop), U+3002
(i deographic full stop), WFFOE (fullw dth full stop), U+FF61
(hal fwidth ideographic full stop).

2) Whenever a domain name is put into an | DN-unaware domai n nane sl ot
(see section 2), it MIST contain only ASCI| characters. G ven an
i nternationalized domain nane (IDN), an equival ent domai n name
satisfying this requirement can be obtai ned by applying the
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ToASCI | operation (see section 4) to each |abel and, if dots are
used as | abel separators, changing all the |abel separators to
U+002E

3) ACE | abel s obtained fromdomain name sl ots SHOULD be hi dden from
users when it is known that the environnent can handl e the non- ACE
form except when the ACE formis explicitly requested. Wen it
is not known whether or not the environnent can handl e the non- ACE
form the application MAY use the non-ACE form (which night fail
such as by not being displayed properly), or it MAY use the ACE
form (which will ook unintelligle to the user). G ven an
i nternationalized domai n nane, an equi val ent domai n nane
contai ning no ACE | abel s can be obtai ned by applying the ToUni code
operation (see section 4) to each |label. Wen requirenents 2 and
3 both apply, requirenment 2 takes precedence.

4) \Wenever two | abels are conpared, they MJST be considered to match
if and only if they are equivalent, that is, their ASCI| forns
(obtai ned by applying ToASCI 1) match using a case-insensitive
ASCI | conparison. Wenever two nanes are conpared, they MJIST be
considered to match if and only if their corresponding |abels
mat ch, regardl ess of whether the names use the sane fornms of |abe
separ at or s.

3.2 Applicability

IDNA is applicable to all domain nanmes in all domain nane slots
except where it is explicitly excluded.

This inplies that IDNA is applicable to nany protocols that predate
I DNA. Note that | DNs occupying donain name slots in those protocols
MJUST be in ASCII form (see section 3.1, requirenent 2).

3.2.1. DNS resource records

| DNA does not apply to donmain nanmes in the NAME and RDATA fields of
DNS resource records whose CLASS is not IN.  This exclusion applies
to every non-IN class, present and future, except where future
standards override this exclusion by explicitly inviting the use of
| DNA.

There are currently no other exclusions on the applicability of |DNA
to DNS resource records; it depends entirely on the CLASS, and not on
the TYPE. This will rermain true, even as new types are defined,

unl ess there is a conpelling reason for a new type to conplicate
matters by inposing type-specific rules.
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3.2.2. Non-donmi n-nane data types stored in donai n nanes

Al t hough | DNA enabl es the representati on of non-ASCI| characters in
domai n nanes, that does not inply that |DNA enabl es the
representation of non-ASCI| characters in other data types that are
stored in donmain nanes. For exanple, an email address local part is
sonetines stored in a domain | abel (hostnaster @xanpl e.com woul d be
represented as hostnmaster.exanple.comin the RDATA field of an SOA
record). |DNA does not update the existing ermail standards, which
allow only ASCI| characters in local parts. Therefore, unless the
emai | standards are revised to invite the use of IDNA for |oca
parts, a donmin |abel that holds the local part of an enmmil address
SHOULD NOT begin with the ACE prefix, and even if it does, it is to
be interpreted literally as a local part that happens to begin with
the ACE prefix.

4. Conversion operations

An application converts a donmain nane put into an | DN-unaware sl ot or
di splayed to a user. This section specifies the steps to performin
the conversion, and the ToASCI| and ToUni code operati ons.

The input to ToASCI|l or ToUnicode is a single label that is a
sequence of Uni code code points (renenber that all ASCI| code points
are al so Unicode code points). |If a donmain nane is represented using
a character set other than Unicode or US-ASCII, it will first need to
be transcoded to Uni code.

Starting froma whol e domai n name, the steps that an application
takes to do the conversions are:

1) Decide whether the donmain nane is a "stored string" or a "query
string"” as described in [STRINGPREP]. |If this conversion follows
the "queries" rule from[STRI NGPREP], set the flag called
" Al | omUnassi gned”

2) Split the domain nane into individual |abels as described in
section 3.1. The labels do not include the separator

3) For each | abel, decide whether or not to enforce the restrictions
on ASCI| characters in host nanes [STD3]. (Applications already
faced this choice before the introduction of |IDNA and can
continue to nake the decision the sane way they al ways have; | DNA
makes no new reconmendations regarding this choice.) |If the
restrictions are to be enforced, set the flag called
"UseSTD3ASCI | Rul es” for that |abel
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4) Process each label with either the ToASCI| or the ToUni code
operation as appropriate. Typically, you use the ToASCl
operation if you are about to put the nane into an | DN unaware
slot, and you use the ToUni code operation if you are displaying
the nane to a user; section 3.1 gives greater detail on the
appl i cabl e requi renents.

5) If ToASCI| was applied in step 4 and dots are used as | abe
separators, change all the | abel separators to U+002E (full stop).

The follow ng two subsections define the ToASCII and ToUni code
operations that are used in step 4.

This description of the protocol uses specific procedure nanmes, nanes
of flags, and so on, in order to facilitate the specification of the
protocol. These nanes, as well as the actual steps of the
procedures, are not required of an inplenentation. In fact, any

i mpl enent ati on which has the sane external behavior as specified in
this docunent conforns to this specification

4.1 ToASCl

The ToASCI| operation takes a sequence of Unicode code points that
make up one |abel and transforns it into a sequence of code points in
the ASCI|I range (0..7F). |If ToASCI| succeeds, the original sequence
and the resulting sequence are equival ent |abels.

It is inmportant to note that the ToASCI| operation can fail. ToASCl
fails if any step of it fails. |[If any step of the ToASCI| operation
fails on any label in a domain nane, that domain name MJUST NOT be
used as an internationalized donain nanme. The nethod for dealing
with this failure is application-specific.

The inputs to ToASCI| are a sequence of code points, the

Al'l owUnassigned flag, and the UseSTD3ASClI | Rul es flag. The output of
ToASCI| is either a sequence of ASCI|I code points or a failure
condi ti on.

ToASClI | never alters a sequence of code points that are all in the
ASCIlI range to begin with (although it could fail). Applying the
ToASCI | operation multiple tines has exactly the same effect as
applying it just once.

ToASCI | consists of the follow ng steps:

1. If the sequence contains any code points outside the ASCI| range
(0..7F) then proceed to step 2, otherw se skip to step 3.
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2. Performthe steps specified in [NAMEPREP] and fail if there is an
error. The AllowUnassigned flag is used in [ NAVEPREP] .

3. If the UseSTD3ASCI I Rules flag is set, then performthese checks:

(a) Verify the absence of non-LDH ASCI| code points; that is, the
absence of 0..2C, 2E. .2F, 3A .40, 5B..60, and 7B..7F.

(b) Verify the absence of |eading and trailing hyphen-ninus; that
is, the absence of U+002D at the begi nning and end of the
sequence.

4. |f the sequence contains any code points outside the ASCI| range
(0..7F) then proceed to step 5, otherwi se skip to step 8.

5. Verify that the sequence does NOT begin with the ACE prefix.

6. Encode the sequence using the encoding algorithmin [ PUNYCODE] and
fail if there is an error.

7. Prepend the ACE prefix.

8. Verify that the nunber of code points is in the range 1 to 63
i ncl usi ve.

4.2 ToUni code

The ToUni code operation takes a sequence of Unicode code points that
make up one | abel and returns a sequence of Unicode code points. If
the i nput sequence is a label in ACE form then the result is an

equi val ent internationalized label that is not in ACE form otherw se
the original sequence is returned unaltered.

ToUni code never fails. |If any step fails, then the original input
sequence is returned inmrediately in that step

The ToUni code out put never contains nore code points than its input.
Not e that the nunber of octets needed to represent a sequence of code
poi nts depends on the particul ar character encodi ng used.

The inputs to ToUni code are a sequence of code points, the
Al l owUnassi gned flag, and the UseSTD3ASCI | Rul es flag. The output of
ToUni code is always a sequence of Uni code code points.

1. If all code points in the sequence are in the ASCI|I range (0..7F)
then skip to step 3.
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2. Performthe steps specified in [NAMEPREP] and fail if there is an
error. (If step 3 of ToASCI| is also performed here, it will not
affect the overall behavior of ToUnicode, but it is not
necessary.) The Al owUnassigned flag is used in [ NAVEPREP].

3. Verify that the sequence begins with the ACE prefix, and save a
copy of the sequence.

4. Renove the ACE prefix.

5. Decode the sequence using the decoding algorithmin [ PUNYCODE] and
fail if there is an error. Save a copy of the result of this
st ep.

6. Apply ToASCl .

7. Verify that the result of step 6 matches the saved copy fromstep
3, using a case-insensitive ASCI| conpari son.

8. Return the saved copy fromstep 5.
5. ACE prefix

The ACE prefix, used in the conversion operations (section 4), is two
al phanuneric ASCI|I characters foll owed by two hyphen-m nuses. |t
cannot be any of the prefixes already used in earlier docunents,

whi ch includes the following: "bl--", "bg--", "dg--", "lg--", "ng--",
"ra--", "wg--" and "zqg--". The ToASCI| and ToUni code operations MJST
recogni ze the ACE prefix in a case-insensitive manner

The ACE prefix for IDNAis "xn--" or any capitalization thereof.

This means that an ACE | abel mi ght be "xn--de-jg4avhbylnocO0d", where
"de-j gd4avhbylnoc0Od" is the part of the ACE | abel that is generated by
t he encodi ng steps in [ PUNYCODE] .

Wiile all ACE | abels begin with the ACE prefix, not all |abels

begi nning with the ACE prefix are necessarily ACE | abels. Non-ACE
| abel s that begin with the ACE prefix will confuse users and SHOULD
NOT be allowed in DNS zones.

Faltstrom et al. St andards Track [ Page 12]



RFC 3490 | DNA March 2003

6. Inplications for typical applications using DNS

In I DNA, applications performthe processing needed to input

i nternationalized domain names from users, display internationalized
domai n nanes to users, and process the inputs and outputs from DNS
and other protocols that carry donai n nanes.

The conponents and interfaces between them can be represented
pictorially as:

| I'nput and display: local interface nethods
| (pen, keyboard, gl owi ng phosphorus, ...)
T I R +

| Appli cation |
| (ToASCI I and ToUni code

| operations may be |
| cal l ed here) |

| |
| |
| |
| |
| |
| |
| o m e m e e e e e e e ema oo + |
| N N | End system
| | | |
| Call to resolver: | | Application-specific
| ACE | | protocol: |
| Y | ACE unless the |
| R + | protocol is updated
| | Resol ver | | to handl e other |
| R + | encodi ngs |
| A | |
B | ---------- | ---------------------- +
DNS protocol : | |
ACE | |
v v
S + Fom e e e ek +
| DNS servers | | Application servers
Fom e e e e e o oo + o e e e e e e e ea oo +

The box | abel ed "Application” is where the application splits a
domai n nane into |abels, sets the appropriate flags, and perforns the
ToASCI | and ToUni code operations. This is described in section 4.
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6.1 Entry and display in applications

Appl i cations can accept domai n nanmes using any character set or sets
desired by the application devel oper, and can di splay donmai n names in
any charset. That is, the IDNA protocol does not affect the

i nterface between users and applications.

An | DNA- awar e application can accept and display internationalized
domain nanes in two formats: the internationalized character set(s)
supported by the application, and as an ACE | abel. ACE | abels that
are di splayed or input MJST always include the ACE prefix.
Applications MAY allow i nput and di splay of ACE | abels, but are not
encouraged to do so except as an interface for special purposes,
possi bly for debugging, or to cope with display limtations as
described in section 6.4.. ACE encoding is opaque and ugly, and
shoul d thus only be exposed to users who absolutely need it. Because
nane | abel s encoded as ACE nanme | abels can be rendered either as the
encoded ASCI| characters or the proper decoded characters, the
application MAY have an option for the user to select the preferred
nmet hod of display; if it does, rendering the ACE SHOULD NOT be the
defaul t.

Domai n names are often stored and transported in many places. For
exanpl e, they are part of docunents such as nmmil nessages and web
pages. They are transported in nmany parts of many protocols, such as
both the control commands and the RFC 2822 body parts of SMIP, and
the headers and the body content in HTTP. It is inportant to
renenber that domai n nanes appear both in domain nane slots and in
the content that is passed over protocols.

In protocols and docunent formats that define how to handle
specification or negotiation of charsets, |abels can be encoded in
any charset allowed by the protocol or docunent format. |If a
protocol or document format only allows one charset, the | abels MJST
be given in that charset.

In any place where a protocol or docunent format allows transm ssion
of the characters in internationalized |abels, internationalized

| abel s SHOULD be transmitted usi ng whatever character encodi ng and
escape nechani smthat the protocol or docunent format uses at that

pl ace.

Al'l protocols that use domain nane slots already have the capacity
for handling domain nanes in the ASCII charset. Thus, ACE |abels

(internationalized | abels that have been processed with the ToASCl
operation) can inherently be handled by those protocols.

Faltstrom et al. St andards Track [ Page 14]



RFC 3490 | DNA March 2003

6.2 Applications and resolver libraries

Applications normally use functions in the operating system when they
resol ve DNS queries. Those functions in the operating systemare
often called "the resolver library", and the applications comunicate
with the resolver libraries through a programm ng interface (API).

Because these resolver libraries today expect only domain nanes in
ASCI |, applications MJST prepare | abels that are passed to the
resolver library using the ToASCI| operation. Labels received from
the resolver library contain only ASCI| characters; internationalized
| abel s that cannot be represented directly in ASCIlI use the ACE form
ACE | abel s al ways include the ACE prefix.

An operating system mnmight have a set of libraries for performng the
ToASCI | operation. The input to such a library nmight be in one or
nmore charsets that are used in applications (UTF-8 and UTF-16 are
likely candidates for al nbst any operating system and script-
specific charsets are likely for localized operating systens).

| DNA- awar e applications MJST be able to work with both non-
internationalized | abels (those that conformto [STD13] and [ STD3])
and internationalized | abels.

It is expected that new versions of the resolver libraries in the
future will be able to accept donmain nanmes in other charsets than
ASClI I, and application devel opers m ght one day pass not only donain
nanes in Unicode, but also in local script to a new APl for the
resolver libraries in the operating system Thus the ToASCI| and
ToUni code operations mght be perfornmed inside these new versions of
the resolver libraries.

Domai n nanmes passed to resolvers or put into the question section of
DNS requests follow the rules for "queries" from][STRI NGPREP] .

6.3 DNS servers

Domai n nanes stored in zones follow the rules for "stored strings"
from [ STRI NGPREP] .

For internationalized |abels that cannot be represented directly in
ASCI |, DNS servers MJST use the ACE form produced by the ToASCl
operation. All |IDNs served by DNS servers MJST contain only ASCl
characters.

If a signaling system which makes negoti ati on possi bl e between ol d

and new DNS clients and servers is standardized in the future, the
encodi ng of the query in the DNS protocol itself can be changed from
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ACE to sonething else, such as UTF-8. The question whether or not
this should be used is, however, a separate problemand is not
di scussed in this nmeno.

6.4 Avoi di ng exposing users to the raw ACE encodi ng

Any application that m ght show the user a donai n nane obtai ned from
a donmai n name slot, such as from gethostbyaddr or part of a mail
header, will need to be updated if it is to prevent users from seeing
t he ACE

If an application decodes an ACE nane using ToUni code but cannot show
all of the characters in the decoded name, such as if the nane
contains characters that the output system cannot display, the
application SHOULD show the nane in ACE format (which always includes
the ACE prefix) instead of displaying the name with the repl acenent
character (WHFFFD). This is to nake it easier for the user to
transfer the nane correctly to other prograns. Prograns that by
default show the ACE form when they cannot show all the characters in
a name | abel SHOULD al so have a nmechanismto show the name that is
produced by the ToUni code operation with as many characters as
possi bl e and repl acenent characters in the positions where characters
cannot be di spl ayed.

The ToUni code operation does not alter |labels that are not valid ACE
| abel s, even if they begin with the ACE prefix. After ToUni code has
been applied, if a label still begins with the ACE prefix, then it is
not a valid ACE | abel, and is not equivalent to any of the

i nternmedi ate Uni code strings constructed by ToUni code.

6.5 DNSSEC aut hentication of |DN domai n nanes

DNS Security [ RFC2535] is a method for supplying cryptographic
verification information along with DNS nessages. Public Key
Cryptography is used in conjunction with digital signatures to
provide a neans for a requester of donmmin information to authenticate
the source of the data. This ensures that it can be traced back to a
trusted source, either directly, or via a chain of trust |inking the
source of the information to the top of the DNS hierarchy.

| DNA specifies that all internationalized domain nanes served by DNS
servers that cannot be represented directly in ASCI1 nust use the ACE
form produced by the ToASCI| operation. This operation nust be
performed prior to a zone being signed by the private key for that
zone. Because of this ordering, it is inportant to recognize that
DNSSEC aut henti cates the ASCI1 domai n nane, not the Unicode form or
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t he mappi ng between the Unicode formand the ASCII form In the
presence of DNSSEC, this is the name that MJST be signed in the zone
and MJUST be val i dated against.

One consequence of this for sites deploying IDNA in the presence of
DNSSEC i s that any special purpose proxies or forwarders used to
transformuser input into IDNs nust be earlier in the resolution flow
t han DNSSEC aut henti cating naneservers for DNSSEC to work

7. Nanme server considerations

Exi sting DNS servers do not know the IDNA rul es for handling non-
ASCI| forns of IDNs, and therefore need to be shielded fromthem
Al'l existing channels through which nanmes can enter a DNS server
dat abase (for exanple, master files [STD13] and DNS update nessages
[ RFC2136]) are | DN-unaware because they predate |IDNA, and therefore
requirenent 2 of section 3.1 of this docunent provides the needed
shi el ding, by ensuring that internationalized donain nanes entering
DNS server databases through such channel s have al ready been
converted to their equivalent ASCI| forns.

It is inperative that there be only one ASCI|I encoding for a
particul ar domain nane. Because of the design of the ToASCI|l and
ToUni code operations, there are no ACE | abel s that decode to ASCI
| abel s, and therefore nane servers cannot contain nultiple ASCI
encodi ngs of the sane donai n nane.

[ RFC2181] explicitly allows domain |labels to contain octets beyond
the ASCII range (0..7F), and this docunment does not change that.

Not e, however, that there is no defined interpretation of octets
80..FF as characters. |If labels containing these octets are returned
to applications, unpredictable behavior could result. The ASCII form
defined by ToASCI|I is the only standard representation for
internationalized | abels in the current DNS protocol

8. Root server considerations

IDNs are likely to be sonewhat |onger than current domai n nanes, so
t he bandwi dth needed by the root servers is likely to go up by a
smal | amount. Also, queries and responses for IDNs will probably be
somewhat | onger than typical queries today, so nore queries and
responses nay be forced to go to TCP i nstead of UDP
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10. Security Considerations

Security on the Internet partly relies on the DNS. Thus, any change
to the characteristics of the DNS can change the security of much of
the Internet.

This meno describes an al gorithm which encodes characters that are
not valid according to STD3 and STD13 into octet values that are
valid. No security issues such as string length increases or new

al | oned val ues are introduced by the encodi ng process or the use of

t hese encoded val ues, apart from those introduced by the ACE encodi ng
itself.

Domai n nanmes are used by users to identify and connect to Internet
servers. The security of the Internet is conpronmised if a user
entering a single internationalized nane is connected to different
servers based on different interpretations of the internationalized
donai n nane.

When systens use | ocal character sets other than ASCII and Uni code,
this specification | eaves the the probl em of transcodi ng between the
| ocal character set and Unicode up to the application. [If different
applications (or different versions of one application) inplenent
different transcoding rules, they could interpret the sane nane
differently and contact different servers. This problemis not
solved by security protocols like TLS that do not take |oca
character sets into account.

Because this docunent normatively refers to [ NAVEPREP], [ PUNYCCDE],
and [ STRINGPREP], it includes the security considerations fromthose
docunents as well.

If or when this specification is updated to use a nore recent Unicode
normal i zation table, the new nornalization table will need to be

conpared with the old to spot backwards inconpatible changes. |f
there are such changes, they will need to be handl ed sonehow, or
there will be security as well as operational inplications. Methods

to handl e the conflicts could include keeping the old nornalization
or taking care of the conflicting characters by operational neans, or
sone ot her nethod.

| mpl ement ati ons MUST NOT use nore recent nornalization tables than
the one referenced fromthis docunent, even though nore recent tables
may be provided by operating systenms. |If an application is unsure of
whi ch version of the nornalization tables are in the operating

Faltstrom et al. St andards Track [ Page 19]



RFC 3490 | DNA March 2003

11.

system the application needs to include the nornalization tables
itself. Using normalization tables other than the one referenced
fromthis specification could have security and operationa

i mplications.

To hel p prevent confusion between characters that are visually
simlar, it is suggested that inplenentations provide visua

i ndi cati ons where a domain name contains nultiple scripts. Such
nmechani snms can al so be used to show when a nane contains a m xture of
simplified and traditional Chinese characters, or to distinguish zero
and one fromOand |. DNS zone adminstrators may inpose restrictions
(subject to the limtations in section 2) that try to mninze

honogr aphs.

Domai n names (or portions of them are sonmetines conpared against a
set of privileged or anti-privileged domains. |n such situations it
is especially inportant that the conpari sons be done properly, as
specified in section 3.1 requirenent 4. For |abels already in ASCI
form the proper conparison reduces to the sane case-insensitive
ASCI | conparison that has always been used for ASCI| | abels.

The introduction of |IDNA nmeans that any existing |abels that start
with the ACE prefix and would be altered by ToUni code will
autonmatically be ACE labels, and will be considered equivalent to
non- ASCl | | abel s, whether or not that was the intent of the zone
admi nstrator or registrant.

| ANA Consi der ations

| ANA has assigned the ACE prefix in consultation with the |IESG
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